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I ntroduction
Mot i vati on

Many I nternet services require tinme-based access control to enforce
rate limts, mtigate abuse or require clients to wait before
retrying access to a resource. For exanple, after repeated failed
aut henti cations (HTTP 401), too many requests (HTTP 429) and

chal | enge-based defenses (CAPTCHA) agai nst automated abuse by bots.

Typical existing nmitigation techniques require the follow ng from
clients and verifier
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* Let verifier identify clients across nultiple requests.
* Let verifier maintain state of the clients.
* Let client trust the clock naintained by verifier

* Let the |ogical connection between client and verifier be
mai nt ai ned during the del ay.

These requirenents introduce privacy challenges. The ability of
verifier to identify clients across multiple requests enabl es
linkability of nultiple requests and trackability of client behavior
over time. Maintaining state of the clients at verifier enables
correlation across requests and increases conplexity. The ful
reliance on the clock maintained by verifier can lead to tine
mani pul ation by verifier. A continuous |ogical connection requires
continuous stable connection and increases the verifier |load and the
| at ency.

Hence, at present, there is a |lack of a standardi zed mechanismto | et
a client prove to a verifier that a mninum anount of real tine has
el apsed without revealing client identity, without relying on trusted
clock and wi t hout nmintaining continuous |ogical connection with the
verifier during the delay period.

Thi s docunent ainms to address this gap
1.2. Verifiable Delay Functions as a Tine Prinmtive

A Verifiable Delay Function (VDF) is a cryptographic prinitive that
requires a prescribed sequential tinme for the conputation even with
massi ve parallelismand produces a result which can be verified
efficiently. The VDF properties makes it apt for enforcing el apsed
real tine.

* Sequentiality: The conputation time relies on the el apsed rea
time rather than the conputational power.

* Efficient Verifiability: Any verifier can verify the correctness
of the result efficiently.

* O ock I ndepdendence: Tinme sources need not be synchronized or
trust ed.

Not e that VDFs enabl e a bound on el apsed time rather than

conput ati onal power which nmakes it different fromthe Proof-of-Wrk
constructi ons.
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1.3. Overview of Verifiable Delay Tokens
Verifiable Delay Token (VDT) ainms to bind the chall enge issued by an
issuer to the result of the VDF and | ater be presented to a verifier
as a proof of the elapsed tinme. At a broad |level, the protocol works
as foll ows.

1. Aclient requests a delay challenge froman issuer w thout
revealing its identity.

2. The issuer provides VDF paraneters and a chal |l enge val ue without
tracking the client.

3. The client conputes the VDF without the need of being online or
to interact.

4. The client constructs the VDT and presents it to the verifier

5. The verifier efficiently verifies that the required delay has
el apsed without requiring to re-conpute the VDF, w thout trusting
the timestanps and wi thout the need to know when the conputation
was started.

The protocol ensures the follow ng.

1. The issuer does not | earn who redeened the token, at what tine
and using which of the issued chall enges.

2. The verifier does not |earn when and to whomthe token was
i ssued.

3. The client does not reveal a identifier during issuance and
redenpti on of the token

Note that issuer and verifier MAY be distinct entities enabling
depl oynent nodel s whi ch preserves unlinkability between issuance and
redenpti on.

1.4. Design Goals

The protocol ains to neet the followi ng design goals.

* Elapsed tine enforcenment: Ensure that a mini mrum anmount of el apsed
real tine.

* Privacy Preservation: Ensure unlinkability between issuance and
redenption by avoiding inclusion of client identifiers.
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* Zero-trust on Cock Sources: Avoid any trust on the synchronized
or trusted clock sources.

* Ofline Delay Conputation: Let delay conputation be done without
the need of an online interaction

* Efficient Verification: Ensure that the verifier be able to verify
the token efficiently.

* Conposability: Let the integration of the protocol with the
exi sting Internet protocols be easy.

1.5. Non-Coals
Foll owi ng details are intentionally kept of scope fromthis docunent.

* Wio the client is, howit is authenticated and what it is
aut hori zed to do.

* \Wat are the fees for tokens, econom c incentives, pricing or
paynment mechani sms.

* \What, if any, hardware attestation or trusted execution
envi ronments are used.

* Fairness guarantees across heterogenous client devices such as a
mobi | e phone, a laptop or a GPU cl uster

* Application-specific access control policies.
1.6. Applicability
VDTs are intended to be used in scenarios where a verifier wants to
enforce a time delay without the need of tracking clients or to
mai ntain persistent state. Sone of the applications are |isted

bel ow.

* Privacy-preserving rate limting such as permt 100 requests per
| P per hour.

* Chal | enge-response systens w t hout CAPTCHAs whi ch coul d have
ot herw se track users

* Deferred access to sensitive resources even if access is all owed
such as in case of repeated password reset attenpts.
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1.

7

* Abuse mitigation in anonynous or oblivious transport systens in
whi ch the traditional defense mechanisnms fail because of
anonym zed client identities.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terms are used throughout this docunent.
* Verifiable Delay Function (VDF):

A VDF is a cryptographic function that requires a certain sequentia
conmputation to conplete, naking it unable to parallelize the
computation effectively while yet enabling efficient verification of
the outcome using publicly available data. A VDF is defined by

al gorithnms for setup, evaluation, and verification and by a paraneter
that controls the desired del ay.

* Verifiable Delay Token (VDT):

A VDT is a cryptographic token created fromthe result and proof
produced by a VDF conputation, and the netadata necessary for
verification. A valid VDT serves as a proof that a m ni nrum anount of
time has el apsed since the challenge issuance w thout revealing
client identity or requiring trusted cl ocks.

* dient:

A Cient is the entity that initiates a delay challenge, conpletes
the VDF evaluation, and provides a VDT for validation. The client is
not required to authenticate itself, be a trusted entity and revea
its identifier.

* | ssuer:

An Issuer is the entity that issues delay challenges, VDF paraneters
and chal l enge seed. The Issuer MAY apply necessary policies to
chal I enge issuance, is not involved in delay conmputation and is not
required to | earn about token redenption

* Verifier:
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A Verifier is an entity that validates VDI and deternines whether the
del ay requirement has been net. A Verifier is not required to

mai ntain a per-client state. The verification of the VDF computation
given the proof and the output is an efficient operation

*  Rel ay:

A Relay is an optional entity that transfers protocol messages anong
Clients, Issuers and Verifiers. Relay does not have access to

pl ai ntext content of the nessage. Relays are used to provide

net wor k-1 evel privacy and are assunmed to be honest-but curious.

*  Chal | enge:

A Challenge is a set of paraneters issued by an Issuer in Challenge
Response nessage. It defines the input and difficulty for a VDF
conmputation. At nminimum a Challenge contains a challenge seed and a
del ay paraneter.

* The Chal | enge Seed:

The Chal l enge Seed is a fresh, unpredictable value generated by the
I ssuer and used as input to the VDF. Challenge seeds MJST have a
hi gh probability of being unique and MJUST NOT be used in nore than
one Chal | enge.

* Delay Paraneter:

The Del ay Paraneter indicates the intended | ength of the VDF
conmputation. It does not indicate an absolute value and its
interpretation is VDF-specific.

* VDF Cutput:

The VDF Qutput is the determ nistic value obtained by conputing the
VDF on a given input and del ay paraneter.

*  VDF Proof:

VDF Proof is a cryptographic object that enables efficient
verification of the VDF Qutput with respect to the input value and
del ay paraneter.

* Context Binding:
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Context Binding is an optional nechanismthat binds a Verifier-
defined scope, purpose or request such as reattenpt post failed-
aut hentication, resource identifier, a service domain to a VDT. |If
used, context binding is included in the VDF input.

* Validity W ndow

A Validity Wndow is an optional constraint that restricts the usage
of a VDT within time duration indicated by validity window. Validity
wi ndows do not require synchroni zed cl ocks and are used to reduce
replay attack risk.

* Unlinkability:

Unlinkability is the inability of an observer to correlate protoco

events such as Chall enge | ssuance and Token Redenption to the sane
Cient.

*  Repl ay:
A Replay of a VDT occurs when the sanme VDT which was used and
accepted earlier to obtain access is used again to obtain the access
agai n.
* Stateless Verification
Statel ess Verification is the verification that does not require the
Verifier to keep long-lived session or per-client state beyond what
is required to prevent token reuse.
* Domain Separation
A Domai n Separation is a cryptographic techni que used to ensure that
i nputs and outputs fromdifferent protocols or contexts cannot be
reused across protocol boundaries.

2. Background and Design Rationale
This section presents the existing nechanisns for time-based access

control, why they are not sufficient to neet the goals nentioned in
Section 1 and how VDF can be useful as the basis of the protocol
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2.1. Server-Enforced Tiners

One of the existing approaches to inplement tine-based access contro
is tolet the server trust the tinestanp in the dient’s request and
mai ntain a state with the Client. The server accepts the Cient’'s
request only if it is at least required tinme duration later than the
earlier request fromthe sane client. Such mechani sms have severa
privacy limtations. Mintaining a Client state across multiple
requests creates Cient linkability across nmultiple requests
typically through | P addresses, cookies or authenticated sessions.
This requires server to maintain per-client state for at |east the
duration of the delay interval. This also requires the server to
trust the clock source of the server’s tine source. A server can
easily correlate a Chall enge Request nessage with the corresponding
Chal | enge Response nessage. A server enforced tiner may be
acceptabl e in deploynments where revealing client identification is
acceptabl e, however, it is inconpatible in deploynents where privacy-
preserving and anonynous access control is a requirenent.

2.2. dient-Side Tiners and Del ayed Requests

O her approach is to let the server trust the dient in which case
the Server will sinply accept the request received fromdient
assuning it is sent only after a requisite tine delay. 1In this case,
a malicious Client can easily reduce or avoid the requisite del ay
unless a trusted Cient hardware or server-side verification is used.

2.3. Proof-of -Wrk Mechani sns

Proof - of -Work (PoW schenmes require Clients to performa specific
comput ational work to gain access to a resource. The tine to conpute
PoWis related to the conmputational power and not the el apsed timne.
PoWis related to the computational power and not the el apsed tine,
can often be conputed faster using parallel techniques, varies wdely
across het erogenous devi ces | eading to unfairness and can i npose
unnecessary energy consunption. Hence, a PoWis not suitable for
scenarios where nmininumreal -time delay is a requirenment. This

di stinction between PoWand VDF is discussed in foundational work on
VDFs [ BONEH- VDF] .

2.4. Token Expiry and Credenti al - Based Approaches

Anot her approach is to encode the expiry timestanp in the token
itself. This approach requires Verifier to trust the tinme source of
its clock and of the Cient, and binds a token to an identifiable
Client. Such nmechanisns are not suitable for privacy-preserving

unl i nkabl e ti me-based access because a token is associated with an
identifiable Client which can easily link between chall enge i ssuance
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and token redenption nmessages, and synchroni zation between Cients
and Verifier.

2.5. Limtations of Existing Delay Mechanisns

Exi sting mechani sms are insufficient to ensure the enforcenent of

real -worl d el apsed tinme, absence of trusted tine sources, absence of
client identifier, stateless verification and offline del ay
computation. This document introduces a standardi zed mechani sm whi ch
satisfies all of these requirenents sinultaneously.

2.6. Verifiable Delay Functions as a Building Bl ock

VDFs provide a cryptographi c nechani smfor enforcing el apsed tine
through sequential conputation such that an adversary cannot conpute
significantly faster even with nmassive parallelism VDFs have sone
nice properties which are useful for the protocol. The sequential
conmputation of the VDF is directly proportional to the del ay
parameter. The verification of the VDF is an efficient operation and
is significantly faster compared to its conmputation. The output of
the VDF is uniquely determined by its input and paraneters. VDF does
not require any trusted or synchronized tinme clock

2.7. Tokens Derived from Delay Proofs

The VDTs introduced in this docunent are cryptographic objects
derived fromthe conputations of the VDF. Binding VDF proofs to the
t okens enabl es statel ess verification, unlinkability between
chal | enge i ssuance and token redenpti on and conposition with existing
Internet protocols. The abstraction of a VDT over VDF enabl es
Verifiers to find whether the required time duration has el apsed

wi t hout requiring to know when, where or how t he VDF conputation was
done.

2.8. Separation of Issuer and Verifier

The protocol allows the |Issuer which issues the challenge and the
Verifier which verifies the token derived fromthat challenge to be
separate entities. This separation is intentional to enable privacy-
preserving depl oynents where the Issuer is not required to know when
or where a token is redeened and the Verifier is not required to know
when or under which condition the correspondi ng chal |l enge was issued.

3. Assunptions, Threat Mdel and CGoal s

This section presents the assunptions, the threat nodel and the
security and privacy goal s.
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3.1. Trust and Privacy Assunptions
The protocol makes the follow ng trust assunptions.
* The Issuer is trusted to select delay paraneters in accordance
with the local policy and to generate fresh unpredictable
chal | enge seeds.

* The Verifier is trusted to correctly verify the VDI and produce
the verification results.

* The Relay, if used, is honest-but-curious and does not tanper
prot ocol nessages.

* The Client is not trusted and may try to avoid or shorten del ay
conput ati on.

The protocol does not require synchronized cl ocks, trusted client
hardware or trusted tinme sources

The protocol mekes the follow ng privacy assunptions.
* No collusion between |ssuer and Verifier

* No inclusion of Client identifiers in the challenge requests and
t oken redenption requests.

* Network netadata is suitably hidden by the oblivious transport or
the optional Relays.

Any conpromi se in these assunptions can di m nish the privacy
guar ant ees.

3.2. Threat Mbdel

The protocol assunes the presence of follow ng adversari es.

* Mlicious dient, which may attenpt to forge a VDT, shorten the
VDF conputation tinme, replay the earlier VDT or redeema VDT in
the wrong context.

* Malicious |Issuer, which nmay attenpt to reuse chall enge seeds,

i ssue challenges with insufficient delay paranmeters or include
identifying information into the chall enge.

* Malicious Verifier, which may attenpt to gain additiona

informati on that conpronise Cient’'s privacy, correlate nmultiple
token redenption requests or enforce incorrect access policies.
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* Malicious Network Entities, which nay observe, block, replay or
del ay protocol messages.
The protocol assunes the presence of secure network conmmruni cation
The protocol keeps the follow ng threats out of scope.
* Col lusi on between the Issuer and the Verifier.
* Side-channel attacks on client hardware
* Covert channels in Cient’s delay conputation
* Denial -of -Service attacks that go beyond standard mitigation
* The enforcenent of absolute wall-clock tinme guarantees.
3.3. Securities and Privacy Coal s

The protocol aims to achieve the foll owing goals under the stated
assunpti ons.

* Manifest the mninmum el apsed tinme through sequential conputation

* Prevent token forgery via fabricating a valid token or shortening
the delay computation

*  Enabl e statel ess verification

* Preserve Cient’s anonymity and unlinkability across multiple
requests.

* Avoid reliance on |ocal systemtinme, synchronized clocks or Cient
identifiers.

4. VDT Protoco
This section presents the participants, their interactions,
under | yi ng assunptions, threat nodel and the security and privacy
goals in the VDT protocol

4.1. Participant Entities
The protocol involves the follow ng entities.
* Cient: Entity which for tine-controlled access to a resource,

requests a delay challenge fromthe |ssuer, conputes VDF
constructs VDT and presents the VDT to the Verifier
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* lssuer: Entity which generates and i ssues delay chall enges and
associ ated parameters to the dients.

* Verifier: Entity which receives VDTs fromdients and detern nes
whet her the required delay has el apsed.

* Relay (Optional): Entity which forwards protocol nessages among
Clients, Issuers and Verifiers wthout requiring access to the
pl ai nt ext content.

Note that the |Issuer and the Verifier MAY be the sanme or the distinct
entities. |If distinct, the protocol supports unlinkability between
the chal | enge i ssuance and the token redenption.

4. 2. Pr ot ocol Phases

The protocol primarily consists of the three phases in sequence,
Chal | enge | ssuance, Delay Conputation and Token Redenption. The
Chal | enge | ssuance phase does not require participation of the
Verifier and the Delay Conputation phase does not require
participation of the Issuer. |If a Relay is used, the nessages MAY be
forwarded by it wi thout nodification

1. Challenge |ssuance Phase

In this phase, the Cient sends a Chall enge Request to the Issuer and
the Issuer responds with the Chall enge Response to the Cient. The
Chal | enge Response contains a chall enge seed, a delay paraneter, VDF
paraneters and |ssuer netadata. requests delay paraneters fromthe

I ssuer. The Issuer MJUST NOT include in Challenge Response, the

i nformati on which can be used later to identify the Cient at
redenption. The Issuer MAY enforce suitable access policy such as
rate-limtation but such policy is kept out of scope for this
docunent. Figure 1 illustrates the Chall enge |Issuance phase.

Figures in this docunent are illustrative and non-nornmative.
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(No client identity required)

-+
| Generate fresh chall enge_seed
| Sel ect del ay_ paraneter
| Sel ect VDF paraneters

-+

Chal | enge Response
| (No per-client state retained)
Figure 1: Chal l enge | ssuance Phase
1. Delay Computation Phase

In this phase, the Cient conputes the VDF locally and offline using
the del ay paraneter and VDF paraneters received fromthe |ssuer and
produces a VDF output and a corresponding proof. The tine taken for
the conputation of the VDF is proportional the delay paraneter even
wi th massive use of parallelism A VDT is conputed containing the
chal | enge seed, the delay paraneter, the VDF parameters, the VDF
output and the VDF proof. For VDT Fornat refer section 7. dient
MAY not be connected with the |Issuer or the Verifier during this
phase. Figure 2 illustrates the Delay Conputation Phase.
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Construct VDF input from
chal | enge_seed, del ay_paraneter,
context, domain_sep

Sequenti al VDF eval uati on begins

+

| Eval VDF (sequential steps)
+

+

| Produce vdf _out put

+

+
| Produce vdf _proof
+

(No network interaction
during del ay period)

Figure 2: Delay Conputation Phase
1. Token Redenption Phase

In this phase, the Cient send a Token Redenpti on Request contai ni ng
the VDT to a Verifier. The Verifier validates the token version, the
| ssuer, the VDF proof, the context, and the freshness included in the
VDT. The Verifier returns a Verification Result which MAY grant
access to a resource. The Cient MJUST NOT include information which
can identify the Client. Figure 3 illustrates the token redenption
phase.
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dient Verifier
I I
| Token |
| Redenption Request |
| (VDT) I
[ == >|
I I
I [---+
| | | Verification Steps:
| | | 1. Check token_version
| | | 2. Validate issuer_id
| | | 3. Verify VDF proof
| | | 4. Check context binding
| | | 5. Check replay/validity w ndow
| | <--+
I I
I [---+
| | | Deci sion:
| | | if valid -> Accepted
| | | if invalid -> Rejected
| | <--+
I I
[ <--mmmmmmmee e I
| Response
I
I

I
(Accept ed/ Rej ected) |
I

Figure 3: Token Redenption Phase
4.3. Binding Context with VDT

A VDT MAY optionally be associated with a context defined by the
Verifier. The context is defined by the Verifier and shared with the
| ssuer out-of-band. Later, if required, the context is given to the
Client by the Issuer in Challenge |ssuance phase. Binding context to
a VDT allows a Verifier to restrict usage of the token to a specific
scope. |If context is used, the dient MJST include the context value
in the VDF input and the Verifier MJST reject tokens computed w thout
the expected context. Note that binding context with token does not
af fect unlinkability between Chall enge | ssuance and Token Redenption

4.4. Freshness and Reuse of the VDT
VDTs are intended to be a linmited-use tokens which is guaranteed by

the protocol through token validity wi ndow and nonce-based chal | enge
seeds. More details on this are covered in section 8.
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4.5. Privacy Properties
The protocol is designed with the follow ng privacy properties.

*  The Issuer is not able to determ ne when or where a token is
r edeened.

* The Verifier is not able to determ ne when or why a token was
i ssued.

* The Cient does not convey the client identifier in Challenge
| ssuance and Token Redenpti on.

4.6. FError Handling

The failure responses in the protocol MJST NOT reveal whether the
token was previously redeened or is partially valid.

4.7. Extensibility

The protocol is designed to support extensions. Extensions MJST
preserve the security and privacy properties defined in this
docunent. Sone of the envisaged future extensions are |isted bel ow

* Multiple VDF al gorithns.

* Miltiple token encodi ngs such as CBOR, JSON, binary TLV, conpact
byte strings.

* Miltiple transport protocols such as HTTP, OHTTP
5. VDF Requirenents and Constructions

VDT protocol relies on the cryptographic primtive VDF. Al though the
prot ocol does not mandate a specific VDF construction, consistent
with the approach taken in other cryptographic protocol
specifications RFC 9180, it is expected that the construction MJST
have certain properties. This section presents the VDF and their
expected properties.

5.1. VDF

A VDF is a cryptographic primtive that requires a prescribed nunber
of sequential steps for the conputation even with massive parall el
processing capability but the result can be verified efficiently. A
VDF is defined by the followi ng three associated al gorithns.
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Setup: This algorithmtakes security and difficulty paraneters and
produces public paraneters consisting of an evaluation key and a
verification key.

Eval: This algorithmtakes an input value and the eval uation key
to produce an output value and a proof. This requires a
sequential conputation and the conputation time is directly
proportional to the difficulty paraneter.

Verify: This algorithmtakes the input value, the proof, the
output value and the verification key and efficiently produces a
Bool ean val ue indi cating whet her the output value matches the
result of the Eval al gorithmwhen given input value and the

eval uati on key.

VDF is used in the VDT protocol to cryptographically ensure m ni mum
el apsed tinme between the Chall enge |Issuance and the Token Redenption
events.

5. 2.

VDF Properties

A VDF used in the protocol MJST have the follow ng properties. These
properties are formalized in existing VDF constructions [ BONEH VDF],
[ VESOLOWSKI ], [ Pl ETRZAK] .

1.

Sequentiality: The computation of the VDF MJST require a nunber
of sequential steps proportional to the delay paraneter. It
SHOULD NOT be possible for an adversary to be able to conpute the
result nore efficiently through parallelism This property
enabl es the enforcenent based on the el apsed tinme and not the
comput ati onal resources

Efficient Verification: The verification of the VDF output MJST
be efficient. This property enables scal able verification

Det erm ni sm and Uni queness: CQutput of the VDF MJUST be unique for
a given input and a set of paraneters. This property enables the
determnistic verification.

Public Verifiability: The verificati on MUST be possi bl e using
only public information without the need to access any secret
i nformati on mai ntai ned by the Issuer or the Cient.

Paranetri zed Del ay: The del ay paraneter of the VDF MJST be
tunable to |l et the Issuer change the intended m ni num el apsed
time as required. The specific mapping of the delay paraneter to
the wall-clock tinme is deploynents-specific and is kept out of
scope of this docunent.
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6. Security Assunptions: ONLY the VDF constructions which rely on
wel | - studi ed underlying cryptographi c hardness assunpti ons MJST
be used and the constructions which use proprietary or
undi scl osed trapdoors are NOT RECOMVENDED.

5.3. VDF Constructions

Thi s docunent does not endorse any specific VDF construction. Any
VDF construction with properties nmentioned in Section X X MAY be
used. The two constructions (there could be nore) with these
properties are Wsol owski-style VDFs and Pi etrzak-style VDFs.

Al'l cryptographi c operations MJUST use donai n separation information
to mtigate the risk of cross-protocol or cross-context attacks.

This prevents the possibility of using a cryptographic value from one
context in another context across nmultiple protocol instances just
because both the instances share the same underlying primtive.

The inputs to the VDF MUST be created fromthe chall enge paraneters
provided by the Issuer. A VDF input MJST include a chall enge seed
provi ded by the Issuer, context information (if used) and domain
separation information.

vdf _i nput = Hash("VDT-VDF-1nput" ||
chal | enge_seed |
encode(del ay_paraneter) ||
cont ext _bi ndi ng

)

The VDF out put consists of a conputed output value and an associ at ed
proof that allows for efficient verification. Both the output and
the associ ated proof MJIST be included in the token

The protocol is intended to be generic in the use of VDF
constructions and inplenentati ons SHOULD support the use of new VDF
constructions wi thout breaking interoperability. Tokens conputed
wi t h unsupported or deprecated paranmeters MJIST be rejected by |Issuers
and Verifiers.

6. Verifiable Delay Token

This section defines the VDT structure which consists of not only the
result of a conpleted VDF conputation but also the netadata to enabl e
efficient and stateless verification. The structure is independent
of both the transport and the encoding nmethods. A VDT binds the
chal | enge seed, delay paraneter, optional context provided by an

I ssuer with a VDF conputation and proof provided by a dient. A
token MUST NOT contain any type of client identifier, network address
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or value that can be used to establish a connection across Chall enge
| ssuance and Token Redenpti on

6.1. Token Structure
A VDT consists of the following fields.

1. token_version: An identifier indicating the token format. This
field MUST be present. Verifiers MIST reject tokens that have
unsupported versions.

2. issuer_id: An identifier indicating the Issuer which generated
the challenge included in the token. This field MJST be present.
This MJST be verifier-recogni zabl e val ue and MAY be publicly
avai | abl e.

3. challenge_seed: A value provided by the Issuer and used in the
VDF conputation by Client. This field MIST be present. This
MUST be highly random SHOULD NOT be predictable and MJUST NOT be
reused across chal |l enges.

4. delay_paraneter: A value provided by the Issuer and used in the
VDF conputation by Cient such that the conputation tine is
proportional to this paraneter. This field MJST be present.
Verifier MJUST validate that the value is acceptable for the
i nt ended use.

5. vdf _output: The val ue produced by VDF conputation by Cient and
used by Verifier to validate the token. This field MJST be
present. This output value MJST be uniquely computed froma
chal | enge seed, a delay paranmeter and an optional context.

6. vdf_proof: A cryptographic proof produced by VDF conputation by
Client and used by Verifier to validate the token. This field
MUST be present. This proof MJST be uniquely conputed froma
chal | enge seed, a delay paranmeter and an optional context.

7. context_binding (optional): A value provided by the Issuer which
is used in the VDF computation. This field MAY be present. [f
present in the token, the value MJST be used in VDF conputation
If the intended use requires context binding, the verifier MJST
reject tokens missing this field.

8. wvalidity_w ndow (optional): A value indicating expire time beyond
which the token is deemed invalid. This field MAY be present.
If present in the token, it MJST NOT require synchroni zed cl ocks
between the Issuer and the Verifier. This field SHOULD be used
only to limt the token usage within a certain tine.
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Verifiabl eDel ayToken {
uint8 t oken_versi on;
opaque i ssuer_id;
opaque chal | enge_seed;
ui nt 64 del ay_paranet er
opaque vdf out put;
opaque vdf _proof;
opaque cont ext _bi ndi ng; /1 OPTI ONAL
opaque val i dity_w ndow, /1 OPTI ONAL
6.2. Token Construction
The VDT is created by a dient. The dient conputes a VDF with the
i nputs of a challenge seed, a delay paraneter, an optional context
and a protocol -specific donain separation string. The VDF out put
val ue, VDF proof and the netadata are enbedded into the token
6.3. Token Verification
The Verifier verifies the VDT by validating the foll ow ng.
1. Token version is supported.
2. lssuer identifier is recognized and trusted.
3. Challenge seed and del ay paraneter
4. Context against the expected use.
5. VDF proof verifies correctly against the output.
6. The token is not expired and is not used earlier
The Verifier MJST reject the token if any of these checks fail
6.4. Privacy Properties of the Token Fornmat
The token format ensures privacy by the follow ng facts.
* No inclusion of Cient identifiers.
* No inclusion of tinestanps.

* No inclusion of network identifiers.

* Unlinkability across Chall enge | ssuance and Token Redenption
across protocol instances.

C- DAC Pune Expires 14 July 2026 [ Page 22]



I nternet-Draft VDT January 2026

Specific inplementations of the protocol MJST NOT include any
additional fields that conprom se these properties.

6.5. Token Encoding

The token format is generic in the use of token encoding. The

encodi ngs MUST be able to encode individual fields with clear
boundaries. |Inplenmentations MAY use CBOR, Binary HITP or other
compact binary encoding formats. However, since text-based encodi ngs
such as JSON have limtations related to size and parsing, they are
NOT RECOMVENDED

6.6. Extensibility
The token format is extensible. The future specifications MAY define
new fields. |If the token contains an unknown optional field, it MJST
be ignored by default unless explicitly required. Semantics of the
fields MUST NOT be changed by new t oken versions.

7. Protocol Messages (Wre-Level Flows)

Thi s docunent defines the VDT protocol using foll owi ng nessages.

| Message | Direction | Purpose |
| Challenge Request | Cient -> Issuer | Request chall enge seed

| | | and del ay paraneter |
o e e o s o e e e oo o m e e e e e e aao o +
| Chall enge | I'ssuer -> Cdient | Provide VDF chall enge |
| Response | | |
o e e e e oo oo Fom e e e oo St +
| Token Redenmption | dient -> | Provide VDT |
| Request | Verifier | |
o e e o s o e e e oo o m e e e e e e aao o +
| Verification | Verifier -> | Verifier’s decision on

| Response | dient | acceptance or rejection

o e e e e oo oo Fom e e e oo St +

Table 1: Protocol Messages
7.1. Chall enge Request

The Chal | enge Request nessage is sent by the Cient to the Issuer to
request paraneters required for delay conputation

Thi s nessage MAY include the follow ng paraneters.
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* supported_vdfs: A list of VDF constructions supported by the
Cient.

* delay_hint (Optional): A value indicating the desired del ay range.
| ssuers MAY ignore this paraneter.

* context_request (Optional): A Boolean value indicating a request
to include context the Chall enge Response nessage.

Any information which can be used to identify the client such as
client identifier MJUST NOT be included in this nmessage.

I ssuer MUST treat Chall enge Request nessage as unaut henticated and
MAY apply policy such as rate-limtation

7.2. Chall enge Response
The Chal | enge Response nmessage is sent by the Issuer to the Client to
provi de the paraneters required for delay conmputation. This nessage
is sent in response to an earlier received Chall enge Request message.
Thi s nmessage MJST include the followi ng paraneters
* |ssuer_id: A value indicating the Issuer

* chal l enge_seed: A fresh, unpredictable val ue.

* delay_paraneter: A value indicating the required delay for the
VDF.

* vdf _paraneters: A set of values required for the VDF conputation

Thi s message MAY optionally include the follow ng additiona
paraneters

* context_binding: A value related to the context which is to be
included in the VDF input.

* wvalidity_ window A tine indicating the expiration time of the
t oken.

| ssuer MJUST not include any information which can either identify the
client or can be used to correlate between the Chall enge Request and
the Chal |l enge Response nmessages, MJST ensure that the chall enge_seed
is never reused and MJST ensure that the paraneters provided are
consistent with the selected VDF construction
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7.3. Delay Computation (by dient)

After receiving the Chall enge Response nessage, the Cient computes
the VDF using challenge seed, delay paraneter and optiona

context _binding to generate vdf output and vdf _proof. The dient
constructs a VDT with the structure nmentioned in Section 7. The
client MAY be offline during the conputation

7.4. Token Redenption Request
The Token Redenption Request nessage is sent by the Cient to the
Verifier to prove that a certain duration of the tinme has el apsed
since the chall enge was issued.
Thi s message MJST include the foll ow ng paramneters.

* verifiable _delay token: A VDT

Thi s message MAY optionally include the foll owi ng additiona
par anet er s

* requested resource: A value indicating the resource to be
accessed.

* context_confirmation: A Bool ean value indicating a request to bind
cont ext .

Verifier MJIST treat Token Redenpti on Request nessage as

unaut henti cated, MJUST NOT require the Cient to include information
whi ch can be used to identify clients and MJUST performthe validation
steps defined in Section 8.

7.5. Verification Response
The Verification Response nessage is sent by the Verifier to the
Client to provide the verification result. This nessage is sent in
response to an earlier received Token Redenpti on Request nessage.

Thi s message MJST include the foll ow ng paramneters.

* result: A Boolean value indicating whether the token is valid
considering the delay requirenment in the token

Verifier MJUST NOT reveal whether the token was previously redeened,

MUST NOT reveal whether the token is partially valid and SHOULD
m nimze the response size
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7.6. Replay Protection

The protocol prevents against replay attacks by the foll ow ng
nmechani sns.

* Token uni queness via chall enge_seed

* Token usage period via validity_w ndow

* Replay detection via Verifier checks.
7.7. Transport |ndependence

The protocol messages are agnostic to the underlying transport
mechani sm  Messages MAY be conveyed over HITP, OHITP or other secure
transports. The underlying transport mechani sm MJUST preserve nessage
integrity.

7.8. FError Handling

The protocol nessages can error out because of reasons such as
unsupported VDF construction, invalid paraneters, expired or reused
token. I nplenentations MJUST consider all errors as critical

8. Privacy Considerations

This section presents the privacy properties of the protocol. The
protocol ains to enable time-based access control w thout |eaking
client identification, cross-request linkability and unnecessary
di scl osure of information. The privacy analysis in this section
foll ows the guidance in RFC 6973. Protection against traffic

anal ysis is out of scope of the protocol

*  Absence of Cient Identifiers

The protocol does not require Clients to include client identity,
network address, device identity or issuance tinestanp either in
Chal | enge Request message or Token Redenption Request nessage. The
protocol al so does not require authentication or session
establishment of Cient with either the Issuer or the Verifier which
prevents |Issuer to correlate issued challenge seed with the dient
and al so prevent Verifier to correlate received token with the
Cient.

* Unlinkability Between |Issuance and Redenpti on
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The protocol does not require the Issuer to | earn about either the
del ay computation or the token redenption and the Verifier to |learn
about the chall enge issuance. The token contains only the challenge
seed which uniquely identify the issuance transaction but the
chal | enge seed does not reveal client identity. Assum ng that the

I ssuer and the Verifier do not collude, the Chall enge Request nessage
and the Token Redenption Request nessage cannot be |inked.

* Mnimal Information Disclosure

The protocol nessages reveal only the strictly necessary required

i nformati on. Chal |l enge Response nessage conveys the del ay paraneter,
the VDF parameters and the issuer netadata required for verification
Token Redenpti on Request nessage conveys the VDF conputed out put

val ue and a proof. None of the nessages include issuance or
redenption timestanps. This avoids revealing behavioral patterns of
Cient.

* Resistance to Cross-Token Correl ation

The protocol ensures the resistance to any correl ati on anong VDTs by
ensuring that no two VDTs can be derived fromthe sane chall enge seed
and each chal |l enge seed generates a cryptographically unique VDT

I mpl ement ati ons MUST avoid introducing additional infornation that
coul d enabl e such correl ation

* Context Binding and Privacy

The protocol introduced the usage of optional context to allow a
Verifier to restrict token usage to a specific scope such as for a
particul ar resource or a particular service. Though the use of
context binding does not aimto introduce client identifier, overly
specific or Client derived context values could reduce dient
anonymty. Verifiers SHOULD ensure that context val ues are
appropriate and does not reveal Cient identity.

* Use of Relays and blivious Transports

The protocol can be depl oyed over privacy-preserving transports such
as OHTTP that hide Cient network netadata. These transports ensure
that neither Issuers nor Verifiers learn dient network address and
Rel ays cannot access cryptographic content. Deploynents that do not
use such privacy-preserving transports may expose network addressees
and have to take appropriate nmeasures to prevent revealing Cient
identity.

* Token Reuse and Privacy Trade-offs
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Verifiers may track token usage to prevent agai nst replay attacks.
Verifiers SHOULD take appropriate neasures so that replay detection
does not introduce unintended |inkability, SHOULD avoid nmaintaining a
per-client state and SHOULD require m ni mum necessary information
such as reuse of challenge seed within a Iimted w ndow.

* Conparison with Alternative Mechanisns

The alternative time-based or abuse mtigation mechani snms such as
keepi ng server-side tinmers, proof-of-work or CAPTCHA systens have
privacy limtations. Server-side tiners require client
identification and enable linkability. Proof-of-work is proportiona
to conputational power and the not the sequential conputation and

al so enables fingerprinting. CAPTCHA systens reveal interaction
patterns and tracking. The VDT protocol provides time enforcenent
whi | e avoi ding these privacy limtations.

* Residual Privacy Risks

Sone of the privacy risks are deliberately kept out of scope as they
are specific to the depl oynent scenarios. For exanple, wthout the
use of privacy-preserving transports, network addresses may be
observed which may leak client identify. An adversary nmay observe
redenption patterns and perform side-channel based tim ng attacks.
An adversarial |ssuer and an adversarial Verifier may collude to
conmprom se unlinkabilty. Deploynments SHOULD take appropriate
measures to avoid such privacy risks.

9. Security Considerations

This section presents the security threats in the protocol and the
mechani sm by which they are mtigated.

* Correctness of Delay Enforcenent

The protocol assunes that the sel ected VDF construction enforces
sequential conputation and does not pernit the conputation to be done
significantly faster by nmeans such as shortcut evaluation or parallel
speedup. This assunption is critical to the protocol because

ot herwi se an adversary may conpute tokens faster than the intended
delay. ONLY those VDF constructions which are well-studied and
publicly documented should be used. The protocol does not aimto
conmpensat e performance difference in different hardware. Since
different hardware can have different performance, the protoco

provi des only approxi mate del ay guarantees which indicate relative
and not absolute wall-clock tine.

* Token Forgery
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An adversary may attenpt to generate a valid VDT w thout performng
the required delay conputation. The protocol mitigates the token
forgery attacks by cryptographic security of the VDF which ensures
that forging a token by avoiding or reducing the required del ay
conputation is conputationally infeasible. Verifier MJST reject
tokens that fail verification. |If at any time, a VDF construction is
found vul nerable to forgery, tokens derived fromthat construction
MJUST be consi dered insecure.

* Replay Attacks

VDTs are bearer token and an adversary may replay it while it is

still valid. This behavior is inherent to bearer tokens and does not
reduce the security of delay enforcenent. The protocol mitigates the
replay attacks by preventing token reuse through unique

chal | enge_seed, restricting usage tinme period through validity_ w ndow
and binding token to a specific context (resource, operation or
request) through context bindi ng.

* Man-1n-The-M ddl e Attacks

An adversary may observe, nodify, replay or inject protocol nessages
as they are communicated anong Cient, |Issuer and Verifier. The
security of the protocol relies on the cryptographic validity of the
token in the nessage rather than the confidentiality of the message.
Any nodification in the protocol nessages nakes the token invalid
which results in failed verification. Any forging of a VDT in a
message wi thout performing the required delay conputation is
conputationally infeasible. Any |eakage of protocol nessages does
not reveal client identifiers. An adversary may tanper the challenge
in the Chall enge Response nessage whi ch makes the Cient conpute VDF
over adversarial challenge which later will fail verification in
Verificati on Response nmessage. This may result in Denial-of-Service
which is not a security breach and is inherent to bearer tokens. To
prevent this, |ssuer SHOULD authenticate the challenge in the
Chal | enge Response nessage. But, even if an adversary tanpers the
chal l enge, it cannot create a valid token, learn client identifier or
i npersonate the Cient. It is RECOWENDED to use secure transport
mechani sm such as TLS or OHTTP to reduce passive observation but it
is not required for cryptographic correctness.

* Token Rebi ndi ng and Cont ext Confusion

C- DAC Pune Expires 14 July 2026 [ Page 29]



I nternet-Draft VDT January 2026

To prevent the usage of a token in a context different fromthe

i ntended one, the token MAY be bound to an application-defined
context. |If present, the context value MJST be used in VDF
conputation. Verifiers MJIST reject tokens whose context does not
mat ch the expected value. Context val ues SHOULD be canonicalized
prior to inclusion.

* | ssuer M sbehavi or

An adversarial |ssuer may issue reused chall enge seeds, weak
paraneters or insufficient delay requirenents. The protoco
mtigates this by ensuring that Verifiers MJST validate |ssuer
identifiers to find whether the Issuer is trusted and SHOULD rej ect
t okens whi ch do not adhere to expected paraneter constraints.
Verifiers SHOULD validate that delay paranmeters neet locally
configured m ni mum security threshol ds.

* Verifier M sbehavior

An adversarial Verifier may attenpt to extract additional information
by requesting additional unnecessary information. dients SHOULD
treat Verifiers as potentially untrusted entity, SHOULD avoid

reveal ing any additional information beyond what is nentioned in this
docunent and MAY decline to provide additional information not
required for verification. The protocol does not prevent an
adversarial Verifier fromapplying arbitrary access policies after
token verification.

*  Deni al -of - Servi ce Consi derations

I ssuers may receive | arge nunber of Chall enge Request nessages and
Verifiers may receive | arge nunmber of invalid or malforned Token
Redenpti on Request messages. This may result in denial-of-service
attacks. Inplenmentations SHOULD use standard DoS mtigation
techni ques such as rate limting, request validation and bounded
resource allocation. Verifier SHOULD verify the token only after
prelimnary validation of token structure is done.

*  Paranmeter Sel ection Risks

| nproper sel ection of delay paranmeters can have an inpact on the
security. A too small value may fail to prevent attacks and a too

| arge val ue may cause excessive consunption of Cient resources.

Thi s docunent does not specify paraneter values as it |argely depends
on the intended use case. Deploynments MJST sel ect paraneters
suitable for the intended use case.

* Sj de- Channel Consi derations
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10.

The protocol does not explicitly address the side-channel attacks
that may arise from nmeans such as timng differences in the
verification process, observabl e network behavior, conmputation
patterns at the dient. Deploynents SHOULD take appropriate nmeasures
to prevent such attacks.

* Col | usi on Between |ssuer and Verifier

An adversarial |ssuer and an adversarial Verifier may collude to
correl ate the Chall enge | ssuance Request nmessage and Token Redenption
Request nessage. This conprom ses the unlinkability of Cient across
these two nmessages. This protocol assunes non-col | usi on between

I ssuer and Verifier. Deploynents SHOULD take appropriate nmeasures to
prevent such col |l usions.

* Cryptographic Agility and Deprecation

It is possible that sonme of the secure VDF constructions may becone
insecure in future because of change in cryptographic assunptions.
Depl oyment s MUST support mechani sms to deprecate such insecure VDF
constructions and support to use the updated parameters. Verifiers
SHOULD rej ect tokens generated from deprecated paraneters.

Depl oynment Consi derati ons

Thi s section discusses the practical considerations of inplenmenting
the VDT protocol. These considerations do not affect protoco
requirenents and are informative

*  Paraneter Sel ection

Choi ce of delay paraneter directly inpacts the security and resource
consunption. Shortening this value may reduce the strength to
prevent attacks and increasing this value has a direct effect on
consunption of Client resources. Deploynents SHOULD sel ect a

bal anced val ue whi ch bal ances these two aspects. This docunent does
not recommend a specific value since it largely depends on the
operational constraints and Client capabilities.

* (Cient Resource Constraints

The protocol requires Cients to performsequential conputation for
the duration of the delay. Deploynents SHOULD consider the dient
devi ce resources such as battery consunption and thernmal constraints
for selecting the suitable delay. dients MAY abort the del ay
conmputation and |ssuers SHOULD avoi d issuing chall enges which may
result in unreasonable |ong delay conputations for a typical dient
devi ce.
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* lssuer Load and Scal ability

Issuers are primarily involved in generating delay challenges and are
not required to nmamintain persistent per-client state. Hence, |ssuers
can use suitable nechanisns to scale horizontally. This docunent
does not recomend a specific such mechanismas it largely depends on
the particul ar depl oynent. |ssuers MAY apply standard request
filtering and rate limting to avoid denial -of-service attack

* Verifier Load and Verification Cost

Verifiers are primarily involved in verifying the received VDIs. The
verification process is assunmed to be efficient. To prevent agai nst
deni al - of -service attacks, Verifiers SHOULD apply inexpensive
structural validation prior to cryptographic verification

* Replay Detection State

Verifiers may need to maintain state such as recently seen chall enge
seed or token identifier to protect against replay attacks.

Depl oyments SHOULD minim ze the duration for which such state is

mai ntained to avoid introducing the linkability. Stateless
verification can be achieved to prevent replay attacks by enforcing
short token validity w ndows.

*  Trust and CGovernance of |ssuers

Wien Issuers and Verifiers are different entities, Verifiers nust
deci de whether the issuer is a trusted entity. This can be done
through static out-of-band agreenents and public key distribution

* Increnental Depl oynent

The protocol may be used along with existing alternative nechani sns.
For exanple, a service MAY of fer CAPTCHA to sone clients and VDT to
other clients, MAY use both CAPTCHA and VDT to prevent against rate-
limting and MAY require VDTS only in certain cases such as repeated
aut henti cation failures.

*  Deploynent with Oblivious Transports

Usi ng privacy-preserving transports such as OHTTP can provi de
stronger privacy guarantees by hiding client network netadata.
However, they may introduce additional |atency and infrastructure
requirenents. Deploynments that require such stronger privacy
guar ant ees SHOULD consi der the associ ated over heads.

* Failure Handling and User Experience
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11.

11.

11.

11.

The protocol may generate error responses due to several reasons such
as invalid parameters, expired tokens or verification errors.
Verifiers SHOULD ensure that only mnimal necessary information is
provi ded wi thout any information which can leak client identity.

* NMbnitoring and Abuse Eval uation

Any observatory or analytical system such as systemnonitoring or the
abuse mtigation effectiveness SHOULD be performed in a privacy-
preserved manner and MJST NOT either rely or |eak any information
which can reveal client identity.

Conposition with Existing Protocols (HTTP, COHTTP, Privacy Pass)

Thi s section describes how VDT protocol may be used with existing
I nternet protocols.

1. Conposition with HTTP

VDT protocol is designed to work naturally with HTTP-based systens.
Bef ore processing an HITP reqest, a Verifier MAY require the dient
to present a VDT. The dient MAY include the token in HITP request
header or in a request body. For exanple, a Cient MAY include the
token in an authorization header

Alternatively, a Cient MAY include the token in HTTP request body
when usi ng non-idenpotent nethods. Specific HITP header names or
status code are left to the future specifications or application
profil es.

2. Statel ess Access Control in HITP Services

The protocol allows HITP services to enforce time-based access
control without requiring to maintain per-client state. Wen a
service receives an HITP request containing a VDT, it verifies the
token (as nmentioned in Section X X), takes a deci sion based on
verification outcome and di scards the token along with an associ at ed
state. This lets HITP services enforce delays w thout tracking
Clients across requests.

3. Conposition with CHTTP

OHTTP and its properties are defined in [RFC9458]. The VDT protoco
works well with OHTTP as well. Chall enge Request, Chall enge
Response, Token Redenpti on Request and Verification Response MAY be
encapsul ated in OHTTP nessages and conveyed via an OHTTP Rel ay.
OHTTP prevents Issuers and Verifiers fromlearning client or network
identifiers. OHITP is OPTIONAL but RECOMVENDED where network-| ayer
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Figure 4 illustrates conposition with CHTTP

Fomm oo + R, + Fomm oo + TS
| dient | | Relay | | Issuer | | Verifier |
- + . + - + oo
I I I I
| Encapsul ated | | |
| Chall enge | | |
| Request | | |
|------mmmmm - >| I I
I I I I
| | Forward | |
| | encrypted | |
| | request | |
| [------------- >| |
I I I I
I I I I
| | Encapsul ated | |
| | Chall enge | |
| | Response | |
| | <--------m---- | |
I I I I
| Forward | | |
| Encrypted | | |
| Response | | |
| <------mmmmm-- I I I
| | | |
O fline VDF | | |
conput ation | | |
I I I I
I I I I
| Encapsul ated | | |
| Token | | |
| Redenption | | |
=== >| I I
I I I I
| | Forward | |
| | encrypted | |
| | token | |
I [--mmmmm e >|
I I I I
I I I I
| | Encapsul ated | |
| | Verification | |
| | Result | |
I | <-mmmmmmm e I
I I I I
| Forward | | |
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| Encapsul ated |
| Verification |
| Result |
I
I

Fi gure 4: Conposition with CHTTP
11.4. Conposition with Privacy Pass

The VDT protocol is conplenentary to Privacy Pass. Privacy Pass can
be used to create anonynous and unlinkabl e tokens that prove that a
client has passed a chall enge such as a CAPTCHA or a device
attestation. VDT protocol can be used to create tokens that a

m ni num amount of tine has el apsed. VDIs MAY be used as a tinme-del ay
requirenent for the issuance of a Privacy Pass token. Conversely, a
privacy pass token MAY be used for the challenge issuance.

Depl oynents whi ch use VDT protocol along with Privacy Pass MAY enabl e
different scenarios. A service nmay inplenment an anonynous tine-based
abuse mtigation by requiring a dient to present a VDT after first
attenpt without disclosing Client identity. A service may inplenent
a rate-limt anonynous APl access by requiring a Client to present a
VDT through OHTTP. A service may inplenent privacy-preserving del ays
by requiring a Cient to present a VDT instead of interactive CAPTCHA
or solving puzzles. Figure 5 illustrates composition with Privacy
Pass.
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| | | | | I'ssuer | |

I
| Request del ay
| chall enge

I
Conput e VDF |
(of fline) |
I I

I

I
| Request Privacy Pass token
| using conpleted VDT

Figure 5: Conposition with Privacy Pass
11.5. Interaction with Transport Security
The VDT protocol assumes that the underlying transport provides
necessary integrity and confidentiality to the nmessages. HITP-based
transports SHOULD use TLS. Wien network-layer privacy is required,
OHTTP SHOULD be used.
12. | ANA Consi derations

Thi s docunent does not require any inmredi ate | ANA actions. However,
future extensions MAY require some optional |ANA actions.
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12.

12.

12.

12.

13.

1. Token Type ldentifier Registry (Optional)

It is possible that in future, simlar to VDTs, other type of tokens
is proposed and defined for different use cases. Future
specifications MAY define a token type identifier registry to
identify the tokens. |If such a registry is created, it is
RECOMVENDED that it includes a token type identifier, a brief
description of the token and a reference to the defining
specification. The registration policy for such a registry SHOULD be
_Specification Required_.

2. HTTP Header Fields (Optional)

Thi s docunent does not introduce any new HTITP header fields. Future
speci fications MAY introduce a new HTTP header field. Any future
specifications that introduce a new HTTP header field for
transmtting VDTs MJUST be registered with | ANA. This docunent does
not request such registration

3. Media Types (Optional)

Thi s docunent does not introduce any new nedia types. Future

speci fications MAY introduce new nedi a types for encapsul ati ng VDTs
or protocol nessages. Any future specifications that introduce a new
such nmedia type MJST be registered with I ANA. This docunent does not
request such registration.

4. Cryptographic Al gorithm Registries
Thi s docunent does not introduce any nodifications to cryptographic
algorithmregistries. Cryptographic agility is achieved through
protocol negotiation and specific deploynments rather than through
central registry.

| mpl enent ati on Status
This section presents the inplenmentation status of the VDT protocol
* Note to RFC Editor:
Thi s section SHOULD be renoved before publication. as an RFC. This
section describes the present known inplenmentations of the VDT
protocol according to the RFC 7942 with the aimto present the

interoperability feasibility.

* Reference |nplenentation
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At the tine of witing this docunent, a reference inplenentation of
the VDT protocol is under devel opment. The reference inplementation
is witten in Python as a standalone library w thout HTTP or CHTTP
integration to denonstrate a proof-of-concept protocol |eve

i npl ementation. The scope is limted to the challenge generation,
VDF conmput ati on, token construction, token verification and protoco
messages. Wesol owski VDF construction is used at the experimental
level. The primary goal of the prototype is to validate protoco
feasibility and paraneter selection and not to optimze for
performance or production use.

*  Experimental Integration

An experimental integration is planned with other Internet protocols
such as HTTP-based depl oynent using a custom header, OHTTP
encapsul ati on for chal |l enge i ssuance and token redenpti on and Privacy
Pass with delay challenges instead of interactive challenges. These
integrations are planned only to test the interoperability.

* Security Considerations for |nplenmentations

No formal review of the prototype is done so far. Paraneters are
sel ected only for experinental purpose and no eval uati on agai nst
attacks has been done. The prototype SHOULD NOT be used in
production environnents.

* Future |nplenmentations

I npl enentati ons in programm ng | anguages ot her than Python are
expected to be devel oped to support different depl oynments.

I ndependent inplenmentations are encouraged and feedback fromthe
i mpl ement ati ons are wel cone.

14. Limtations

This section describes limtations of the VDT protocol. These
limtations are intrinsic to the problem and cryptographic primtives
and shoul d not be considered as flaws in the protocol design.

*  Approximate Tine Enforcenent:

The protocol only enforces a mnimum anount of sequential conputation
which is directly related to the elapsed tinme and is not an

i ndi cation of the exact wall-clock duration. Hi gh performant

har dwar e devi ces may perform del ay conputation faster than the |ess
performant ones. The protocol does not guarantee fairness across

het er ogeneous hardware devi ces and hence provides a relative tine
enforcenment rather than an absolute wall-cl ock guarantee
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*  No Absolute Time or Schedul i ng Guarantees:

The protocol does not provide guarantees about absolute tinmestanps,
ti mestanps synchronized with real -world clocks or about any tine
conpl eti on beyond the m nimumrequired del ay requested. Deploynents
whi ch require exact or synchronized tinmestanps MJST rely on
addi ti onal nechani sns which are outside the scope of this docunent.

* Resource Consunption on Clients:

The del ay conputation on Client may have an effect on battery life,
thermal limts or responsiveness on constrai ned devices. Cients my
abort conputation at any tine which results in unusable token. The
prot ocol does not provide device-aware paraneter negotiation

* No ldentity, Accountability, or Attribution

One of the core goals of the protocol is not to reveal dient
identity. Hence, Verifiers cannot correlate tokens to Cients, per-
client personalized policies cannot be applied and abuse mitigation
islimted to time-based controls. |If a deployment needs an

i dentity-based control, additional nechanisns MJUST be used.

* Limted Protection Against Sophisticated Adversari es:

The protocol does not aimto prevent against adversaries with
speci al i zed hardware that significantly accel erates sequentia
conput ati on, side-channel attacks on Cient conputation, traffic
anal ysis at network | evel and coll usion between |Issuer and Verifier
Mtigation agai nst these threats are out of scope.

* Dependence on VDF Maturity:

The security of the protocol depends on the properties of the

sel ected VDF construction. Future advances in cryptanal ysis nmay
weaken exi sting VDF constructions and performance nay vary across
constructions. Though the protocol does not fully elininate this
risk, it mtigates the risks through cryptographic agility.

* No Abuse Detection or Policy Definition

The protocol explicitly does not define what constitutes an abuse,
when a del ay should be required and what actions should be taken for
token acceptance or rejection. These decisions are left to the
speci fic depl oyments.

*  No Economic or Incentive Quarantees:
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VDTs are not a payment nechani sm and any economic interpretation of
VDTs is out of scope of this docunment. The protocol neither defines
an econom c cost nor a pricing nodel

15. Future Work

This section presents sone of the possible future works of this
docunent. These works are out of scope for this docunent and do not
af fect the VDT protocol defined herein.

* VDF Profiles:

This protocol has limted itself to the required VDF properties and
is kept generic to various VDF constructions. One possible future
work could be to define VDF profiles for a specific set of VDF
constructions, recomended paraneter ranges or perfornmance
characteristics.

* Performance Eval uati on and Benchmar ki ng:

Anot her future work could be performance eval uati on and benchmarki ng
across het erogeneous hardware of various nmetrics such as energy
consunption on constrained devices and verification costs.

Depl oynment environnents can be benefitted from benchmarks in

sel ecting the suitable paraneters

* Adaptive Del ay Negoti ati on:

Thi s protocol does not support adaptive negotiation which can issue
paraneters such as delay_chall enge based on Client’s capabilities
such as hardware device. Future works may introduce such negotiation
with the caution to maintain privacy of Client identifiers.

* |Integration Profiles:

Though this docunent describes integration with HTTP, OHTTP and
Privacy Pass, it does not define normative bindings. Possible future
wor k coul d define normative bindings such as standard HTTP header
fields or nmedia types and profiles for Privacy Pass integration.

* Formal Security Analysis:

Anot her future work could be to do the formal security anal ysis of
t he protocol

* Broader Applications:
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Though this docurment primarily focuses on time-based access control,
the protocol can be extended to other broader applications such as
del ayed revel ati on and staged access to a resource.
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