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Abst r act

Thi s document proposes an extension to inprove Miltipath TCP based on
operational experience by allowing Miltipath TCP to use DSS mappi ngs
that are | onger than 64 KBytes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ipnetworkingl ab. gi thub.io/draft-nptcp-dss/draft-baerts-tcpm
nmptcpdss. htmi. Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-baerts-tcpm nptcpdss/.

Di scussion of this docunent takes place on the TCP Mii nt enance and

M nor Extensions Wrking Goup nailing list (mailto:tcpm@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/tcpm .
Subscribe at https://ww.ietf.org/milmn/listinfo/tcpni.

Source for this draft and an issue tracker can be found at
https://github. com | PNet wor ki ngLab/ dr aft - npt cp- dss.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

From a perfornance vi ewpoi nt, TCP stacks are optim sed to | everage
| arge segnments and use TCP Segnent O fload / Generic Receive Ofl oad
(TSOGRO). The DSS option defined in Miltipath TCP allows to nmap a
series of bytes fromthe bytestreamon a specific subflow
Unfortunately, the length of this mapping is encoded in a 16-bit
field. Since each Multipath TCP segnment nust include a DSS mappi ng
before being sent to the network interface, this restricts the size
of the segnments that Miultipath TCP can use. |In particular in |IPv6,
it is inpossible for Multipath TCP to | everage | Pv6 junbograns

[ RFC2675] in contrast to regular TCP. This docunment proposes a
nmodi fi cation of the DSS option to support | onger nmappings.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3. Extending the DSS option

The extension proposed in this docunent is pretty sinple. @G ven that
the DSS Checksumis rarely used in practice, we propose to reuse the
space reserved for this checksumin the DSS option to support 32-bit
data-1 evel mappings. This enables Miltipath TCP servers to send
segnents that are longer than 64 KBytes. This extension is

negoti ated using the TBD flag in the MP_CAPABLE option during the
handshake.

MP_CAPABLE ->
[flags (TBD is set)]
<- MP_CAPABLE
[B's key, flags (TBD is set)]
ACK + MP_CAPABLE (+ data) ->
[A's key, B's key, flags, (data-level details)]

Figure 1: Negotiation of the DSS option with | onger nmappings

The DSS option defined in [ RFC8684] reserves 16 bits for the
Checksum However, operational experience indicates that this
checksumis al nbst never used by Multipath TCP depl oynents. It was
designed to detect m ddl ebox interference caused notably by
Application Level Gateways that nodify TCP payl oads [ RFC8041]. G ven
the w despread adoption of TLS, such ALGs are rarely used by
applications using Miltipath TCP [ MPTCP-| ongi tudinal].

1 2 3

01234567890123456789012345678901
o m e e e oo - o m e e e oo - N o e e e e e e oo +
| Ki nd | Length | Subtype| (reserved) |FnmMalA
S S AR, o e e e e e oo oo +
| Data ACK (4 or 8 octets, depending on flags) |
e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—o o - +
| Dat a Sequence Nunber (4 or 8 octets, depending on flags) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Subf | ow Sequence Nunber (4 octets) |
o mm e e e e e e a— oo oo o e e e e e e e e e +
| Data-Level Length (2 octets) | Checksum (2 octets) |
o m e e e e e e aaao o o e e e e e e e i e +

Figure 2: The DSS option in RFC38684
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Thi s docunent proposes to use a 32-bit Data-Level Length to support
| arge TCP segments. The new DSS option is shown in Figure 3. The
other fields of this option and the procedures defined in [ RFC3684]
are unchanged.

1 2 3

01234567890123456789012345678901
o m e e e oo - o m e e e oo - N o e e e e e e oo +
| Ki nd | Length | Subtype| (reserved) |FnmMalA
S S AR, o e e e e e oo oo +
| Data ACK (4 or 8 octets, depending on flags) |
e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—o o - +
| Dat a Sequence Nunber (4 or 8 octets, depending on flags) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +
| Subf | ow Sequence Nunber (4 octets) |
o mm e e e e e e a— oo oo o e e e e e e e e e +
| Dat a- Level Length (4 octets) |
o m e e e e e e aaao o o e e e e e e e i e +

Figure 3: The new DSS option

[ RFC8684] defines the MP_CAPABLE option as shown in Figure 4. This
option contains several flags, AAH Flags A B, C, and H are
specified in [RFC8684]. This docunment uses Flag TBD to indicate in a
SYN that the initiator of a connection requests the utilization of
32-bit Data-Level Length. |If this Flag is set in a SYN, Flag A nust
al so obviously be set to 0 to indicate that the Checksumis not
required on this connection. |If both Flags A and TBD are set in a
SYN, the receiver MJST not continue the MPTCP connection, and SHOULD
fallback to TCP. A server that receives a SYNwith the TBD Fl ag set
can reply with:

* a SYN+ACK with the TBD Flag set to 1 to confirmthat it accepts to
use 32-bit Data-Level Length

* a SYN+NACK with the TBD Flag set to O to indicate that it prefers
to use 16-bit Data-Level Length

Even when the TBD Flag is set to 1, the MP_CAPABLE options conti nue

to use a 16-bit Data-Level Length |like before, to allow fallback if
the receiver doesn’t support a 32-bit Data-Level Length.

Baerts Expi res 8 January 2026 [ Page 4]



I nternet-Draft Mul tipath TCP with | onger DSS mappi ngs July 2025

1 2 3
01234567890123456789012345678901
T T R, R, T +
| Ki nd | Lengt h | Subt ype| Versi on| Al B| C| D| E| F| G H|
S I S I S Dy S D R +
| Option Sender’'s Key (64 bits) |
| (if option Length > 4) |
USSR .
| Option Receiver’s Key (64 bits) |
| (if option Length > 12) |
SRS e .
| Data-Level Length (16 bits) | Checksum (16 bits, optional) |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +

Figure 4. The MP_CAPABLE option

4. Security Considerations

Thi s docunent does not change the security considerations defined in

[ RFC8684] .

5. | ANA Consi derati ons

Thi s docunent requests the ANA to reserve flag TBD of the MP_CAPABLE
option as defined in this docunent. It also proposes to change the
format of the DSS option. This docunent suggests using the D flag of
t he MP_CAPABLE opti on.
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