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Abst ract

Thi s docunent defines an external adm ssion boundary for pre-execution
Al action control. The boundary is a control point at which execution
cannot proceed unless an all ow decision has been issued by an authority
outside the executor trust domain. The docunent distinguishes evidence
records, policy evaluations, approval |ogs, and signed pre-execution
aut hori zation records fromthe stronger boundary property of authority
separ ati on.

A signed pre-execution record can prove that a decision was nade before
dispatch. It does not by itself prove that final execution authority
was outside the executor trust domain. This docunent provides a
practical test for determining whether a clainmed pre-execution contro
is a real external adm ssion boundary or a surrogate boundary.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
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material or to cite themother than as "work in progress”
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1. I nt roducti on

Al agents, Cl/CD workfl ows, autonmated renedi ati on systens, tool-calling
nodel s, and ot her execution-capabl e systens increasingly act before a
human can inspect every material step. |n such environnents, review,
nmonitoring, audit |ogging, rollback, and post-execution evidence are
useful but insufficient to answer the boundary question: who has fina
authority before execution begins?

Thi s docunent defines an external adnmission boundary. The boundary
exi sts when execution depends on an all ow decision issued outside the
executor trust dommin, denial fails closed, and the executor cannot
proceed, bypass, rewite, or self-issue the adni ssion path.



The central rule is: No adm ssion = no execution
1.1. Scope

Thi s docunent specifies boundary conditions and verifier expectations
for pre-execution Al action control. It does not specify a policy

| anguage, a runtine gateway, a transport protocol, a transparency |og,
a cryptographic envel ope, or a particular storage fornat.

Thi s docunent is intended to conpose with signed authorization records,
transparency systems, policy engines, runtinme identity systems, and
executi on-boundary cryptographic nmechanisnms. It defines the boundary
test those nechani sns nust satisfy if they are to be treated as externa
adm ssion rather than internal evidence.

1.2. Relationship to Pre-Execution Records

Pre-execution records are evidence. External adm ssion boundaries are
authority separation.

A signed authorization record, permt, receipt, or request-dispatch
bi ndi ng can prove that a decision was recorded. Such a record does
not by itself prove that execution was unable to proceed w thout an
external allow decision. |f the executor can self-approve, bypass,
overwite, or self-issue the admission path, the resulting control is
a surrogate boundary even if the record is cryptographically strong.

2. Term nol ogy
Execut or:
The system workflow, agent, runtinme, platform or tool environnent
capabl e of carrying out the action
Admi ssi on Aut hority:
The authority that issues an allow, deny, or equival ent adm ssion
deci si on before execution.
Ext ernal Adm ssi on Boundary:
A pre-execution control boundary where execution depends on an all ow
decision froman authority outside the executor trust donmain
Surrogat e Boundary:
A cl ai mred boundary that appears to control execution but renmins
i nside the executor trust donain or can be bypassed, rewitten,
sel f-approved, or self-issued by the executor
Admi ssi on Record:
Evi dence that an admi ssion decision was made. An adm ssion record
is not itself sufficient to establish an external adm ssion boundary.
3. Boundary Requirenents
A cl ai red external adm ssion boundary MJST satisfy all of the foll ow ng:
1. Execution MJST require an all ow decision before the action begins.
2. The all ow decision MJST be issued outside the executor trust domain.

3. Denial, tineout, mssing evidence, invalid response, or unavail able
adm ssion authority MJST fail closed.

4. The executor MJST NOT be able to approve, bypass, overwite, forge,
or self-issue its own admi ssion path.

5. The adm ssi on decision MJST exi st before execution and MJST be
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bound to the action that is executed.

6. A verifier MUST be able to distinguish adnmitted execution from
non-admi tted execution

The Surrogate Boundary Test
A verifier SHOULD ask the follow ng questions:
1. Can execution proceed wi thout an external allow decision?

2. Can the executor approve, bypass, overwite, or self-issue the
adm ssi on path?

3. |Is the adm ssion record created before execution?

4. Does denial, timeout, mssing evidence, invalid response, or mssing
authority fail closed?

5. Is final authority outside the executor trust domain?
If the answer to question 1 or 2 is yes, the boundary is surrogate.
If the answer to question 4 is no, the boundary is fail-open. |If fina
authority remains inside the executor trust domain, the nechani sm may
be useful policy or evidence, but it is not an external adm ssion
boundary.

Non- Boundari es

The foll owi ng nechani sns are not sufficient by thensel ves:

* Internal policy inside the sane runner, workflow, nbdel gateway, or
pl atformtrust donain.

* Mitable approval flags controlled by the execution environnent.
* Human approval that can be routed around by the executor

* NMbnitoring, audit |ogs, dashboards, and roll back

* Policy-as-code that the sane trust donain can change or skip.

* Signed pre-execution records that are issued, bypassed, or rewitten
by the executor trust donmin.

Conposition with Evidence Records

Evi dence records are valuable. A deployment MAY use signed statenents,
transparency receipts, request-dispatch bindings, policy evaluation
results, or closure records to prove what was authorized and what was
execut ed.

Such records strengthen verification only when the execution path al so
enforces the external boundary. The record proves the evidence |ayer.
The boundary proves that execution authority was separat ed.

Security Considerations

A depl oynment that records admi ssion decisions but pernits the executor
to continue when the adm ssion authority is unavailable is fail-open

A depl oynent that allows the executor to rewite or bypass adni ssion
evi dence after a decision is made does not provide an external boundary.

A depl oyment that places policy evaluation and final execution authority
inside the same trust domain may reduce risk but does not separate fina
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execution authority fromthe executor

Privacy Consi derations
Thi s docunent does not require raw pronpts, raw provider responses,
credentials, personal data, or sensitive operational content to be
exposed. Inplementations that create adm ssion evidence SHOULD nini m ze
| ogged identifiers and SHOULD avoi d placing secrets or raw sensitive
content into public records.

I ANA Consi derations
Thi s docunent nakes no | ANA requests.
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Appendi x A, Summary

Pre-execution records are evidence.
Ext ernal adm ssion boundaries are authority separation.
No adm ssion = no execution

Aut hor Addr ess

Fel i x B.
I ndependent Researcher
URI: https://ai-adm ssibility.conl



