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Abst ract

Thi s docunent specifies the Trajectory-based Recognition of ldentity
Proof (TRIP) protocol, a decentralized nechani smfor establishing

cl aims of physical -world presence through cryptographically signed,
spatially quantized | ocation attestations called "breadcrunbs."”

Br eadcrunbs are chained into an append-only |og, bundled into
verifiable epochs, and distilled into a Trajectory ldentity Token
(TIT) that serves as a persistent pseudonynous identifier

The protocol enploys a Criticality Engine grounded in statistica
physics to distinguish biological novenent fromsynthetic
trajectories. Power Spectral Density (PSD) anal ysis detects the 1/f
signature of Self-Organized Criticality in human nmobility through the
PSD scal i ng exponent al pha. A six-conponent Hamiltonian energy
function scores each breadcrunb against the identity’'s |earned

behavi oral profile in real tine.

This revision (-03) addresses three areas identified through expert
review by researchers in the statistical physics community: it
replaces informal term nology with standard spectral analysis

nonencl ature; it provides the anal ytical and numerical bridge between
the Levy flight displacenent exponent and the PSD scal i ng exponent;
and it introduces a convergence anal ysis framework for quantifying
the minimumtrajectory length required for reliable single-trajectory
classification. Additionally, this revision renoves Passive
Verification node entirely, requiring all Attestation Results to be
bound to Relying Party nonces via the Active Verification Protocol

TRIP is designed to be transport-agnostic and operates independently
of any particular nam ng system bl ockchain, or application |ayer

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

Conventi onal approaches to proving that an online actor corresponds
to a physical human being rely on bionetric capture, governnent-

i ssued docunents, or know edge-based chal | enges. Each techni que

i ntroduces a centralized trust anchor, creates honeypots of
personal ly identifiable information (PI1), and is susceptible to
repl ay or deepfake attacks.

TRIP takes a fundanmentally different approach: it treats sustained
physi cal novenent through the real world as evidence of enbodi ed

exi stence. A TRIP-enabl ed device periodically records its position
as a "breadcrunb” -- a conpact, privacy-preserving, cryptographically
signed attestation that the holder of a specific EJd25519 key pair was
present in a particular spatial cell at a particular tinme. An
adversary who controls only digital infrastructure cannot fabricate a
pl ausi bl e trajectory because doing so requires controlling radio-
frequency environments (GPS, W-Fi, cellular, I MJ) at many geographic
| ocati ons over extended peri ods.

Thi s docunent specifies the data structures, algorithns, and
verification procedures that constitute the TRIP protocol. It
intentionally onmits transport bindings, nam ng-systemintegration,
and bl ockchai n anchoring, all of which are expected to be addressed
i n conmpani on specifications.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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1.2. Termi nol ogy

Ternms defined in the RATS Architecture [ RFC9334] (Attester, Evidence,
Verifier, Attestation Result, Relying Party) are used throughout this
docunent with their RFC 9334 neanings. Additional terns specific to

TRI P:

Breadcrunb: A single, signed attestation of spatiotenporal presence.
The atomic unit of TRIP Evidence.

Trajectory: An ordered, append-only chain of breadcrunbs produced by
a single identity key pair.

Epoch: A bundl e of breadcrunbs (default 100) sealed with a Merkle
root, formng a verifiable checkpoint.

Trajectory ldentity Token (TIT): A pseudonynous identifier derived
froman Ed25519 public key paired with trajectory netadata.

Criticality Engine: The analytical subsystemthat eval uates
trajectory statistics for signs of biological Self-Oganized
Criticality (SOC). In RATS terns, the Criticality Engine is a
conmponent of the Verifier.

PSD Scal i ng Exponent (al pha): The slope of the Power Spectral
Density of the displacenent time series in |log-1og space. This
quantity is referred to in the spectral analysis literature as the

"spectral exponent" or "scaling exponent." Human nmobility
produces al pha values in the range [0.30, 0.80], corresponding to
1/f pink noise -- the spectral signature of systens operating at

criticality, as denonstrated by Parisi’s work on scale-free
correlations in biological systens [ PARI Sl - NOBEL].

Ham I tonian (H): A weighted energy function that quantifies how nuch
a new breadcrunb deviates fromthe identity’'s | earned behavioral
profile.

Anchor Cell: An H3 cell where an identity has historically spent
significant tine (e.g., home, workpl ace).

Fl ock: The set of co-located TRIP entities whose aggregate novenent
provides a reference signal for alignnment verification.

Proof -of - Humanity (PoH) Certificate: A conpact Attestation Result

containing only statistical exponents derived fromthe trajectory,
with no raw | ocati on dat a.
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TRIP inplements the Renpte ATtestation procedureS (RATS) architecture

defined in [ RFC9334].
bet ween TRI P conponents and RATS rol es,

This section provides the normative nmappi ng
establishes the attestation

topol ogy, and franes the detail ed protocol nechanics defined in
subsequent sections.

2.1. Role Mpping

Attester
Evi dence

Verifier

Attestation
Resul t

| Relying
| Party
I
I

TRI P- enabl ed
mobi | e
devi ce

Br eadcr unbs
and epoch
records

Criticality
Engi ne

PoH
Certificate
and trust
score

Any service
consum ng
PoH
Certificates

Ayer be Posada & Usana Sar Expires 9

Col | ects breadcrunbs, signs them
with the identity Ed25519 private
key, chains theminto the append-
only trajectory log, and transnits
H3- quanti zed Evi dence to the
Verifier.

H3- quanti zed spati otenporal clains
including cell identifiers,

ti mestanps, context digests, chain
hashes, and Ed25519 si gnat ures.

Evi dence is transnitted from
Attester to Verifier

Recei ves Evi dence, performs chain
verification, conputes PSD scaling
exponents (Section 7.1), fits Levy
flight paraneters (Section 8.1),
eval uates the six-component
Ham | tonian (Section 9), and
produces Attestation Results.

Contains only statistica

exponents (al pha, beta, kappa) and
aggregate scores. No raw Evi dence
(cell 1Ds, timestanps, chain
hashes) is included in the
Attestation Result. See

Section 10.

Eval uates the Attestation Result
against its own policy. Does not
receive or process raw Evi dence.
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Table 1: TRI P-to- RATS Rol e Mappi ng
2.2. Attestation Topol ogy

TRIP's Active Verification Protocol (Section 12.2) inplenents the
RATS *backgr ound-check nodel *: the Relying Party initiates
verification by sending the identity’ s public key and a freshness
nonce to the Verifier, which challenges the Attester, evaluates the
Evi dence, and returns a PoH Certificate (Attestation Result) to the
Rel ying Party.

Backgr ound- Check Mddel (normative):

Relying Party ---[nonce, identity key]---> Verifier
I
Verifier --[challenge]--> Attester
Verifier <-[response]--- Attester

I
Relying Party <---[PoH Certificate]------- Verifier

The background-check nodel is the REQU RED attestation topology for
TRIP. It ensures that every Attestation Result is bound to a
specific Relying Party chall enge, preventing replay of certificates
across contexts.

A *passport-nodel * depl oynent, where the Attester obtains a PoH
Certificate in advance and presents it directly to Relying Parties,
is not prohibited but provi des weaker freshness guarantees. |In the
passport nodel, the certificate’'s validity duration (field 11 of the
PoH Certificate, Section 10) and the chain head hash (field 13)
provide the only freshness binding. Relying Parties accepting
passport-nodel certificates SHOULD require short validity durations.

TRI P proposes the use of post-handshake attestation via
[1-D.fossati-seat-expat] for integration with standard RATS
attestation flows.

2.3. Evidence Fl ow
H3- quanti zed Evidence is transmitted fromthe Attester to the
Verifier. This is an explicit design choice: the Verifier requires

access to the full breadcrunb chain to compute PSD scal i ng exponents,
fit Levy flight paraneters, and eval uate the Ham | tonian.
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Privacy preservation derives fromthe H3 quantization transform
applied by the Attester before any data | eaves the device, NOT from
data locality. Raw GPS coordi nates MJST NOT be transmtted. The
quantization transformis |lossy and irreversible.

The Verifier MJST NOT forward raw Evidence to Relying Parties. Only
the Attestation Result (PoH Certificate) is disclosed to Relying
Parti es.

2.4. Verifier Trust Mbdel

The Relying Party MJUST trust the Verifier that produced the
Attestation Result. The TRIP protocol supports nultiple independent
Verifiers. An Attester MAY submit Evidence to nore than one
Verifier. A Relying Party MAY accept Attestation Results from any
Verifier it trusts.

Each Verifier MJST have its own Ed25519 key pair. The Verifier signs
PoH Certificates with its private key (field 14). Relying Parties
verify this signature against the Verifier’s published public key.

3. Breadcrunb Data Structure

A breadcrumb is encoded as a CBOR map [ RFC8949] with the foll ow ng
fields:

Ayerbe Posada & Usana Sar Expires 9 Novenber 2026 [ Page 8]
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| Key | CBOR Type | Description |
[ gttt e p——————_— lp s —(—————————————(—(—(—(—(———r
| O | uint | I'ndex (sequence nunber) |
e O +
| 1 | bstr (32) | ldentity public key (Ed25519) |
Hommm- IR T T Ty +
| 2 | uint | Timestanp (Unix seconds) |
+--m - - o e e e e oo oo o e e e e e e e e e e aa o - +
| 3 | uint | H3 cell index |
e O +
| 4 | uint | H3 resolution (7-10) |
Hommm- IR T Ty +
| 5 | bstr (32) | Context digest (SHA-256) |
+--m - - o e e e e oo oo o e e e e e e e e e e aa o - +
| 6 | bstr (32) / null | Previous block hash |
e O +
| 7 | map | Meta flags |
Hommm- e T T TRy +
| 8 | bstr (64) | Ed25519 signature |
+--m - - o e e e e oo oo o e e e e e e e e e e aa o - +

Tabl e 2: Breadcrunb CBOR Fi el ds
3.1. Spatial Quantization
The H3 geospatial indexing system[H3] partitions the Earth's surface

into hexagonal cells at multiple resolutions. TR P enploys
resol utions 7 through 10:

[ oo sy s s e
| Resolution | Avg. Area | Edge Length | Use Case |
[ e s e e, s s s el s s s e ety
| 7 | ~5.16 km2 | ~1.22 km | Rural / lowdensity |
I L i L i I I I I +
| 8 | ~0.74 km*2 | ~0.46 km | Suburban / general |
I I i I i I T +
| 9 | ~0.11 km*2 | ~0.17 km | Urban / high-density |
R I F-- - - - - - F-- - - - - - R i +
| 10 | ~0.015 km2 | ~0.07 km | Default / standard |
| | | | verification |
I I I I i I I +

Table 3: H3 Resol ution Paraneters
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A conforming inplementati on MJST quantize raw GPS coordi hates to an
H3 cell before any signing or storage operation. Raw coordi nates
MUST NOT appear in breadcrumbs or in any protocol nessage transnmitted
between TRIP entities.

H3 resolution is a configurable protocol parameter. |nplenentations
SHOULD default to resolution 10. Deploynments MAY sel ect alternative
resol uti ons based on jurisdictional requirenents, population density,
and use-case sensitivity. Lower resolutions (larger cells) provide
stronger location privacy at the cost of reduced spatia
discrimnation for trust conputation

3.2. Context Digest Computation
The cont ext digest binds anbient environnental signals to the
breadcrunb wi thout revealing them The digest is conputed as
fol |l ows:

1. Construct a pipe-delimted string of tagged conponents in the
foll owi ng order:

* "h3:" followed by the H3 cell hex string

* "ts:" followed by the tinestanp bucketed to 5-minute intervals
(floor(Unix_mnutes / 5) * 5)

* "wifi:" followed by the first 16 hex characters of SHA-
256(sorted comma-joined BSSIDs), if W-Fi scan data is
avai |l abl e

* "cell:" followed by the first 16 hex characters of SHA-
256(sorted comma-joined tower IDs), if cellular data is
avail abl e

* "imu:" followed by the first 16 hex characters of SHA-256(1 MJ
vector string), if inertial sensor data is avail able

2. Compute SHA-256 over the UTF-8 encoding of the resulting string.

Absent conponents MJUST be onitted entirely, not represented as enpty
strings.
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3.3. Signhature Production

The signable payload is the determ nistic CBOR encodi ng (per
Section 4.2 of [RFC8949]) of a CBOR map containing fields 0 through
7, with map keys sorted in ascending integer order. The Ed25519
signature [RFC8032] is conputed over the raw bytes of this CBOR
encodi ng and stored at key 8.

si gnabl e_payl oad
signature

= CBOR-Determ nistic(fields[0..7])

= Ed25519- Si gn(private_key, signable_payl oad)

Det ermi ni sti ¢ CBOR encodi ng ensures that any conformng

i mpl ement ati on produces identical byte sequences for the sane |ogica
content, which is essential for reproducible signature verification
across het erogeneous pl atforns.

3.4. Block Hash and Chai ning

4.

4.

4.

The bl ock hash is the SHA-256 digest of the conplete determnistic
CBOR encodi ng of the breadcrunb (fields O through 8 inclusive, i.e.,
i ncluding the signature):

Br eadcr unbHash( B)
B[ N+1].field]6]
B[0].field[6]

SHA- 256( CBOR- Det ermi ni stic(B[0..8]))
Br eadcr unbHash( B[ N] )
nul |

Each breadcrunb at index > 0 MJIST carry the bl ock hash of its

i medi at e predecessor in field 6, form ng an append-only hash chain.
The genesis breadcrunb (index 0) MJIST set field 6 to null (CBOR

si npl e val ue 22).

Chai n Managenent
1. Location Deduplication

Proof -of - Traj ectory requires denonstrated novenent. A conforning

i mpl ementati on MUST reject a breadcrunb if the H3 cell is identica

to the imredi ately precedi ng breadcrunb. [|nplenmentations SHOULD al so
enforce a cap (default 10) on the number of breadcrunbs recordabl e at
any single H3 cell to prevent stationary farmng.

2. M ni mum Col | ection | nterva

Breadcrunbs SHOULD be collected at intervals of no |l ess than 15

m nutes. An inplementation MAY all ow shorter intervals during
explicit "exploration" sessions but MJUST NOT accept intervals shorter
than 5 minutes.
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4.3. Chain Verification
A Verifier MJST check
1. Index values forma contiguous sequence starting at O.
2. Tinmestanps are nonotonically non-decreasing.
3. Each previousHash matches the bl ock hash of the prior breadcrunb.

4. Each Ed25519 signature verifies against the identity public key
and t he canoni cal signed data.

5. Epochs

An epoch seals a batch of breadcrunbs (default 100) under a Merkle
root. The epoch record is a CBOR map contai ni ng:

| Key | Type | Description |
[ ettty e ——p—p s p—p—p—p—p—(—(—(——(——(——————————(———————r 1
| O | uint | Epoch nunber |
e S e +
| 1 | bstr (32) | ldentity public key |
Hommm- S IR T T T +
| 2 | uint | First breadcrumb index |
+--m - - R o e e e e e e e e e e e e e o m o +
| 3 | uint | Last breadcrumb index |
e S O +
| 4 | uint | Tinmestanp of first breadcrunb |
Hommm- S IR T T T r ey +
| 5 | uint | Timestanp of |ast breadcrunb |
+--m - - R o e e e e e e e e e e e e e o m o +
| 6 | bstr (32) | Merkle root of breadcrunmb hashes |
e S O +
| 7 | uint | Count of unique H3 cells |
Hommm- S IR T T T r ey +
| 8 | bstr (64) | Ed25519 signature over fields 0-7 |
+--m - - R o e e e e e e e e e e e e e o m o +

Tabl e 4: Epoch CBOR Fields
The Merkle tree MJUST use SHA-256 and a canonical |eft-right ordering

of breadcrunb bl ock hashes. An epoch is seal ed when the breadcrunb
count reaches the epoch size threshol d.
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6. Trajectory ldentity Token (TIT)

A TITis the externally presentable identity derived froma TRIP
trajectory. It consists of:

* The Ed25519 public key (32 bytes).

* The current epoch count.

* The total breadcrunb count.

* The count of unique H3 cells visited.
* A trust score (see Section 11).

A TIT SHOULD be encoded as a CBOR map for machi ne consunption and MAY
additionally be represented as a Base64url string for URl enbeddi ng.

7. The Criticality Engine

The Criticality Engine is the core anal ytical conponent of the TRIP
Verifier. |1t evaluates whether a trajectory exhibits the statistica
signature of biological Self-Organized Criticality (SOC) -- the
phenomenon where |iving systens operate at the boundary between order
and chaos, producing scale-free correlations that are mathematically
distinct fromsynthetic or automated novenent.

The theoretical foundation rests on three pillars:

First, Parisi’s denonstration [PARI SI-NOBEL] that flocking organisns
such as starling nurmurations exhibit scale-free correlations

[ CAVAGNA- STARLI NGS] where perturbations propagate across the entire
group regardless of size. Crucially, Ballerini et al. showed that
these interactions are topologi cal (based on nearest k nei ghbors)
rather than netric (based on distance) [BALLERI NI -TOPCOLOd CAL]. TRIP
exploits this through Power Spectral Density analysis (Section 7.1):
human nmovenent produces characteristic 1/f pink noise that synthetic
trajectories cannot replicate.

Second, Barabasi et al.’s discovery [ BARABASI - MBI LITY] that human

di spl acenment follows truncated Levy flights with approxi nately 93%
predictability [SONGLIMTS]. TRIP learns each identity’'s nobility
profile -- displacenent distribution, anchor transition patterns, and
circadian rhythms -- and detects deviations fromthese | earned
basel i nes (Section 8).
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Third, a six-conmponent Haniltonian energy function (Section 9) that
combi nes spatial, temporal, kinetic, flock-alignnent, contextual, and
structural analysis into a single anomaly score for each incom ng
breadcrunb. The Hamiltonian provides real-tinme detection while the
PSD and nobility statistics provide aggregate trajectory assessnent.

7.1. Power Spectral Density Analysis
The primary diagnostic is the Power Spectral Density (PSD) of the
di spl acenent tinme series. Gven a trajectory of N breadcrunbs with
di spl acenents d(i) between consecutive breadcrunbs, the PSD is
computed via the Discrete Fourier Transform
S(f) = | DFT(d)| "2

where d = [d(0), d(1), ..., d(N1)]
and d(i) = haversine_distance(cell (i), cell(i-1))

The PSD is then fitted to a power-|aw nodel:

S(f) ~ 1/ f~al pha

The exponent al pha is the PSD scaling exponent -- referred to in the
spectral analysis literature as the "spectral exponent” or "scaling
exponent." In the context of human mobility, this quantity captures

the degree of long-range tenporal correlation in novenent patterns.
The theoretical significance of this exponent derives fromParisi’s
wor k denonstrating that biological systens operating at criticality
produce characteristic scale-free correlations [PARI SI-NOBEL]. The
PSD scal i ng exponent is the critical diagnostic:
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+
| 0.15 - 0.30 Near-white | Suspicious (possible |
| I | sophisticated bot) |

o e e e e oo o o e e e e oo o o m e e e e e e e e e e e mam o +
| 0.30 - 0.80 | Pink noise | Biological / human |
I | (1/1) I I
Fom e o - Fom e o - o e e e e e e eee e +
| 0.80 - 1.20 | Near-brown | Suspicious (possible replay |
| | | with drift) |
o e e e e oo o o e e e e oo o o m e e e e e e e e e e e mam o +
| 1.20+ | Brown noise | Drift anomaly / sensor |
| | | failure |
Fom e o - Fom e o - o e e e e e e eee e +

Tabl e 5: PSD Scal i ng Exponent C assification

A conform ng inpl ementati on MUST conpute the PSD scal i ng exponent
over a sliding window of the nost recent 64 breadcrunbs (mninum to
256 breadcrunbs (recommended). The al pha value MJUST fall within
[0.30, 0.80] for the trajectory to be classified as biol ogi cal

The key insight is that automated nmovenent generators |ack the | ong-
range tenporal correlations ("nenory") inherent in a system operating
at criticality. A randomwal k produces white noise (al pha near 0)

A deterministic replay produces brown noise (al pha near 2). Only a
bi ol ogi cal systemoperating at the critical point produces pink noise
in the characteristic [0.30, 0.80] range.

NOTE: The al pha range [0.30, 0.80] is a protocol -specified
classification boundary constructed fromconbined literature. The
boundaries are inforned by enpirical studies denonstrating 1/f-1ike
spectral properties in human GPS trajectories [VADAI-GPS] and genera
spectral characteristics of human physical activity

[ MACZAK- SPECTRAL]. Depl oynents MAY adj ust these boundari es based on
popul ati on-specific calibration data, provided that the biol ogica
range remmi ns centered near al pha = 0.55 and excl udes the white noise
(al pha < 0.15) and brown noi se (al pha > 1.20) regions.

7.2. Criticality Confidence Score
The Criticality Confidence is a value in [0, 1] conputed fromthe PSD

scal i ng exponent and the goodness-of-fit (R-squared) of the power-I|aw
regression:
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al pha_score = 1.0 - |alpha - 0.55] / 0.25
criticality_confidence = al pha_score * R squared

wher e:
0.55 is the center of the biological range
0.25 is the half-width of the biological range
R squared is the coefficient of determ nation of the
| og-1og |linear regression

A criticality _confidence below 0.5 SHOULD trigger el evated
moni toring. A value below 0.3 SHOULD flag the trajectory for nanual
review or additional verification challenges.

7.3. Levy-PSD Bridge

This section establishes the mathematical relationship between the
truncated Levy flight displacenment exponent beta (Section 8.1) and
the PSD scal i ng exponent al pha (Section 7.1). Previous revisions of
this specification asserted both as independent properties of human
mobility. This section denmponstrates that they are rel ated through
the spectral properties of heavy-tailed random processes.

7.3.1. Analytical Relationship

For a stationary stochastic process with displacenent increnments
drawn froma symetric stable distribution with stability index nu
(where mu = beta - 1 for the Levy flight exponent beta used in
Section 8.1), the Power Spectral Density of the cunulative

di spl acenent series scal es as:

S(f) ~ f~{-al pha}
where alpha =2 - nu = 2 - (beta - 1) = 3 - beta
For pure (non-truncated) Levy flights.

However, human di spl acenent foll ows TRUNCATED Levy flights with an
exponential cutoff at distance kappa (Section 8.1). The truncation
nodi fi es the spectral relationship: at |ow frequencies (long tine
scal es), the exponential cutoff causes the process to resenble
Browni an nmotion (al pha approaching 2), while at high frequencies
(short tinme scales), the pure Levy scaling domnates. For the

i ntermedi ate frequency range relevant to TRIP s sliding w ndow
(64-256 breadcrunbs collected at 15-minute intervals, spanning
approxi mately 16-64 hours of novenment data), the effective PSD
scal i ng exponent is:
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al pha_eff ~ (3 - beta) * g(N, kappa, delta_t)
wher e:
bet a = Levy flight exponent (typically 1.50 - 1.90)
g(...) = correction factor for truncation and finite w ndow
N = nunber of breadcrunbs in the anal ysis w ndow
kappa = truncation di stance (km
delta_t = nean inter-breadcrunb interva

For typical human val ues

beta ~ 1.75 => 3 - beta = 1.25
g(...) ~ 0.4 - 0.6 (enpirically observed)
al pha_eff ~ 0.50 - 0.75

This falls squarely within the biological range [0.30, 0.80].
7.3.2. Enpirical Evidence
The anal ytical relationship above is supported by enpirical studies:

* Vadai et al. [VADAI-GPS] anal yzed GPS trajectory data and
denonstrated 1/f-1ike spectral characteristics in human daily
nmotion, with PSD scaling exponents consistent with the predicted
range.

* Maczak et al. [MACZAK-SPECTRAL] studied 42 human subjects and
found spectral exponents close to 1 in general physical activity
data, confirm ng the presence of |long-range tenporal correlations
consistent with Self-Organized Criticality.

*  The original Levy flight analysis by CGonzal ez, Hi dal go, and
Bar abasi [ BARABASI - MOBI LI TY] reported beta val ues of approxi mately
1.75 +/- 0.15 across a popul ati on of 100,000 nobil e phone users,
whi ch through the bridge equation predicts al pha_eff in [0.40,
0.70] -- consistent with the biological classification range.

7.3.3. Nunerical Validation

I mpl enenters SHOULD val i date the Levy-PSD bridge for their specific
depl oynent by conducting Monte Carlo sinmulations:

1. Cenerate 10,000 synthetic trajectories using truncated Levy
flights with beta drawn uniformy from[1.50, 1.90] and kappa
drawn froma | og-normal distribution matching the target
popul ati on.

2. Quantize each trajectory to H3 resolution 10 and apply the
deduplication rules of Section 4.1
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3. Conpute the PSD scaling exponent al pha for each synthetic
trajectory.

4. Verify that the (beta, alpha) pairs fall within the expected
relationship with the correction factor g in the range [0. 3,
0.7].

Additionally, generate control trajectories from
* Pure random wal ks (expected: al pha near 0)

* Deterministic replays of recorded trajectories (expected: alpha
near 2)

* Correl ated random wal ks with Gaussian increnments (expected: al pha
outside [0.30, 0.80])

The Monte Carlo validation confirms that the [0.30, 0.80]
classification boundary correctly separates biological fromsynthetic
trajectories with quantifiable error rates (see Section 7.4).

7.4. Convergence Analysis

The PSD scal i ng exponent, Levy flight paraneters, and flock alignnent
metrics are fundanentally ensenbl e properties derived from
statistical physics. Applying themto a single trajectory raises the
question: how many breadcrunbs are required for these ensenble
properties to converge on an individual trajectory with a given
confidence | evel ?

Thi s section provides gui dance on convergence behavior. Definitive
fal se positive and fal se negative rates require enpirical validation
agai nst real-world datasets (e.g., GeoLife, MDC), which is planned
for a conpani on publication. The framework bel ow describes the
expect ed convergence properties and the protocol’s mtigation
strat egi es.

7.4.1. Convergence Regines

The reliability of TRIP s statistical classifiers depends on
trajectory length. Three regines are identified:
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(insufficient
data for DFT)

| Breadcrunbs | Reginme | PSD Reliability | Levy Fit |
| | | | Reliability |
[ gttt ———— L ——————————— L —p—_—————————— Ll p—p—p—_———————
| 0 - 63 | Bootstrap | Not conputed | Not reliable |
I I I
I I I

| 64 - 199 | Provisional | Conputed but with | Beta estimated

| | | wide confidence | but kappa poorly |
| | | intervals; alpha | constrained |
| | | estimate variance | |
I I | ~0.15 I I
o m e e e oo - o m e e e oo - o e e e e oo oo Fom e e e oo +
| 200+ | Stable | Al pha estimate | Both beta and |
| | | variance < 0.05; | kappa well-

| | | R-squared | constrained |
| | | rmeani ngf ul | |
R R o e e e oo Fom e e e oo +

Tabl e 6: Convergence Regi nes

The trust scoring forrmula (Section 11) incorporates profile maturity
through the factor min(breadcrumb _count / 200, 1.0), which scales
Ham | t oni an wei ghts during the bootstrap and provisional regines.

7.4.2. Conposition of I|ndependent Tests

TRI P does not rely on any single statistical test. The six-conponent
Ham | toni an (Section 9) conbi nes i ndependent classifiers: spatia

Levy fit, tenporal Markov properties, kinetic transition analysis,
flock alignnment, 1 MJ cross-correlation, and chain structura
integrity. Even if each individual test has a significant error rate
on a short trajectory, the conposition of independent tests reduces
the conbined error probability.

For k independent tests each with fal se positive rate p_i, the
probability that a synthetic trajectory passes ALL tests
simul taneously is:

P(fal se_positive_all) = product(p_i, i=1..k)

For k = 6 tests each with p_i

_ 0.1 (conservative):
P(fal se_positive_all) = 0.176

107{ - 6}
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In practice the tests are not perfectly independent (spatial and

ki neti c conponents share di splacenent data), so the actual conbined
false positive rate will be higher than the product bound. Enpirica
measurenent is required

7.4.3. FError Cost Asynmetry
TRIP' s classification errors have asymetric costs:

* *Fal se negative* (human classified as bot): Low cost. The
identity accumul ates nore breadcrunbs and is reclassified
correctly as the trajectory | engthens. No pernmanent damage
occurs.

* *False positive* (bot classified as human): H gher cost, but
requires simultaneous spoofing across all six Hamltonian
conponents -- spatial displacenent statistics, tenporal circadian
patterns, Markov transition probabilities, flock alignnent, | M
cross-correlation, and chain timng regularity. This represents a
significantly harder adversarial problemthan defeating any single
test.

7.4.4. M ninmum Breadcrunbs for Cassification

Based on the convergence anal ysis above, the mnimumtrajectory
I engths for classification decisions are:

*  *64 breadcrunbs*: M ninmum for PSD conputation. Sufficient for
prelimnary screening (reject obvious bots) but not for positive
human cl assi ficati on.

* *100 breadcrunbs*: Mnimmfor handle claimng (Section 11). The
Levy fit becones usable and the Markov transition matrix begins to
stabili ze.

*  *200 breadcrunbs*: RECOMVENDED for reliable positive human
classification. At this length, the PSD al pha estimate has
vari ance below 0.05 and the Levy paraneters are well-constrained.

*  *256+ breadcrunbs*: Sufficient for high-confidence classification
sui tabl e for high-stakes Relying Party deci sions.

Determ ni ng precise false positive and fal se negative rates at each
breadcrumb count requires enpirical validation. |nplenenters SHOULD
conduct the Monte Carlo sinulations described in Section 7.3.3 and
test against publicly available human nobility datasets to establish
RCC curves and confidence intervals for their specific depl oynent

par amet ers
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8. Mbility Statistics
This section defines the nobility nodel that enforces known
constraints of hunan novenent, as established by Barabasi et al
[ BARABASI - MOBI LI TY] .

8.1. Truncated Levy Flights

Human di spl acement bet ween consecutive recorded | ocations follows a
truncat ed power-| aw distribution

P(delta r) ~ delta r~(-beta) * exp(-delta r / kappa)

wher e:
delta_r = displacenent distance (km
bet a = power -l aw exponent (typically 1.50 - 1.90)
kappa = exponential cutoff distance (km

The exponent beta captures the heavy-tailed nature of human novenent:
nmost di spl acenments are short (home to office) but occasional |ong
junps (travel) follow a predictable distribution. The cutoff kappa
is learned per identity and represents the characteristic nmaxi mum
range.

A conforming inplementati on MUST naintain a running estinmate of beta
and kappa for each identity by fitting the di spl acenent hi stogram
usi ng maxi mum | i kel i hood estimation over the nost recent epoch (100
br eadcr unbs) .

A new di spl acement that falls outside the 99.9th percentile of the
fitted distribution MJST increment the spatial anonaly counter

The rel ati onshi p between beta and the PSD scal i ng exponent al pha is
established in Section 7.3. Inplenentations SHOULD verify interna
consi stency between the fitted beta value and the observed al pha
val ue; a di screpancy exceedi ng the expected range of the correction
factor g (Section 7.3.1) MAY indicate data quality issues or
adversarial mani pul ati on of one netric.

8.2. Trajectory Predictability
Research has denonstrated that approxi mately 93% of hunan novenent is
predi ctabl e based on historical patterns [SONGLIMTS]. TR P

exploits this by maintaining a Markov Transition Matrix over anchor
cells:
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T[a_i][a_j] = count(transitions froma_i to a_j)
/ count(all departures froma_i)

where a_ i, a_j are anchor cells.

An anchor cell is defined as any H3 cell where the identity has
recorded 5 or nore breadcrunbs. The transition matrix is rebuilt at
each epoch boundary.

The predictability score Pi for an identity is the fraction of
observed transitions that match the hi ghest-probability successor in
the Markov matrix. Human identities converge toward Pi values in the
range [0.80, 0.95] after approximately 200 breadcrunbs. Deviations
bel ow 0. 60 are anonal ous.

8.3. Circadian and Weekly Profiles
The inpl ementati on SHOULD maintain two hi stogram profil es:

* A circadian profile ([ hour] recording the probability of activity
in each hour of the day (24 bins).

* A weekly profile Wday] recording the probability of activity on
each day of the week (7 bins).

These profiles provide the tenporal baseline for the Hamltonian
tenporal energy conmponent (Section 9.2).

9. The Si x- Conponent Hami | tonian

To assess each incom ng breadcrunb, the Criticality Engi ne conputes a
wei ght ed energy score H that quantifies how rmuch the breadcrunb
deviates fromthe identity s | earned behavioral profile. Hi gh energy
i ndi cat es anomal ous behavior; | ow energy indicates nornalcy.

H H spati al

H t erpor al

H kinetic

H fl ock

H cont ext ual
H structure

+ + 4+ + 4
IE IE IE IE IE IE
OUTRWN R
* 0% X F %k X
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| Component | Weight | Diagnostic Target |
[} e ——— p—p—p——_—— s —p—_——————————————————————(———r L
| H_spati al | 0.25 | Displacenent anonalies (teleportation) |
. S I . +
| H_tenporal | 0.20 | G rcadian rhythmviolations |
. Fommmaa - T T +
| HKkinetic | 0.20 | Anchor transition inprobability |
o e e - Fomm oo oo e m e e e e e e e e e e e e e e e e e ma o - +
| H_flock | 0.15 | Msalignment with [ocal human fl ow |
. S I . +
| Hcontextual | 0.10 | Sensor cross-correlation failure |
. Fommmaa - T T +
| Hstructure | 0.10 | Chain integrity and timng regularity |
o e e - Fomm oo oo e m e e e e e e e e e e e e e e e e e ma o - +

Table 7: Hamiltonian Conponent Wi ghts

Weights are nodul ated by the profile maturity m defined as

m n(breadcrunb_count / 200, 1.0). During the bootstrap phase (m <
1.0), all weights are scaled by m w dening the acceptance threshold
for new identities.

9.1. H.spatial: Displacenment Anomaly
Gven the identity's fitted truncated Levy distribution P(delta_r),
the spatial energy for a displacenent delta_r is the negative |og-
I'i kelihood (surprise):

H spatial = -log(P(delta_r))

where P(delta r) = C* delta_r”~(-beta) * exp(-delta_r / kappa)
and Cis the nornmalization constant.

Typi cal displacenents yield Hspatial near the identity' s historical
baseline. A displacenent that exceeds the identity’'s |earned kappa
cutoff by nmore than a factor of 3 produces an H spatial value in the
CRI Tl CAL range.

9.2. Htenporal: Rhythm Anonaly
H tenmporal = -l1og(([current_hour]) - log(Wcurrent_day])
Activity at 3:00 AMfor an identity with a 9-to-5 circadian profile

yields high Htenporal. Activity at 800 AMon a Tuesday for the
sanme identity yields |ow H tenporal.
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9.3. Hkinetic: Transition Anonaly

from anchor
to_anchor
H ki netic

near est anchor to previous breadcrunb
nearest anchor to current breadcrunb
-l og(max(T[from anchor][to_anchor], epsilon))

where epsilon = 0.001 (floor to prevent |og(0))

A home-to-office transition at 8:00 AMyields |low H kinetic. An
of fice-to-unknown-city transition yields high HKinetic.

9.4. H_flock: Topol ogical Alignment

Inspired by Parisi’s finding that starlings track their k nearest
topol ogi cal nei ghbors (k approximately 6-7) rather than all birds
within a nmetric radius [BALLERI NI - TOPOLOG CAL], the flock energy

nmeasures alignment between the identity's velocity vector and the
aggregate velocity of co-located TRIP entities.

v_self
v_flock

di spl acenment vector of current identity
mean di spl acement vector of k nearest
co-located identities (k = 7)

alignment = dot(v_self, v_flock)
I (]v

t
(Jv_self] * |v_flock])
Hflock = 1.0 - max(alignnment, 0)

When flock data is unavail able (sparse network or privacy
constraints), the inplementation SHOULD fall back to comparing the
current velocity against the identity’s own historical velocity
distribution at the sane | ocation and tine-of-day.

H fl ock defeats GPS replay attacks: an adversary replaying a
previously recorded trajectory will find that the anbient flock has
changed since the recording, producing a msalignnment signal

9.5. H contextual: Sensor Cross-Correlation
H contextual = divergence(
observed_i nu_rmagni t ude,
expect ed i mu_rnmagni tude_for (gps_di spl acenent)

)

I mpl enentations that |ack | MJ access MJUST set H contextual = 0 and
SHOULD i ncrease the wei ghts of other conponents proportionally.
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9.6. H.structure: Chain Structural Integrity

* Inter-breadcrunmb timng regularity: excessively uniformintervals
suggest aut omation

* Hash chain continuity: any break in the chain produces maxi mum
H structure

* Phase-space snoot hness: the vel ocity-accel erati on phase portrait
of a human trajectory traces snooth | oops, while bots produce
either chaotic blobs or tight Iimt cycles.

9.7. Aert Cassification
The total Hamiltonian H maps to an alert level. The baseline

H baseline is the rolling nedian of the identity' s own recent energy
val ues, nmaking the threshold self-calibrating per identity:

| H Range | Level | Action |
[} e ———————————————— Ll —p—_——_——_ Ll —_—(—(——————————r
| [0, H_baseline * 1.5) | NOM NAL | Normal operation |
e S TR e +
| [Hbaseline * 1.5, 3.0) | ELEVATED | Increase sanpling |
| | | frequency, |og |
St Fomm e oo - o e e e e e a oo +
| [3.0, 5.0) | SUSPICIQUS | Flag for review, |
| | require reconfirmation
e S TR e +
| [5.0, infinity) | CRITICAL | Freeze trust score, |
| | | trigger challenge |
St Fomm e oo - o e e e e e a oo +

Table 8: Ham |Itonian Alert Levels
10. Proof-of-Humanity Certificate

A PoH Certificate is a conpact, privacy-preserving Attestati on Result
(in the RATS sense) asserting that an identity has denonstrated

bi ol ogi cal novenent characteristics. It contains ONLY statistica
exponents derived fromthe trajectory -- no raw | ocation data, no GPS
coordi nates, no cell identifiers.

The certificate is encoded as a CBOR nap:
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| Key | Type | Description |
[ ettty gy e pp—p—p—p—p—_—_—————————————————(——(———————r L
| O | bstr (32) | lIdentity public key |
e S . +
| 1 | uint | Issuance tinestanp |
Hommm- S IR T YS> +
| 2 | uint | Epoch count at issuance |
+--m - - R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 3 | float | PSD scaling exponent al pha |
e S . +
| 4 | float | Levy beta exponent |
Hommm- S IR e +
| 5 | float | Levy kappa cutoff (km |
+--m - - R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 6 | float | Predictability score Pi |
e S . +
| 7 | float | Criticality confidence |
Hommm- S IR T +
| 8 | float | Trust score T |
+--m - - R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 9 | uint | Unique cell count |
e S . +
| 10 | uint | Total breadcrunmb count |
Hommm- S IR T T +
| 11 | uint | Validity duration (seconds) |
+--m - - R oo e m e e e e e e e e e e e e e e e e e ma o - +
| 12 | bstr (16) | Relying Party nonce (REQUI RED) |
e S . +
| 13 | bstr (32) | Chain head hash at issuance (REQUI RED) |
Hommm- S IR T T +
| 14 | bstr (64) | Verifier Ed25519 signature |
+--m - - R oo e m e e e e e e e e e e e e e e e e e ma o - +

Tabl e 9: PoH Certificate CBOR Fiel ds
Fields 12 and 13 are REQURED in all PoH Certificates. Every
certificate MJUST be issued in response to an Active Verification
request (Section 12). There is no passive issuance node.
A Relying Party receiving a PoH Certificate can verify:

1. The Verifier signature (field 14) is valid against a trusted
Verifier public key.

2. The PSD scaling exponent alpha (field 3) falls within [0. 30,
0. 80].
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11.

12.

3. The criticality confidence (field 7) exceeds the Relying Party’s
policy threshol d.

4. The trust score (field 8) neets application requirenents.

5. The certificate has not expired (field 1 + field 11 > current
time).

6. The nonce (field 12) matches the Relying Party’ s origina
chal | enge

7. The chain head hash (field 13) provides freshness binding.
The certificate reveals NOTH NG about where the identity has been --

only that it has noved through the world in a manner statistically
consistent with a biological organism

Trust Scoring

T =0.40 * m n(breadcrunb_count / 200, 1.0)
+ 0.30 * min(unique_cells / 50, 1.0)
+ 0.20 * min(days_since first / 365, 1.0)
+ 0.10 * chain_integrity

chain_integrity = 1.0 if chain verification passes, else 0.0
T is expressed as a percentage in [0, 100].

The threshold for clainmng a handl e (binding a human-readabl e nanme to
a TIT) requires breadcrunb _count >= 100 and T >= 20.

A trajectory that fails the criticality test (al pha outside [0.30,
0.80]) MJIST have its trust score capped at 50, regardl ess of other
factors.

Repl ay Protection and Active Verification

TRI P provides replay protection at two distinct |ayers: protection of
the Evidence chain agai nst tanpering, and protection of Attestation
Results against replay to Relying Parties. Al Attestation Results
MJUST be issued via the Active Verification Protocol described in this
section.
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12.

12.

1. Chain-Level Replay Protection

The nonotonically increasing index and the chaining via the previous
bl ock hash field provide replay protection within a single
trajectory. A replayed breadcrunb will fail the chain integrity
check. Cross-trajectory replay will fail Ed25519 signature
verification.

2. Active Verification Protoco

The Active Verification Protocol provides cryptographic freshness
guarantees by binding the Attestation Result to a Relying Party-
suppl i ed nonce, the current chain head, and the current tine. This
is the ONLY verification node supported by TRIP. There is no passive
verification node

The protocol proceeds as foll ows:
1. The Relying Party generates an unpredi ctabl e nonce ( RECOVMENDED:
16 bytes froma cryptographically secure random nunber generator)

and sends a Verification Request to the Verifier

Verificati onRequest = {

0 => bstr .size 32, ; identity public key

1 => bstr .size 16, ; nonce

2 => uint, ; request tinmestanp

3 => uint, ; requested freshness w ndow (seconds)

}

2. The Verifier delivers a Liveness Challenge to the Attester via a
real -tine channel (e.g., WebSocket push, push notification):

Li venessChal | enge = {
0 => bstr .size 16,
1 => bstr .size 32,
2 => uint,
3 => uint,

nonce (from Rel ying Party)
verifier identity (public key)
chal | enge ti mestanp

response deadl i ne (seconds)

3. The Attester constructs and signs a Liveness Response binding the
nonce to the current chain state:
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Li venessResponse = {

0 => bstr .size 16, ;. nonce echo

1 => bstr .size 32, ; chai n_head_hash

2 => uint, ; response tinestanp

3 => uint, ; current breadcrunb index

4 => bstr .size 64, Ed25519 signature over fields 0-3

4. The Verifier validates the Liveness Response by checking:

*  The Ed25519 signature (field 4) is valid against the
identity's public key over fields 0-3.

* The nonce echo (field 0) matches the original Verification
Request .

* The chain_head_hash (field 1) is consistent with the
Verifier's stored trajectory state.

* The response timestanp (field 2) is within the deadline.

* The breadcrunb index (field 3) matches or exceeds the
Verifier’'s last known index.

5. Upon successful validation, the Verifier produces a fresh PoH
Certificate with field 12 set to the nonce and field 13 set to
the chai n_head_hash, signs it, and returns it to the Relying
Party.

6. The Relying Party verifies the PoH Certificate per Section 10,
confirmng that field 12 matches its original nonce.

If the Attester does not respond within the deadline, the Verifier
MUST return an error. The Verifier MJUST NOT issue a PoH Certificate
wi thout a valid Liveness Response.

12.3. Active Verification CDDL

The foll owing CDDL [ RFC8610] schema defines the Active Verification
nessages:
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; Active Verification Protocol CDDL Schemn

verification-request = {
0 => bstr .size 32,
1 => bstr .size 16,

identity key
nonce

2 => uint, request _tinestanp
3 => uint, freshness_w ndow_seconds
}
| i veness-chal |l enge = {
0 => bstr .size 16, ; nonce
1 => bstr .size 32, ; verifier_key
2 => uint, ; chal l enge_ti mest anp
3 => uint, ; response_deadl i ne_seconds
}
| i veness-response = {
0 => bstr .size 16, ; honce_echo
1 => bstr .size 32, ; chai n_head_hash
2 => uint, ; response_timestanp
3 => uint, ; current _breadcrunb_i ndex
4 => bstr .size 64, ; ed25519 signature
}

13. Security Considerations
13.1. GPS Replay Attacks
An adversary records a legitimate trajectory and replays the GPS
coordinates on a different device. TRIP detects this through
mul ti pl e channel s:
* Hflock: the ambient flock has changed since the recording.
* H contextual: unless the adversary al so replays W-Fi BSSI Ds,
cellular tower IDs, and | MJ data, the context digest will not
mat ch.

* Hstructure: the timng regularity of a replay is typically either
too perfect or shifted in a detectable pattern

13.2. Synthetic Wal k Generators
* PSD scaling exponent test: random wal k generators produce white
noi se (al pha approximately 0). Brownian notion generators produce

al pha approximately 2. Neither falls in the biological [0.30,
0. 80] range.
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* Levy flight fitting: synthetic displacenments rarely match the
truncated power-|aw distribution with biologically plausible beta
and kappa val ues.

* Predictability test: synthetic trajectories either show near-zero
predictability (random or near-perfect predictability (scripted),
both outside the human [0.80, 0.95] range.

13.3. Emul ator Injection

An adversary runs the TRIP client on an Android/i OS enul ator with
spoofed GPS. Detection relies on H contextual (emulators |ack real
I MJ data) and context digest (enulators lack real W-Fi and cellul ar
dat a) .

13. 4. Device Strapping (Robot Dog Attack)

An adversary straps a phone to a nobile robot or drone. This is the
nmost sophi sticated attack because it produces real GPS, W-Fi,
cellular, and I MJ data from actual physical movenent. Mtigation
relies on PSD anal ysis (robotic novenent |acks 1/f noise), phase-
space snoothness (H structure), and circadian profiles. This attack
remai ns an active area of research.

13.5. Verifier Conprom se

A conmprom sed Verifier could issue fraudul ent PoH Certifi cates.
Mtigations: Relying Parties SHOULD accept certificates fromnultiple
i ndependent Verifiers; key rotation and revocati on procedures SHOULD
be established; the Active Verification Protocol ensures even a
comprom sed Verifier cannot produce a valid certificate wi thout the
Attester’s cooperation.

13.6. Denial of Service

Verifiers SHOULD rate-linmt requests per identity and per Relying
Party. The Active Verification Protocol’s real-time requirenent
provides an inherent rate linmt on valid conpletions.

13.7. Statistical Cassifier Limtations

The Criticality Engine applies ensenble statistical properties (PSD
scal i ng exponent, Levy flight paraneters, flock alignnment) to

i ndividual trajectories. As discussed in Section 7.4, the
reliability of these classifiers depends on trajectory |ength.

I npl enenters MUST be aware that:
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14.

14.

14.

14.

* Classification confidence is |ow during the bootstrap regine
(fewer than 64 breadcrunbs) and noderate during the provisiona
regi me (64-199 breadcrunbs).

* The al pha range [0.30, 0.80] is a protocol-specified boundary
i nformed by, but not directly taken from a single peer-reviewed
source. Deployments SHOULD calibrate this range agai nst
popul ati on-speci fic data.

* The conposition of six independent Ham | toni an conponents provides
defense in depth, but the actual conbined error rate depends on
the degree of independence between conponents, which requires
enpirical measurenent.

* Definitive ROC curves and confidence intervals require validation
agai nst real-world human nobility datasets. This validation is
pl anned for a conpanion publication and is outside the scope of
this protocol specification

Privacy Consi derations
1. Quantization-Based Privacy

TRIP's privacy nodel is based on | ossy spatial quantization, not on
data locality. H3-quantized Evidence is transnitted fromthe
Attester to the Verifier. Raw GPS coordi nates MJUST NOT be
transmtted. At the default resolution 10, each cell covers

approxi mately 15,000 m'2, providing neaningful anbiguity in popul ated
ar eas.

2. Verifier Data Handling

The Verifier MJUST NOT forward raw Evidence to Relying Parties. The
Verifier MJIST disclose its data retention policy. The Verifier
SHOULD retain only statistical aggregates and MAY di scard individua
breadcrunbs after incorporation. The Verifier MJST support data
del etion where required by | aw.

3. Relying Party Data M nim zation

The PoH Certificate reveals statistical exponents and aggregate
counts. A Relying Party does NOT |learn which cities or specific

|l ocations the identity has visited, the identity’s home or workpl ace,
the identity's daily schedule, or any raw trajectory data.
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15.

15.

15.

15.

15.

4. Trajectory Correlation and Sybil Resistance

A single physical entity operating nmultiple TRIP identities

simul taneously constitutes a Sybil attack. TRIP raises the cost:
each identity requires a separate physical device, weeks of sustained
movenent, and i ndependent trajectory accunulation. The H flock
component provi des detection of co-located trajectories with

i dentical displacenent vectors.

5. Popul ation Density Considerations

In sparsely popul ated areas, even cell-level granularity may narrow
identification. Inplenmentations SHOULD use | ower resolution in rura
areas and MAY allow users to override to a | ower resolution at any
time.

Depl oynment Consi derati ons
1. Miltiple Verifier Deploynents

Any entity that inplenents the verification procedures defined in
this specification MAY operate as a TRIP Verifier. An Attester MAY
submit Evidence to nmore than one Verifier

2. Verifier Interoperability

Al conforming Verifiers MJST inplenent chain integrity verification,
PSD scal i ng exponent classification, and the PoH Certificate fornat.

Two Verifiers processing the sanme Evi dence SHOULD produce consi stent

al pha, beta, and kappa val ues wi thin numerical precision bounds.

3. Transport Binding

Thi s specification does not mandate a specific transport.

| mpl enent ati ons MAY use HTTPS, WbSocket, CoAP, or any transport
providing confidentiality and integrity protection. The Active
Verification Protocol requires a real-tine channel

4. Nam ng SystemlIntegration
The bi ndi ng of hunman-readable nanes to TRIP identities is outside the

scope of this specification and is expected to be addressed in a
compani on docunent .
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16.

17.

17.

5. Accessibility and Low Mbility Users

TRI P does not require geographic travel. It requires sustained
physi cal existence over tinme. A person who remains in a single H3
cell generates a valid trajectory; the trust scoring fornula assigns
20% wei ght to tenporal continuity and 40%to breadcrunmb count, both
accunul ating regardl ess of spatial diversity. The context digest
provi des environmental diversity even w thout novement. The

Ham | tonian is self-calibrating per identity. For stationary users,
i mpl ement ati ons SHOULD suppl enent spatial PSD with tenporal PSD
(anal yzing inter-breadcrunb timng patterns). Deploynments MJUST NOT
i npose m ni num spatial diversity requirements that woul d excl ude
users with nobility limtations.

| ANA Consi der ations

Thi s docunent has no | ANA actions at this tinme. Future revisions nmay
request CBOR tag assignnents and a nedia type registration for
application/trip+cbor.
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Appendi x A.  Relationship to Gther Geo-Location Proposals

Several Internet-Drafts proposed in the RATS and W MSE wor ki ng groups
address aspects of location attestation. This appendi x positions
TRIP relative to four such proposals.

A.1. EAT Location Caim

The Entity Attestation Token [I-D.ietf-rats-eat] defines a | ocation
claimthat conveys a single point-in-tinme geographic position in
WGS-84 coordi nates. The claimprovides no tenporal depth, no privacy
quantization, and no behavioral context. TRIP could emt its
Trajectory ldentity Token or Proof-of-Humanity Certificate as an EAT
claim providing | ongitudinal behavioral evidence within an EAT-
formatted Attestation Result. The two are conpl enentary.

A 2. Proximate Location Caim

The Proxi mate Location Caim][l-D. mandyamrats-proxlocclain] defines
evi dence of relative position derived from secure rangi ng between two
devices, typically using ultra-w deband (UWB) radio per FiRa
Consortium specifications. Proxinmate Location is instantaneous and
pairwi se; TRIP is longitudinal and self-attested. Proximte Location
requires dedicated radio hardware in both endpoints; TRIP uses
commodity GNSS and ambi ent signal s already present on consumer nobile
devi ces.

A.3. Verifiable Geofencing for Wrkl oads

The Verifiabl e Geofencing draft

[1-D. | kspa-wi nse-verifiabl e-geo-fence] targets confidential conputing
wor kl oads, providing cryptographically verifiable proof-of-residency
that binds a workload identity to a host platformand a geographic
boundary. Verifiable Geofencing answers "where is this workl oad
executing?'. TRIP answers "who is the human or autononous entity
behind this identity, and how has that entity noved over tine?". The
two address orthogonal concerns: residency versus operator integrity.

A 4. Proof of Position for Auditor Endorsements

The Proof of Position draft [I-D.richardson-rats-pop-endorsenent]
defines a nechani sm by which a human audi tor establishes physica
contact with a device, typically via USB or serial console, and
produces an endorsenment asserting properties that the device cannot
self-claim including its physical |ocation. Proof of Position is
one-tinme, human-nedi ated, and locally delivered. TRIP is continuous,
self-attested, and renotely verifiable.
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A. 5. Conparison Sunmary

[ e ool oo s sy ooy s s s
| Proposal | Tenporal | Evidence | Primary Question |
| | Model | Source | |
B ool e s oo el e s
| EAT | I'nstantaneous | Self-reported | Were is this |
| Location | | coordinate | device right now? |
S T T o e e e o +
| Proximate | Instantaneous | Secure | I's device X near |
| Location | | ranging | device Y? |
| | | hardware | |
S oo oo Fom e +
| Verifiable | Continuous | TPM + sensor | Is this workload |
| Geof ence | (workl oad | attestation | inside the |
| | lifetinme) | | boundary? |
S Fom e Fom e Fom oo o +
| PoP | One-tine | Hurman | Did a trusted |
| Endorsenent | | auditor, | hurman visit this

| | | side-channel | device? |
S T T o e e e o +
| TRIP | Longitudinal | Self-attested | Has this identity |
| | | behavi oral | noved like a |
| | | trajectory | biological entity |
| | | | over tinme? |
o m e e e oo - o m e e e oo - o m e e e oo - o e e e e oo oo +

Tabl e 10

TRIP is the only proposal in this set that uses behavioral trajectory
over time as its source of evidence. The others provide

i nst ant aneous | ocation clainms, jurisdictional residency proofs, or
one-tine endorsenents. TRIP is intended to coexist with these
specifications, supplying a distinct dinension of evidence --
continuity of physical existence -- that none of them addresses.

Appendi x B. History

Version -01 introduced a Criticality Engine grounded in G orgio
Parisi’s Nobel Prize-winning work on scale-free correl ations

[ PARI SI - NOBEL] and Al bert-Laszl o Barabasi’'s research on the
fundanental linmts of human nmobility [ BARABASI - MOBI LI TY].

Version -02 formalized the mapping to the RATS Architecture

[ RFC9334], introduced the Active Verification Protocol wth
crypt ographi c freshness guarantees, and corrected the privacy nodel.
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This revision (-03) addresses three substantive issues identified
through expert review by researchers working in the statistica
physi cs of compl ex systens:

First, it replaces the informal term"Parisi Factor" with the
standard spectral analysis term"PSD scaling exponent al pha,"
properly attributing the theoretical foundation to Parisi’s work
wi thout conflating tribute with established nonmencl at ure.

Second, it provides the mssing anal ytical and nunerical bridge

bet ween the Levy flight displacenent exponent beta (Section 8.1) and
the PSD scal i ng exponent al pha (Section 7.1). Previous revisions
asserted both as independent properties of human nmobility without
demonstrating their mathematical rel ationship.

Third, it introduces a convergence analysis framework (Section 7.4)
that addresses the fundanental question of applying ensenble
statistical properties to single trajectories, including guidance on
mninmumtrajectory length and error rate estimation.

Additionally, this revision removes Passive Verification node
entirely. Al Attestation Results MJUST now be bound to Relying Party
nonces via the Active Verification Protocol (Section 12), elimnating
the replay vulnerability identified in -02 review

B.1. Changes from-02

Thi s section summari zes the substantive changes from draft-ayerbe-
trip-protocol -02:

* Replaced the term"Parisi Factor" with the standard spectra
anal ysis term"PSD scal i ng exponent al pha" throughout the
docunent. The theoretical contribution of Parisi’s work is
acknow edged in the notivation and term nol ogy, not in the
vari abl e nam ng.

* Added Section 7.3 (Levy-PSD Bridge) providing the analytica
rel ati onship between the Levy flight displacenment exponent beta
and the PSD scal i ng exponent al pha, with supporting references to
enpirical studies [ MACZAK- SPECTRAL] [ VADAI - GPS].

* Added Section 7.4 (Convergence Anal ysis) addressing the
application of ensenble statistical properties to single
trajectories, including minimumtrajectory |ength gui dance and
error rate estimation franmework
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* Renoved Passive Verification node entirely (Section 12). All

Attestation Results MJST now be produced via the Active
Verification Protocol with Relying Party-supplied nonces. The PoH
Certificate fields for nonce (field 12) and chain head hash (field
13) are now REQUI RED, not optional.

* Updated the PoH Certificate (Section 10) to reflect nandatory

Active Verification fields.

* Added references to recent enpirical studies on spectral
properties of human GPS trajectories.

Changes from - 03

This section summari zes the changes from draft-ayerbe-trip-protocol -
03:

* Added Appendix A (Relationship to Oher Geo-Location Proposals)
positioning TRIP relative to four parallel proposals: EAT Location
Claim Proximte Location, Verifiable Geofencing, and PoP
Endor senent, per the conmtment made on rats@etf.org in February.

* Added RFC 8610 reference and citation in Section 12.3.
* FEditorial cleanup of Section 16.
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