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Abst ract

Thi s docunent specifies DNS Catal og Zones Properties that define the
primary nanme servers from which specific or all menber zones can
transfer their associated zone, as well as properties related to zone
transfers such as access control

Thi s docunent al so defines a groups property, for the apex of the
catal og zone, as a location to assign the additional properties to
certain catal og zone groups.

Besi des the additional properties, this docunent updates RFC9432 by
explicitly allowi ng CNAMES and DNAMEs.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at

https://datatracker.ietf.org/doc/draft-axu-dnsop-catal og-zone-xfr-
properties/.

Di scussion of this docunent takes place on the dnsop Wrking G oup
mailing list (mailto:dnsop@ets.org), which is archived at
https://mail archive.ietf.org/arch/browse/ dnsop/.

Source for this draft and an issue tracker can be found at

https://github. com https://github. coml DNS- Hackat hon/ cat al og-
extensions-draft.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I ntroduction

DNS Cat al og Zones [ RFC9432] described a nethod for autonmati c DNS zone
provi si oni ng anmong DNS nane servers by the catal og of zones to be
provi sioned as one or nore regular DNS zones. Configuration
associated with the nmenber zones, such as fromwhich prinmary nane
servers and with which TSI G keys [ RFC8945] to transfer the zones, and
fromwhich | P addresses and with which TSI G keys DNS notifies

[ RFC1996] are allowed, were assunmed to be preprovisioned at the
catal og consurmer.

Thi s docunent specifies DNS Catal og Zones Properties to specify
primary nanme servers fromwhich to transfer the nmenber zones, as wel
as properties to specify which | P addresses, using which

crypt ographi c keys, are allowed to notify the secondary nane server
serving the nenber zones, in order to:

* renove the necessity to preprovision those at the catal og
consuners,

* to fascilitate ad-hoc changes, and

* to fascilitate exceptions for individual nmenber zones.

Requi renent s | anguage

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

onen, et al. Expires 30 March 2026 [ Page 3]
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2. Catal og Zone Structure

The new properties, specified in Section 3, MAY be at the apex of the
catal og zone, where they will affect all nenber zones, or under a
menber zone | abel, where they will affect just that menber zone. Any
property under a nenber zone label will override that sane property
at the apex.

2.1. Binding additional attributes

It is possible to distinguish groups of values with all the
properties from Section 3, by adding an additional |abel before the
property. This allows binding additional attributes within the
group, for exanple binding TSIG keys to certain | P addresses.

2.2. CNAMEs and DNANMES

Thi s docunent updates [ RFC9432] by explicitly allowi ng CNAMES

[ RFC1035] and DNAMEs [ RFC6672] anywhere in the catal og. The CNAME
and DNAME RRs in an catal og zone MJST refer to names within the sane
(catal og) zone. When a CNAME and DNAME RRs refer to owner nanes
outside of the (catal og) zone, they MJST be considered invalid and
MUST be i gnor ed.

For exanple, using sone of the properties from Section 3:

ZONELABEL1. zones. $CATZ
ZONELABEL1. zones. $CATZ

IN PTR exanpl e.com
I N DNAME cust oner 1. confi g. $CATZ

[eoNe]

primaries. custonerl. config. $CATZ 0 IN A 192.0.2.53
primaries. custonerl. config. $CATZ 0 IN TXT "TSI G key"
all owtransfer.custonerl. config.$CATZ O I N CNAME internal . acls.config. $CATZ

internal . acls.config. $CATZ O IN APL 1:10.0.0.0/8 2:fd00:0:0:0:0:0:0:0/8
3. New Properties
3.1. Primaries

This property defines which server(s) the nmenber zone(s) wll be

fetched from The RR types on this property MJUST be either A or

AAAA. | f there are multiple RRs, the order in which they are used or

tried is undefined. The order may be used follow ng the default

sel ection process in use by the catal og consuner nane server

sof tware

Different prinmaries MAY be distingui shed by an additional |abel,
which will allow binding additional attributes to each server
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primaries. $CATZ O IN A 192.0.2.53

ZONELABEL1. zones. $CATZ O I'N PTR exanpl e. com
primaries. ZONELABEL1. zones. $CATZ 0 | N AAAA 2001: db8: 35::53

If there are any RRs attached to the prinmaries that are not covered
by this docunent, they SHOULD be i gnored.

3.1.1. TSIG Key Nane

The primaries property, with or without the extra |l abel, MAY also
have a TXT resource record set (RRset), which MJST consist of a
single TXT RR, which will contain the name of the TSI G key to use to
protect zone transfers. The key(s) MJST be defined el sewhere, such
as in the configuration file of the consumer. |f the key cannot be
found, the consuner MJUST NOT attenpt a zone transfer fromthe nane
server addresses for which the TXT RRset was an additional attribute.
A TXT RRset for a primaries property containing nore than a single
TXT RR indi cates a broken catal og zone that MJST NOT be processed
(see Section 5.1 of [RFC9432]).

ZONELABEL2. zones. $CATZ 0

nsl. primari es. ZONELABEL2. zones. $CATZ
nsl. primaries. ZONELABEL2. zones. $CATZ
ns2. primari es. ZONELABEL2. zones. $CATZ
ns2. primaries. ZONELABEL2. zones. $CATZ

I N PTR exanpl e. net .

I N AAAA 2001: db8: 35::53
IN TXT "keyname-for-nsl"
I N AAAA 2001: db8: 35::54
I N TXT "keynane-for-ns2"

ecNeoNoNe)

3.1.2. Signalling encrypted transports

The primaries property, _with_ the extra |abel, MAY al so have a TLSA
RRset with one or nore TLSA RRs [ RFC6698]. The presence of a TLSA
RRset signals support of DNS over TLS (DoT) [ RFC7858] or DNS over
QU C (DoQ [RFC9250] by the primary and the means by which the
catal og consunmer can successfully authenticate the primary. TLSA
RRsets MJUST be prepended by two | abels (bel ow the property | abe
_with_ the extra label) indicating the decinmal representation of the
port nunber (see Section 3 of [RFC6698]) and the protocol name of the
transport (see Section 4 of [I-D.draft-ietf-dnsop-svcb-dane-05]).
Cat al og consumers MJST transfer menber zone and increnental updates
over either DoT or DoQin the presence of a TLSA RRset.

An aut hentication donmain name (see Section 2 of [RFC8310]) MAY be
provided by a PTR RRset, which MJST consist of a single PTR RR, at
the sane nanme as the TLSA RRset. Wien an authentication domain name
is provided, catal og consumer MJUST send the TLS SNI extension

contai ning that nane.
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For the sane reasons as given in Section 3.1.3 of [RFC7/672], the TLSA
RRs with certificate usage PKI X- TA(0) or PKI X-EE(1) SHOULD NOT be

i ncluded. Usage of such RRs by catal og consuners is undefined.
Cat al og consunmers MAY treat such RRs as "unusabl e".

ZONELABEL2. zones. $CATZ 0 IN PTR exanpl e. net.

nsl. primaries. ZONELABEL2. zones. $CATZ 0 | N AAAA 2001: db8: 35:: 53

_853. _quic.nsl. prinmaries. ZONELABEL2. zones. $CATZ 0 |IN PTR nsl. exanpl e. net.

_853. _quic.nsl.primaries. ZONELABEL2. zones. $CATZ O |IN TLSA 3 1 1 \<SHA-256 pin\>

3.2. Notify

This property MAY be used to define the DNS NOTI FY [ RFC1996] nessage
sendi ng behavi or of the consumer for the target zone(s). A and AAAA
RRsets list hosts that the consumer will send DNS NOTI FY nessages to
when it | oads a new version of the target zone(s).

An additional |abel bel ow the property name MAY be used to
di stinguish different groups of addresses, which wll allow binding
additional attributes to each group

3.2.1. TSIG Key Nane

The notify property, with or without the extra | abel, MAY also have a
TXT RRset, which MJST consist of a single TXT RR, which will contain
the nane of the TSIG key to use to sign the NOTIFY nessage. The
key(s) MUIST be defined el sewhere, such as in the configuration file
of the consunmer. |f the key cannot be found, the consunmer MJST NOT
notify the name server addresses for which the key was an additiona
attribute. A TXT RRset for a notify property containing nore than a
single TXT RR indicates a broken catal og zone that MJUST NOT be
processed (see Section 5.1 of [RFC9432]).

notify. $CATZ 0 IN A 192.0.2.49

notify. $CATZ 0 IN TXT "nane-of - def aul t - key"
ZONELABEL3. zones. $CATZ 0 IN PTR exanpl e. org.

notify. ZONELABELS. zones. $CATZ 0 I N AAAA 2001: db8: 35::53
notify. ZONELABEL3. zones. $CATZ 0 IN TXT "keyname-for-ns4"
ns5. noti fy. ZONELABEL4. zones. $CATZ 0 | N AAAA 2001: db8: 35:: 54

ns5. noti fy. ZONELABEL4. zones. $CATZ 0 I N TXT "keynamne-f or-ns5"

If there are any RRs attached to the notify property that are not
covered by this docunment, they SHOULD be i gnored.
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3.3. Alow Qery

The al |l ow query property MAY be used to define an access |ist of
hosts or networks that are allowed to send queries for the target
zone(s). The property MAY contain a RRset of type APL [ RFC3123],
whi ch MUST consist of only a single APL RR The prefixes listed in
the APL RR are processed in order: - An IP address is allowed to
query the zone when it matches a prefix. - An IP address is denied
to query the zone when it matches a negated prefi x.

The absence of an all ow query property at both apex of the catal og as
wel |l as at a nenber zone, neans that the default policy applies,

whi ch may be that the nmenber zone is allowed to be queried from any

| P address without TSIG key.

Additional attributes (such as TSI G keys) can be bound to specific
APL RRs by an additional |abel below the property |abel. The
prefixes (with or without attributes) will be processed in Section 6
of canonical order [RFC4034], which nmeans that the RRsets at the

al l ow- query property label will be processed first, followed by the
RRsets with the additional |abel in canonical order. When a catal og
consuner encounters an APL RRset containing nore that a single APL
RR, MJUST be interpreted as an APL RRset containing a single APL RR
denying all |P addresses, i.e.: APL 11:0.0.0.0/0
12:0:0:0:0:0:0:0:0/0.

3.3.1. TSIG Key Nane

The al | ow-query property MAY al so have a TXT RRset, which will
(further) restrict the zone to be queryable only with the TSI G keys
indicated in any of the TXT RRs in the set. The key(s) MJIST be
defined el sewhere, such as in the configuration file of the consumer.

If a TXT RRset is present together with an APL RR, then first the
policies in the APL are applied, and if that results in queries being
all owed for the IP address, then in addition a TSI G key MJST natch
any of the TXT RRs in the TXT RRset. |If a TXT RRset is present

wi thout an APL RRset, then only a TSI G key MJST match in any of the
TXT RRs in the TXT RRset, regardl ess of the querying |IP address.

If an allow query property is present _and_ contains APL RRsets and/
or TXT RRsets (either directly below the property |abel or below the
additional l|abel), _and_ none of the ACLs and/or TSI G keys natched or
could be found, then the consuner MJST NOT all ow queries for the
menber zone to which the property applies.
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ZONELABELS. zones. $CATZ 0 I'N PTR exanpl e. | ocal
00-internal.all ow query. ZONELABELS. zones. $CATZ O I N APL 1:10.0.0.0/8 2:fd00:0:0:0:0:0:0:0
/8

50-external . al | ow query. ZONELABELS. zones. $CATZ 0 I N TXT "keynane"

3.4. Al ow Transfer

The all owtransfer property MAY be used to define an access list of
hosts or networks that are allowed to transfer the target zone(s)
fromthe consunmer. The property MAY contain a RRset of type APL

[ RFC3123], which MJST consist of only a single APL RR The prefixes
listed in the APL are processed in order: - An |IP address is allowed
to query the zone when it matches a prefix. - An IP address is
denied to query the zone when it matches a negated prefix.

The absence of an allowtransfer property at both apex of the catal og
as well as at a nenber zone, signifies that transfers of the zone
fromthe consunmer MJUST NOT be allowed. Additional attributes (such
as TSI G keys) can be bound to specific APL RRs by an additional | abe
bel ow the property label. The prefixes (with or without attributes)
wi Il be processed in Section 6 of canonical order [RFC4034], which
means that the RRsets at the allowtransfer property label will be
processed first, followed by the RRsets with the additional |abel in
canoni cal order. Wen a catal og consuner encounters an APL RRset
containing nore that a single APL RR, MJST be interpreted as an APL
RRset containing a single APL RR denying all |IP addresses, i.e.: APL
11:0.0.0.0/0 !'2:0:0:0:0:0:0:0: 0/ 0.

3.4.1. TSIG Key Nane

The allowtransfer property MAY al so have a TXT RRset, which will
(further) restrict the zone to be transferable only with the TSI G key
indicated in any of the TXT RRs in the set. The key(s) MJIST be
defined el sewhere, such as in the configuration file of the consuner.
If a TXT RRset is present together with an APL RR, then first the
policies in the APL are applied, and if that results in transfers
being allowed for the I P address, then in addition a TSI G key MJST
mat ch any of the TXT RRs in the TXT RRset. |If a TXT RRset is present
wi thout an APL RRset, then only a TSI G key MJST match in any of the
TXT RRs in the TXT RRset, regardl ess of the querying |IP address.

If an allowtransfer property is present _and_contains APL RRsets
and/ or TXT RRsets (either directly below the property | abel or bel ow
the additional |abel), _and_ none of the APLs and/or TSI G keys

mat ched or could be found, then the consuner MJST NOT allow transfers
of the menber zone to which the property applies.
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ZONELABELS. zones. $CATZ 0 I'N PTR exanpl e. | ocal

00-internal.all owtransfer.ZONELABELS5. zones. $CATZ O IN APL 1:10.0.0.0/8 2:fd00:0: 0:0: 0: 0:
0:0/8

50-external . all owtransfer. ZONELABELS. zones. $CATZ 0 I N TXT "keynane"

If there are RRs other than APL or CNAME attached to the all ow
transfer property, and if an APL RR cannot be found or there is a
CNAME that doesn’t point to an APL, then the nost restrictive access
l'ist possible SHOULD be assuned.

4. Assigning properties to groups

It is possible to assign the properties fromthis document to catal og
groups (see Section 4.3.2. of [RFC9432]). To this end this docunent
i ntroduces the groups property.

4.1. G oups (the groups property)

The list of calalog group that have properties assigned to it, is
specified as a collection of menber nodes represented by TXT RRs
under the owner name "groups” where "groups” is a direct child domain
of the catal og zone. The names of nenber zones are represented on
the RDATA side of a TXT record (instead of being represented as a
part of owner nanmes) so that all valid group names nay be
represented. This TXT record MJST be the only record in the TXT
RRset with the same name. The presence of nore than one record in
the RRset indicates a broken catal og zone that MJST NOT be processed
(see Section 5.1. of [RFC9432]). For exanple, if a catal og zone
lists two catal og groups ("foo" and "bar"), the nmenber node RRs woul d
appear as follows:

"foo"
"bar"

<uni que- 1>. groups. $CATZ 0 I N TXT
<uni que- 2>. groups. $CATZ 0 IN TXT
where <unique-N> is a | abel that tags each record in the collection
and has a uni que val ue. \When different <uni que-N> | abels hold the
sane TXT value (i.e., provide nore than a single place to assign
properties to the sane group), the catal og zone is broken and MJST
NOT be processed (see Section 5.1. of [RFC9432]).

Properties assigned to a catal og group, below an entry bel ow t he
groups property extends the configuration that was al ready associ ated
with that group. |If the existing configuration for the group had a
configuration value, that is also targeted with property assigned for
the group, then the assigned properties value MJST override the
original value. |If there was no existing group yet, then an entry
bel ow t he groups property defines the new group.
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5. Inplenmentation and Operational Notes
One of the rationales for allowi ng CNAVEs and DNAMVES is that a | arge
and conpl ex catal og may have | arge and conpl ex access |lists repeated
amllion times. But if there are only a few different access lists,
they coul d be defined separately and then be referenced a nillion
times, reducing both the size and processing effort of the catal og
zone.
Al ternatively, a group property nay be used for this, which will or
wi Il not have additional properties assigned to it under the groups
property (see Section 4).

6. | ANA Consi derations
IANA is requested to add the following entries to the "DNS Catal og
Zones Properties" registry under the "Donmai n Nanme System ( DNS)
Par anet ers" page:
| Property Prefix | Description | Status | Reference |
[ s sl sl et e p—p—_—
| groups | List of catalog groups | Standards | [this |
| | | track | document] |
o o R R
| primaries | Primary name servers | Standards | [this
| | Track | document ]
o e e e e oo o e e e e e e oo oo oo S S
| notify | Send DNS NOTI FY | Standards | [this
| | behavi or | track | document]
o o R R
| allowtransfer | Allow zone transfer | Standards | [this
| | from | track | document ]
o e e e e oo o e e e e e e oo oo oo S S
| allow query | Al'low queries from | Standards | [this
| | track | document]
o o R R

Table 1

7. Inplenentation Status
*[NOTE to the RFC Editor: Please renmpove this section before
publication]*
This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft [RFC7942].
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8.

9

9

The existing BIND 9 inplenentation of primaries, allowtransfer and
all ow-query was a major inspiration for witing this draft.

Security and Privacy Considerations

The original RFC for Catal og Zones already covers a |ot of security
and privacy considerations, and they are all still valid, but there
are al so new security considerations introduced by this docunent.

1. Private Zone Exfiltration

If the Catal og Zone producer and consuner are different

organi zations, the producer may be able to use a crafted Catal og Zone
to exfiltrate a private zone on another server within the consuner’s

network by listing it in the Catal og Zone with nore perm ssive query

or transfer access lists. The producer needs to know t he exact nane

of the private zone and an address of the primary where the consuner

may fetch it from

There are two ways to approach this security issue. One is to make
sure that the consuner organi sation does not allow zone transfers for
private zones on the consum ng server. Another approach is to
sanitize the inconing Catal og Zone before consuming it, renoving
anything sensitive fromit.
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Appendi x A. Exanple Catal og with One of Everything
primaries. $CATZ O IN A 192.0.2.53

ZONELABEL1. zones. $CATZ O I N PTR exanpl e. com
primaries. ZONELABEL1. zones. $CATZ 0 | N AAAA 2001: db8: 35::53

ZONELABEL2. zones. $CATZ 0

nsl. primari es. ZONELABEL2. zones. $CATZ
nsl. primaries. ZONELABEL2. zones. $CATZ
ns2. primari es. ZONELABEL2. zones. $CATZ
ns2. primaries. ZONELABEL2. zones. $CATZ

PTR exanpl e. net.

AAAA 2001: db8: 35:: 53
TXT "keynane-for-nsl"
AAAA 2001: db8: 35::54
TXT "keyname-for-ns2"

ecNeoNoNe)

notify.$CATZ O A 192.0. 2. 49

ZONELABEL3. zones. $CATZ 0
noti fy. ZONELABEL3. zones. $CATZ 0
notify. ZONELABEL3. zones. $CATZ 0

PTR exanpl e. or g.
AAAA 2001: db8: 35::53
TXT "no default notifies"

ZONELABELA4. zones. $CATZ 0
notify. ZONELABEL4. zones. $CATZ O
notify. ZONELABEL4. zones. $CATZ 0

PTR sub. exanpl e. org
AAAA 2001: db8: 35::54
)T ""

ZONELABELS. zones. $CATZ O

al | ow query. ZONELABELS. zones. $CATZ 0
0:0/0

al | ow-transfer.ZONELABELS. zones. $CATZ O IN APL 11:0.0.0.0/0 '2:0:0:0:0:0:0:0:0/0

PTR exanpl e. | ocal
APL 1:10.0.0.0/8 !1:0.0.0.0/0 !2:0:0:0:0:0: 0:

ZzZ z2zZzZz z2zZzZzZ zZ z2zzZ2zzZ22
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