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Abst ract

A managenment architecture for asset schemas and profiles is needed to
enable entities in the tokeni zed assets ecosystemto instantiate
tokens within one or nore asset networks. An asset network may be
constrained to support only a select class or type of token to be
present in the network. In the SATP protocol, the receiving gateway
at the destination network is assunmed in its preparatory stages to
eval uate the transfer request of a tokenized asset fromthe sending
gateway at the origin network. In order to evaluate the proposed
transfer, the receiving gateway nust have access to the asset
definition schema upon which the token was based in the origin
network. The current docunment di scusses the managenent architecture
for the asset definition schema and the schema-profiles derived from
the definition schema

Edi torial Note

Di scussion of this draft takes place on the SATP mailing |ist
(sat@etf.org), which has its hone page
athttps://datatracker.ietf.org/wy/satp/about/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 May 2026.
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1. Introduction

One of the significant challenges facing many decentralized asset
networks is the conpatibility of the token as the digita
representation of value (i.e., asset). The recent EU M CA Regul ation
[1] recogni zes asset-referenced tokens (ART) as a nmeans to represent
real -world assets (RW) that are |ocated outside the network and pre-
exi sts before the token is instantiated on the network.

However, currently, there are no technical mechanisnms to digitally

express the definition of tokenizable assets. Such a definitionis
rel evant for asset transfer protocols such as SATP [2] that utilize
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gateways to transfer tokenized assets from one network to another
This is because if an asset (value) is to be transferable across

di stinct networks then both networks nust share a comon definition
of what constitutes a tokenizabl e asset.

The semantic definition of the tokenizable real-world assets is
referred to as the asset definition schema (or “asset schema” for
short). Certain industry verticals or narrow use cases nay define a
subset of the |arger asset definition schema. These derived schenas
are called schema-profiles (or sinmply “profile” ).

There are currently no protocols for the nmanagenent of these asset
schemas and profiles that can be utilized by gateways to retrieve and
val i dat e schemas, before executing the secure asset transfer

pr ot ocol

A managenent architecture for asset schenas and profiles nust include
mechani snms to enabl e designated authorities in a jurisdiction or
community to publish an asset definition schema in such a way that is
easily accessible. Furthernore, the schema managenent architecture
must provi de standard protocols to enable any entity or comunity to
easily derive narrower profiles and enable themto mnt tokens that
are conpliant with the profile and thus to the asset definition
schema. Thi s approach enabl es an equival ent conpari son between two
tokens in different networks to be perfornmed if they are conmpliant to
the sane schema-profile.

An asset schema nanagenent architecture should provide a | ogica
arrangenment of the roles, functions and the interaction flows of the
entities and asset-related Artifacts within the ecosystem

2. Term nol ogy
Real World Asset (RWA)

This is the asset in the real -world whose val ue pre-exists before
they are tokenized. A given RM may be a physical asset (e.g.

commodities, oil, gold) or it nmay be a digital-only asset (e.qg.
digital-only artwork). Any discrete object that bears economc,
cultural, intellectual or any other form of value can be

considered an RWA, naking it subject to identification, ownership
or trade anong physical persons or |legal entities. A physica
asset exists physical world in a non-digitized form

Asset Definition Schema (or Asset Schemm)
This is a data structure that defines the class or type of real -
worl d assets (RWA) in a jurisdiction or community that can be
tokeni zed. It defines the structure and the | egal elenents and
attributes of an asset token

Avrilionis & Hardjono Expires 10 May 2026 [ Page 3]



Internet-Draft Asset Schema Architecture Novenber 2025

(Asset) Schema-Profile (or Profile)
This is a data structure that is a subset of an Asset Definition
Schema that is relevant to a given industry or vertical. A
profile must include a reference to the parent schema from which
it was derived. A profile may be published by the sane entity as
the Asset Schema Authority, or it may be published by a different
entity.

Asset Schema Authority (ASA)
This is a legal entity in a jurisdiction that is recognized by
other entities in the ecosystem as being the conpetent authority
to publish one or nore asset schemas under a gi ven nanespace.

Digitized Asset Record (DAR)
A digital representation (data structure) of a real-world asset
that is primarily stored off-network or off-chain (e.qg.

traditional centralized depositories, registries, etc.). It is
static information that is independent of the mechani smused to
store it. In sonme cases, the DAR nay be a digitized version of an

exi sting paper certificate (note). For convenience, a digitized
asset record nmay be copied onto the | edger of a given network for
ease of accessibility (e.g. accessible smart contract), but its
utility is independent of any technology used to store it. A DAR
may hold reference to attestations issued by one or nore Asset
Record Authority. In the context of SATP, a DARis typically
hosted in a Network - a DAR is what is often quoted as "asset" in
SATP Core.

Asset Record Authority
This is a legal entity in a jurisdiction that is recognized by
other entities in the ecosystem as being the conpetent authority
to attest to the existence of the real-world asset being
represented as a DAR. Exampl es of asset record authorities
include the traditional centralized certificates depository (e.qg.
DTCC, C earstream Euroclear), nunicipal land registries, and
others [3].

Tokeni zed Asset Record (TAR)
This is a data structure used to instantiate ( “tokenize” ) a RM
based on both the DAR and the Schema-Profile that the creator of
the token clains adherence to. The TAR nust “point to” (carry
references to) both the DAR (which states that the real-world
asset truly exists) and the Schema-Profile (that defines the
semantic and | egal recognition) of the tokenization process. A
TAR is stored in a registry and nust be accessible to processes
that mint the Asset-Token, because the record provides the
semanti ¢ neani ng of the Asset-Token. W refer to the TAR as
“smart pointer” because it maintains one-to-one mapping with a
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DAR. A TAR does not carry ownership information. In the context
of SATP, a DAR is typically recorded in a Registry - a TARis part
of the SATP transfer context established during SATP Setup stage
(a.k.a "Stage 0"). A TAR has a standardi zed identification fornmat
so Gateways have a uniformway to identify assets, independently
fromthe specific DAR identification nethod used in each NetworKk.

Asset - Token (or Token)
This is the data structure on the network (i.e. on-chain) that
represents the real-world asset through its association with the
TAR and DAR based on the Schema-Profile. A given asset token nust
have a permanent inmmutable link (reference) to a tokenized asset
record because the record provides the semantic context behind the
asset token. Since the asset token is an on-chain construct, it
can be managed by a smart contract or other similar prograns that
interact with the | edger of the network. Any SATP gateway or any
entity that views a given asset token nmust be able to fetch the
correspondi ng tokeni zed asset record and schenma-profile in order
to validate the legitimcy of the asset token

Asset Provider
This is the party (person or legal entity) in a jurisdiction or
community that issues an Asset-Token based on a TAR and the
rel ated Schema-Profile.

Token | ssuance Authorization
In sone jurisdictions, the Asset Provider may be required to
obtain authorization fromone or nore Asset Schema Authorities in
that jurisdiction to create (mnt) Asset-Tokens on a network. An
i ssuance-aut hori zation protocol nust be utilized that provides
proof that the Asset Provider obtained authorization

Asset Metadata Artifacts (or Asset Artifacts)
For sinplicity, the schemas, profiles, tokenized asset records,
and other data structures that assist in the creation and
managenent of asset-tokens on the network are referred to as
asset-related artefacts (nmetadata). Being netadata, the artefacts
exclude the asset token itself.

Artefacts Registry (or Registry)
This is a location on the Internet or on other asset-related
networ ks and systens where the Asset Metadata Artifacts can be
regi stered and obtained (fetched). This includes services where
the artefact’s integrity (signhature) and author source
authenticity can be verified. SATP gateways utilize the
registries to retrieve (fetch) and/or validate a given asset
schenma or profiles derived fromthat schema.
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Asset-rel ated Network (or Network)
Any systemthat nmaintains DARs. A Network can be based on DLT
technology, it can be a traditional application running as SaaS
software, or it can be a stand-al one enterprise application

Gat eway
A software systemthat inplenments the SATP protocol to transfer
assets between two Networks. Transfers are based on tokenized
assets where validations can occur before the execution of the
transfer, to ensure consistency.

3. Basic Concepts
3.1. Goal of asset schema nanagement architecture

When a given Asset Provider seeks to tokenize a real-world asset
(RWA) on a given network, contextual infornmation nust acconpany and
gui de the token creation process. This background contextua

i nformati on consists of a range of data and artefacts that nmay exi st
on-network (on-chain) and off-network (off-chain). Access to the
rel evant artifacts enable other entities in the tokeni zed assets
ecosystemto validate the econonmic val ue represented by the asset

t oken.

The need for data and artefacts to support the |legal standing of an
asset token in a jurisdiction neans that these artefacts are as
crucial as the token itself, and therefore the proper managenent of
these artefacts using standardi zed mechanisns is core to the val ue
proposition of the tokenized assets ecosystem

Thus, the goal of an asset schema nmnagenent architecture is to
provi de secure, persistent and reliable managenent of the rel evant
data and artefacts so that Asset-Tokens can be created, traded and
deconmi ssioned with transparency and consi stency across networks
gl obal | y.

3.2. Semantic consistency of asset-tokens

In order for communities to accept the tokenized representation of
real -worl d assets, there nust be an agreed syntax and semantic
definition of what constitutes a tokenizable real-world asset. An
agreed definition enables a token in one network to be acceptable in
a different network, and therefore transferrable across networks. A
di sciplined and structured approach to defining the semantics of
tokeni zabl e real -world assets is therefore fundanental to the
viability of a tokenized assets ecosystem
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The termused to refer to this semantic definition is the Asset
Definition Schema (or sinmply Asset Schema). Sinmilar to other data
schemas (e.g. JSON schema, DID in XM.), the asset-schemm, in addition
to other processing properties/capabilities, defines the structure
and the legal elenents and attributes of an asset token such that the
token is legally accepted as a financial instrunent in a given
jurisdiction. For certain industry verticals that are concerned only
with specific types or classes of real-world assets, a subset of the
Asset Scherma. W refer to this subset as the Schema-Profile (or
sinply as the asset “profile” ).

In order for Asset Schenma to be acceptable to a community of

st akehol ders, the Asset Schema nmust be agreed upon by the comunity
and be published (digitally signed) by an authority that is accepted
by the community. This authority is referred to as the Asset Schema
Authority (ASA). Sinmlarly, a Schema-Profile nust be published by
the appropriate authority in the industry or vertical that utilizes
that profile. How these authorities are selected and governed is
out side the scope of this docunent.

3.3. Artifacts enabling the tokenization

For a real-world asset (RM) to be represented as a token on a

network (i.e. "on-chain") based on an Asset Schema and Schena- Pofil e,
there are several supporting data structures or “artifacts” that mnust
be created, published and managed over tine:

(a) Evidence of the existence of the physical real-world asset: A
record of the existence of the real-world asset must be
produced, digitized, and signed by the relevant entity that
attests to the record. This entity is referred to as the Asset
Record Authority, while the record is referred to as the
Digitized Asset Record (DAR). Such DAR must be able to be
stored of f-network (off-chain) or on-network (on-chain), wthout
affecting the veracity of the clainms or assertions made in the
record

(b) Binding of the record to the schema: A DAR can be represented as
an Asset Token (i.e. it is tokenizable) only in the context of
an Asset Schema or Schema-Profile. |In other words, tokenization
only nmakes | ogical sense if sufficient data about the structure,
| egal elenents and attributes (following the structure of the
Schema) is defined for the type of asset listed in a record
hol ding all these data.

The bi ndi ng between a Schenma-Profile and the DAR (in order to

mnt a token) is referred to as the Tokeni zed Asset Record
(TAR). The TAR can be said to be a “smart pointer” because it
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(¢)

(d)

must carry a reference (pointer) to both the Schema-Profile and
the DAR In other words, the TARis the data structure that
enables the creation (mnting) of the Asset Token

Bot h of these references/pointers nust be resol vable, and the
rel evant data structures at the endpoint of the references nust
be signed and be current/fresh (i.e. not expired). The TAR is
stored in a Registry Service because it contains static artefact
informati on, and unlike the asset token it does not carry
ownership information (i.e. not tradeable)

Transitivity conferred value to an Asset-Token by the TAR
Wthin a Network (on-chain), an Asset-Token nust reference
(point to) a correspondi ng TAR because the record is the
techni cal means by which econom c value is conferred upon the
on-chai n Asset - Token

Thus, one can say that the econom c value of the RMA is
conferred transitively to the asset token fromthe DAR through
the TAR The TAR is the mi ddl eman construct that hol ds things
t oget her.

Asset -t oken as the ownershi p nechanism The ownership of the
tokeni zed RWA is defined through the control of the Network of
the Asset-Token. Usually, this entails control over the public
key pair (address) on the network associated with the Asset-
Token.

Thus, one can say that the economc value of the RMis
conferred transitively to the asset token fromthe DAR through
the TAR The TAR is the middl eman construct that hol ds things
t oget her.
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3.

4.

I I
| | +--------- +
| | | Asset |
| | | Schema |
| | +--------- +
I I A
I I I
| | Ref |
I I I
e + Ref 4------ + Ref 4------ + Ref 4------------- +
| RWA | <----- | DAR | <----- | TAR | <----- | Asset-Token |
S R + | S R + | S R + - +
I I
_ I I _
O f-line | Net wor k | Regi stry

Fi gure 1: Basic concepts
4. System conponents enabling the tokenization

In order for a real-world asset (RW) to be represented as a token on
a network (i.e. “on-chain” ) based on an asset schema and profile,
there are several supporting data structures or “artefacts” that mnust
be created, published and managed over tine.

Asset Schema Authorities as well as Asset providers (collectively
referred to as “Parties” ) are defined by way of a digital record cal
“Party Definition” . A Party Definition should contain at |east a
cryptographic public key that would be used by the party for any

proof operation related to creating Asset artefacts. However, to
ensure imutability of the identity of a Party, the identifier of a
Party Definition should not be derived fromany Party key pair (for
exanple, in order to avoid nodification of the identity of the Party
in case of key rotation).

Asset Providers can request a Token |ssuance Authorisation fromthe
rel evant Asset Schema Authority at any tine.

Token | ssuance Authorisations nmay be valid for a given period (e.qg.
like SSL/TLS certificates, or oauth2.0 tokens).

Conponent architecture for asset artifacts and asset schema
nmanagenent
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4.1. Registries

Regi stries, Networks and Gateways are system conponents t hat
participate in asset transfers. Anpbng these three conponents, the
Regi stry plays a central role in the managenent of asset artifacts
and asset schenms.

Regi stries are acting as persistent storage |ocations for Asset
Schemas, Asset Schemn Profiles, Asset Providers, Asset Schema
Aut horiti es and Tokeni sed Asset Records.

Asset Schemas (or Schema-Profiles), once registered, cannot be
removed. New versions are appended in the Registry w thout renoving
previ ous versions (append-only principle).

4.2. Registry usage

Asset Schema Authorities as well as Asset providers can freely
regi ster themselves in a given Registry w thout any perm ssion from
any other central organization.

Updates of a Party Definition are append-only. Party Definitions may
contain new as well as revoked public keys. It may also contain
integrity keys (see below). Appends are transactions that are signed
using the private key of the Party.

Key rotation is done by appending a new Party Definition containing
the new key, and subsequently, a new update of the Party Definition
revoki ng the old public key.

New Asset Schemas/Profiles (or new versions of existing Asset
Schemas/ Profil es) can be appended to the Registry by any Party

wi t hout previous authorisation by any other Party. As part of its
Definition, an Asset Provider can sel f-declare several key pairs that
woul d be used as integrity verification keys for Tokeni zed Asset
Recor ds

When issuing a Tokeni zed Asset Record, an Asset Provider should sign

that record data with an integrity key. Integrity keys are declared
as part of an Asset Provider Definition
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A Token | ssuance Authorisation Request (TIAR) is created by an Asset
Provider (i.e. signed by the private key of the Asset Provider). It
is a data structure containing information about an Asset Provider
including a cryptographic public key (that is part of its Asset
Provider Definition), a reference to a Network (a Network I1D), and a
reference to the Asset Schema-Profile (an Asset Schema-Profile ID).
(note: ATIARis simlar to a Certificate Signing Request in the
context of SSL)

The TI AR becones a Token |ssuance Authorisation (TIA) when signed by
an Asset Schema Authority. TIAs allow Asset Providers to issue TARs
in a specific Registry, which are valid for a given Asset Schema
Profile.

Note: It is assunmed that the Asset Provider holds the authorisation
froman Asset Record Authority to issue DARs in a given network

This authorisation is eventually part of the attributes of the DAR

I ssuance of DAR authorisations is outside of the scope of the present
draft.

Based on the TIA the Asset Provider Issues a TAR in the given

Regi stry. Such TAR contains references to the underlying Digitised
Asset Record, the specific Asset Schena-Profile as well as to the
TI A

4.3. Registry governance

The current draft does not inpose the existence of a centra
Registry. Many different registries may exist either in the same or
in different jurisdictions. Asset Schema Authorities as well as
Asset providers can freely register thenselves at a given Registry
wi t hout any perm ssion fromany central organisation. Asset

Provi ders can request an Asset |ssuance Authorisation fromthe

rel evant Asset Schema Authority at any tine.

4. 4. DAR issuance
In order for an Asset Provider to issue valid DARs and rel ated TARs a
series of processing steps occur. Before such processing sequence
the following initial state nust exist:
* The Asset Schenma Authority is self-declared in the Registry

* The Asset Provider is self-declared in the Registry

* The Asset Schema (Profile) is issued and stored in the Registry by
the Asset Schema Authority
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* |t is also assuned that the Asset Provider holds an authorisation
to issue DARs in the given Network

G ven the above initial state, the processing sequence is described
in the sequence di agram bel ow

1. The Asset Provider fetches the definition of the Asset Schema
Authority related to a given Asset Profile fromthe Registry

2. The Asset Provider submts a Token |Issuance Authorization Request
(TIAR) for the given Asset Profile to the Asset Schema Authority

3. Assunming there is approval of the TIAR fromthe The Asset Schemm
Aut hority, the Asset Schema Authority registers the Token
| ssuance Authorization in the Registry

4. The TIAis then delivered to the Asset Provider

5. The DAR is created in the given Network (This step is optional,
as the DAR mi ght have al ready been created)

6. The TAR is issued on the given Registry

T S L |
| 2. Submit TIAR for Asset Profile

|- > | |
| | , | |
| | 3. Register TIA

| R REREEED > |
| _ o _ | |
| 4. Deliver TIA for given Asset Profile

| <o | | |
| , | | |
| 5. Issue DAR (if not already created)

Fi gure 2: DAR | ssuance
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5

5

5

Gat eways and Cross-Network Asset Transfers

The SATP Architecture defines a secure asset transfer protocol

bet ween networks, where the transfer is perforned by peered gateways
usi ng the burn-m nt paradi gmand the classic two-phase conmit

pr ot ocol

1. Pre-Transfer Validation

An inportant requirenent for the recipient gateway (&) at the
destination network (NW2) is to validate that the asset-token (AT1)
to be transferred via the sending gateway (Gl) in the origin network
(NW) satisfies several requirenents.

The validation of these requirements nmust occur pre-transfer before
the first stage of the transfer comences. This preparatory stage is
referred to as Stage-0 in the SATP Architecture [REF?]. Sone of the
information to be validated includes identity of originator and
beneficiary, the destination address at the destination network
(NW2), and asset-related information.

Wth regard to asset-related information, the recipient gateway (&)
must verify that the Asset-Token (AT1l) in the origin network (NW) is
recogni zed within the destination network (NM2). This neans that
gateway 2 nust obtain the relevant artifacts pertaining to the asset
t oken AT1.

2. Validating Asset Metadata Artifacts

As part of the pre-transfer preparatory stage (Stage-0), gateway Gl
must deliver metadata that is present within the asset token AT1 to
gateway 2. However, since network NWM nay be private/closed, this
means that gateway &2 may be unable to access the | edger on network
NWL and thus nust rely on the information within the Transfer
Proposal Cains (carrying this netadata) fromgateway GL. This is
one reason why the Transfer Proposal Cdains (in SATP-Core protocol)
must be digitally signed gateway GL.

The following is a list of tasks related to the proposed transfer of
asset token ATl fromthe origin network N to the destination
net wor k NW2:

(a) Delivery of reference values of asset-token ATl in network NAM:
The gateway Gl must deliver a copy of the references found in
the asset-token AT1 to gateway 2. Notably, this includes the
reference to the TAR that underlies Asset-Token ATL.
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(b) Validating Tokeni zed Asset Record (TARl) corresponding to asset-
token AT1: Upon receiving the reference to the Tokeni zed Asset
Record, the gateway & nust resolve (de-reference) the reference
to the correct Registry Service (RGL) where the Tokeni zed Asset
Record (TARL) is stored. Gateway & then fetches a copy of the
TARL fromthe Registry Service (RGL) and validates the signature
of on TARL.

(c) Validating Schema Profile (SP1l) corresponding to Tokeni zed Asset
Record (TARLl): Since the Tokeni zed Asset Record (TARL) carries a
reference to the Schema Profile (SP1l), gateway & nust use that
reference to fetch a copy of the Schema Profile SP1 fromthe
correct Registry Service (RQ).

(d) Policy Verification of Schema Profile SP1: Using the Schema
Profile SP1 obtained fromRegistry Service RG the gateway & is
now able to conpare the asset definitions found in SP1 agai nst
its own network-w de policies regarding asset types and cl asses
permitted to enter the destination network NA2.

6. Wirking with Registries

Bel ow we give a list of elenments that nust be considered when working
with Registries

* Any Party (Asset Provider or Asset Schema Authority) appears in
the Registry via a “Party Definition” record. Such self-declared
Party Definition (Asset Provider Definition or Asset Schema
Authority Definition) should contain a cryptographic public key
that woul d be used by the party for any proof operation related to
creating Asset Schenmas and Asset |nstances (see bel ow).

* The identifier of a Party Definition should not be derived from
any Party key pair.

* Updates of a Party Definition are append-only. Party Definitions
may contain new as well as revoked public keys. It may also
contain integrity keys (see below). Appends are transactions that
are signed using the private key of the Party.

* Key rotation is done by appending a new Party Definition
contai ning the new key, and subsequently, a new update of the
Party Definition revoking the old public key.

*  New Asset Schemas/Profiles (or new versions of existing Asset

Schemas/ Profil es) can be appended in the Registry by any Party
wi t hout previous authorisation by any other Party.
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* As part of its Definition, an Asset Provider can self-declare
several key pairs that would be used as integrity verification
keys for Digitized Asset Records and Tokeni zed Asset Records.

* \When issuing a TAR an Asset Provider should sign the TAR data
with an integrity key. |Integrity keys are declared as part of an
Asset Provider Definition

* A Token Issuance Authorisation Request (TIAR) is created by an
Asset Provider (i.e. signed by the private key of the Asset
Provider). It is a data structure containing information about an
Asset Provider including a cryptographic public key (that is part
of its Asset Provider Definition), a reference to a Network (a
Network 1D), and a reference to the Asset Schema (an Asset Schema
ID). (note: ATIARIis simlar to a Certificate Signing Request in
the context of SSL).

* The TI AR becones a Token |ssuance Authorisation (TIA) when signed
by a key belonging to the Asset Schema Authority (Such key is part
of the Asset Schema Authority Definition).

* Any third party can verify the validity of a DAR or a TAR as they
are publically available and can be retrieved fromthe rel ated
Regi stries and Networks.

* Any third party can verify the validity of a DAR or a TAR as they
are publically avail able and can be retrieved fromthe rel ated
Regi stries and Networks.

* An Digitized Asset Record is valid when all the follow ng
conditions apply (assuming a given Network and Registry):

- The Tokeni zed Asset Record associated to the Digitized Asset
Record is signed by an integrity key of a given Asset Provider

- The integrity key can be found in the Asset Provider Definition
of the Asset Provider

- ATIArelated to the Asset Schema of that TAR is |inked/
enbedded to the TAR

- The TIA contains the public key of the Asset Provider

- The Asset Schema Authority that has signed the TIA has al so
created the Asset Schema/Profile (or the specific Asset
Schema/ {Profil e version).
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