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Abst ract

This meno describes the Artefacts Registry for Asset Exchange API.
The Registry is a conponent that exposes an APl allow ng gateways to
fetch information related to the SAT protocol. Exanmples information
stored in the Artefacts Registry are network identifiers, entities
identifiers, asset profiles, or asset instances. Registries are are
acting as persistent storage locations for records. Once registered,
records can be updated in an append-only manner.
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1. Introduction

This meno proposes an APl intended to be inplenented by Artefact
Regi stries in the context of SATP. A Registry is a conponent that
exposes an APl allowi ng gateways to fetch artefacts related to the
SAT protocol ("API3"). Exanples of SATP artefacts are network
identifiers, entities identifiers, asset profiles, or asset

i nst ances.

Regi stries play an inportant role in maintaining record of artefacts
that are inportant during the Setup Stage of SATP (a.k.a “Stage 0”7 ).
Regi stries are are acting as persistent storage |ocations for such
artefacts. Once registered, artefacts cannot be renoved. New

versi ons are appended in the Registry w thout renoving previous

versi ons (append-only principle). Readers are directed first to

[ REGARCH] for a description of the architecture underlying the

Regi stri es.

Al APl calls are assuned to run over TLS1.2 or higher, and the
endpoints of the registry are associated with a certificate

i ndicating the | egal owner (or operator) of the Registry. HITPS nust
be used instead of plain HITP

2. Conventions used in this document
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ REQ LEVEL].
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In this docurment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying significance described in RFC 2119.

3. Term nol ogy
Pl ease refer to [TERM for the terninology used in this docunent.
The artefacts recorded via registries are call ed Tokeni zed Asset
Records or TARs. Please refer to [REGARCH for nore infornmation
about TARs.

4. The Registry API

4.1. Overview

The Registry APl pertains to the interaction between gateways. In
[ARCH such interface was identied as "API3" - see [ARCH for nore
details.
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Figure 1
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4.2. The role of the Registry in SATP

The three stages of the SATP protocol are described in [CORE]. Prior
to the initiation of SATP the peer gateways may access artefacts
related to networks, assets or the gateway thenselves. Registries
are used to maintain record of such artefacts. Registries are of
particular inportance in the interactions between the peer gateways
during the setup stage (Stage-0) [ STAGEO]

Records stored in a registry are persisted in the formof Tokenized
Artefacts Record (TAR). |In summary the main concepts of a TAR are as
fol | ows:

* The Artefact: This is a piece of information containing digitized
data or pointing to assets. It can range from configuration data,
execution log, network identifier, as well as any formof tangible
or intangible asset, such as real estate, art, conpany shares, or
even intellectual property.

* The Token: A digital token is created on a network to represent a
specific piece of information or an asset.

* The Record: The token acts as the i mmutable record of ownership.
It contains vital data about the artefact (nmetadata), ownership
history, and rules for transfer, all secured by a network.
5. Registry APl Message Format, identifiers and Descriptors
5.1. Overview
This section describes the Registry APl nessage-types, the format of
the messages, the format for resource descriptors and other related
par anet er s.

5.2. APl Digital Signatures and Key Types

Al APl calls nmust be signed, using JSON Web Si gnatures nmechani sm
(RFC7515) .

Regi stries SHOULD support the algorithns defined in the JSON Wb
Al gorithns (JWA) specification [ RFC7518] and key types defined in the
JSON Wb Key (JWK) specification [ RFC7517].

Al registries inplenmenting the APl rmust inplenment at mniml the

ECDSA signature algorithmw th the P-256 curve and the SHA-256 hash
functi on.
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Addi tional signature algorithns and keyi ng paraneters may be
i npl emented by the registries. However, these are outside the scope
of this specification

5.3. Registry Message Fornmat and Payl oads
Al registry APl messages are in JSON format [JSON].
5.3.1. Protocol version

This refers to the registry APl Version, encoded as "nmjor.mnor"
(separated by a period synbol).

The endpoints of the registry should clearly indicate the version of

the API. The current version is "1.0" defined in this specification

I npl enent ati ons not understanding a future option value should return
an appropriate error response and cease the negotiation

5.3.2. dient Credential Types Supported by Registries

Regi stries must support JSON Web Tokens (JWI) [RFC 7519] with
QAUt h2. 0 [ RFC6749] as the mnimal credential type for authenticating
i ncom ng APl calls.

A registry may support additional credential nechanisns, which may be
advertised by the registry through different nechanisns (e.g. config
file at a well-known endpoint). However, these mechani snms are out of
scope for the current specification

5.3.3. Registry Supported TLS Schenes
Regi stries must suport TLS1.2 or higher [RFC8448].
The TLS schene is used by client applications to call the Registry
endpoints. Registries nust a niniml support the AES-128 in GCM node
with SHA-256 (TLS_AES 128_GCM SHA256) .

5.3.4. dient Ofers ther Supported TLS Schenes
If a client application wi shes to use TLS schenes other then the
basi ¢ schene (AES-128 in GCM node with SHA-256), then the client may

choose to send a JSON bl ock containing information regarding the
client’s supported TLS schenes.
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5.3.5. Registry ldentifier
This is the unique identifier of the registry service. The registry
identifier MJUST be uniquely bound to its endpoint (e.g. via X 509
certificates).

This registry identifier is distinct fromthe registry operator
business identifier (e.g., legal entity identifier (LEI) nunber).

A registry operator nmay operate nultiple registries. Each of the
registries MJST be identified by a unique registry identifier.

The nechani sns to establish the registry identifier or the operator
identifier is outside the scope of this specification.

5.3.6. Signature Algorithns Supported
This is a JSON list of digital signature algorithnms supported by a
registry. Each entry in the list should be either an Al gorithm Nane
val ue registered in the | ANA "JSON Wb Si ghature and Encryption
Al gorithns" registry established by [JWA] or be a value that contains
a Col lision-Resistant Nane.
Al inplementations nust support a common default of "ES256", which
is the ECDSA signature algorithmw th the P-256 curve and the SHA-256
hash functi on.

5.3.7. JSON Canoni calisation
Regi stries nust suport JSON Canoni calization [ RFC8785].

6. Overview of APl endpoints

Regi stries MJST support the use of the HITP GET and PCST net hods
defined in RFC 2616 [ RFC2616] for the endpoint.

Clients MAY use the HTTP GET or POST methods to send nessages to the
registry.

If using the HITP GET nethod, the request paraneters nmay be
serialized using URI Query String Serialization.

(NOTE: Fl ows occur over TLS. Nonces are not shown).

6.1. TAR Creation
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6.1.1. Call

Thi s endpoint stores the input data in the regitry pernmanent storage
and returns a token identifier related to the TAR The call should

return as soon as the input data are persisted in the registry. In

case of asynchronous creation of the token identifier associated to

the TAR a tenporary receipt should be returned. Such receipt should
be substituted with the permanent token identifier.

Thi s endpoi nt uses an HTTP POST net hod

Here is an exanple representation in JSON fornmat:

{
"@ontext": "urn:tar: ei pl55.444444444500: 81d0782847297956410ecla674e60a78f ff 14b69",
"performance": {
"venuel D': "urn:tar:eiplb5.137: 2C3a4C8a34404Ee0145f 588536E94D47421dC891",
"l ocation": "Poetry Bar",
"url": "https://poetry.bar/20241116/triplicity",
"description": {
"en": "Triplicity band |ive performance”
},
"startTime": "2024-11-16T21: 30: 00Z+02: 00",
"door Ti me": "2024-11-16T21: 00: 00Z+02: 00"
b
"owner": {
"owner| D': "urn:tar:eiplb55.137: d9D6916A0A65Fe2aC212243E8f 2252143D0c7dE4"
},
"price": {
"currency": "EUR',
"val ue": "10"
},
"seat": {
"seat Nunmber": "A1",
"seat Location": "VIP"
b
"validity": {
"used": false
}
}

6.1.2. Return result
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{
"id": "urn:tar:eipl55.444444444500: 6850be85c8c264ef 1562ebae547f d7086¢281774",
"recei pt": "23f2769a-2cce-48f7-9612-4c3dd7a918b8",
"data": {
"@ontext": "urn:tar:eipl55.444444444500: 81d0782847297956410ecla674e60a78fff14b69"
1 "owner": {
"owner| D': "urn:tar:eiplb5.137: d9D6916A0A65Fe2aC212243E8f 2252143D0c 7dE4"
}1
"performance": {
"description": {
"en": "Triplicity band Iive perfornmance"
}1
"door Ti me": "2024-11-16T21: 00: 00Z+02: 00",
"l ocation": "Poetry Bar",
"startTime": "2024-11-16T21: 30: 00Z+02: 00",
"url": "https://poetry.bar/20241116/triplicity",
"venuel D': "urn:tar:eiplb5.137: 2C3a4C8a34404Ee0145f 588536E94D47421dC891"
}1
"price": {
"currency": "EUR',
"val ue": "10"
}1
"seat": {
"seat Location": "VIP",
"seat Nunmber": "A1"
}1
"validity": {
"used": false
}}
"checksunt : " OXxBA66E005328F45E1AE3CCE97F3404E4D4365D13443214CB968A49BB5948F98F3"
"version": 1
}

6.1.3. Error Message
TBD
6.2. TAR Read

Thi s endpoint retrieves a TAR previously created or updated in the
Regi stry.

6.2.1. Call
The paraneters of this nessage consist of the following: * tarid

REQUI RED:
urn:tar: ei p155. 444444444500: 81d0782847297956410ec1a674e60a78f f f 14b69
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6.2.2. Return result

{
"id": "urn:tar:eipl55.444444444500: 6850be85c8c264ef 1562ebae547f d7086¢c281774",
"receipt": "23f2769a-2cce-48f7-9612-4c3dd7a918b8",
"data": {
"@ontext": "urn:tar:eipl55.444444444500: 81d0782847297956410ecla674e60a78fff 14b69"
, "owner": {
"owner| D': "urn:tar:eiplb5.137: d9D6916A0A65Fe2aC212243E8f 2252143D0c7dE4"
}1
"performance": {
"description": {
"en": "Triplicity band |live performance"
}1
"door Ti me": "2024-11-16T21: 00: 00Z+02: 00",
"l ocation": "Poetry Bar",
"startTine": "2024-11-16T21: 30: 00Z+02: 00",
"url": "https://poetry.bar/20241116/triplicity",
"venuel D': "urn:tar:eiplb5.137: 2C3a4C8a34404Ee0145f 588536E94D47421dC891"
}1
"price": {
"currency": "EUR',
"val ue": "10"
"éeat": {
"seat Location": "VIP",
"seat Nunmber": "A1"
}1
"validity": {
"used": false
}}
",hecksunT: " OXBA66E005328F45E1AE3CCE97F3404E4D4365D13443214CB968A49BB5948F98F3"
"version": 1,
" sdHashes": []
}

6.2.3. Error Message
TBD
6.3. TAR Update

Updates the TAR by registering a new version for the specific TARID
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6.3.1. Call
The paraneters of this message consist of the following: * tarid
REQUI RED:
urn:tar:ei p155. 444444444500: 81d0782847297956410ecla674e60a78f f f 14b69

* tarBody REQUI RED:

{
"@ontext": "urn:tar:ei pl55. 444444444500: 81d0782847297956410ecla674e60a78f ff 14b69",
"owner": {
"owner| D': "urn:tar:eiplb55.137: d9ID6916A0A65Fe2aC212243E8f 2252143D0c 7dE3"
}1
"performance": {
"description": {
"en": "Triplicity band |ive performance"
}1
"door Tinme": "2024-11-16T21: 00: 00Z+02: 00",
"l ocation": "Poetry Bar",
"startTime": "2024-11-16T21: 30: 00Z+02: 00",
"url": "https://poetry.bar/20241116/triplicity",
"venuel D': "urn:tar:ei plb5.137: 2C3a4C8a34404Ee0145f 588536E94D47421dC891"
}1
"price": {
"currency": "EUR',
"val ue": "10"
}1
"seat": {
"seat Location": "VIP",
"seat Nunmber": "A2"
}1
"validity": {
"used": false
}
}

6.3.2. Return result
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{
"id": "urn:tar:eipl55.444444444500: 6850be85c8c264ef 1562ebae547f d7086¢281774",
"recei pt": "23f2769a-2cce-48f7-9612-4c3dd7a918b8",
"data": {
"@ontext": "urn:tar:eipl55.444444444500: 81d0782847297956410ecla674e60a78fff14b69"
1 "owner": {
"owner| D': "urn:tar:eiplb5.137: d9D6916A0A65Fe2aC212243E8f 2252143D0c 7dE4"
}1
"performance": {
"description": {
"en": "Triplicity band Iive perfornmance"
}1
"door Ti me": "2024-11-16T21: 00: 00Z+02: 00",
"l ocation": "Poetry Bar",
"startTime": "2024-11-16T21: 30: 00Z+02: 00",
"url": "https://poetry.bar/20241116/triplicity",
"venuel D': "urn:tar:eiplb5.137: 2C3a4C8a34404Ee0145f 588536E94D47421dC891"
}1
"price": {
"currency": "EUR',
"val ue": "10"
}1
"seat": {
"seat Location": "VIP",
"seat Nunmber": "A1"
}1
"validity": {
"used": false
}}
"checksunt : " OXxBA66E005328F45E1AE3CCE97F3404E4D4365D13443214CB968A49BB5948F98F3"
"version": 1,
" sdHashes": []
}

6.3.3. Error Message
TBD
6.4. TAR Del etion
Archives the TAR
6.4.1. cCall
The paraneters of this nessage consist of the following: * tarid

REQUI RED:
urn:tar: ei p155. 444444444500: 81d0782847297956410ec1a674e60a78f f f 14b69
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6.4.2. Return result
A success code

6.4.3. Error Message
TBD

7. 1 ANA Consideration

The tar nanespace might follow a hierachichal structure under the
general URN satp nanespace, i.e. urn:satp:tar.

7.1. Registry APl Error Codes
TBD
7.2. URN Registration
URN: Request to be assigned by | ANA
Conmon Nane: urn:ietf:satp
Regi strant Contact: |ESG
Description: The secure asset transfer protocol (SATP) requires
message types, endpoints and paraneters to be defined within a uni que
nanespace to prevent collision.

8. FError Types and Codes

Thi s appendi x defines the error codes that nmay be returned in SATP
prot ocol messages.

8.1. Protocol Error Codes
TBD
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