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Abst ract

As DNS hosting becones increasingly centralized, with multiple zones
hosted on shared authoritative name servers, the risk of DNS
anplification attacks has grown. By crafting |arge DNS records with
wi | dcard owner names, attackers can exploit these shared servers to
I aunch hi gh-vol ume DDoS anplification attacks.

Thi s docunent provides operational guidance for DNS hosting providers
to mtigate DDoS risks arising fromanplification of responses
derived fromwi |l dcard owner nanes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 July 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

The DNS system exhibits a snmall-query, |arge-response characteristic,
which can lead to high anplification towards targeted victins. Both
recursive and authoritative DNS servers can be abused as anplifiers.
Previ ous work [RFC5358] recomends restricting recursive | ookup
services to intended clients to prevent unintended anplification

Addi tionally, [RFC8482] recomends returning ninimal-sized responses
for queries wth QIYPE=ANY

However, the risk of DNS anplification remains critical. The
centralization of DNS hosting and the increasing nunber of open
recursive resol vers worl dwi de have hei ghtened the potential for DDoS
anplification attacks. On one hand , exploitation of a single hosted
zone may affect all zones on the sane nane server.On the other hand,
the large and gl obally distributed popul ati on of open resol vers

provi des attackers with an extensive anplification surface.

Thi s docunent provides guidance for DNS hosting providers to nitigate
DDoS risks arising frommaliciously crafted DNS records.

2. Probl em Description

A DNS anplification attack typically requires the follow ng
condi tions:

1. Very large responses to DNS queri es.

2. Queries that consistently bypass recursive DNS caches.
3. Low operational cost or effort for the attacker
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These conditions can be easily satisfied by configuring oversized DNS
records such as large TXT records with wildcard owner nanmes on shared
DNS hosting platforms. An attacker can then issue snmall queries with
random zed | abels, discard the replies, and trigger excessive traffic
bet ween recursive resolvers and authoritative servers. Because

wi | dcard expansion forces each random nane to bypass resol ver caches,
the queries are repeatedly forwarded upstreamto authoritative DNS
servers. The attack is highly efficient because an originating stub
resol ver using UDP without EDNS(0) will trigger a truncated response
fromthe open resolver, which prevents large authoritative answers
fromreaching the originating host. As a result, bandw dth
consunption is confined to the path between open resol vers and
authoritative servers. The lack of EDNS(0) al so provides only a weak
signal, making it difficult to develop effective mtigations based
solely on this behavior.

The following illustrates a scenario where an attacker could exhaust
the out bound capacity of a victimauthoritative server

1. ldentify the authoritative name server for the victimdomain.

2. Register a domain controlled by the attacker on the sane nane
server.

3. Create oversized records with a wildcard owner nane, such as TXT
records.

4. ldentify open recursive resolvers by scanning the |IP space.

5. Use automated tools to send DNS queries for random subdonai ns
(e.g., {randon}.attack TXT) to open recursive resolvers.

6. The outbound capacity fromthe authoritative server hosting the
victimdomain will be exhausted.

Attackers can al so | everage conprom sed hosts, for exanple systens
within a botnet that rely on their configured recursive resolvers, to
initiate the attack. In this case, DNS queries can be triggered
indirectly by other application protocols. Exanples include a web
adverti senent that enbeds a URL containing the target domain and a
random zed subl abel, or a m nor conprom se of a popular web page that
inserts an equivalent invisible reference. These nechanisns all ow

| arge volunes of queries to be generated wi thout requiring direct
control of the DNS client software.
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3.  Recommendati ons
Thi s section provides best practices for maintaining DNS data at
reasonabl e sizes and reducing the risk that a shared authoritative
server may be abused. Recommendations primarily target DNS hosting
provi ders.
Operators should enforce size limts for large records, particularly
those with wildcard owner nanes, and apply restrictive controls when
records have very short TTLs. Thresholds shoul d be determ ned based
on the operational environnment and risk tol erance.
Recommended practi ces:
1. *Apply size limts to records with wildcard owner names.*
Enf orce maxi mum si ze thresholds for DNS records defined under
wi | dcard owner nanmes to prevent anplification through oversized
responses.
2. *Apply size limts to records with very small TTLs. *

Short TTL val ues increase cache-m ss frequency, which amplifies
the number of forwarded queri es.

3. *Monitor for abnormal traffic patterns.*

I mpl enent | ogging and real -time alerting to detect unusually high
query vol unes or other indicators of potential attack activity.

4. *Rate-limt queries that generate | arge responses.*
Apply per-source, per-prefix, or query-type-aware rate limting
to reduce anplification effects and prevent overload on
authoritative servers

5. *Restrict and periodically review w | dcard usage. *

Require justification and periodic review for wldcard records
with | arge RDATA to avoid unintended anplification exposure.

6. *Test mtigation controls.*
Regul arly test nonitoring, rate-limting, and record-size
enf orcement nechani sns under realistic conditions, adjusting

thresholds to maintain protection without disrupting |egitimte
traffic.
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These neasures reduce the attack surface for DNS anplification
attacks while enabling operators to balance availability and security
for their users

| npl enent ati on Experience

Tests have shown that sone DNS hosting providers allow users to
configure oversized records with wildcard owner names. Responses
exceedi ng the standard UDP packet size trigger TCP fall back, allow ng
responses up to approximately 64 KB, yielding anplification factors
exceedi ng 1000x.

oservations from providers include

GoDaddy inposes no limt for junmbo TXT records.

Cloudflare inposes a limt of 8192 bytes for junbo TXT records.

M crosoft DNS service inposes a linmt of 4096 bytes.

Al i baba C oud and DNSPod set |imts follow ng disclosure of these
risks.

b=
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Appendi x A Bandwi dt h | npact Mbde

Thi s non-normative appendi x provides an illustrative nodel of the
aggregat ed bandwi dth inpact of |large DNS responses in anplification
scenari o0s.

In large-scale anplification scenarios, total bandw dth inpact grows
proportionally with the nunber of attack sources and the average
response size. To assist operators in evaluating practical effects
of response size limts, a sinplified nodel is provided.

Let:

* _N_ = nunber of attack sources (or open resolvers exploited)
* _q_ = per-source query rate (queries per second)

* Q= query packet size (bytes)
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* R = fraction of queries resulting in cache nisses, generating
upstreamtraffic

* S = authoritative response size (bytes)

The total query rate is N-Q_.
Approxi mate bandwi dth at different points in the resolution path:

* Attacker upstream bandwi dth: _N*g*Q_ bytes/s

* Authoritative server outbound bandwidth: Ngq*R*S bytes/s

* Resolver total bandwidth (receive + send): (Nq*Q + NqQ*Q*R +
Nq*R*S) bytes/s

These rel ationships are linear in _S , illustrating that reducing
response size proportionally reduces bandw dth requirenents for all
participants. This nobdel ignores retransm ssions, protocol overhead,

and TCP fal |l back.

For illustration, consider two nom nal attack-source distributions:
[ e e e el e ]
| Paraneter | Case A | Case B |
[ sy g S —t—r o
| Nurmber of sources (N) | 1,000 | 50, 000 |
L Fome e - Fome e - +
| Query rate per source (q) | 1 gps | 1 gps |
o e e e e e TS TS +
| Query size (Q | 60 bytes | 60 bytes |
o e e e e oo oo oo +
| Cache niss ratio (R | 1.0 | 0.8 |
i Fome e - Fome e - +

Table 1: Attack Source Distributions

Approxi mat e aggregate bandwi dths at different response size caps:
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B ool oo s sl Lo
| Response | Attacker Upstream | Authoritative | Resolver |
| Size (bytes) | (Case A/ Case B) | Qutbound (Case | Total (Case

| | | A/ Case B) | A/ Case B) |
B ey Ll ey Sl —_——
| 65,535 | 0.480 Mops / 24.0 | 524.3 Mips / | 525.2 Mops

| | Mops | 21.0 CGhps | / 21.1 Gops

I i I F- - e m - - - R I +
| 8,192 | 0.480 Mops / 24.0 | 65.5 Mops / | 66.5 Mops / |
| | Mops | 2.62 CGhps | 2.66 CGbhps
I I i I I R I I T L i +
| 4,096 | 0.480 Mops / 24.0 | 32.8 Mps / | 33.7 Mops /

| | Mops | 1.3 Ghps | 1.35 CGhps

I i I F- - e m - - - R I +
| 1,024 | 0.480 Mops / 24.0 | 8.2 Mops / | 9.1 Mops /

| | Mops | 0.32 CGhps | 0.37 CGhps
I I i I I R I I T L i +
| 512 | 0.480 Mops / 24.0 | 4.1 Mops / | 5.1 Mops /

| | Mops | 0.16 CGhps | 0.21 CGhps

I i I F- - e m - - - R I +

Tabl e 2: Aggregated Bandwi dth at Different Response Size Threshold
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