openpgp B. R Einarsson

I nternet-Draft Mai | pi |l e ehf
I ntended status: Informational j uga
Expires: 6 March 2026 I ndependent
D. K G IInor

ACLU

2 Septenber 2025

(Deprecated) Protected E-nail Headers
draft-autocrypt-I|anps-protected-headers-04

Abst ract

This is a tonbstone docunent of an abandoned effort to provide end-
to-end cryptographic protections for e-mail headers. |t has been
super seded by RFC 9788.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 6 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. This Docunent |s Deprecated
Thi s docunent has been superseded by [ RFC9788].
2. References
2.1. Normative References
[RFCO788] G llnmor, D. K, Hoeneisen, B., and A. Ml ni kov, "Header
Protection for Cryptographically Protected Email",
RFC 9788, DO 10.17487/ RFC9788, August 2025,
<https://www. rfc-editor.org/rfc/rfc9788>.
2.2. Informative References
[ Aut ocrypt]
"Autocrypt Specification 1.1", 13 Cctober 2019,
<https://autocrypt.org/level 1. ht m >.
[ OpenPGP- Enai | - Summi t - 2019]
"QpenPGP Email Sunmmit 2019", 13 Cctober 2019,
<https://w ki.gnupg. or g/ OpenPGPEmai | Sumni t 201910>.

[ xkcd936] Munroe, R, "xkcd: Password Strength", 10 August 2011,
<https://ww. xkcd. coni 936/ >.

Appendi x A, Document Hi story
Signi fi cant changes between version -03 and -04:
* Update "Tonbstone" to point to rel eased RFC9788.
Si gni fi cant changes between version -02 and -03:

*  "Tonbstone" this docunent in favor of draft-ietf-I|anps-header-
protection

Si gni ficant changes between version -01 and -02:
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* Added S/M ME test vectors in addition to PGP/ M ME

* Legacy Display parts should now be text/plain and not text/
rfc822- headers

* Cryptographic Payl oad nmust have protected-headers paraneter set to
vl

* Test vector sample Message-1ds have been normalized

* Added encrypted-only (unsigned) test vectors, at the suggestion of
Russ Housl ey

Changes between version -00 and -01:
* Cedit Randall for "correct horse battery staple".

* Adjust test vectors to ensure no line in the generated .txt format
exceeds 72 chars.

* Mnor formatting cleanup to appease idnits.

* Update references to nore recent docunents (RFC 2822 -> 5322, -00
to -01 of draft-ietf-|anps-header-protection-requirenments).

Appendi x B. Acknow edgenent s
The set of constructs and algorithnms in this docunent has a previous
working title of "Menory Hole", but that title is no | onger used as
different inplementations gained experience in working with it.

These ideas were tested and fine-tuned in part by the | oose
col | aborati on of MJA devel opers known as [Autocrypt].

Addi ti onal feedback and useful guidance was contributed by attendees
of the QpenPGP e-nail sumit ([ QpenPGP-Enail - Summit-2019]).

The foll owi ng peopl e have contributed inpl enentati on experience,
docunentation, critique, and other feedback:

*  Hol ger Krekel
* Patrick Brunschw g
* Vincent Breitnoser

*  Edwi n Tayl or
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* Al exey Mel ni kov

* Russ Housl ey

The password exanple used in previous versions cones from[xkcd936].
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American Civil Liberties Union
125 Broad St.

New Yor k, NY, 10004

United States of Anerica

Emai | : dkg@i ft hhor senan. net
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