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Abst ract

Thi s docunent defines Qut-of-Band Di scovery of Authentic Resolvers
(ODAR), a set of nechanisns for DNS clients to discover and
authenticate a resolver’s identity via out-of-band channels. A
resol ver discovered in this manner is referred to as an "Authentic
Resol ver". These nmechani snms can be used to authenticate a resol ver
when only its IP address is known, and to validate resolver identity
information | earned via other neans. These nechani snms are desi ghed
for deployments in which the authenticity information is provided by
the out-of -band channel s, such as distributed systems, ARPA reverse
domai n nane resol ution systens, and InterPlanetary File System
(IPFS). This docunent also clarifies the conplenentary relationship
bet ween ODAR and the Recursive-ldentifier mechani smdefined in RFC
9499, and specifies how the two mechani sms can be integrated to

achi eve end-to-end trusted identity transm ssion of recursive
resolvers in the DNS system
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I ntroduction
When DNS clients wish to rely on resolver identity, they often
require information beyond the resolver’s | P address, such as a
stabl e resolver identifier, the resolver operator identity, and
aut henti cated bi ndi ngs between these identities and the resol ver
endpoi nts. However, common configuration nechanisns typically
provide only an | P address, for exanple via DHCP [ RFC2132] [ RFC9915],
| Pv6 Router Advertisenent (RA) options [ RFC8106], or manua
configuration. In such settings, identity information |earned
through the DNS resolution path can be unavail abl e or untrustworthy,
since the client nay need to depend on the very resolver it is
trying to authenticate. ODAR addresses this gap by enabling clients
to discover and authenticate resolver identity via out-of-band
channel s, including distributed systens and bl ockchai ns, as well as
ARPA reverse domai n nanme resol ution systems [| ANA- ARPA] and the
InterPlanetary File System (IPFS) [IPFS] that are extended and
custom zed for out-of-band authentication scenarios, and to use
this information to validate resolver identity obtained through
ot her neans.

Thi s docunent defines two nechanisns for clients to di scover and
aut henti cate Authentic Resol vers using out-of-band channel s:

1. Wen only an I P address of a resolver is known, the client
queries an out-of-band channel to obtain authenticated identity
i nformati on and bi ndings for that resolver (Section 4).

2. Wen the nane of a resolver is known, the client queries an
out -of -band authenticity channel to obtain authenticated
identity information and bi ndings for that named resolver. This
can be used to validate resolver identity prior to selecting the
resol ver or establishing encrypted DNS (Section 5).

Bot h of these approaches allowclients to confirmthat a discovered
Aut hentic Resolver has identity infornmation authenticated by the
sel ected out-of-band channel. "Authentic" in this context means
that the resolver identity is bound to the resol ver endpoint by an
aut hori zed trust anchor for that channel; for exanple, the binding
is attested by the resolver operator, or recorded in a verifiable
di stributed system such as a bl ockchain, or published in the
custom zed ARPA reverse donmi n nane resol ution systemor |IPFS with
signature authentication

ODAR focuses on solving the trust establishment probl em between DNS



clients and recursive resolvers through out-of-band channels, while
the Recursive-ldentifier nechani smdefined in RFC 9499 [ RFC9499]

sol ves the node identification problem between recursive resolvers
and authoritative servers through in-band EDNSO extension. The two
mechani sms are conpl ementary and non-conflicting, and their
integration can realize the full-link identity authentication and
identification of recursive resolvers fromclients to authoritative
servers. This docunent specifies the integration principles and
depl oynent nethods of ODAR and RFC 9499 in Section 6. 3.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The following additional terms are used:

ODAR
Qut - of -Band Di scovery of Authentic Resolvers. "ODAR' refers to
the mechani sns defined in this docunent.

Aut henti c Resol ver
A resol ver whose identity information and bindings to resol ver
endpoints are authenticated via an out-of-band authenticity
channel . The authenticated bindings are provi ded under an
aut hori zed trust anchor for that channel

Qut - of - Band Aut henticity Channe
A channel independent of the DNS resolution path that provides
verifiable authenticity information for resolver identity and
endpoi nt bi ndings. Exanples include verifiable distributed
systens such as bl ockchai ns, custom zed ARPA reverse domai n name
resol ution systenms for out-of-band authentication, and the
InterPlanetary File System (I PFS) with signature and content
identifier (CID) verification nechanisns.

Resol ver ldentity Information
Information used to identify a resolver and its operator, and to
aut henti cate bindi ngs between that identity and one or nore
resol ver endpoints. This can include a stable resol ver
identifier, operator identity, and associated credentials.

Recursive-ldentifier
A mechani sm defined in RFC 9499 [ RFC9499] that enables a recursive
resolver to carry its own identity identifier in DNS query
messages to authoritative servers through the EDNSO OPT option
(OPTI ON CODE=10), for the purpose of traffic limting, scheduling,
and security policy enforcenent by authoritative servers.

Qut - of -Band Authenticity Information

ODAR aut henticity channels can adverti se one or nore Authentic
Resol vers whose identities are authenticated by an authorized trust
anchor for the channel

When a client discovers Authentic Resolvers, it learns identity

i nformati on such as a resolver identifier, the resolver operator
identity, and authenticated bindings to one or nore resolver
endpoints. Endpoint information can include |IP addresses and, when
appl i cabl e, resol ver hostnanes and paraneters needed to establish
DNS. The formatting of the authenticity information and the
verification procedure are defined by the specification of the

sel ected out-of-band channel. For ARPA reverse donmai n nane
resolution and I PFS, the authenticity information shall be packaged
in a standard structured format, and the verification procedure



shal | include signature validation, CID matching (for IPFS), or PTR
record and associ ated resource record validation (for ARPA).

The following is an exanple of an authenticity object describing a
DoH resol ver endpoi nt:

resol ver-id: odar:resol ver:exanple-1

operator: Exanpl e Resol ver Operator

endpoints: [ "https://doh. exanpl e. net/dns-query" ]

al pn: h2

attestation: sig(op-key, resolver-id || endpoints || alpn)

3.1. ARPA Reverse Domai n Name Resol ution for Qut-of-Band Authenticity
The custom zed ARPA reverse donmain nane resol ution system for CDAR
is an extended out-of-band channel that is independent of the
standard DNS forward resol ution path. Resolver operators SHALL
publish the signed authenticity object of the resolver in the
dedi cat ed ARPA reverse zone for ODAR, and bind the resolver’'s IP
address to the PTR record pointing to the resolver identity and the
TXT record storing the structured authenticity object (including
resol ver-id, operator, endpoints, alpn, and attestation). The
aut hori zed trust anchor for the ARPA channel is the DNSSEC key of
the ODAR dedi cated ARPA zone, and clients MJST verify the DNSSEC
signature of the PTR and TXT records when querying the ARPA channe
to ensure the authenticity of the resolver identity informtion

3.2. |IPFS for Qut-of-Band Authenticity
| PFS serves as an ODAR out-of - band channel by storing the encrypted
and signed resol ver authenticity object in the | PFS network, with
the object generating a unique Content Identifier (CID). Resolver
operators SHALL publish the mappi ng between the resolver’s | P/ nane
and the corresponding CID through a trusted i ndex service, and the
authenticity object stored in | PFS MUST be signed with the
operator’s private key. Cients first query the trusted index
service to obtain the CID corresponding to the resolver’s |P/ nane,
then retrieve the authenticity object from|PFS nodes via the CI D
and finally verify the signature of the object using the operator’s
public key (fromthe authorized trust anchor) to conplete the
identity authentication. The |IPFS channel’s trust anchor includes
the public key of the resolver operator and the root key of the
trusted i ndex service for Cl D mapping.

4. Qut-of-Band Discovery by |IP Address
When a DNS client is configured with a resolver |IP address, it
SHOULD query the sel ected out-of-band authenticity channel before
relying on that resolver for other DNS queries. This allows the
client to obtain authenticated resolver identity information and
endpoi nt bindings. |If the ARPA reverse domain name resol ution
channel is selected, the client constructs the ODAR dedi cated
reverse ARPA donain nane based on the resolver’s |IP address (IPv4 or
| Pv6), queries the dedi cated ARPA zone for the PTR record and the
associated TXT record storing the authenticity object, and verifies
the DNSSEC signature of the records under the zone's trust anchor
If the I PFS channel is selected, the client queries the trusted |IPFS
i ndex service with the resolver’s I P address to obtain the
corresponding CID, retrieves the authenticity object fromIPFS via
the CID, and verifies the object’s signature and integrity.

The following is an exanple of an authenticity object returned for
an | P-based | ookup:

resol ver-id: odar:resol ver:exanple-1

operator: Exanpl e Resol ver Operator

endpoints: [ "1.2.3.4", "https://doh. exanpl e. net/dns-query" ]

al pn: h2

attestation: signature(issuer-key, resolver-id || operator || endpoints\



Il alpn)

If the out-of-band channel has no authenticity information for the
configured I P address, it SHOULD return an explicit negative result
i ndicating that no Authentic Resolver is available for that IP
address. For the ARPA channel, this means the absence of signed
PTR/ TXT records in the dedicated ODAR reverse zone for the IP
address; for the IPFS channel, this nmeans the trusted index service
returns no CID napping for the I P address or the retrieved object
fromIPFS is invalid or unsigned.

Qut - of - Band Di scovery by Resol ver Nane
VWhen a DNS client is configured with a resolver nane, it SHOULD
query the selected out-of-band authenticity channel before relying
on that resolver to obtain authenticated resolver identity

i nformati on and endpoi nt bindings. This can be used to validate
resolver identity prior to selecting the resolver or initiating
subsequent interactions with the resolver. |f the ARPA reverse
domai n nane resol ution channel is selected (wth the resol ver nane
bound to a fixed I P address), the client first resolves the resol ver
nane to the corresponding |IP address (via a trusted m ninmal DNS
resol ver), then perfornms the ARPA reverse query as specified in
Section 3.1. |If the IPFS channel is selected, the client queries
the trusted | PFS i ndex service directly with the resolver nane to
obtain the corresponding CID, then retrieves and verifies the
authenticity object fromIPFS as specified in Section 3.2.

The following is an exanple of an authenticity object returned for
a nane-based | ookup:

resol ver - nanme: doh. exanpl e. net

resol ver-id: odar:resol ver:exanple-1

operator: Exanpl e Resol ver Operator

endpoints: [ "https://doh. exanpl e. net/dns-query", "1.2.3.4" ]

al pn: h2
attestation: signature(issuer-key, resolver-nane || resolver-id\
|| operator || endpoints || al pn)

If the out-of-band channel has no authenticity information for the
configured resolver nane, it SHOULD return an explicit negative
result indicating that no Authentic Resolver is available for that
resol ver nane. For the ARPA channel, this neans the resolver nane
maps to an | P address with no signed PTR TXT records in the ODAR
dedi cated reverse zone; for the | PFS channel, this nmeans the trusted
i ndex service returns no CID mapping for the resol ver nane.

Depl oynment Consi derati ons
Resol ver depl oynents that support ODAR are advised to consider the
fol |l owi ng points.

.1. Forwarders and Intermediaries

A DNS forwarder or internediary SHOULD NOT attenpt to substitute its
own identity for that of an upstreamresol ver when ODAR is in use

In particular, if clients are provisioned with the forwarder’'s IP
address but the out-of-band authenticity information binds
identities to upstreamresol ver endpoints, clients may fail to

aut henticate the intended resolver or nay authenticate the wong
endpoi nt .

Operators that deploy forwarders SHOULD ensure that the out-of-band
authenticity channel reflects the actual resolver endpoint that the
client will rely on. |If the forwarder is the intended trust target,
t he channel SHOULD publish bindings for the forwarder. If the
upstreamresolver is the intended trust target, the forwarder
SHOULD behave transparently and operators SHOULD provision clients
in a way that is consistent with the published bindings. For the
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ARPA channel, operators SHALL ensure that the ODAR dedicated reverse
zone publishes the correct | P-resolver identity bindings for the
actual resol ver endpoint (forwarder or upstreamresolver) and

mai ntains the validity of the DNSSEC signature for the zone

records. For the |IPFS channel, operators SHALL update the CID
mapping in the trusted index service in a tinely manner when the
resol ver endpoi nt changes, and ensure the new authenticity object

is re-signed and stored in IPFS with a new CID.

Trust Anchor and Attestati on Managenent

Resol ver operators that support ODAR need to maintain the trust
anchor material required by the sel ected out-of-band authenticity
channel and to publish tinely authenticity information, including
updat es and revocati on when bi ndi ngs change. This may pose
chal | enges for deploynments with frequent endpoint changes, |arge
nunbers of resolver endpoints, or nmultiple adm nistrative domai ns.

Qperators SHOULD ensure that clients can obtain and validate the
out - of -band authenticity information w thout depending on the

resol ver being authenticated. Deploynents SHOULD al so consi der how
clients obtain revocation status or freshness guarantees for
attestations provided by the channel. For the ARPA channel,
operators SHALL mai ntain the DNSSEC key pair of the ODAR dedi cated
reverse zone, performtinmely key rotation and signature renewal for
the zone records, and publish the revocation status of the resol ver
identity via CAA or dedicated DNS records in the ARPA zone. For the
| PFS channel, operators SHALL nmintain the validity of the
operator’s private key for signing authenticity objects, update the
CID mapping in the trusted index service for revoked resol ver
identities (marking the CID as invalid), and ensure clients can
query the revocation status of the CID via the index service.

Addi tional ly, |PFS-deployed authenticity objects SHOULD i nclude a
freshness tinestanp, and clients SHALL reject objects with expired
ti mestanps according to | ocal policy.

Integration with RFC 9499 Recursive-ldentifier Mechani sm

ODAR and the RFC 9499 [ RFC9499] Recursive-ldentifier mechani sm
target different stages and participants in the DNS resol ution
process, with no technical conflicts and natural conplenentary
attributes. Resolver deploynments that support both mechani snms can
achi eve a closed | oop of resolver identity authentication-
identification-verification across the entire DNS link (client ->
recursive resolver -> authoritative server). This section specifies
the core integration principles, identity identifier unification
requi renents, and depl oynent inplenentation nmethods for the two
mechani sns.

1. Core Integration Principles

1. Layered Responsibility Separation: ODAR is responsible for the
out-of -band identity authentication of recursive resolvers by
DNS clients, establishing the initial trust relationship between
clients and resol vers; RFC 9499 is responsible for the in-band
identity identification of recursive resolvers to authoritative
servers, providing accurate resolver node information for
authoritative server traffic control and security policies. The
two nmechani sms shall not interfere with each other’s functiona

i mpl ementation, and their trust anchors and verification
processes shall be independently naintained.

2. ldentity Information Consistency: The resolver identity
identifier used in the RFC 9499 Recursive-ldentifier mechani sm
SHALL be consistent with the resolver-id defined in the ODAR
authenticity object. This ensures the uniqueness and
traceability of resolver identity across the entire link, and
enabl es authoritative servers to associate the Recursive-
Identifier with the authenticated identity information in the



ODAR channel for further validity verification.

Dual Mechani sm Mutual Enhancenent: ODAR provi des aut henticated
resol ver identity information for the RFC 9499 nmechani sm

solving the problemthat authoritative servers can only identify
resol ver nodes but cannot verify the legality of their identities;
the RFC 9499 nechani sm enabl es authoritative servers to map the

i n-band Recursive-ldentifier to the out-of-band ODAR
authenticated identity, realizing fine-grained access control and
traffic scheduling based on legitinmate resolver identities. At
the same tinme, clients can use the ODAR-authenticated resol ver
identity to verify whether the Recursive-ldentifier carried by
the resolver in subsequent DNS interactions is consistent with
the pre-authenticated identity.

Resol ver ldentity ldentifier Unification Requirenents

Unified Identifier Specification: Resolver operators SHALL use
the ODAR-defined resolver-id (e.g., odar:resolver:exanple-1) as
the identity identifier for the RFC 9499 Recursive-ldentifier
mechani sm The identifier SHALL be a fixed, non-nodifiable
string that uniquely identifies the resolver instance or
cluster, and SHALL be published in the ODAR authenticity object
and the Recursive-ldentifier configuration of the resolver at
the sane tine.

Dual Publication and Synchroni zation: Wen the resol ver
identity changes (e.g., operator reorgani zation, resolver
cluster nmerge), the operator SHALL first update the resolver-id
and corresponding authenticity information in the ODAR out - of -
band channel, and then synchronously update the Recursive-
Identifier configuration of the resolver. The update process
SHALL ensure atomicity to avoid identity inconsistency between
t he out-of-band channel and the in-band nessage.

Identifier Format Conpatibility: The unified resolver-id SHALL
comply with the format requirenents of the RFC 9499 Recursive-
Identifier mechanismfor customstring identifiers, avoiding
speci al characters that are not supported by EDNSO OPT option
data, and ensuring that the identifier can be correctly carried
in DNS query nmessages and parsed by authoritative servers.

Depl oyment | npl enent ati on Met hods

Resol ver Side Depl oynent: Recursive resolver operators that
support both ODAR and RFC 9499 SHALL: (1) Publish the signed
authenticity object containing the unified resolver-id to the
sel ected ODAR out - of - band channel (ARPA/ I PFS/ bl ockchain); (2)
Configure the resolver to carry the sane resolver-id in the
EDNSO OPT option (OPTI ON CODE=10) when sendi ng DNS query
messages to authoritative servers, in accordance with the RFC
9499 specification; (3) Maintain the real-time synchronization
bet ween the ODAR- published resolver-id and the RFC 9499
configured identifier, and provide a mechanismfor real-tine
detection and alarmof identity inconsistency.

Client Side Deploynent: DNS clients SHALL first complete the

out - of -band aut hentication of the resolver via ODAR and cache

the aut henticated resolver-id and correspondi ng endpoi nt
informati on. When the client initiates a DNS query through the
resolver, it MAY verify the consistency between the Recursive-
Identifier carried in the resolver’s subsequent DNS interaction
messages and the pre-authenticated resolver-id (if the client can
parse the EDNSO option of the DNS nessage), to prevent resol ver

i dentity spoofing and m ddl enan tanpering.

Aut horitative Server Side Deploynent: Authoritative server
operators SHALL: (1) Support the parsing of the RFC 9499
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Recursive-ldentifier option and extract the unified resolver-id;
(2) Provide an optional interface to query the ODAR out - of - band
channel (ARPA/IPFS/ bl ockchain) to verify the legality of the
extracted resolver-id and obtain the correspondi ng resol ver
operator identity, endpoint information and other authenticated
data; (3) Based on the verified resolver identity informtion,

i mpl ement fine-grained security policies such as traffic
limting, query permssion control, and abnormal behavior
detection, and reject query requests fromresolvers with invalid
or revoked resol ver-id.

4. Cross-Channel Trust Anchor Col |l aboration: For depl oynents where
the ODAR out-of -band channel is an ARPA reverse domai n nane
resolution system the authoritative server of the ODAR
dedi cat ed ARPA zone SHALL use the same DNSSEC trust anchor as
the authoritative server of the forward domain nane systemto
ensure the consistency of signature verification; for |IPFS or
bl ockchai n- based ODAR channel s, authoritative servers MAY pre-
cache the root trust anchor of the channel to reduce the
performance overhead of real-time out-of-band channel queri es.

Privacy Considerations
ODAR requires a client to query an out-of-band authenticity channe
using a resolver |IP address or resol ver name, which can revea
informati on about a client’s configured resolver, network
environment, and resol ver sel ection behavior. Follow ng the
gui dance in [ RFC6973], this section focuses on linkability and
exposure on the path to the out-of-band channel, as well as
mitigations that reduce unnecessary disclosure.

Such queries can reveal a client’s configured resolver, network
environment, and resol ver sel ection behavior to the operator of the
out - of -band channel and to any on-path observers between the client
and that channel. This information can enable correlation of client
activity across time or across different access networks.

To limt such exposure, clients SHOULD mininize the information sent
to the out-of-band channel to what is strictly necessary for the

| ookup. dients SHOULD cache validated authenticity objects
according to local policy and respect their freshness linmts, in
order to reduce repeated queries that increase observability. Wen
avail abl e, clients SHOULD access the out-of-band channel over
encrypted transports, and MAY use privacy-enhanci ng access met hods
such as proxies or relay services to reduce linkability. For the
ARPA channel, clients SHOULD query the ODAR dedi cated reverse zone
via encrypted DNS transport (e.g., DoT/DoH) to prevent on-path
observers from snoopi ng on the reverse query content, and cache the
signed PTR/ TXT records with the DNSSEC signature validity period as
the freshness Iimt. For the IPFS channel, clients MAY access | PFS
nodes via private gateways or encrypted P2P connections, cache the
CI D and correspondi ng validated authenticity object locally, and
avoi d repeated queries to the trusted index service; additionally,
clients SHOULD NOT send any unnecessary client-specific information
to the I PFS i ndex service or nodes during the | ookup process.

If the out-of-band channel returns nultiple endpoints for a

resol ver identity, endpoint selection can introduce distinguishable
client behavior. dients SHOULD apply local policy that avoids
unnecessary variation in endpoint choice, and depl oyments SHOULD
avoi d publishing endpoint sets or selection guidance that would
cause clients to reveal additional information beyond what is
required to establish the intended DNS service. This requirenent
applies equally to the ARPA and | PFS channel s; operators SHALL
ensure that nultiple endpoints published in the ARPA TXT records or
| PFS authenticity objects are in a standardi zed order, and avoid

i ncl udi ng endpoint selection rules that may lead to client behavior



differentiation.

When integrating with the RFC 9499 [ RFC9499] Recursive-ldentifier
mechani sm additional privacy considerations shall be taken into
account: (1) Resolver operators SHALL avoid carrying sensitive
information (e.g., internal cluster ID, operator private
information) in the unified resolver-id to prevent information

| eakage via DNS query nessages; (2) Authoritative server operators
SHALL NOT col | ect or analyze the Recursive-ldentifier carried in DNS
query nessages for irrel evant purposes, and SHALL del ete the
collected resolver identity information in a tinmely manner in
accordance with data privacy |laws and regul ations; (3) Cients SHALL
not send the authenticated resolver-id to any third-party services
except for the necessary DNS interaction verification, to prevent
the linkability of client resolver sel ection behavior and other
network activities.

Security Considerations

ODAR relies on out-of-band authenticity channels, which introduces
failure and attack nodes that differ fromin-band di scovery.
Fol | owi ng the guidance in [ RFC3552], this section discusses denial -
of -servi ce and downgrade risks, verification requirenments for
authenticity objects, and endpoint-selection pitfalls when nultiple
bi ndi ngs are publi shed.

Because ODAR relies on out-of-band authenticity channels, an on-path
attacker on the DNS path can still prevent successful use by

bl ocki ng access to the out-of-band channel or by causing clients to
fall back to unauthenticated resolver selection. Cients should be
aware that it m ght not be possible to distinguish between the
absence of published authenticity information and an active

bl ocking attack. To limt the inpact of such blocking, clients MAY
re-query the out-of-band channel periodically according to |oca
policy. For the ARPA channel, attackers may attenpt to bl ock access
to the ODAR dedicated reverse zone's authoritative servers or forge
unsi gned ARPA records; clients MJST only accept signed DNSSEC
records fromthe authorized ARPA zone trust anchor and reject any
unsigned or invalidly signed records. For the |IPFS channel,
attackers nmay attenpt to block access to the trusted index service
or | PFS nodes, or forge fake authenticity objects with invalid ClDs;
clients MIST verify the CIDintegrity and the object’s signature

bef ore accepting, and MAY use nultiple | PFS nodes and index service
replicas to mtigate bl ocking attacks.

Clients MJST verify authenticity objects under the trust anchor of
the sel ected out-of-band channel before using any identity

i nformati on or endpoint bindings. Cdients MIUST NOT rely on

unaut henti cated fields, and MJST ignore any authenticity object that
contai ns mandatory el enents the client does not understand. For the
ARPA channel, this neans clients MJST verify the DNSSEC si gnature of
the PTR and TXT records in the ODAR dedi cated reverse zone agai nst
the zone’s trust anchor, and ignore any records with invalid
signatures or unrecognized fields in the TXT-stored authenticity
object. For the IPFS channel, clients MJST verify the signature of
the retrieved authenticity object against the resolver operator’s
public key (fromthe trust anchor), check that the CID of the object
mat ches the one obtained fromthe trusted i ndex service, and ignore
any objects with invalid signatures, msmatched Cl Ds, or
unrecogni zed mandatory el ements.

If the out-of-band channel provides bindings that associate a
resolver identity with nultiple endpoints, an attacker m ght attenpt
to steer clients toward an endpoint that is |less protected or easier
to intercept. dients SHOULD apply local policy that prefers

endpoi nts that provide endpoint authentication appropriate to the

i ntended interaction, and depl oynments SHOULD avoi d publi shing



bi ndi ngs that woul d cause clients to sel ect endpoints w thout such
protections unless explicitly intended. This requirenment is
enforced for the ARPA and | PFS channel s; operators SHALL only
publi sh endpoints with valid authentication nmechanisns in the ARPA
TXT records or | PFS authenticity objects, and clients SHALL
prioritize endpoints with DoT/DoH or other encrypted DNS nechani sns
according to |l ocal policy.

If the out-of-band channel supports updates or revocation,

depl oynents SHOULD ensure tinmely publication of changes, and clients
SHOULD consi der freshness and revocation status when validating
authenticity information. For the ARPA channel, deploynments SHALL
updat e t he DNSSEC-signed records in the ODAR dedi cated reverse zone
in a tinely manner when resol ver bindings change, and publish
revocation status via dedicated DNS records; clients SHALL check the
record’ s signature tinmestanp and revocation status before using the
informati on. For the |IPFS channel, deployments SHALL update the CID
mapping in the trusted i ndex service for updated/revoked resol ver
identities, and add a revocation flag and expiration timestanp to
the I PFS-stored authenticity object; clients SHALL query the index
service for the latest CID and check the revocati on and freshness
status of the object before use.

8.1. Additional Security Considerations for RFC 9499 Integration
VWhen integrating ODAR with the RFC 9499 [ RFC9499] Recursi ve-
Identifier mechanism the followi ng additional security risks and
mtigation neasures shall be considered to ensure the security of
the full-link resolver identity transm ssion

1. Recursive-ldentifier Spoofing Attack: Attackers may forge the
Recursive-ldentifier option in DNS query nmessages to inpersonate
a legitimate resolver and bypass the authoritative server’s
security policies. Mtigation: Authoritative servers MJST
verify the legality of the resolver-id in the Recursive-
Identifier via the ODAR out-of-band channel before executing any
policy based on the identifier, and reject requests wth
unaut henti cated or revoked resolver-id. Recursive resolvers
SHOULD use transport | ayer encryption (e.g., DoT/DoH) when
sending DNS queries to authoritative servers to prevent the
Recursive-ldentifier option frombeing tanpered with by on-path
att ackers.

2. Resolver ldentity Inconsistency Risk: Human error or system
failure may lead to inconsistency between the resolver-id
published in the ODAR out-of-band channel and the Recursive-
Identifier carried in the DNS nessage, which may cause the
authoritative server to reject legitimte resolver requests or
the client to fail identity verification. Mtigation: Resolver
operators SHALL depl oy an aut omated detection nmechani smto
periodically check the consistency of the two identifiers, and
trigger an alarmand automatically rectify the inconsistency in
a tinely nmanner.

3. Qut-of-Band Channel Query Attack: Attackers may |aunch a DDoS
attack on the ODAR out-of-band channel by forging a | arge nunber
of resolver-id verification requests fromauthoritative servers,
resulting in the unavailability of the channel and the failure
of the RFC 9499 nechanisnis identity verification. Mtigation
ODAR out - of - band channel operators SHALL depl oy anti-DDoS
protection mechanisnms, and limt the frequency of resolver-id
verification requests froma single authoritative server IP
address. Authoritative servers SHALL cache the verified
resolver-id and its validity period to reduce the nunber of
real -ti ne out-of-band channel queri es.

4. Trust Anchor Conprom se Risk: If the trust anchor of the ODAR
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out - of - band channel is conprom sed, attackers may forge resol ver
authenticity information, leading to the failure of both CDAR
aut hentication and RFC 9499 identity verification. Mtigation:
Qperators SHALL strengthen the security protection of the ODAR
trust anchor, adopt multi-party custody and regul ar key rotation
mechani sms, and publish the trust anchor conprom se information
inatinely manner to enable clients and authoritative servers
to update the trust anchor and reject fake authenticity

i nformation.

I ANA Consi derations
Thi s docunent has no | ANA actions. |f the ODAR dedicated ARPA
reverse zone is standardi zed in subsequent versions of this
docunent, | ANA actions for ARPA zone allocation and DNS record type
registration may be required; additionally, if a dedicated |IPFS
i ndex service for ODAR is standardi zed, | ANA actions for rel evant
paraneter and identifier registration nmay be proposed. For the
integration with RFC 9499 [ RFC9499], this docunent does not require
additional | ANA actions, as it reuses the existing EDNSO OPT option
code (10) defined in RFC 9499 and does not propose new option codes
or parameter registrations.
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