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Abst r act

I P addressing with references, or | PREF for short, is a nethod for
end-to-end comuni cation across different address spaces normally not

reachabl e t hrough native neans. |PREF uses references to addresses
instead of real addresses. It allows to reach across NAT/NAT6 and
across protocols IPv4/IPv6. It is a pure layer 3 addressing feature

that works with existing network protocols.

| PREF fornms addresses (| PREF addresses) made of context addresses and
references. These | PREF addresses are publishable in Domain Name
System (DNS). Any host in any address space, including behind NAT/
NAT6 or enploying different protocol |Pv4/1Pv6, may publish | PREF
addresses of its services in DNS. These services will be reachabl e
fromany address space, including those running different protoco

| Pv4/ 1 Pv6 or behind NAT/ NAT6, provided both ends support | PREF.

I PREF is especially useful for transitioning to | Pv6 or for operating
networks with a mx of |Pv4/lPv6.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Septenber 2025
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1. Introduction

Sone 25 years ago, it became clear that the 32 bit address space of
the I P protocol was too small for the growing Internet. An effort to
avert the inpending 'shortage of |IP addressees’, as the problem was
referred to at the tinme, led to devel opnment of a new | P protocol
naned version 6. That protocol, referred to as | Pv6, had a | arger
address space thus instantaneously solving the probl em

Unfortunately, it created another problem It operated in a
different, inconpatible address space than the existing I P protocol,
referred to since as IPv4. In this way, two different address
spaces, inaccessible to each other, have been created.

Meanwhil e, a grass roots effort |led to devel opnent of another
solution to the ’*shortage of |IP addresses’ problemthat was
conpatible with existing I Pv4 protocol. |Pv4 address space was
extended by rewiting network addresses. That techni que, since

wi dely known as NAT, effectively created an address space hierarchy.
At the top of the hierarchy, there was the original 32 bit address
space. These addresses, at the edge of hierarchy, were translated
into and from another set of addresses belonging to so called
"private ranges’. These addresses forned new address spaces. They
were 32 bit wide but only 24 bit subsets were used in practice.
Together with the top hierarchy, they produced a 56 bit address space
for 1Pv4. Another variant, known as ’'carrier grade NAT , added

anot her | evel of hierarchy which extended total address space to 72
bits. This approach averted the shortage of |IP addresses, but it
achieved it at a cost of creating another problem Nanmely, it
created mllions of address spaces inaccessible fromone another
These new address spaces were not equal value, they were nostly
useful for clients accessing servers within their own address spaces
or within the space at the top of the hierarchy, comonly referred to
as ' gl obal |P addresses’

As a result, the Internet evolved into a collection of a |arge nunber
of generally inaccessible address spaces with two inconpatible
net wor k pr ot ocol s.

There were attenpts at inproving the situation which went in two
directions. There were attenpts aimng to sol ve access across
address spaces within the same protocol, typically referred to as
"NAT traversal solutions’, and there were attenpts aimng to bridge
I Pv4/ 1 Pv6 divide. Al of these attenpts resulted in partia
solutions with substantial limtations. W could call themnicely
"focused’. The ones dealing with IPv4/1Pv6, |ike NAT64/SIIT, were
asymmetrical, worked differently in one direction than the other,
didn't scale well, required global |IPv4 addresses, couldn't traverse
NAT. The ones dealing with NAT traversal, |like STUN or NAT-T
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collection, didn't work across protocols |Pv4/1Pv6, were very
limted, dealing nostly with port manipul ation, never truly solving
NAT traver sal

The result of these attenpts was a hodgepodge of linited, nostly
| acki ng, poorly scaling, half measures which left these nillions of
di fferent address spaces still generally inaccessible.

A closer analysis of these different solutions reveals they suffer
great difficulties primarily because they try to render necessary
address transformations too early. |PREF takes a different approach.
It is based on the observation that the originating hosts do not have
to know what the destination addresses are, or what protocol they

bel ong to. Thus, |PREF uses references to addresses rather than rea
addresses. This approach works for both NAT traversal as well as for
protocol traversal since both problens are substantially the sane.
The one difference between them being having to repackage packets on
the 1 Pv4/1Pv6 boundary. Such repackagi ng requires sufficient
conmpatibility between the protocols which fortunately exists.

Wth this approach, | PREF does not need to negotiate anything. It
does not need any external devices, any shared configurations. It
does not require allocating of any gl obal |P addresses. |t does not
create any new address spaces, it always refers to existing ones.
The result is a highly scalable solution that works over NAT, NAT6,
filters, and across I Pv4/1Pv6. Al of the mllions of different

addr ess spaces, whether behi nd NAT/ NAT6, or across |Pv4/1Pv6 may now
communi cate directly using | PREF.

In the background to all the above, there is an ongoing effort to
convert every | Pv4 network out there to IPv6. The idea is to run
only one protocol everywhere which would sinplify many issues

i ncl udi ng address space accessibility while conplicating other issues
per haps of greater significance. For one, such a return to a single
address space, single protocol environnment runs agai nst a broad, |ong
running trend of diverging interest of the Internet versus the
interests of Internet custonmers. The appearance of such ideas like
NAT6 shoul d give the proponents of |IPv6 a pause. |ndeed, the
custonmers of the Internet fiercely defend their independence which is
the primary reason why the transition to | Pv6 has been resisted for
so | ong.
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In this context, |PREF offers an interesting alternative. |Its
ability to make | Pv4 and |1 Pv6 conpatible allows the | SPs to depl oy

I Pv6 Internet wthout replacing custonmer networks. In this way | SPs
get what they want and the enterprises also get what they want. Thus
the Internet may evolve into a Multiprotocol Internet. It will not
only stop nmassive replacenents, it will also provide a path for
future upgrades to I Pv6, where a new protocol could be introduced
gradually while allowi ng the customers to keep their networks.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. | PREF Term nol ogy

| PREF - short nanme referring to technol ogy described in this
docunent, pronounced |-P-REF

context address - a native address conponent of an | PREF address
ref erence - an unsigned integer component of an | PREF address

| PREF address - addressing unit used with | PREF, a conbination of a
context address and a reference

encodi ng network - network representing | PREF addresses in native
form

| PREF gateway - a device, or software component, that perforns | PREF
address rewiting

2. | PREF Overview
I PREF is a nmethod for communi cation across different address spaces,
that is those that cannot be reached through native neans of a
network protocol. Exanples of such address spaces are networks
behi nd NAT, NAT6, or filters, as well as networks enploying different
networ k protocols such as | Pv4/1Pv6.
Key characteristics of |PREF:
* massively scal able

* cross protocol, cross address space (such as NAT/ NAT6)
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* strictly layer 3 (no port nanipulation, all ports avail able)
* addresses publishable in DNS
* no need for external translators or shared configurations
* no need for global |Pv4 addresses
2.1. References

A common problemwi th cross address space comuni cation is to decide
how to deal with addressing. Communicating peers cannot interpret
each other’s addresses therefore sone other method of directing
packets to proper destinations must be devised.

| PREF sol ves this problem by using references to addresses rather
than actual addresses. The references are then evaluated w thin each
address space to render proper native addresses suitable for
forwarding. The evaluation is perforned at each address space

i ndependently. As a result the same references render different
addresses at different address spaces.

Ref erences are unsigned integers neaningful only in the context of
the address space they pertain to. Local administrators allocate

val ues to references and assign their meaning. They nmay divide a
reference into fields for any purpose believed useful. For exanple,
the fields may reflect different sources of allocations, or provide
extra security bits, or provide |oad balancing hints, etc. Peers are
unawar e of these fields and treat references as opaque val ues.

2.2. | PREF Addresses
| PREF uses references to addresses in |ieu of actual addresses. Such
ref erences need context to be neaningful, therefore | PREF uses
addressing units that conbine a context address, which MJST be a

native address, and a reference. These addressing units are called
| PREF addresses.

198.51.100. 11 + 700
2001: db8::abc: 11 + 700

Figure 1. | PREF address

August yn Expi res 18 Septenber 2025 [ Page 6]



I nternet-Draft | P Addressing with References (| PREF) March 2025

The context address portion of an | PREF address is an address within
adj acent address space. Typically, this is the Internet, so this is
usual ly an Internet address of an edge router of the source or
destination network. O her addresses known to the network nmay al so
be used.

Ref erences are allocated by admni strators of respective address
spaces. The references may only refer to hosts fromthese address
spaces. Thus, the destination references are allocated by the

adm ni strators of the destination networks while the source
references are allocated by the adm nistrators of the source
networks. There are no conflicts and there is no need for
negotiati ons. Each peer defines their own references and accepts
peer references as opaque val ues.

Figure 1 shows two exanpl es of | PREF addresses. In the notation, a
plus sign '+ separates context address fromthe reference. A packet
carries two | PREF addresses: a source |PREF address and a destination
| PREF address.

| PREF addresses are publishable in DNS
2.3. Gateways and Encodi ng Networks

| PREF addresses are placed in packets by gateways. The gateways nust
be installed at each address space participating in | PREF

communi cation. Intermedi ate address spaces, such as the Internet,
don’t need gat eways.

The gateways inject and renove | PREF addresses as packets | eave and
enter |ocal networks. They al so encode | PREF addresses for interna
use as |local network protocols only understand native addresses. The
encodi ng networks are local private networks to which the gateways
map | PREF addresses. For exanple, |Pv4 networks could use a 10/8
network while | Pv6 networks could use an fd::/64 network for the
purpose. For local hosts, these encoded addresses represent peers
they comunicate with. The peers appear as if on the | ocal network.
This is common with cross protocol comunication or nore generally
with cross address space conmmuni cati on. The gateways repl ace these
encoded addresses with | PREF addresses when sendi ng packets outside
| ocal networks.
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2.4. Traversing Address Spaces

Simlarly to standard I P protocols, |PREF packets travel through
address spaces based on source and destination | PREF addresses.
After all, they utilize existing protocols for transport thus they
must obey the sanme rules. The | PREF addresses are interpreted at
each address space to render native addresses for forwarding.

Net work A \ | nt er net \ Net wor k B

src: 2001:db8::9 + 1579 2001: db8::9 + 1579 2001: db8::9 + 1579
dst: 2001:db8::8 + 2466 2001: db8::8 + 2466 2001: db8::8 + 2466

src: 172.17.1.75 2001: db8:: 9 f dee: eeee: : 5951
dst: 10.128.48.62 2001: db8:: 8 2001: db8: b:: 28
F————— 2 | Pva | | Pv6 | | Pv6 F—————— 2
| host | .75] | | host |
AL — r————— 1 | | r————— 1 F—
—— B
L - | | 1PREF | :9 ;8| 1PREF | | L
_
F—— g-way F————— Internet ————— 1 g-way F——A
e | | | G | | B | | ;28 p—————
—
| host f———q L——————— 4 | b————— 4 b
——- host |
| A3 | I | | B6 |

Figure 2: traversing address spaces

For exanple, in Figure 2, if host Al wanted to send a packet outside
of its own address space to host B6, it would need a source |PREF
address for itself and a destination | PREF address for B6.

The destination | PREF address of host B6, presumably a server, would
be all ocated by the admi n of network B where B6 resides. It would
normal |y be advertised in DNS. The source | PREF address of A1,
presumably a client, would nornmally be allocated dynanically by the
| ocal | PREF gat eway.

As packets travel fromsource to destination, the follow ng takes
pl ace:

* At network A, the I PREF source address is interpreted as a native
address of host Al. The destination |PREF address is interpreted
as sone local private address on the encodi ng network. The
encodi ng all ows host Al to place native addresses in the packet.
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The | PREF gateway will replace both source and destination
addresses with their | PREF equivalents. It wll also repackage
| Pv4 packets into I Pv6 since the next address space is |Pv6.

* |In the transient address space, the Internet, |PREF addresses are
interpreted as well even though the network is unaware of that.
In the transient networks only context addresses are used while
the references are ignored. This is acconplished by placing
cont ext addresses (which nust be native) in the respective source
and destination fields of the native network protocol. In this
way, transient networks, such as the Internet, don't need to know
anyt hi ng about | PREF.

* At network B, the | PREF source address is interpreted as sone
| ocal private address on the encoding network. The | PREF
destination address is interpreted as the native address of host
B6. In this way, a packet originating at an |IPv4 host Al reaches
an | Pv6 host B6.

On the way back, source and destination addresses are reversed and
their interpretation follows the same pattern, thus a reply packet
originating at an | Pv6 host B6 reaches an | Pv4 host Al.

In the exanple, network A nay be |IPv4 or IPv6, the Internet nmay be
| Pv4 or |1 Pv6, and network B nay be IPv4 or IPv6. |n any conbination,
a packet traveling through these address spaces woul d be processed in
the sanme manner and it would reach its destination in the same way.

2.5. Traversing Address Spaces in Detai

Net wor k A \ | nt er net \ Net wor k B
—————— | Pva | | Pv6 | | Pv6 F————
| host | .75] | | host |
| Al fp——— r——————— T \ \ r——————— T F——
— B4 |
L - | | IPREF | :9 ;8| I1PREF | | L
_
fF——+ g-way fF————— Internet ————— 4 g-way F——-
e | | | | | 28 pF——————
[ host f———o L——————— 4 | b S
—-  host |
| A3 | I | | B |
777777 _ | | L]
Internet ifc: 2001:db8::9 Internet ifc: 2001:db8::8
Local net A: 172.17.1.0/24 Local net B: 2001:db8:b::/64
Encodi ng net: 10.128.0.0/10 Encodi ng net: fdee:eeee::/64
Host Al: 172.17.1.75 Host BG6: 2001: db8: b: 28
DNS Al: (none) DNS BG6: 2001: db8:: 8 + 2466
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Figure 3: traversing address spaces in detai

Let’s say an I Pv4 host Al wants to send a packet to an |IPv6 host B6

1.

Host Al finds out the address of host B6

Host Al issues a DNS query for host B6. The query goes through
the I ocal resolver. Local resolver receives a response:

B6 has address: 2001:db8::8 + 2466

Since local hosts don't understand | PREF addresses, the resol ver
asks gateway GM to allocate an encoded address for it. The

gat eway responds:

map: 2001:db8::8 + 2466 = 10.128.48.62

The resol ver returns the encoded result of the DNS query to host
Al:

B6 has address: 10.128.48.62
Host Al sends a packet out to B6

Host Al places its own address as source and the address of host
B6 returned by the | ocal resolver as destination.

packet out: | 172.17.1.75 | 10.128.48.62 | payl oad
Packet arrives at gateway GM
packet in: | 172.17.1.75 | 10.128.48.62 | payl oad

The gateway notices that it does not have mapping for the source
address, so it creates one on the fly:

map: 172.17.1.75 = 2001:db8::9 + 1579

It replaces source address with the just created correspondi ng

| PREF address. It replaces encoded destination address with the
original |PREF address returned by the DNS query. It also
repackages | Pv4 packet into IPv6 since the Internet is |Pv6.
packet out: | 2001:db8::9 + 1579 | 2001:db8::8 + 2466 | payl oad

Packet arrives at gateway G\B

packet in: | 2001:db8::9 + 1579 | 2001:db8::8 + 2466 | payl oad
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The gateway notices that it does not have encoding for the source
| PREF address, so it creates one on the fly:

map: 2001:db8::9 + 1579 = fdee: eeee: : 5951
It replaces source | PREF address with the just created | oca
encoded address. It replaces destination | PREF address with the
| ocal address of host B6.
packet out: | fdee:eeee::5951 | 2001: db8:b::28 | payl oad
5. Packet arrives at host B6
packet in: | fdee:eeee::5951 | 2001:db8:b::28 | payl oad
Host B6 recogni zes destination address as its own and consunes
the packet. OS passes the packet to an application inplied by
| ayer 4.
6. Host B6 sends a reply back to Al

Host B6 gets a reply payload fromthe application, swaps source
and destination addresses, and sends the packet back to Al.

packet out: | 2001:db8:b::28 | fdee:eeee::5951 | payl oad
7. Packet arrives at gateway G/\B
packet in: | 2001:db8:b::28 | fdee:eeee::5951 | payload |
The gateway repl aces | ocal source address with correspondi ng
| PREF address previously allocated and advertised in DNS. It
repl aces destination | ocal encoded address with the correspondi ng
| PREF address from nmapping created earlier
packet out: | 2001:db8::8 + 2466 | 2001:db8::9 + 1579 | payl oad
8. Packet arrives at gateway GM
packet in: | 2001:db8::8 + 2466 | 2001:db8::9 + 1579 | payl oad
The gateway repl aces source | PREF address with the correspondi ng
| ocal encoded address from mapping created earlier. It replaces
destination | PREF address with the | ocal address of host Al. It
al so realizes that the local network is IPv4, so it repackages
the packet into | Pv4.

packet out: | 10.128.48.62 | 172.17.1.75 | payl oad
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9. Packet arrives at host Al
packet in: | 10.128.48.62 | 172.17.1.75 | payl oad

Host Al recogni zes destination address as its own and consunes
the packet. OS passes the packet to the application that sent
the original packet.

At this point any m ssing mappi ngs have been allocated. Subsequent
packet exchange continues w thout additional allocations.

2.6. Enbedding References in |IP Packets

Ref erences are network | ayer entities therefore the nost natura
pl ace for enbeddi ng them woul d be network | ayer headers, such as |Pv4
options or |Pv6 extension headers.

Unfortunately, many Internet Service Providers drop options and

ext ensi on headers for various reasons. Even if they don't, routers
tend to put themon a slow processing path resulting in poor
performance. For that reason, the nost reliable way to enbed
references is to place themin the payload. One common techni que of
acconplishing this is tunneling where references could be nade a part
of the payl oad.

2.6.1. 1Pv4 Option

Wth I Pv4, references may be enbedded in an | Pv4 header option
[RFC791]. It would be a new option type. It would contain an octet
with option type and option nunmber, an octet with I ength, and two
octets reserved for possible future use while padding to four octet
boundary. The source and destination references would then foll ow

A new option nunber would be registered with ANA.  Until then,
experinental option, 30, could be used.

2.6.2. |Pv6e Extension Header

Wth I Pv6, references may be enbedded in an | Pv6 extension header

[ RFC8200]. It would be a new header type. It would contain an octet
wi th next header type value, an octet with I ength, and two octets
reserved for possible future use. This would be followed by four
octets of padding to 8 octet boundary. Padding octets would not be

i ntended for any future use. The source and destination references
woul d then foll ow.

A new protocol type would be registered with ANA.  Until then,
experinental protocol, 254, could be used.
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2.6. 3. UDP Tunne

Placing references in a UDP tunnel works for both IPv4 and IPv6. In
both cases, the references would be enbedded in the form of
respective options or extension headers. |n addition, a tunne
encapsul ati on record woul d be added. The order of itenms would be as
fol | ows:

UDP header

Tunnel encapsul ation record

| PREF option

Packet payl oad

The encapsul ation record woul d consist of four octets. First octet
woul d contain the value of TTL copied fromthe original |P header

The second octet would contain protocol nunber copied fromthe
original |IPv4 header or next header value forman |Pv6 extension
header. The third octet would report number of hops detected for

i ncom ng packets. The fourth octet would be reserved for possible
future use while padding to 4 octet boundary. The |PREF option woul d
follow in the format matchi ng respective I P protocol, |1Pv4 or |Pv6.

The tunnel woul d operate at port 1045. This value would be
registered with | ANA

2.7. Name Resol ution Support

| PREF gat eways provi de mappi ng support for name resol ution services
such as DNS. Wen resol ving queries on behalf of |ocal hosts, al
returned | PREF addresses nust be napped to native addresses of the

| ocal network protocol. Typically, a subnet on a private network is
dedi cated for the purpose. That subnet is used just for encoding,
there are no real hosts with these addresses. There nmay be a need to
st andardi ze on how resol vers comuni cate with gateways to obtain such
mappi ngs.

3. DNS with | PREF
| PREF takes full advantage of DNS [ RFC1035]. Local networks may

publ i sh | PREF addresses of any services hosted on | ocal networks.
St andard unnodi fi ed DNS servers may be used for the purpose.
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Net wor k A \
******* 1 \ publ ¢
host | .75 | e DNS A3 AA 2001:db8::9 + 1733
Al F——— r————_4t—— | servi 000 0————— >
——————— | | IPREF |:9
F— g-way F—————
——————— a I | o |
host F——— r— | nt er net
A3 | I \
——————— - ‘ | | ot her
A \ ot her
| | ocal <
—_—— DNS B6 AA 2001:db8::8 + 2466 ot her
rslvr DNS
servr
Figure 4: DNS with | PREF
For the resolution of DNS nanes, a nodified recursive resolver is

requi red because | PREF addresses are different fromlIPv4 and | Pv6

addresses. The resol ver nmust recognize themin addition to native IP
addr esses.
3.1. DNS Records

| PREF addresses are unlike well
These addresses consist of two conponents whi ch nust be
is not possible to

addr e
consi

known | Pv4 addresses or
sses.

dered as a single address entity. It

| Pv6

separate references fromtheir conpani on context addresses. For that
reason, there is a need for a new resource record type. The new
record type is tentatively called AA. This record type has not been

Unt i

regi stered yet.

such time, a TXT record may be used i nstead.

The TXT record sinply holds a textua

representation of an AA record.

Here are some exanpl es of what the records m ght

| ook |ike:

Host - B4 AA 198.51.100. 22 + 400
Host - A5 AA net-A + 500

Host - A5 AA 2001: db8::abc: 11 + 700
Host - A5 TXT "AA net-A + 500"

The 1P portion may be provided numerically or as a donmai n nane.
format for the reference would all ow unsi gned deci nal
as unsi gned hex integers.

wel |

August yn

The
i ntegers as
O her formats may be defined as well.
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3.

3.

3.

3.

4.

2. Local Network Resol vers

Local network resol vers must recogni ze | PREF addresses returned by
DNS queries. They nust al so be capabl e of encoding theminto native
| P addresses in consultation with | PREF gateways. This is shown in
Figure 4 as a line connecting | ocal DNS resolver with | PREF gat eway
GM. Encoding is needed because | ocal hosts do not understand | PREF
addresses. Instead, |ocal hosts use encoded equival ents which are
then replaced with the actual |PREF addresses by the gateways. There
may be a need to standardi ze on how resol vers comunicate with

gat eways

3. Detecting Published | PREF Addresses

Al'l published | PREF addresses must be conmunicated to | ocal |PREF
gateways so that they can properly nap destination addresses of

i ncom ng packets. This is reflected in Figure 4 by a |ine connecting
public DNS server with | PREF gateway GM. There is a nunber of ways
to acconplish this. There may be a need to standardi ze on how this
shoul d be done to allow interoperability between di fferent gateways
and different DNS servers.

4. DNSSEC conpatibility

| PREF address records may be protected by DNSSEC. Packets | eaving

|l ocal networks contain the exact addresses returned from DNS
Internally, local hosts use encoded versions of these addresses which
conplicates things a little but the gateways replace themwith the
original | PREF addresses listed in DNS before sendi ng packets out of
the | ocal network.

5. | PREF Address Literals

DNS is immensely useful and it is considered a necessary conponent of
I P networking. But |P networking does not relay on DNS. It works
just fine with IP address literals entered and distributed manual ly.
Simlarly, |PREF does not rely on DNS. It is possible to use |PREF
address literals in a manner simlar to IP. The addresses woul d
still need to be encoded by the gateways. They would be entered
manual |y at gateways first, then their encoded equival ents woul d be
distributed to hosts, possibly as entries in /etc/hosts files.

Mul ti protocol |nternet
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4.1. Bridging conpatibility divide

| PREF i s a general purpose technology that can bridge the divide

bet ween i nconpati bl e protocols and between unreachabl e address
spaces. This is the network world we live in. There are two public
Internets and nillions of address spaces. It will stay like this for
decades to cone. |PREF addresses this situation. 1In addition to

I Pv4 and | Pv6, new protocol s are being devel oped, such as those
presented in various |IRTF groups. Some are specialized, sone are

i ntended for w der use. Each of themcreate their own address spaces
with a need to exist within wider networking system |PREF can
bridge these new technologies with existing IPv4 and | Pv6 Internets
allowing themto strive.

4.2. Using |IPREF for adoption of IPv6 Internet
Using | PREF for adoption of IPv6 Internet offers significant benefits
to both the enterprises and individual users as well as to the
I nternet service providers and operators.
* only pure IPv6 Internet (no need for |IPv4 services or translators)
* only pure |Pv4 or pure | Pv6 | ocal networks (no dual stacks)

* no need for global |Pv4 addresses

* elimnation of NAT/ NAT6/ CGNAT (all hosts reachable, all ports
avai |l abl e)

* plays nicely with DNSSEC

* adoption at own pace

* massively scal able

* dramatic speed up of IPv6 Internet adoption

* huge cost savings

* support for energing new network technol ogi es

The adoption may involve nerely a switch to the IPv6 Internet in

preparation for the take down of the IPv4d Internet. O, it may
i nvol ve depl oyment of IPv6 |ocal networks. These two tasks are

i ndependent. It is possible to keep |ocal network unchanged and only
switch to IPv6 Internet. In this case local |Pv4 communication wll
go over |IPv6 Internet reaching renote I Pv4 or | Pv6 destinations. It

is also possible to deploy local |IP networks while keeping | Pv4d
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In either case,

very little to no coordination is needed with the peers. This al one

i s a huge advantage of the | PREF technol ogy.

The adoption process takes advantage of

operate in all possible conbinations of address spaces:

O~NO O WN B

Because the three address spaces -
- are processed i ndependently by | PREF,

net wor

| Pv4
| Pv4
| Pv6
| Pv6
| Pv4
| Pv4
| Pv6
| Pv6

k A I nt er net

| Pv4
| Pv4
| Pv4
| Pv4
| Pv6
| Pv6
| Pv6
| Pv6

Net wor k B

| Pv4
| Pv6
| Pv4
| Pv6
| Pv4
| Pv6
| Pv4
| Pv6

-- como

(poss
(same
(poss

-- after
-- after

(sane

-- after

network A, Intern
the adoption process at |oca

IPREF's flexibility to

n starting point

i ble but rare)

as 2)

i ble but rare)

droppi ng | Pv4 I nternet
droppi ng | Pv4 Internet
as 6)

droppi ng | Pv4 I nternet

et, and network B

networ ks is decoupled fromadoption efforts at peer networks. It is
al so decoupled fromtransitioning process at the Internet itself.

1. Common starting point

Net wor k A |
———————
4 IPREF }
| g-way |

o 4 om
|

| nt er net

| Net work B
| Pv6 \ r——————
4 IPREF F
\ g- way | Pv4
S -

| PREF gat eways are installed but not used. Al

pure

2. Switching traffic to | PREF

August yn
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Net wor k A \ | nt er net \ Net wor k B
F——————— . | | Pv6 | F———————
1 IPREF | 4 1PREF F
| Pv4d | g-way | | Pv4d | g- way | Pv4d
4 om F{ o F
| ‘ ‘

| PREF gat eways are configured. References are assigned. Traffic
goes through the gateways. All services subject to adoption of
the IPv6 Internet are now accessed via | PREF. Traffic between
gat eways remai ns over |1Pv4 Internet until both ends connect to
IPv6 Internet. This does not affect deploynment of |ocal |Pv6

net wor ks.

3. Deploying local |Pv6 networks

Net wor k A | | nt er net | Net work B
| Pv6 Fr—————— y | | Pv6 \ Fr——————
4 IPREF F 4 IPREF F
| Pv4 | g-way | | Pv4 | | g-way | | Pv4

1 om H om
L

Local 1Pv6 networks may be set up without waiting for |Pv6
Internet. These are pure | Pv6 networks, no dual stacks.
Connectivity between | ocal |Pv4/1Pv6 networks is provided by the
same | PREF gateways that connect to renote peers. dients

| ocated on local |IPv6 networks can reach servers |ocated on | oca
| Pv4 networks or on renote | Pv4d or | Pv6 networks. Sinilarly,
servers on local I1Pv6 network can be reached fromclients |ocated
on local IPv4 networks as well as fromrenmote | Pv4 or |Pv6
clients over the Internet.

4. Adopting IPv6 Internet
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Net wor k A \ | nt er net \ Net work B
| Pv6 r———— T \ | Pv6 \ r————
4 IPREF FH IPREF }
| Pv4 | g-way | \ | Pv4 \ | g-way | | Pv4
4 o I-I_ 4 oB F

After both ends connect to IPv6 Internet, |PREF addresses nmay be
changed to switch traffic to go over the IPv6 Internet. Loca
networks are not affected by this change. Peers conmmunicate the
same way as if nothing happened. |Pv4 Internet remains avail able
but is not used. Modst organizations would hold on to it unti
conpletely confortable with the IPv6 Internet.

Thi s concl udes adoption of the I Pv6 Internet.

5. Dropping | Pv4d Internet

Net work A \ I nt er net \ Net wor k B
| Pv6 r———————— A \ | Pv6 \ r———————
4 1PREF 4 IPREF }
| Pva | g-vay | | | | g-vay | | Pv4
41 om I—L 41 o |

I Pv4 Internet may be dropped if all peers connect to |Pv6. For a
certain period of time, organizations would keep their |Pv4
Internet in case sonme peers are not connected to |Pv6 Internet.
This process only requires that organizations install |PREF
gateways, their |local networks remain unchanged.

In the diagram servers on Network B do not need any gl obal |Pv4
addresses, they are reachable fromboth IPv4 clients and | Pv6
clients via I PREF without them There nmay be thousands of |Pv4

servers on network B and they will all be reachable. |ndeed,
thanks to NAT traversal capabilities, |PREF extends |Pv4 address
space to billions of new I Pv4 servers, not just clients.

6. Transitioning of the Internet beyond I Pv6
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Net work A I nt er net Net work B
| Pv6 r—-——————— A \ | Pv6 \ r————
4 IPREF FH IPREF }
g- way I PvX | | g-vay | | Pv4
GWA 41 o

| PREF greatly sinplifies evolving the Internet past IPv6. In
case a new protocol is developed, let’s call it IPvX, it may be
depl oyed with relatively little disruption by asking the Internet
users to upgrade their edge routers and | PREF gateways. Such an
upgrade would typically come down to a routine software downl oad.
Wth nost sites already equi pped with | PREF gateways, such a
massi ve gl obal upgrade could be perforned in a relatively short
time and without affecting existing network operations.

5. Related Technol ogi es

| PREF works well with related technologies. It does not create
conflicts and it does not attenpt to step on their functionality.

* | Pv4d - | PREF does not replace IPv4, it is an optional add-on to
enhance | Pv4 capabilities in the area of address rewiting. It
relies on IPv4 in all other functions of a network protocol

* | Pve - | PREF does not replace IPv6, it is an optional add-on to
enhance | Pv6 capabilities in the area of address rewiting. It
relies on IPv6 in all other functions of a network protocol

* NAT - IPREF is an address rewiting technol ogy but operates
differently than NAT. It operates exclusively at the network
|layer. It does not reach to upper |layer protocols or |ower |ayer
protocols. For exanple, there is no manipul ati on of TCP/ UDP
ports. Al layer 4 ports are carried transparently as-is. |PREF
does not conflict with NAT. In a common configuration, a NAT
gateway connects to the Internet w thout any changes. |PREF may
operate in parallel to NAT on the sanme gateway, or it nmay operate
on another gateway within the |ocal network ’'behind NAT .

* VPN - | PREF deals nostly with addressing. |t does not perform
typical functions of a VPN and it does not replace it. It behaves
differently. A typical VPN makes hosts of a |ocal network appear
as if nmenbers of sone other |ocal network. Hosts subjected to a
VPN are nmanaged by that other private networks. This involves a
substantial |evel of trust between the two private networks.
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8.

8.

| PREF does not do any of that. Hosts reachable through | PREF are
firmy in their respective private networks and renai n nanaged by
their respective adnmnistrators. There may be cases where | PREF
may be deened sufficient for a particular purpose but in genera

| PREF is not a substitute for a VPN. |PREF does not conflict with
VPNs. A VPN m ght use | PREF to establish a VPN connection

Firewall - IPREF is not a firewall. Wile allocation or |ack of
al l ocati on of references has the effect of blocking or allow ng
access, blocking policy is best vested with firewalls. |PREF

mappers deal with address rewiting, they are not packet filters.
There is no conflict between firewalls and I PREF. Firewalls m ght
benefit from | PREF specific features to sinplify nanagenment and
confi guration.

I ANA Consi derations
This menmo i ncludes no requests to | ANA

Security Considerations
Thi s docunent should not affect the security of the Internet.
Docurnent s describing particular pieces of |PREF might. Proper
security consideration statements would be included in those
docunents.
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