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1. Introduction

1.1. Purpose

An ecosystem usi ng Overlay Routabl e Cryptographic Hash IDentifiers
(ORCHI Ds, [RFC7343]) as its primary identifier can be a strong option
for nmodern systens. The Hierarchical Host ldentity Tags (HH Ts,

[ RFC9374]) are used in the fast growi ng sector of Unmanned Aircraft
Systens (UAS) to provide identity and authentication services using

t he Domai n Nane System (DNS).
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Wth standardi zation, identity ecosystens can be created around the
use of ORCHI Ds to serve various use-cases. This provides w despread
interoperability of the functions of registration, public query and
private query using a selection of existing standards and mnet hods.
Bei ng backed by cryptographi c keys all ow existing key infrastructure,
certificates and policy to be | everaged with m nimal overhead,

nodi fication or redepl oyment.

1.2. Background

HH Ts are an evolution of the Host ldentity Tags (HI Ts) in the Host
Identity Protocol (H P, [RFC9063]). Al of these tags are
categori zed as an ORCHI D whi ch were standardi zed in [RFC7343] and
updated by [RFC9374]. HH Ts solve the problemof H Ts being a flat
nanespace, which is hard to nanage at a gl obal scal e, by adding
hierarchy into the identifier. Wen the hierarchy is laid onto the
DNS, interoperability of |ookups becones trivial

[ RFC9434] introduces the concept of the DRIP lIdentity Managenent
Entity (DIME) that provides the critical function of registering and
querying information around DETs. It further specifies |ogica
entities of the Public Information Registry and Private Infornmation
Regi stry of which the former has been specified in [ RFC9886] using

t he DNS.

The concept of the DI ME can be backported to ORCHI Ds in general with
the addition of the term ORCH D Management Entity (HOVE). In
relation to key infrastructure policies and certificates the terns
ORCHI D Key Infrastructure (OKlI) and ORCH D Key Infrastructure X 509
(OKI'X) are introduced here to mirror but be distinct fromthe

exi sting Public Key Infrastructure (PKI) and Public Key
Infrastructure X 509 (PKIX)

1.3. Scope

Thi s docunment provides specification of the interfaces and nodels for
registration and differential access query of ORCH Ds to support
identity services under an HOME. This is to provide specification
for the final mssing pieces of a DIME and is the exenpl ar use-case
of using HH Ts, such as the DET, as the core of an identity
ecosystem

The termHHI T is used when di scussing the general technol ogy while
DET is used with discussion around UAS/ avi ati on specific el enents
when possible. Additional terms reinforcing this delineation are
found in Section 2. This document defines all data nodels in the
Conci se Data Definition Language (CDDL, [RFC8610]) with the ful
specification in Appendix B
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1.3.1. Di scl ai ner

The specifications in this document do NOT provide protection agai nst
incorrect (e.g. fraudulent) data entered during registration or
asserted subsequently.

The sel ected technol ogi es do protect against alteration (intentiona
or unintentional) of data subsequent to its assertion by the
cryptographic signer. The signer mght be the proxinmate sender (e.g.
UA transnmitting Broadcast RID) or nmight be an attestor far away and
long ago (e.g. root Certificate Authority).

It is the duty of the operator of each HOVE, or the party on whose
behal f the HOVE is being operated, to validate the registration data.
An HOME at a root in the hierarchy aligned with the scope of the data
SHOULD provide services to obtain this goal, see Appendi x A

1.3.2. Targeted DRIP Requirements

The foll owing requirements of [RFC9153] are satisfied when follow ng
this docunent: GEN-3, 1D-4, REG 2, REG 4 and PRI V-2

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Additional Definitions & Abbreviations

*Hi erarchical ORCH D Managenent Entity (HOVE)*: A termto describe
an entity providing various identity managenent functions (such as
registration, query, etc.) to clients at a specific point in the
hi erarchy. HOWE s have four mgjor functional conponents that can
be co-located or distributed as a system of systens: Registrar,
Regi stry, Authoritative Nane Server and Certificate Authority.

The DRIP Identity Managenent Entity (DI ME) is a specialization of
HOMVE in support of the UAS/ avi ati on ecosystem

*ORCHI D Key Infrastructure (OKI)*: A key infrastructure consisting
of policies around entities using HHITs in a domai n space. An
exanple of an OKI is the DRIP Key Infrastructure (DKI) for UAS/
avi ati on.

*ORCHI D Key Infrastructure X. 509 (OKIX)*: A set of X 509 certificate

W et huecht er Expires 17 Septenber 2026 [ Page 5]



Internet-Draft home-i nterfaces March 2026

profiles in conpliance of Public Key Infrastructure X 509 (PKIX,
[ RFC5280]) that support an OKI. An exanple of an OKIX is the DRIP
Key Infrastructure X 509 (DKIX) for UAS/ aviati on.

*HOVE Token*: In the context of this specification; a HOVE Token can
be any of the Concise Binary Object Representation (CBOR, [STD94])
oj ect Signing & Encryption (COSE; [STD96]) or JavaScript hject
Notation (JSON;, [STD90]) Object Signing & Encryption (JOSE
[ RFC7515], [RFC7516]) structure. See Section 4.1

*HRI Token*: A HOVE Token containing an HRI claimper Section 4.2.1.

*HRR Token*: A HOVE Token contai ning an HRR cl ai m per Section 4.2.2.
3. HOVE Conponent Architecture & Functions

To properly provide the necessary services identified in both

[ RFC9153] and [RFC9434] a DI ME, or nore generally an HOVE, requires

four critical functions: _Registrar_, _Registry_, _Authoritative Nane

Server _ and _Certificate Authority_as detailed below for this
docunent and in Figure 1.

_Registrar_: This docunent covers the client facing interface of the
Regi strar function used by Registrants. [Interactions done by the
Regi strar with other HOME functions are out of scope for this
docunent .

_Certificate Authority : This docunent does not cover specific

details of this function of an HOME. However, it is expected to
provide at |east ORCH D Key Infrastructure X 509 (CKIX)
certificates used in other parts of the HOVE. These are [ RFC5280]
compliant certificates that support HH Ts, see Section 6.

Explicit policy for Certificate Authorities are left for nore
specific inplenentation and docunents, such as a Concept of

Qper at i ons.

_Authoritative Name Server_: The specific details of records hosted
by the Authoritative Nane Server as part of DNS is specified in
[ RFC9886] and are out of scope for this docunent. Interactions
done by other HOME functions to nmanage an Authoritative Nane
Server are out of scope for this docunent. It should be noted
that sonme artifacts generated during the registration process
specified in this docunent end up in RRTypes hosted in DNS. This
function serves as the Public Information Registry as defined by
Section 4.1 of [RFC9434].

_Registry : This docunent covers the client facing interface of the
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Regi stry function used by Cbservers to query for additiona

details about the HHIT. Interactions done by the Registry with

ot her HOMVE functions are out of scope for this document. It
shoul d be noted that artifacts generated during the registration
process specified in this docunent MJUST end up in the Registry for
audit purposes. For this docunent the term Registry is short-hand
for Private Information Registry as defined in Section 4.2 of

[ RFC9434] .
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Figure 1: Sinplified D agram of HOVE Registration/ Query Conponents &
I nteractions

The specific interaction nodels and transports between the
_Registrar_, Certificate Authority , Registry and Authoritative
Nane Server_ when not co-located (i.e. as a distributed system of
systens) is out of scope for this docunent. Note that of the
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duplicate links feeding _Authoritative Name Server_ and _Registry_
one set is chosen in an inplenmentation for each. A nunber of these
functions/interactions are lifted fromthe DNS and the existing

rel ati onshi ps and protocol s between such entities in that dommin al so
can apply here. For exanple, between Registrar_and Registry is

t he Extensibl e Provisioning Protocol (EPP, [STD69]) or equival ents
such as RESTful Provisioning Protocol (RPP).

Thi s docunent details the interactions between a registering client
(known as Registrant_ ) and the _Registrar_ through an HTTPS
interface as described in Section 4 and the RDAP interaction by
_Querants_ (such as _Observers ) and a Registry_ as described in
Section 5. These interfaces can be either used by nmachi nes as an API
or provided with a U for humans to interact with such as on a web
br owser .

The el ements of any maps found in CDDL for this specification MJST be
decl ared by an ecosystem An initial key set for elenents in

avi ation use cases are registered in Section 7.5. Context MAY be
provi ded in-band in HTTP using a registered Media Type as part of the
Cont ent - Type header for what key set to use to avoid processing

anbi guity.

4. Registration
This sections details the process of registration follow ng Figure 2

This Z-diagramis the upper link of Figure 1 |abeled with "HOVE
Token/ HTTPS" between _Registrant_and _Registrar_.

Regi st rant HOVE
I I
GEN HHI T/ HI | |

GEN_CSR | |
[-------- HRI - ------ >|
| | VALID_HRI?
| <------- FAIL------- |
| | DUPE_HI ?
| <------- FAI L------- |
| DUPE_HHI T?
| <------- FAI L------- |
| | GEN_CERTS
| | UPDATE_DATABASE
| | UPDATE_NS
| <------ HRR-------- |

ONBOARD | |
I

Fi gure 2: Registration Z-Di agram
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The nechani smfor registration is the use of COSE or JOSE over HTTPS.
COSE MUST be supported and JOSE is RECOMVENDED for flexibility for
non- constrai ned _Registrants_. The rest of this section specifies
exact behavior for this interface of an HOVE

4.1. HOVE Token

A HOMVE Token MUST be encoded in either COSE or JOSE. A token MAY
contain multiple layers and SHOULD have the Content-Type paraneter,
as part of an unprotected header, set accordingly for each.

4.1.1. Signature Layer

Respecti ve header paranmeters MJST be used to indicate the
verification key. Wen the key is part of the payload (usually an
HRI claimset, Section 4.2.1) a protected header paraneter MJST be
used (jwk for JOSE and kccs for COSE) to carry the verification key
to avoid needing to parse the payl oad segnent of the structure. For
all other cases a KID paraneter is used containing an HH T, encoded
per Appendix B.3, and placed in a unprotected header.

4.1.2. Encryption Layer

HOVE Tokens SHOULD be encrypted when the payl oad nay contain
Personal ly Identifiable Information (PIl). For exanple, a HOVE woul d
not encrypt their response token (Section 4.2.2) containing rel evant
processing errors when the original request token (Section 4.2.1)
failed to decrypt.

Asymretric al gorithns MJST be supported and symmetric MAY be
supported. The precise list of encryption algorithmselected and
policies are left for the HOVE to deci de and MJST be provided to
clients.

Encryption is done with Elliptic Curve Diffie-Hellman (ECDH) using
Epheneral -Static (ES) keying. The static key is provided by the HOVE
whil e a uni que epheneral key is provided by the client for each HOVE
Token and/or recipient. The transfer of this ephemeral key is
covered by the rel evant COSE/ JOSE specifications for using ECDH with
encryption objects. The HOVE MUST provide its static keys through
public nethods such as the DNS or an HTTPS GET endpoi nt.
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4.2. Cains Set

A HOMVE Token is at its core a set of clainms using a CAT or JW claim
set. The clains defined in this section are registered in the
respective registries in Section 7.2 and either or both MJST be
included in the claimset for HOVE Tokens. A HOVE Token carrying
either of these clains is considered as an HRI Token or HRR Token
respectively.

The claimset SHOULD al so contain the clainms of nbf, exp, and iat.
The set MAY contain the aud or iss claimwith a targeted HHI T,
encoded per Appendix B.3, if known. Additional clains are out of
scope for this docunent.

The layer (Section 4.1.1 or Section 4.1.2) carrying a claimset is
RECOMMENDED to set the Content-Type paraneter, as part of the
unpr ot ect ed header, to application/ honme+cbor or application/

home+j son. This SHOULD include the ctx paraneter to indicate the set
of keys/paraneters being used for any maps in the payload structure
as they are application specific.

4.2.1. HOMVE Registration Inquiry (HRI)

The structure of an HRI claimis around registration of a set of
entities, each uniquely identified by the _Registrant_ that contains
keys (al so each uniquely identified) and netadata for each.

inquiry = [
entities: { & entity-id) => entity },
met adata: map / nul
]
entity = [
hhit_entity_ type: uint,
keys: { &(key-id): key },
met adata: map / nul
]
key = |
csr: bytes / text .b64u bytes,
met adata: map / nul

]
Figure 3: CDDL: HOMVE Registration Inquiry

_entities_: A map containing elenments using key (_entity-id_), value
(_entity_ ) pairs for each _entity_ being registered in the
inquiry.

_entity-id : A string or integer key, as part of the _entities_ nmap,
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set by the _Registrant_.

_entity_: An array containing the elenments of _hhit_entity_ type_,
_keys_  and _netadata_ .

_hhit_entity_type_: An HH T Entity Type as defined in the registry
found at [1 ANA. DRI P].

_keys_: A map containing the key (_key-id_), value (_key_) pairs for
the keys being registered entity in the inquiry for a given
_entity_.

_key-id_: A string or integer key, as part of the _keys map for
each _entity , set by the _Registrant_. Constrained in uniqueness
to an individual HRI and the keys as part of an _entity_.

_key @ An array containing the elenents of _csr_ and _netadata_.

_csr_: OKI(X)-conpliant Certificate Signing Request (CSR) that is
DER encoded. See Section 4.3.1 for considerations on the CSR

_nmetadata : A map containing elenents (key, value pairs) and their
associ ated values related to keys/entities in the inquiry. The
contents are subject to policy of an HOVME and MJST be provided to
their clients. The specific key set to be used SHOULD be
i ndi cated using the optional paraneter of the registered Media
Type (Section 7.8) as part of a Content-Type parameter. An
initial key set is registered in Section 7.5.

Each nesting in Figure 3 contains its own _netadata_. This allows a
_Registrant_ to set elenments at a higher nesting in the nodel to be
shared anong nested sections. Wen conbining fromeach nesting

| evel, elenents found closer to the entities[entity-id].keys[key-
id].netadata map are given priority.

4.2.2. HOVE Registration Response (HRR)
This claimis structured to use the provided _entity-id_s and _key-

id s froman HRI. It also can contain a list of failures, organized
by those sane identifiers.
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response = |
success: [
entities: { & entity-id): success-data },
shared: map
1 / null,
failure: [ + error-data ] / nul
]
success-data = |
keys: { &key-id): map },
shared: map

error-data = |
eid: & entity-id) / null,
kid: & key-id) / null

cat: any,
nsg: any

]

Figure 4: CDDL: HOMVE Regi stration Response

_success_: An array containing two elenents: _entities_ and
_shared_. MJUST be null when no successful registrations issued by
t he HOVE

_entities_: A map of elements with key (_entity-id_), value
(_success-data_) pairs.

_entity-id : A string or integer key, as part of the _entities_ map,
provided in an HRI froma _Registrant .

_success-data_: An array containing two elenents: _keys and
_shared_.

_keys : A map of elenments with key (_key-id_ ), value pairs. The

val ue of each elenment is a map (keys from Section 7.5) containing
artifacts of the registration associated with the specific key and
MUST have an el enent containing the Canonical Registration
Certificate.

_key-id : A string or integer key, as part of the _keys map,
provided in an HRI froma _Registrant .

_shared_: Sane as the _metadata_ field of HRI except contains
artifact elenments provided to the _Registrant_ for successful

registration that is shared anongst either a set of _keys_ or set
of _entities_.

_failure_: An array with at |east one elenment of _error-data_to
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indicate failures, null otherw se.

_error-data_: An array of four elements encoding a validation or
processing error of an HRI. Wen _eid_or _kid_ are null it
inplies that all of that type are denoting the sane failure
explained via _cat_ and/or _nmsg . Wien both eid_and kid_are
null it indicates the processing of the HRI token itself or al
keys across the HRI entities shared the same failure indicated by
_cat_ and/or _msg_. See Section 4.4.1 for nore details.

Simlar to the netadata_in the HRI, Figure 4 has an _shared_ nap at
each level for data that is the identical across different keys/
entities. When conbining fromeach nesting level, elenents found
closer to those in the success.entities[entity-id].keys[key-id] nmap
are given priority.

4.3. Considerations
4.3.1. Keys & Certificate Signing Request

_Registrant _s obtains one or nore Certificate Signing Requests (CSRs)
that are OKI (X)-conpliant by either generating their own key-pair(s),
RECOMVENDED asymmetric, or obtaining themfroma related party they
are acting as a proxy for.

Cryptographic materials SHOULD be on the device intending to use said
material in operation. |If the Registrant_is acting as a proxy the
met hods of the generation and/or transfer of cryptographic materials
to and fromthe device being proxied to is out of scope for this
docunent .

If the _Registrant_ knows the HI D of the _Registar_ and/or
_Certificate Authority_ it w shes to be endorsed by, it SHOULD
construct its HHI T accordingly and include it in the CSR per
Section 6.2.1. The process of discovering a specific HHDis out of
scope for this docunent.

4.3.2. Registration Endpoint

The /.wel | -known/ hone/regi stry endpoi nt SHOULD be redirected to a
fully qualified path by the HOVE and MJUST use 308 Pernmanent Redirect.
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4.3.3. HR Validation & Processing

HRI validation and processing is done across two functiona
conponents, which can be co-located or distributed, the Registrar_
and Certificate Authority . The following text is based on the
processing of an HRI Token. The HOVE in question uses a single HHT
for both its Registrar_ and _Certificate Authority_ roles.

The initial steps of decryption and signature validation are skipped
as they are straightforward. Failure of either of these steps
results in sending a response followi ng Section 4.4.1. Assumn ng
success the claimset is extracted fromthe HRI Token to be
processed.

The nbf, ext, iat, iss and aud clains are validated, and then hri
claimis processed recursively starting fromthe outside of the
structure. Each entity nerges their netadata_ with the inquiry
_metadata_ with entity el enents taking precedence. Next each key
merges its netadata_ with the entity metadata_ with key el enents
taki ng precedence. The HOVE performs validation of the fina

combi ned _metadata_ map for each key using |ocal validation and/or
consultation of an "oracle" (see Appendi x A).

Next each key CSR has its signature validated then the public key
confirnmed to be unique to the HOWE s scope. The HOVE t hen
constructs, using its H erarchy H D and the CSR public key, a
prospective HH'T for the key. If the CSR contains an HH T as part of
the Subject Alternative Nane the two HH Ts are checked for
equi val ence. The HOME finally checks that the HHIT is unique in its
scope.

I f everything above validates, the HOVE endorses the new HH T by
generating and signing an OKI(x)-conpliant Canonical Registration
Certificate along with any other artifacts required for the entity
registration. Any data for the Registrant_is then placed within
the HRR success.entities[entity-id].keys[key-id] map using the sane
_entity-id_ and _key-id_fromthe HRI. Al artifacts of this
endorsement are placed in the Registry_ and artifacts that are
consi dered public, such as those needed for [RFCO886], are placed
into the Authoritative Name Server .

When a failure occurs at any point in the validation and/or
processing of a entity/key the HRR _failure_ array is appended using
the _entity-id_, _key-id_ and other elenents to provide context for
the issue. The HOVE MAY conpress the failure_ array after
processing. For exanple if all the keys for an _entity-id_ share the
sanme failure the individual structures can be conpressed to a single
[<eid> null, <cat>, <nsg>] instead of one for each key-id_.
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The HOVE upon handling all entities and keys a HOVE constructs an HRR
Token and responds to the _Registrant_ with it. The token SHOULD
replicate the sanme |layering as the original HRI Token. It MAY
contain both the original HRI claimand the associated HRR claim

4.4. Transport

Thi s docunent defines the use of HITPS as the transport for the HOVE
Tokens. The use of other transports are out of scope for this
docunent .

For COSE, the resulting CBOR content MJST use a proper CBOR Tag to
i ndi cate what object is encoded. For JOSE content, the Ceneral or
Flattened JWE JSON Serialization syntax MJST be used.

The "Content-Type" header of HTTPS SHOULD be used to indicate the
content typing. For JOSE this is application/jose+json and for COSE
is one of the follow ng: application/cose; cose-type="cose-sign,

appl i cation/cose; cose-type="cose-signl, application/cose; cose-
type="cose-encrypt, application/cose; cose-type="cose-encryptO

4.4.1. Response Codes

For HOMVE Tokens with a single entity/key object the HTTP Response
Codes can be easily nmapped. For exanple a key that fails processing
due to a duplicate public key or HH T can have the HOVE Token
returned using 409 Conflict. It is also sinple for the first stages
of an HOVE Token carrying an HRI since it needs to successfully be
decrypted and signature(s) before processing resulting in earlier
failure conditions to respond to.

HOVE Tokens with multiple entities/keys can be trivially mapped as

well only when all entities/keys either pass or fail. Difficulty
ari ses when a HOVE Token has multiple entities/keys and not all of
themfail or they all fail in different ways that can be attributed

to either a 4xx or 5xx code.

For the above reasoning and to naintain interoperability HOVEs MJST
foll ow t he bel ow gui delines for managenent of HTTP Response Codes and
using the HRR clainms failure_ array and _error-data_ structure.

Unl ess ot herwi se noted a respondi ng HOVE Token MJST use both
encryption and signature | ayers.

*422 Unprocessable Content*: Wen a HOVE Token fails to decrypt this
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response code MJST be sent with only a signature |ayer

(Section 4.1.1) signaling in the HRR cl aimthe decryption issue(s)
experienced. The _eid_, _kid_ and _cat_ fields MJST be set to
null. The _nsg_ SHOULD contains specific details about the failed
decryption. More than one _error-data_ MAY be present for

di fferent decryption issues.

*401 Unaut horized*: Failed signature(s) of a HOVE Token MJUST use
this response code with the HRR claimindicating the signature
val idation issue(s) experienced. The eid , kid_ and _cat_
fields MJST be set to null. The _nsg_ SHOULD contains specific
details about what signature failed to verify. Mre than one
_error-data_ MAY be present to separate signature(s) processed.

*200 OK*: This response code MJST be used to indicate the overal
i nquiry has been processed but that sone entities and/or keys
failed to be registered. The cat_field SHOULD be used to carry
the respective 4xx or 5xx HTTP Response Code exhibited for the
entities/keys to fail validation or processing. |If _cat_ is not
used, then clients MJST check contents of both the _success_ and
_failure_ fields of the HRR

*201 Created*: A response with this code MJST be used when al
entities and keys in the original HRl were registered successfully
and the failure_in HRR MUST be set to null.

*4xx or S5xx*: If all entities/keys fail with the sane _cat_, used as
in 200 OK, then the HOVE Token is sent using that HTTP Response
Code. The failure_array in the HRR MJUST be filled with _error-
data_'s setting eid and _kid_ as needed, cat_to null and _nsg_
to any specific details for the given _eid_/_kid_ pair.

5. Differential Access Qery

This section details the process of query for additional private

information follow ng the Z-diagramof Figure 5. It is the |ower
right link of Figure 1 |abeled with "RDAP' between _Querant_ and
_Registry_.
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Figure 5: Query Z-Di agram

Quer ant HOVE
I I
RX_HHI T | |
| <-onone- DNS- - - - - - - >|
RDAP_URI | |
|------ RDAP @ ----- >|
| | ACCEPT_X509?
| <------ DENY--------
| | PCLI CY_CHECK?
| <------ DENY-------- |
| | REDACTI ON
| <----- RDAP R------- |
I
I

For HOWE' s the differential access nechani sm known as Registration
Dat a Access Protocol (RDAP, [STD95]) is selected as the interface for
the Registry_and specified in the follow ng sections. Public
information is hosted by the _Authoritative Nane Server_ and accessed
usi ng DNS net hods as defined in [ RFC9886]. Authentication of the
HOVE and _Querant_ is done through Mutual TLS using X 509
certificates.

As part of RDAP, the HOVE MAY foll ow RFC9224 to be part of the RDAP
boot strap mechani smfor discovery. This is not hard requirement as
the sane informati on can be obtained through the HHI T RRType fromthe
_Authoritative Nanme Server .

It is RECOWENDED t hat eXtensible Access Control Markup Language
(XACML) with Security Assertion Markup Language (SAM.) is used to
exchange policy information.

5.1. RDAP Query

A _Querent_ with an HHIT [ ooking for private information is
RECOMVENDED to performa series of DNS queries to build a URI that is
then used for an HTTPS GET query. The sanme URI MAY be obtai ned using
the RDAP bootstrap process if the HOVE fol |l owed RFC9224, but
_Querants_ MJST NOT expect this.

The base URI needed is part of Subject Aternative Nane extension of
a Canoni cal Registration Certificate found in HH T RRType defined in
Section 5.1 of [RFC9886] and accessed by one or nore reverse | Pv6 DNS
| ookups. The exact certificate with the base URI for an HOVE and its
clients is determ ned by policy and where the URI is mninally
duplicated across nmany certificates.
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Once the base URI is found the _Querant_ concatenates the /.well -
known/ home/ query/ string then the nibble-reversed HHIT to formthe
full query string.

The HTTPS GET net hod MJUST be aut henticated using one of the nethods
defined in Section 5. 2.

5.1.1. Query Endpoint

The /. wel | -known/ hone/ query/ <l P addr ess> endpoi nt SHOULD be
redirected to a full qualified path conformng with Section 3.1.1 of
[ RFC9082] (i.e. ip/<IP address>) by the HOVE. All other RDAP

endpoi nts SHOULD NOT be inplenmented as specified in RFC9082. O her
met hods MAY be provided to enable differential access controlled
queries of information pertaining to an HHI T but are out of scope for
thi s docunent.

5.2. Differential Access Contro

Per REG 2 and REG 4 of Section 4.4.1 of [RFC9153], RDAP queries to an
HOVE MUST be protected using fine-grained AAA policies in a both
human- & machi ne-readabl e form for automated enforcenent. RDAP
supports only HTTP-based nmechani sns for authentication as defined in
Section 3.2 of [RFC7481]. A federated authentication nechani sm such
as the exanples in Section 3.2.1 of [RFC7481], i s RECOVVENDED.

For international and/or global harnonization, this docunent
standardi zes the foll owi ng RDAP behavi or for authentication of
clients and servers:

*  MUST support HTTP Basic or Digest Authentication Scheme per
Section 3.2 of [RFC7481] *AND*

*  MJST support Mitual TLS per Section 7.4.6 of [RFC5246] for gl oba
and/ or international queries *AND*

*  SHOULD use Mutual TLS but MAY do any RDAP conpatibl e AAA for
domestic queries

An HOVE, when supporting Mutual TLS, SHOULD accept valid OKI X-
conpliant certificates and MAY accept other [RFC5280] (PKIX)
conpliant certificates. Standard TLS rejection nethods MJST be
followed to signal to the _Querant_ the rejection of the certificate
and aut henti cati on.

The use of other RDAP conpati bl e authentication nechani sns are out of
scope for this docunent.
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5.3. RDAP Extension & Response

A HOVE MUST respond to a successful query using RFC9083. The HOVE
RDAP Ext ension shown in Figure 6 is placed under the key hone as part
of the main JSON nap. The rdapConformance array MJST include the
string literal of "home v0" to signal conformance with this
specification. Oher RDAP specifications MAY be part of the response
such as Section 5.4 of [RFC9083].

[
hhit: [ ip6: text, hhit_entity type: uint ],
canon_x: text .b64u bytes,
met adata: map / nul

]
Figure 6: CDDL: HOVE RDAP Extension

_hhit_: Array structure contain the HHT Entity Type and the HHI T
encoded per Appendi x B. 3.

_canon_x_: Canonical Registration Certificate encoded in base64url

_nmetadata_: Map that contains private information el enents
associated with the registration. Elenents included are based on
access policy and registration requirenments of the HOVE. El enents
are redacted or renoved using policy methods of the HOVE and is
out of scope for this docunent.

6. ORCHI D Key Infrastructure (OKlI)

The ORCHI D Key Infrastructure (OKlI) is focused on the del egation and
managenment of the Hierarchy ID field of an HHI T and its |evels.

There are two types of nodes in the hierarchy, Root and Inode, and
rel ati onshi ps between nodes use tree termnol ogy such as ancestor,
descendant and degree. Additional, nore adninistrative nenbers,
include the I1Pv6 Prefix and Apex. The relationship between these
entities (and their Authorization and Issuing HH Ts) are shown in
Figure 7.

e +
| Apex |
| Aut hori zation(s) 0. ...
+-0----0---------------- 0----- +
B . B
| Apex || Apex
| I'ssuing #1 | | Issuing #N
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T o + T o +
| H D Root A | | H D Root B
| Aut hori zati on(s) 0..... 0 Aut hori zati on(s) |
D R o L 0----- + HF-F oo O----=-cccccmeee e e +

| : : | :

| .-0--------- . L . | L .

| | H D Root A | | H D Root A | | | H D Root B |

| | Issuing #1 | | I'ssuing #N | | | I'ssuing #1 |

| "--0------ o-’ B ' | T--0------ o-’

| : : | : :

| : S0--------- - . | : S0--------- - .

| : | Operational #1 | | : | Operational #1 |

| : B L ' | : B L '

| “0------------ . | “0------------ .

| | Operational #N | | | Operational #N |

IRAEEEETEEEEREEES | | |

I I
N o + N o +
| H D I node A | | H D I node B |
| Aut hori zation(s) 0..... 0 Aut hori zation(s) |
+-0----0---------------- 0----- + +-0------ o R R T +

| : : | :

| .-0---------- . L 0-- - - o L 0-- - - .

| | HHD Inode A| | HDInode A| | | H D Ilnode B |

| | Issuing #1 | | Issuing #N | | | I'ssuing #1 |

| "--0------ o--' B ' | "--0------ o--'

| : : | : :

| : L | : L

| : | Operational #1 | | : | Operational #1 |

| : B T ' | : B T '

| 0---------- - . | 0---------- - .

| | Operational #N | | | Operational #N |

IRAEEEETREEEPEEES | I |

I I
o X e e e e + o X e e e e +
| H D Leaf A | | H D Leaf B
| Aut hori zation(s) 0..... 0 Aut hori zation(s) |
S D F e eeiciaaaaaaa 0----+ S LR +
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R T . R . R R .
| HHD Leaf A | | H D Leaf A | | H D Leaf B |
| I'ssuing #1 | | Issuing #N | | I'ssuing #1
L *_ ) Y e e e e e e e e e ’ L *_ 7
I : I :
| R R . | R R .
| | Operational #1 | | | Operational #1 |
IR IR
| Operational #N | | Operational #N

Figure 7. ORCH D Key Infrastructure (OKI) Hierarchy

In Figure 7 the solid connections are REQU RED and dotted connecti ons
are OPTIONAL. A two-level hierarchy will consist of only a Root and
Leaf level with no Inodes, shown in Figure 7 with a solid |ine but
open connection point between its ancestor and descendant. Also note
that Figure 7 shows two distinct paths in the hierarchy, to
illustrate OPTIONAL cross-endorsenent, for sinplicity.

IPv6 Prefix: This level is not directly part of the OKI but perforns
the primary function of delegating reverse |Pv6 zone(s) associ ated
with Root Hierarchy ID values to respective Apexes or performng
DNS del egati ons on an Apex’s behal f.

Apex: An administrative owner of a set of Root Hierarchy ID val ues.
The Apex perforns assignment and/or allocation of these values and
ei ther del egates nanagenent of the reverse |IPv6 zone(s) back to
the IPv6 Prefix or manages it thenselves. The Apex MAY have an
Aut hori zation HH T, with a self-signed endorsenent, as part of the
function to endorse menbership into a hierarchy.

Root: The first level of a Hierarchy ID, wth descendant |evels set
to 0. It MJST have at |east one Authorization HHI'T to be used to
obtai n menbership into the hierarchy and is either self-signed or
endorsed by an Apex. A Root is the adninistrative entity that
assigns/allocates the next level in the hierarchy to a descendant
and manages the applicable reverse I Pv6 zone(s). The endorsenent
of a descendant nenbership into the hierarchy MJST be perforned
usi ng an Authorization HH T endorsed by the direct ancestor. To
support the endorsenent of operational entities under the Root
H erarchy I D, the Root SHOULD use one or nore |ssuing HH Ts that
are endorsed by Root Authorization HH Ts.

Inode: A middle |level node that has both an ancestor and descendant
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in the Herarchy ID. It MJST have at | east one Authorization HH T
to be used to obtain nenbership into the hierarchy and MJST be
endorsed by a direct ancestor. An Inode is the adm nistrative
entity that assigns/allocates the next level in the hierarchy to a
descendant and nmanages the applicable reverse I Pv6 zone(s). To
support the endorsenent of operational entities under the |Inode

H erarchy I D, the Inode SHOULD use one or nore |ssuing HH Ts that
are endorsed by I node Authorization HH Ts.

Leaf: The last level of a Herarchy ID. It MJST have at |east one
Aut hori zation HHI T to be used to obtain nmenbership into the
hi erarchy and MJUST be endorsed by a direct ancestor. A Leaf node
is the adm nistrative entity that registers operational entities
and manages the applicable reverse I Pv6 zone(s). To support the
endor sement of operational entities under the Leaf Hierarchy ID,
the Leaf MJST use one or nore Issuing HH Ts that are endorsed by
Leaf Authorization HHI Ts.

Thi s docunent allocates two new HHI T Entity Types in each |evel of
hi erarchy, one for Authorization and one for Issuing (Section 7.4).

6.1. Hierarchy Responsibilities

An HOVE has a nunber of responsibilities depending on its place in
the hierarchy. This section covers the technical responsibilities of
each level of an HHT's hierarchy. Specific non-technical policies
for hierarchy levels are out of scope for this docunment and are
expected to be devel oped into OKI policy guidance or added to

exi sting PKI policy guidance for each use-case.

+ +
I I
+ +
| provide using | MUST | MUST | MUST | MUST
| public methods | |
| any I I
| requirenents, | |
| policy and/or | |
| guidance to | |
| prospective | |
| descendants | |
| provide OKI X- | |
| compatible | _see *1+ |
| certificate(s) | Authorization
| as endorsenent | HH T*_ |
| for I I
| registration of | |
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descendant (s)

mai ntain

regi strations
with rel evant
Personal | y
Identifiable
I nformati on
(PI'l) as
required by
their
jurisdiction

fulfill any
jurisdiction
requirenents
that are out of
scope for this
docunent

support

[ RFC7401]

_MAY support
servi ces using
[ RFC8003] such
as [ RFC3004] _

1+

Aut hori zati on
HHI T

_See Table 2_

1+ Issuing HH' T
_MJST have sane
Hi erarchy ID as
an

Aut hori zation
HHI T_

_MJUST be

| ocal ly

regi stered
using an

Aut hori zation
HHI T_

cross-endor se
with siblings
_MUST use an
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I I I
S F--- -+
| MUST | MUST
I I I
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
o e e o - +----+
| MUST | MUST
| | |
I I I
I I I
I I I
I I I
S F--- -+
| MAY | MAY |
I I I
I I I
I I I
I I I
I I I
o e e - +----+
| MUST | MUST]|
I I I
I I I
I I I
S F--- -+
| SHOULD | MUST]|
I I I
I I I
I I I
I I I
I I I
| | |
I I I
I I I
I I I
I I I
I I I
o e e - +----+
| MAY | MAY |
I I I
I I I
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| Authorization | | I | |

| HHIT_ I I I I I
o e e e e oo oo T R o e e - +----+
| maintain | SHOULD | MUST | MUST | MUST]|
| reverse | Pv6 | _or delegate | | | |
| zone(s) | back to the | | | |
| | 1Pve Prefix_ | | | |
Fom e e e oo o m e e e oo - Fomm e oo - S F--- -+
| assign/allocate | MJST | MUST | MUST | - |
| values in the X | _X=Root | _X=I node | _X=lInode or | |
| level of | | | Leaf | |
| hierarchy in | | | | |
| the Hierarchy | | | | |
| 1D I I I I I
| _see Table 3_ | | | | |
o e e e e oo oo S R R +----+
| inplenent | MAY | SHOULD | SHOULD | MUST|
| Section 4 and | _or 501 Not | _or 501 Not | _or 501 Not | |
| Section 5 | I'nplemented_ |Inplenmented_ | |nplenented_ | |
Fom e e e oo o m e e e oo - Fomm e oo - S F--- -+

B s s el e el e pe e peeg " peje e o
| 1+ Authorization HH T | Apex | Root | I'node | Leaf |
o4 o4 oo === ===+
| set Herarchy IDto | MUST | MUST NOT | MUST | MIST |
| all zeros | | | NOT | NOT |
B T I +------ I +------- +------ +
| set Herarchy IDto | MUST | MUST | MUST | MIST |
| assignnent/allocation | NOT | | | |
| from ancestor | | | | |
I il T +------ F--- - - - +------- +------ +
| self register | MJUST | if *Apex* | MJUST | MIST |
| | | MUST then | NOT | NOT |
I I | MJST NOT | I I
B T I I +------ I +----- - +------ +
| registered to direct | MUST | if *Apex* | MJUST | MIST |
| ancestor | NOT | MJST NOT | | |
| | | then MUST | | |
B T I +------ I +------- +------ +

Table 2: Additional Responsibilities for 1+ Authorization HHI T
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[ oo + + +

| Assign/allocate values | | | |

| in Herarchy ID | | | |

B s el ety Ll Lt el et o
I I I I
I I I I
I I I I

| verify prospective
| descendant(s) for
| hierarchy menbership

| register descendant(s) | MAY | MUST | MUST | - |
| hierarchy nenbers | | | | |
| using an Authorization | | | | |
| HHT I I I I I
o e e e e a e oo oo o a o R R S +
| del egate corresponding | SHOULD | MUST | MUST | - |
| reverse I Pv6 zone(s) | _see *maintain | | | |
| to descendant(s) | reverse | Pv6 | | | |
I | zone(s)*_ I I I I
o m e e e e i oo o a o T T Fomm o - +

Table 3: Additional Responsibilities for Assign/allocate val ues
in Herarchy 1D

6.2. ORCH D Key Infrastructure X 509 (OKI X)

Exi sting Public Key Infrastructure X. 509 (PKIX) certificate profiles
can be augmented to support HH Ts creating ORCH D Key Infrastructure
X. 509 (OKIX) profiles.

O her X. 509 fields and O Ds MAY be required in a given jurisdiction
This is up to the original PKI(X) policy if applicable and is out of
scope for this docunent.

6.2.1. Signing Request

The Certificate Signing Request is nmandatory for all HH T
registrations. Depending on the entity being registered, there is
specific content rules.

Certificate Request:
Dat a:
Version: 1 (0x0)
Subj ect: <subject to policy>
Subj ect Public Key Info: <subject to policy>
Attributes:
Request ed Extensi ons:
X509v3 Subj ect Alternative Nane: critica
| P Address: <subject HH T>
Signature Algorithm <subject to policy>
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Figure 8: Certificate Signing Request Profile

_Subject_: As defined in Section 4.1.2.6 of [RFC5280]. This field
is filled in based on the HHI T Entity Type being registered and
subject to policy of the Certificate Authority.

_Subject Alternative Nane IP6_: \When the registrant knows which H D
and/or Suite ID they want the CSR SHOULD contai n the Subject
Al ternate Name extension as defined in Section 4.2.1.6 of
[ RFC5280] using i pAddress containing the fully formed HHI T and
MUST mark the extension as critical. The HOVE MJST check to
ensure that the HHI T located in the extension is properly
generated with the included public key of this CSR If the
regi strant does not know or care the value of their H D and/or
Suite ID, the Extensions field MJUST NOT appear and the HOVE wi ||
use its H D for HH T generation using the public key provided by
this CSR

The use of other Extension fields are out of scope for this docunent.
6.2.2. Certificate: Lite Profile

OKI X-Lite is designed to fully encapsulate an OKI in the small est
reasonabl e X. 509 certificates (e.g. 240 bytes for DER), but stil
adhere to [RFC5280] MJST field usage. The profile can be found in
Figure 9 and a field matrix found in Table 4.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber: <1 byte in size>
Signature Algorithm <subject to policy>
I ssuer: CN = <issuer HH T>
Validity
Not Before: <subject to policy>
Not After : <subject to policy>
Subj ect: <subject to policy>
Subj ect Public Key Info: <subject to policy>
X509v3 ext ensions:
X509v3 Subj ect Alternative Nane: critica
| P Address: <subject HH T>
Signature Algorithm <subject to policy>

Figure 9: OKIX-Lite Profile
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B oo oo e et s o}
| Field | Authorization | Issuing | Operational | Conments |
[ oo s s s oo oo, ooty s e pu e o}
| Seri al | MUST | MUST | MUST | Section |
| Nurber | | | | 6.2.4.1.1 |
I T S I T - S Iy +
| Subj ect | MUST | MUST | MUST NOT | Section |
| | | | | 6.2.4.2 |
o e e - T S R S R +
| Issuer | MUST | MUST | MUST | Section |
| | | | | 6.2.4.3 |
I T S I T - S Iy +
| Subj ect | MUST | MUST | MUST | Section |
| Alternative | | | | 6.2.4.4 |
| Name |P6 | | | | |
R S R S R +
| Subj ect | MAY | MAY | MAY | Section |
| Alternative | | | | 6.2.4.5 |
| Name URI I I I I I
S o m e e e oo - B o m e e e oo - Fomm e oo - +
| Basic | MUST | MUST | MUST NOT | CA=Tr ue, |
| Constraints | | | | flagged |
I I I I | as I
| | | | | Critical |
T . S IR . T +
| Subject Key | MJIST NOT | MUST | MUST NOT | - |
| Identifier | | NOr | | |
R S R S R +
| Authority | MUST NOT | MUST | MUST NOT | - |
| Key I | NOT I I I
| ldentifier | | | | |
S o m e e e oo - B o m e e e oo - Fomm e oo - +
| Key Usage | MAY | MAY | MAY | - |
R S R S R +
| _Certificate | MAY | MAY | MAY | - |
| Authority_ | | | | |
| Policy ODs | | | | |
S o m e e e oo - B o m e e e oo - Fomm e oo - +

Table 4: OKIX-Lite Field Matrix
6.2.3. Certificate: Full Profile
The X. 509 certificates are mnimalistic (less than 400 bytes for
DER). The profile can be found in Figure 10 and a field matrix found

in Table 5. This profile MJST be used as the Canonical Registration
Certificate in the DNS.
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Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunmber: <20 bytes in size>
Signature Algorithm <subject to policy>
I ssuer: CN = <issuer HH T>
Validity
Not Before: <subject to policy>
Not After : <subject to policy>
Subj ect: <subject to policy>
Subj ect Public Key Info: <subject to policy>
X509v3 ext ensi ons:
X509v3 Subj ect Alternative Name: critical
| P Address: <subject HH T>
URI : <subject to policy>
X509v3 Subj ect Key Identifier: <subject HH T>
X509v3 Authority Key ldentifier: <issuer HH T>
X509v3 Basic Constraints: critical
X509v3 Key Usage: critical
Signature Algorithm <subject to policy>

Figure 10: OKIX-Full Profile
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===
| Comrents |
‘===
| Secti on |
|6.2.4.1.2 |
S +
| Secti on |
|6.2.4.2 |
TS +
| Secti on |
|6.2.4.3 |
S +
| Secti on |
|6.2.4.4 |
| |
TS +
| Secti on |
|6.2.4.5 |
I I
Fomm oo - +
| CA=True, |
| f1 agged |
| as I
|[Critical |
S +
| Secti on |
|6.2.4.6 |
TS +
| Secti on |
|6.2.4.7 |
I I
Fomm oo - +
|- |
TS +
|- |
I I
I I
Fomm oo - +

The foll owi ng sections contain clarifications on the usage of fields
in the OKI X when they deviate from "standard" X 509 [ RFC5280]

practi ce.
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6.2.4.1. Serial Nunber
6.2.4.1.1. Lite

The Serial Nunber is a MJUST field, but it has no usage in the Lite
profile. It is 1-byte in size and thus duplicates are guaranteed.
To drop this field could make many X 509 parsing libraries fail

However, _Certificate Authority_certificate' s Serial Nunmber MAY be
the common 20 bytes. This is to avoid possible issues with genera
software expecting this size Serial Nunbers for _Certificate

Aut hority_ s

If Serial Numbers are incrementally assigned, 31 bits are sufficient
for an Issuing _Certificate Authority_ with 2 billion HH Ts acti ve.
A Certificate Authority should deternmine its best-used Serial
Nunber field size to limt the inpact of this field on the
certificate size

6.2.4.1.2. Full

The certificates MIUST contain a 20-byte randomy generated Seria
Nunber, conpliant with CABForum recomendations. Serial Nunbers are
included for CRL functionality.

6.2.4.2. Subject

The Subject field is only used in Authorization and |ssuing
certificates. For Operational certificates, the Subject MJST be
enpty and the HHHT will be in Subject Alternative Name

(Section 6.2.4.4). In the Subject Alternative Nane, the HH T can be
properly encoded as an | Pv6 address. The contents of the Subject
when used are determined by policy and is out of scope for this
docunent .

6.2.4.3. |ssuer
The | ssuer MUST be the higher level’s HHT.
The Issuer for the Apex Authorization certificate MJST be its HH T
(indicating self-signed). |If the RAA Authorization certificate is
self-signed (i.e., no Apex), its Issuer is its HHT.
The Issuer content of its HHIT assists in finding this specific
Issuer in the ip6.arpa. DNS tree and any additional information

The exact information that is provide is out of scope for this
docunent .
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6.2.4.4. Subject Alternative Name | P6

Subject Alternative Nane is only used in Operational certificates.
It is used to provide the HHIT as an I P address with an Enpty Subject
(Subj ect Alternative Nane MJST be flagged as Critical).

6.2.4.5. Subject Alternative Name UR

This field contains a pointer in the formof a UR where additional
information on the Certificate Authority_ and certificates under its
control can be found. The contents MJST be a base URL containing at
| east the fields scheme, host and port to query for additional
informati on of a HHT.

Aut hori zation certificates MAY have a Subject Alternative Nanme URI
and MUST when it is self-signed. |Issuing certificates SHOULD have a
Subj ect Alternative Nane URI. Operational certificates MAY have a
Subj ect Alternative Nanme URI.

The RECOMMENDED configuration with respect to Issuing and Operational
certificates for a _Certificate Authority_ is to place the Subject
Alternative Name URI in the Issuing certificate and exclude themin
Qperational certificates.

When multiple providers are used by the Certificate Authority_ to
handl e additional information there SHOULD be a uni que |ssuing
certificate with Subject Alternative Name URI for each provider, and
Qperational certificates MJUST NOT contain a Subject Aternative Nane
URI .

O herwise a _Certificate Authority_with nultiple providers MJST NOT
have a Subject Alternative Name URI in the Issuing certificate and
MJST set the Subject Alternative Name URI to the specific provider
for each QOperational certificate.

6.2.4.6. Subject Key ldentifier
The Subject Key ldentifier MIUST be the HHIT. This is a nmjor
deviation from "standard" X 509 certificates that hash (normally with
SHA2) the Public Key to fill the Subject Key ldentifier.
The Subject Key ldentifier is NOT included in Operational

certificates. |If needed by sone application, it is identical with
Section 6.2.4.4.
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6.2.4.7. Authority Key ldentifier

The Authority Key ldentifier MJST be the higher |evel’s Subject Key
Identifier (i.e. HHIT). This partially follows standard practice to
chain up the Authority Key Identifier fromthe Subject Key
Identifier, except for how the Subject Key ldentifiers are popul ated.

The Authority Key ldentifier for the Apex Authorization (or self-
si gned RAA Aut horization) certificate MIST be the Subject Key
Identifier (indicating self-signed).

7. 1 ANA Consi derations

7.1. \Well-Known URIs

I ANA is requested to add the following entries in the "Wl -Known
URI s" registry [IANA Wl | KnownURI s] .

[ oo s s el oo
| URI Suffix | Change | Reference | Status | Related |
| | Controller | | | I'nformation |
[} ety - pu g peepy o ©jj b fu o pu g pu gty ol pojfpojpj——_—_—r 1
| hore/ | ITETF | This RFC | permanent | N A |
| register | | | | |
R LT R LT R T R T T +
| hore/query | | ETF | This RFC | permanent | N A |
S S e e S +
| hone/oaas | |ETF | This RFC | permanent | N A |
LT T LT T Fommm e am - Fommm e am - L L +

Table 6: Additions to Well-Known URIs Registry

Aut hor Note: should we al so add Wl l-Known URIs for update and
del ete methods? This would then cover all parts of CRUD.

7.2. OWM & JW d ains

HOVE Tokens contain a Claim Set conpatible with those of CA and JWI,
so the CW and JWI Cainms registries, [IANA. CW. d ai ns] and
[ANA. JWI. Cl ai ns], are reused. No new | ANA registry is created.

Per this specification, the follow ng values are requested to be
added to the "JSON Web Token C ai ns" registry established by

[ RFC7519] and the "CBOR Wb Token (CW) dains" registry established
by [RFC8392]. Each entry is requested to be added to both
registries. The "Cl aimDescription", "Change Controller", and
"Reference" fields are common and equi val ent for the JWI' and CAT
registries. The "C aimKey" and "C ai m Val ue Type" fields are for
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the CW registry only. The "C aim Nane" field is as defined for the
CW registry, not the JW registry. The "JW C aim Nane" field is
equivalent to the "ClaimNane" field in the JW registry.

Cl ai m Name: HOME Registration Inquiry

Cl ai m Description: HOVE Registration Inquiry
JWI C ai m Name: hri

Cl aim Key: TBD1

Cl aim Val ue Type: array

Change Controller: |ETF

Ref erence: This RFC

Figure 11: HOVE Registration Inquiry Claim Registration Form

Cl ai m Name: HOMVE Regi strati on Response

Cl ai m Description: HOVE Regi strati on Response
JWI d ai m Narme: hrr

Cl ai m Key: TBD2

Cl ai m Val ue Type: array

Change Controller: |ETF

Ref erence: This RFC

Figure 12: HOVE Regi stration Response Claim Registration Form
7.3. RDAP Extensions Registry

I ANA is requested to register the follow ng value in the "RDAP
Ext ensi ons" registry [l ANA. RDAP. Ext ensi ons].

Extension ldentifier:
hone_vO0
Regi stry Operator:
Any
Speci ficati on:
Thi s specification
Cont act :
| ETF <i esg@etf.org>
I nt ended Usage:
This extension is used to convey private information
stored under a HOVE registration.

Fi gure 13: RDAP Extensions: Registration Form
7.4. HHT Entity Types

I ANA is requested to nake the follow ng changes to the "HHI T Entity
Types" registry under [IANA. DRIP] to align with Table 7.
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I I
+===—=—=—==+
(Y I
+------- +
| 1 I
I I
I I
I I
+------- +
| 2 I
I I
I I
I I
I I
+------- +
| 3 I
I I
I I
I I
+------- +
|4
+------- +
| 5 I
I I
+------- +
| 6 I
I I
+------- +
| 7 I
I I
I I
+------- +
| 8 I
I I
I I
I I
+------- +
| 9 I
I I
I I
+----- - +
| 10 |
I I
I I
+------- +
| 11 |
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| | Assigning | I | |
| | Authority: | | | |
| | Authorization | | | |

| Registered |
| Assigning |
| Authority: |
| I'ssuing |

| 13 | HHI T Domain | HDA | N | [ RFC9886] |
| | Authority | | | |

| 14 | HH T Domain | HDA-A | N | This RFC |
| | Authority: | | | |
| | Authorization | | | |
| 15 | HH T Domain | HDA-I | N | This RFC |
| | Authority: | | | |
I | I'ssuing I I I I

| 16 | Unmanned | UA | Y | [ RFC9886] |
| | Aircraft | | | |

| 17 | Gound Control | GCS | Y | [ RFC9886] |
I | Station I I I I

| 18 | Unmanned | UAS | Y | [RFC9886] |

| 19 | Renote | RID | Y | [ RFC9886] |
I

I | Module I I I I

| 22 | Discovery & | DSS | Y | [ RFC9886] |
| | Synchronization | | | |
| | Service | | | |

| 23 | UAS Service | uss | Y | [RFC9886] |
I | Supplier I I I I
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| Network RID |
| Display |
| Provider |

[ RFC9886]

| 26 | Suppl enent al | SDSP | Y | [ RFC9886] |
| | Data Service | | | |
| | Provider | | | |

| 27 | Crowd Sourced | FINDER | Y | [ RFCO886] |
| | RID Finder | |

Table 7: Updated HHI T Entity Type Registry

The above changes include two new fields for "Abbreviation" and
"Operational (Y/N", re-arrangenent of the first 15 val ues and
addition of entries for Authorization and |ssuing for applicable
entity types.

HOMVE Par aneters

Thi s docunent requests | ANA create a new regi stry under [|ANA DRI P]
called "HOVE Paraneters"” with registry policies described in Table 8.

| than -1 | |

Table 8: HOVE Paraneters: Registry Policies

The positive integer values (including zero) MJST NOT be directly

all ocated. Instead new registries for specific use-case paraneters/
keys are created, inherit the HOVE Common Paraneter registry

(Section 7.6) for negative values, and setup new all ocati on schenes
for the positive integers in their scope. See Section 7.7 for an
exanple. Such a new registry SHOULD have an associ ated Media Type to
all ow participants a mechanismto explicitly provide context for the
parameter set in use.
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1. Registry Fields
_Key : Title of the key.
_Description_: A short description of the entry providing an
overview of its semantic nmeaning and its expected use-cases.
_Name_: A string value, to be used as a key in the key: val ue pair
of a JSON object. No specific rules apply for syntax beyond bei ng
a valid JSON string for a object key, but it is recommended to use
all | ower-case and snake-case with underscores. Care should be
given to the length of a Name to reduce wire size of JSON
encodi ngs for constrai ned environnents.

_Label : A integer value to be used as a key in a CBOR map.

_Value Type_: CBOR/JSON typing for value under the Key.

_Change Controller_: TDB

_Reference_: A link to a permanent and readily avail abl e
specification defining the value syntax and semantics to be used
for this key.

2. Registration Form

Key:

Descri ption:

Name:

Label

Val ue Type:

Change Controller:

Ref er ence

Figure 14: HOVE Paraneters: Registration Form

7.5.2.1. Review Criteria

For a Key the specified value of a new registration should not
duplicate the syntax and/or senantics of an existing registration
For the Nane paraneter of the Key, a new registration MJST NOT
duplicate an existing registration Nane.

Val ue Type MJST be a valid CBOR type or from[|ANA. CBOR Tags]. Their
typing in JSON is assunmed to follow the translation from CBOR to JSON
foll owi ng Section 6 of [RFC8949].
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.6. HOVE Common Par anet ers
Thi s docunent requests | ANA create a new registry under [l ANA. DRI P]

call ed "HOVE Conmpn Paraneters"” with registry policies described in

Table 9. Initial entries for this registry are in Figure 15 and uses

the registration formof Section 7.5.2.
| Range | Registration Policy |
[S pemesfemsumesfesee e esee s ese s espe s es e fes el ee e esee s ese s ese s spe s
| Integers | ess than -65536 | Private Use