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Abst ract

Thi s docunent specifies the three-stage |IPv6 transition of Domain
Nane Systens (DNS) transport. The scope of this document is only the
transport between authoritative servers and recursive servers, but
does not include the transport of recursive servers for DNS clients.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

[ RFC3901] specifies the I Pv6 transport operational guidelines of
Domai n Nane Systens (DNS). It recommends | Pv4-only or dual stack for
the authoritative servers to avoid the nane space fragmentation

[ RFC4472] al so recommends that at | east one authoritative server
enables I Pv4 for every zone. Keeping |IPv4-enabled authoritative
servers is inportant to avoid the name space fragmentation as
mentioned in [ RFC3901]. However, it could slow down the transition
of DNS to the IPv6 by prioritizing | Pv4 over |Pv6.

Thi s docunent specifies the three-stage | Pv6 transition of DNS,
consisting of the follow ng three steps: 1) mandati ng dual stack
(i.e., both IPv4 and I Pv6 transport) for every zone (Section 2), 2)
prioritizing the IPv6 transport over |Pv4 by recursive servers or use
happy eyeballs [ RFC8305] (Section 3), and 3) turning the |Pv4
transport optional for authoritative servers (Section 4).

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Stage 1: Dual Stack DNS Zones
The first stage of the IPv6 transiton of DNSis to turn the

authoritative servers into dual stack by mandating I Pv6 as well as
I Pv4 transport for every zone.
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Section 1.3 in [ RFC4472] states that "the recomendation is to al ways
keep at | east one authoritative server |Pv4-enabled, and to ensure
that recursive DNS servers support IPv4." This enables |IPv4-only
recursive servers to reach any nane space as every zone has at |east
one authoritative server. However, this also denotivates |Pv6

depl oynent on authoritative servers as it inplies that recursive
servers keeps | Pv4 access to authoritative servers. Therefore, it is
inmportant to equally define IPv4 and | Pv6 for the authoritative
server deploynment in the specification

Thi s docunent, at Stage 1, updates [ RFC3901] and [ RFC4472] to
recconmend that at |east one authoritative server enables |IPv6 while
at | east one authoritative server continues to keep | Pv4-enabled for
every zone. This does not introduce the DNS name space fragnmentation
because |1 Pv4 gl obal reachability is maintained for every zone even if
sonme zones do not follow the updated recomrendati on

Thi s stage MAY be suspended for a certain period of tine after
updati ng [ RFC3901] and [ RFC4472] so every zone is prepared.

3. Stage 2: Dual Stack Recursive Servers

The second stage is to recomend recursive servers to support the

I Pv6 transport for queries to authoritative servers. Suppose Stage 1
is successfully inplenmented, all zones support at |east one |Pv6
authoritative server. Then, recursive servers have both choices of

I Pv4 and | Pv6 for access to authoritative servers. [RFC4472] ensures
that recursive servers support |Pv4, but we do not need to ensure the
I Pv4 transport at this stage.

In addition to the dual stack recursive server deploynment, this
docunent recomends that recursive servers prioritize the |IPv6
transport over IPv4 for their recursive queries to authoritative
servers or use happy eyeballs [RFC8305]. It enables us to nonitor
the DNS query traffic by root servers and other authoritative servers
and anal yze the ratio of |IPv6 capable recursive servers and their

per f or mance.

4. Stage 3: Optional I1Pv4 Transport on Authoritative Servers

The final step is to turn the IPv4 transport optional on
authoritative servers so that we prepare for the I Pv4d sunset on DNS
To do so, Section 1.3 in [RFC4472] could be rephrased to "the
recomrendation is to always keep at |east one authoritative server

| Pv6-enabl ed, and to ensure that recursive DNS servers support |Pv6."
It is expected that npst of authoritative servers continue supporting
dual stack even if we turn the | Pv4 transport optional unless

| Pv6-only authoritative servers are proven to be feasible and
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8.

credi bl e.

At Stage 2, IPv6-only recursive servers MAY be theoretically viable.
However, there is a concern on the name space fragnentation as we do
not expect all zones over the Internet follow the up-to-date RFCs and
support | Pv6 authoritative servers. Therefore, we need carefu

consi derations on turning the | Pv4 transport optional for recursive
servers. This docunent does not turn the |Pv4 transport of recursive
servers optional at Stage 3. The sunset of |Pv4 DNS should be
considered along with the I Pv4 sunset of all Internet applications.

Consi derations on Tineline of the Staged Transition

The tineline of the transition SHOULD gl obally be advised and al i gned
al thogh no synchronous configurati on changes are required. For
exanple, the following tineline for the staged transition proposed in
thi s docunent is considered:

1. (By the end of Y2028) Stage 1: Mandate the dual stack transport
on all the authoritative servers by updating [ RFC3901] and
[ RFC4472] .

2. (Y2030) Stage 2: Prioritize |Pv6 transport over |Pv4 by recursive
servers. A new Internet-Draft MAY be required

3. (Y2035) Stage 3: Turn the IPv4 transport optional by updating
[ RFC3901] and [ RFC4472] again or by obsoleting them

Stage 1 and 2 do not introduce any nanme space fragnentation as the

I Pv4 transport MUST still be supported nevertheless the | Pv6
transport is not enabled by part of authoritative servers during
their transition delay. Stage 2 MAY inplenent a step-by-step
strategy such as Wrld IPv6 Day and World | Pv6 Launch. Stage 3 MAY
be deferred if careful analysis of the penetration and performance of
the I Pv6 transport after Stage 2 shows concerning results.

I ANA Consi derati ons
Thi s docunent does not have | ANA Consi derati ons.

Security Considerations
Thi s docunent introduces no additional security considerations.
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