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Abst ract

Thi s docunent defines a nethod for content versioning in CCNx,
enabling the differentiation of content sharing the same name using
versi on nunmbers. This docunent updates RFC3569 [ RFC8569] and RFC8609
[ RFC8609] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Content is constantly updated, yet content names often remain
unchanged. This document defines a nethod for content versioning in
CCNx by introducing a new CCNx Nane Segment type with TLV encoding to
specify content version nunbers. Each version nunber is an unsigned
integer that increments by 1 for successive versions. Gven a nane
with a serial nunber, the next version nunber can be conputed
accordingly. In addition, this docunment describes a nethod for

di scovering the current (latest) version nunber of content. It

i ntroduces a new TLV type CurrentVersion that is used in a
Cont ent Obj ect Payload to wap a CCNx LI NK TLV.

Not ably, content versioning is not nmandatory in CCNx, nor are
consuners required to specify a version nunmber to retrieve
unver si oned content.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
here.
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2. 1. Definitions

Thi s docunent follows the definitions provided in [ RFC8793] for
general ICN-related terns and in [ RFC8569] and [ RFC8609] for CCNx-
specific terns. Mreover, the following terns are defi ned:

*Versi oned content* Content assigned a version nunber in its name,
allowing differentiation by version

*Unversi oned content* Content that is not assigned a version nunber
and renmai ns undi sti ngui shed by versi on.

*Versi on Query* An Interest nessage sent froma consumer to a
producer to retrieve the | atest version nunber of specific
content. The packet type for a Version Query is PT_INTEREST. It
does not request the content object itself.

*Versi on Response* A Data nessage sent froma producer to a consumer
containing a LINK to | atest version of the content. The packet
type of a Version Response is PT_CONTENT. It does not include the
content object itself.

3. Protocol Description

Thi s docunent introduces one new CCNx Nane Segment TLV: the Version
TLV. As the Version TLV is optional, consuners can send Interest
packets without including it (see below). Nevertheless, if consuners
wish to retrieve a specific version of content (e.g., the |atest
version), they MJST specify the version nunber in the Version TLV and
send an Interest packet with this information.

Versi on nunbers establish a sequential order of nanes and are
represented as unsigned integers. They are encoded using network
byte order with the m ni mrum necessary bytes. The value of "0" is
represented as a single byte (%00). Version nunbers are increnented
for consecutive versions of preceding nanme segnents. There is no
predefined upper limt for version nunbers; the maxi mumis determ ned
solely by the avail able nunber of bytes allocated in the nane
conponent.

To retrieve versioned content, consuners specify the content’s
version nunmber in the Version TLV of a CCNx Name Segnent within an
I nterest packet. Producers or forwarders (e.g., caching routers)
respond with the correspondi ng Data packet using the standard CCNx
Content (hject to Interest matching rules Section 9 of [RFC8569].
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If a consunmer sends an Interest including a Version TLV for

unversi oned content, the content name is msmatched; therefore, the
Interest packet is discarded. Simlarly, if a consuner sends an
Interest without a Version TLV for versioned content, the content
nane is msmatched, and the Interest packet is discarded. If a
consuner requests versioned content by specifying an unknown version
nunber in Version TLV, the Interest packet is discarded.

If consuners want to ensure that they get the |latest version’s
content, they need to specify the |l atest version nunber of the
content. To query the |atest version nunber of versioned content,
thi s docunent defines a special Interest-Data exchange called Version
Query- Response (described in Section 5 and Section 6). Wen
consuners send interests for versioned content with Version TLV but
no version number specified (i.e., the value specified in the Length
field of the Version TLV is 0), producer returns a content object
with a Payload of a CurrentVersion TLV that waps a CCNx LI NK

Section 6 of [RFC8569] to the | atest versioned nane.

Thi s docunent assunes that caching routers nanage and process version
nunbers for versioned content in addition to handling content nanes.
The specifications outlined in this docunent will be inplenented in
Cef ore [ Asaeda2019][ Cef ore].

4. TLV Types

This section specifies the optional TLV types used to conmunicate
content versions.

4.1. Version

CCNx versioning introduces a new CCNx Nanme Segnent type: Version

[ et Tty © oo emsfuspe s s
|  Type | Abbrev | Nane | Description |
B oo e el oo s s s e
| %0004 | T_VERSION | Version | The Version Nunber, as an |
| | | Nunber | unsigned integer in network byte

| | | | order without |eading zeros. |
| | | | The value of zero is represented

| | | | as the single byte %O00. |
R ppe—— IR S I e +

Tabl e 1: Version
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1 2 3
01234567890123456789012345678901
T T T o e e - +
| T_VERSI ON | Length |
oo oo oo oo s +
| vari abl e I ength integer /
oo oo +

Code Type nane

%0000 Reserved [ RFC8609]

%0001 T_NAMESEGVENT [ RFC8609]

%0002 T_I PID [ RFC8609]

%0003 T_NONCE [ RFC9508]

%0004 T_VERSI ON

%0005 T_CHUNK [I-D. nosko-i cnrg- ccnxchunki ng]

%0006 T_REFLEXI VE_NAME

[I-Dirtf-icnrg-reflexive-forwardi ng]

%% 0007- %x000F Unassi gned
%% 0010- %0013 Reserved [ RFC8609]
%0014- OXxOFFE Unassi gned

% OFFF T_ORG [ RFC8609]
%1000- Ox1FFF T_APP: 00 - T_APP: 4096 [ RFC8609]
%%2000- OxFFFF Unassi gned

Figure 2: CCNx Nanme Segnent Type Nanespace

An Interest packet may include a chunk nunber

[1-D. mosko-icnrg-ccnxchunking], as well as content name and version
nunber. |If the version number is included in the CCNx Name TLV, the
Versi on TLV specifying the version nunber MJUST i nmedi ately follow the
| ast T_NAMESEGMVENT specifying the content name. |If both the version
nunber and chunk nunber are included to identify the content, the
Version TLV MJST be foll owed by the ChunkNumber TLV.

4.2. CurrentVersion
CCNx versioning introduces a new CCNx registry "CCNx Versioning."

This registry identifies TLVs that are part of the CCNx Version
Request - Response exchange.
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B oo oo oo s oo oo s s e s s
|  Type | Abbr ev | Nane | Description |
[ ety e ————————— Ll ppp—p——_— Ll p—p—p—p—(—(————————————(—————————
| %0007 | T_CURVERSION | Current | The Current Version Nane |
| | | Version | waps a CCNx LINK to the nost |
| | | Nane | recent versioned content. |
Fommmaa - . T T T TRy +
Tabl e 2: CurrentVersion
1 2 3
01234567890123456789012345678901
S RIS S RIS S RIS . +
| T_CURVERSI ON | Lengt h |
T T T o e e - +
/ CCNx LI NK encodi ng /
S S +
Figure 3: CurrentVersion TLV
Code Type name
%0000 T_NAME [ RFC8609]
%0001 T_PAYLOAD [ RFC8609]
%0002 T_KEYI DRESTR [ RFC8609]
%0003 T_OBJHASHRESTR [ RFC8609]
%0004 Unassi gned
%0005 T_PAYLDTYPE [ RFC8609]
%0006 T_EXPI RY [ RFC8609]
%0007 T_CURVERSI ON
%0008 T_ENDCHUNK [ I - D. nosko-i cnr g- ccnxchunki ng]
%%x0009- ¥%x000C Reserved [ RFC8609]
% 000D T_DI SC_REQ [ RFC9344]
% 000E T_DI SC_REPLY [ RFC9344]
% OFFE T_PAD [ RFC8609]
% OFFF T_ORG [ RFC8609]
%% 1000- % 1FFF Reserved [ RFC8609]
Figure 4: CCNx Message Type Nanespace
4.3. Exanpl es
Bel ow are exanpl es of version nanes using the | abel ed content
identity URI schene in human-readable form (ccnx:). |In the ccnx: UR
form it is denoted as "Ver". In the follow ng exanple, the content

producer publishes a JPG with version nunber is 1.

ccnx: / Nanme=i et f . or g/ Nane=abc. j pg/ Ver =1
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The foll owi ng exanpl es indicate content identified using its name,
versi on nunmber, and chunk nunber.

ccnx:/ Name=i et f . or g/ Nane=abc. j pg/ Ver =1/ Chunk=0 - -
ccnx: / Nare=i et f . or g/ Nane=abc. j pg/ Ver =1/ Chunk=1 EndChunkNunber =3
ccnx: / Nare=i et f . or g/ Nane=abc. j pg/ Ver =1/ Chunk=2 --
ccnx: / Name=i et f . or g/ Nane=abc. j pg/ Ver =1/ Chunk=3 EndChunkNunber =3

[HA] What if the version nunmber is changed during chunk transm ssion?
Since it may be intentionally requested, we cannot prohibit this as
an error. Furthernore, we cannot recognize it is an error. Do we
need to say sonething about this situation?

ccnx: / Name=i et f . or g/ Nane=abc. j pg/ Ver =1/ Chunk=0 - -
ccnx: / Name=i et f . or g/ Nane=abc. j pg/ Ver =0/ Chunk=1 EndChunkNunber =2
ccnx: / Nare=i et f . or g/ Nane=abc. j pg/ Ver =2/ Chunk=2 EndChunkNunber =2

5. Version Query

When consumners need to determine the | atest version number of
content, they can send a special Interest packet called a *Version
Query*. Version Query includes CCNx Nanme Segnment TLV(s) specifying
the content nanme and a Version TLV with no version nunber (i.e., the
Length field in the Version TLV is set to 0) (see Figure 5). After
producers or forwarders aware of the |atest version nunber receive
the Version Query, they transmt a *Version Response* as described in
Section 6. After obtaining the |atest version nunber, consumers can
send an Interest packet specifying both the content nanme and version
nunber to retrieve the desired content object. Version Queries are
i gnored and silently discarded for unversioned content.

1 2 3
01234567890123456789012345678901
S S S R +
| T_VERSI ON | Length (= 0x00) |
o o o oo s +

Figure 5: Version Query containing Version TLV with no version nunber

A Version Query is a standard CCNx Interest. A Version Query
normal ly travels to the authoritative publisher via CCNx routing.
The publisher responds to the Version Query with a LINK to the
current vesion. The respone may be cached (see Section 6).
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It is possible that a CCNx name includes nmultiple Version fields, for
exanple if an annotation is published as an extension of a previous
nane. For exanpl e ccnx:/ Name=f oo/ Nanme=x/ Ver =1/ Nanme=Dbi bl i o/ Ver =2/
Chunk=3. Here, we have a first object ccnx:/Name=foo/ Name=x/Ver =1
and a second bibliographic object. |In this exanple, the object "X
is of version 1 and the bibliography information is of version 2

A Version Query may contain one or nore enpty version nunbers and the
respondi ng publisher will fill in the authoritative information for
the termnal version and the corresponding fields for earlier version
nunbers. The Version Query will be routed to the |ongest-matching
publ i sher, who corresponds to the terminal version nunber. That

publi sher only has the current version nunber of it’s name. Any
prior fields only indicate the version on to which this extension
nane rides

6. Version Response

Producers send a Version Response as reply to a Version Query. The
Ver si on Response contains a Data packet with a CurrentVersion TLV
wrapping a CCNx LINK in the Payload. The Link identifies the current
version name, and SHOULD incl ude at |east one of the

Cont ent Obj ect HashRestriction or KeyldRestriction

If a Version Query is sent for unversioned content, the Version
Response includes an enpty Current Version TLV (see Figure 6).

1 2 3
01234567890123456789012345678901
o o o oo s +
| T_CURVERSI ON | Length (= 0x00) |
o m e e e oo - o m e e e oo - o m e e e oo - S +

Figure 6: Version Response containing CurrentVersion TLV with no
ver si on numnber

The Version Response MAY include a Recormended Cache Tine (RCT) and
MUST i nclude an appropriate ExpiryTine. |If the response includes an
RCT, then internediate forwarders may cache the content and respond
with it within the ExpiryTinme. The ExpiryTime shoul d be based on the
publisher’s concept of content update interval

A Version Response SHOULD be singed by a key trusted for the Verion's
nanespace.

Asaeda, et al. Expi res 4 Septenber 2025 [ Page 8]



I nternet-Draft CCNx Cont ent Versi oni ng March 2025

7. | ANA Consi derati ons

As per [RFC8126], this section makes an assignment in one existing
registry in the "Content-Centric Networking (CCNx)" registry group
The registration procedure is "RFC Required", which requires only

that this docunment be published as an RFC

7.1. CCNx Name Segment Type Registry

As shown in Figure 2, this docunent defines one CCNx Nane Segnent
type, T_VERSI ON, whose suggested value is %0004.

7.2. CCNx Message Type Registry

As shown in Figure 4, this docunent defines one CCNx Message type,
T _CURVERSI ON, whose suggested val ue is %0007

8. Security Considerations

Mal i ci ous nodes coul d generate excessive or invalid Version Queries
to overload forwarders and/or producers on the network, provoking
unnecessary Version Responses. To nmitigate this risk, forwarders or
producers MAY randomy ignore Version Queries. This approach reduces
processi ng overhead, ensures fair handling of Version Queries, and
mnimzes traffic anplification risks. The rate-limting strategy is
left to the inplenentation of forwarders and producers.

Version query flooding is a reason that a publisher my want to use a
Recommended Cache Tine on a Version Response. This allows
intermedi ate forwarders to of fl oad Versi on Query responses, so |ong
as the RCT can match the expected update interval of the content.

Signing a Version Response is a potential conputation DDoS on the
publisher. This is why a publisher should include a reasonable
Expi ryTinme on its response so it can respond from cache when
possi bl e.
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