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Abst r act

Thi s docunent specifies an extension to the to support agent context
propagati on wi thin Transacti on Tokens for agent-based workl oads. The
ext ensi on defines the use of the act field to identify the agent
performng the action, and | everages the existing sub field (as
defined in the base Transacti on Tokens specification) to represent
the principal. The sub field is populated according to the rules
specified in QAUTH TXN- TOKENS (https://drafts. oauth. net/oauth-
transacti on-tokens/draft-ietf-oauth-transaction-tokens.htm), based
on the ’subject_token provided in the token request. For autononous
agents operating independently, the sub field represents the agent
itself. These nechanisns enable services within the call graph to
make nore granul ar access control decisions, thereby enhancing
security. This docunment specifies an extension to OQAuth Transaction
Tokens QAUTH- TXN- TOKENS (https://drafts. oaut h. net/oaut h-transacti on-
tokens/draft-ietf-oauth-transaction-tokens.htm) to support agent
context propagation within Transaction Tokens for agent-based
wor kl oads. The extension defines the agentic ctx claim a structured
JWI claimthat carries chain-level netadata required for nulti-agent
flowintegrity and MAY contain additional deploynent-specific agent
context. The extension addresses two depl oynent patterns: single-
agent flows where one agent acts on behalf of a user within a
transaction, and multi-agent flows where nmultiple agents coll aborate
across a call chain. In nmulti-agent scenarios, the Transaction Token
is replaced at each agent transition by the Transacti on Token
Service, updating the agentic _ctx claimwhile preserving the
imutable identity context (sub and act clains) established at
transaction initiation. This specification |everages the existing
act claimas defined in RFC8693
(https://datatracker.ietf.org/doc/htm/rfc8693) and the sub claimas
defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/oauth-

transacti on-tokens/draft-ietf-oauth-transaction-tokens.htm). It
does not define new token types or grant types; it operates entirely
within the existing Transaction Token issuance and repl acenent
mechani sms defined by the base specification

About Thi s Docunent
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This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ashayraut. gi t hub. i o/ oaut h-transacti ont okens-for-agents/draft-
oaut h-transacti on-tokens-for-agents. htm. Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
ar aut - oaut h-transacti on-t okens-for-agents/.

Source for this draft and an issue tracker can be found at
https://github. com ashayr aut/oaut h-transacti ont okens-for-agents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Novenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

Traditional zero trust authorization systenms face new chal | enges when
applied to Al agent workloads. Unlike conventional web services, Al
agents possess capabilities for autononous operation, behaviora
adaptati on, and dynam c integration with various data sources. These
characteristics may | ead to decisions that extend beyond their

initial operational boundaries.

Transaction Tokens (Txn-Tokens) are short-lived, signed JSON Wb
Tokens [ RFC7519] that convey identity and authorization context.
However, the current Txn-Token format |acks sufficient context for
services within the call chain to inplenment fine-grained access
control policies for agent-based workflows. Specifically, it does
not provi de adequate informati on about the Al agent’s chain-I|eve
context, limting transaction traceability and authorization
granularity in multi-agent depl oynents.

Thi s docunent defines the agentic_ctx claim a structured extension
within a Transaction Token that carries chain-level netadata for
multi-agent flowintegrity. 1t also specifies how the existing act
claim(defined in [RFC8693]) and sub claim (defined i n QAUTH TXN-
TOKENS (https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transaction-tokens. htm)) are used in agent-based transaction
flows.

The extension introduces a two-1ayer nodel for agent transaction
cont ext:

* |dentity Layer: The sub claim (representing the subject of the
transaction) and the act claim (representing the agent that
obt ai ned the original access token) are immutable throughout the
transaction lifetime. These clains are popul ated per the rules
defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/oauth-
transaction-tokens/draft-ietf-oauth-transaction-tokens.htm) and
RFC8693 (https://datatracker.ietf.org/doc/htm/rfc8693)
respectivel y.

* Context Layer: The agentic_ctx claimcarries chain-|level netadata
required for multi-agent flowintegrity (hop tracking, current and
originating agent identifiers) and MAY contain additiona
depl oynent - speci fic agent context. The internal structure beyond
the normative fields defined in this specification is not
prescribed; deploynments MAY include additional context such as
operational posture, provenance, assurance |levels, or identity
information as required by their trust donain policies.
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To support richer context popul ation, the TTS SHOULD have access to
an Agent Registry or equival ent nechanismthat enables it to

di stingui sh agent callers from non-agent workload callers and to
source agent netadata within the trust domain. Wen the TTS
identifies a caller as an agent, it applies agent-specific token

i ssuance rules as defined in this specification. Wen the caller is
not identified as an agent, the TTS follows the base specification
rul es without nodification. Deploynents w thout an Agent Registry
MAY still popul ate agentic_ctx using information derivable fromthe
token exchange flow itself (e.g., current_actor fromclient _id,
hop_count fromrepl acenent count).

Thi s extension | everages the existing Txn-Token infrastructure to
enabl e secure propagation of Al agent context throughout the service
gr aph.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 RFC2119 (https://datatracker.ietf.org/doc/htm /rfc2119) RFC8174
(https://datatracker.ietf.org/doc/htm/rfc8174) when, and only when,
they appear in all capitals, as shown here.

2. Term nol ogy

Agentic-Al: Al Agentic applications are software applications that
utilize Large Language Moddels (LLMs and pl ans, reasons, and takes
actions independently to achi eve conplex, multi-step goals with

m ni mal human oversi ght.

Wor kl oad: An independent conputational unit that can autononously
recei ve and process invocations, and can generate invocations of

ot her workl oads. Exanpl es of workl oads include containerized

m croservices, nonolithic services and infrastructure services such
as managed dat abases.

Trust Dormain: A collection of systens, applications, or workl oads
that share a comopn security policy. |In practice this may include a
virtually or physically separated network, which contains two or nore
wor kl oads. The workl oads within a Trust Dormain nay be invoked only

t hrough published interfaces.

Call Chain: A sequence of synchronous invocations that results from
the invocation of an external endpoint.
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3.

3.

3.

3.

Ext ernal Endpoint: A published interface to a Trust Domain that
results in the invocation of a workload within the Trust Domain.
This is the first service in the call chain where request starts.

Transaction Token (Txn-Token): A signed JWI with a short lifetineg,
providing i mutable information about the user or workload, certain
paraneters of the call, and specific contextual attributes of the
call. The Txn-Token is used to authorize subsequent calls in the
call chain.

Transaction Token Service (Txn-Token Service): A special service
within the Trust Domain that issues Txn-Tokens to requesting
wor kl oads. Each Trust Domain using Txn- Tokens MJST have exactly one
| ogi cal Txn- Token Servi ce.

Agent Registry: A service or data store accessible to the Transaction
Token Service that maintains a registry of known agent identities.
The TTS MAY use the Agent Registry to deternine whether a requesting
wor kl oad is an agent and to source netadata for agentic_ctx
popul ati on. The presence of an Agent Registry is RECOVMENDED but not
required.

Prot ocol overview
1. Transaction Flow
Thi s section describes the process by which an agent application
obtai ns a Transaction Token, either acting autononously or on behal f
of a principal. The external endpoint requests a Txn-Token foll ow ng
the procedures defined in QAUTH TXN- TOKENS (https://drafts. oauth. net/
oaut h-transaction-tokens/draft-ietf-oauth-transaction-tokens. htm),
augnmented with additional context for agent identity and, when
applicable, principal identity.
2. Agent Application Transaction Fl ows

The Transaction Token creation process varies depending on the
presence of a principal

2.1. Subject-Initiated Flow

When a human subject initiates the workflow, the follow ng steps
occur:

1. The subject invokes the agent application to performa task

2. The agent application calls an external endpoint. The externa
endpoi nt returns an QAut h chal | enge.
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3. The agent application authenticates using an QAuth 2.0
Aut hori zation Code fl ow RFC6749 (https://tools.ietf.org/htm/
rfc6749) access token. The access token contains sub and
client_id clains as per [RFC9068]. |If the access token
represents a del egated flow (human del egating to agent), it MAY
contain an act claimper [RFC8693].

4. The external endpoint submits the received access token al ong
with its subject token to the Txn-Token Service. Subject token
requirenents are specified in QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transaction-tokens. htm).

5. The Txn-Token Service validates the access token

6. The Txn-Token Service popul ates the Txn-Token's sub claim
followi ng the rules specified in QAUTH TXN TOKENS
(https://drafts.oauth. net/oauth-transacti on-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ). The sub claimis deternined
based on the subject_token provided in the request.

7. |If the access token contains an act claim the Txn-Token Service
copies the act claimvalue to the Txn-Token's act field. The
value is copied as-is wthout nodification

8. If the TTS has access to an Agent Registry or equival ent
mechanism it perforns a | ookup using the client_id fromthe
access token. If the client _id resolves to a registered agent,

the TTS popul ates the agentic _ctx claim This is the case when
agent is within trust domain and user start request using agent
within trust domain. |If no Agent Registry is available, the TTS
MAY still popul ate agentic_ctx using information derivable from
the token exchange (e.g., client_id as current_actor).

9. The Txn-Token Service issues the Txn-Token to the requesting
wor Kkl oad.
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Fommmaa - + Fommma - + I + Hoomm- + I +
| Human | | 3P | | External | | TTS | | Agent
| Subject| | Agent | | Endpoint | | | | Registry |
e +-- - - - -+ R + +--+--+ R +
I I I I I
| 1. Invoke | | | |
| task | | |
|- > | | |
I I I

I
I
I
| 2. Call with | | |
| access_token | |
| (sub, act) | |
I I
I I
3. Request | |
Txn- Token | |
(access_t oken + subject _token)
I
I
I
I
I
I
I

I
| 4. Lookup

| client_id

I

I

I

I I

| 5. Issue |

|  Txn-Token: |

| sub=user |

| act={agent} |

| agentic_ctx

I I

I I
I
I

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| 6. Txn-Token
I

I

Legend:
- ‘-->" Solid: Primary request/response flow

- “...> Dotted: Registry |ookup (optional, per H|3.7)
3.2.2. Autononous Fl ow

When the agent application operates autononously, the follow ng steps
occur:

1. The agent application initiates a task based on an event or
schedul ed assi gnment .
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2. The agent application calls an external endpoint. The QAuth
chal l enge flow starts

3. The agent application authenticates using an QAuth 2.0 dient
Credentials G ant RFC6749 (https://tools.ietf.org/htm/rfc6749).

4. The agent application uses the access token to call the externa
endpoi nt ..

5. The external endpoint submts the received access token al ong
with its subject token to the Txn-Token Service. Subject token
requirenents are specified in QAUTH TXN- TOKENS
(https://drafts.oauth. net/oauth-transacti on-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ).

6. The Txn-Token Service validates the access token

7. The Txn-Token Service popul ates the Txn-Token's sub claim
followi ng the rules specified in OQAUTH TXN TOKENS
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-
oaut h-transacti on-tokens. htm ). For autononbus agents, the sub
claimis determ ned based on the subject _token provided in the
request, which typically represents the agent’s own identity.

8. If the access token contains an act claim the Txn-Token Service
copies it to the Txn-Token. For Client Credentials Gant flows,
the access token typically does not contain an act claim and
therefore the Txn-Token MJUST NOT contain an act claim

9. If the TTS has access to an Agent Registry, it perforns a | ookup
and popul ates agentic_ctx if the caller is identified as an
agent. If no Agent Registry is available, the TTS MAY stil
popul ate agentic_ctx using information derivable fromthe token
exchange.
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Fommma - + I + Hoomm- + I +
| 1P | | External | | TTS | | Agent
| Agent | | Endpoint | | | | Registry |
S S I + +--+- -+ S I +
I I
1. Event/ |
schedul e |
triggers |
|

2. Cient Credentials G ant

I
I
I
I
| task
I
I
| (obtains access_token)

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
V

access_t oken

I
| .
| 3. Call with
I
| (no act)

4. Request
Txn- Token

| 5. Lookup
| client_id

I

I

I

I I

| 6. Issue |

|  Txn-Token: |

| sub=agent |

| (no act) |

| agentic_ctx

I I

| |
I
I

7. Txn-Token

Note: |In autononmous flows, act is absent (no human del egation). The
originator in agentic_ctx is set fromclient_id.
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3.3. Replacenent tokens

Txn- Token Service provides capability to get a replacenment Txn- Token
as defined in the QAUTH TXN- TOKENS. r epl acenent fl ow
(https://drafts.oauth. net/oauth-transaction-tokens/draft-ietf-oauth-
transacti on-tokens. ht M #name- creati ng-repl acenent-txn-to). This
specification extends the replacenment flow with agent-specific
behavi or.

When a workload identified as an agent receives a Transaction Token
and intends to invoke a downstream workl oad, it SHOULD request a

repl acenent Txn-Token fromthe TTS before naking the downstream call.
This ensures that agentic_ctx accurately reflects the current
executing agent and that chain integrity nmetadata i s maintai ned.

If a deploynment enforces chain integrity policies based on hop_count
or mn_assurance_ | evel, then agents MJST request replacenent before
downstreaminvocation. Failure to replace results in stale chain
met adata that does not reflect the actual execution path.

3.3.1. Replacement When Caller is Identified as an Agent
When t he workl oad requesting a replacenent Txn-Token is identified as
an agent (per Section 3.7), the following rules apply in addition to
the base specification replacenent rules:

* The sub, txn, and aud clains MJST NOT be nodified (per base
specification).

* The act claim if present, MJIST NOT be nodified. The act claimis
i mmut abl e t hroughout the entire transaction lifetinme.

* The scope claimcan only be attenuated (per base specification).

* The reqg_ wW claimMJST be updated by appending the current
requesting workload' s identifier, using the conma (,) character as
separator per the base specification

* The agentic_ctx claimMJIST be updated as foll ows:

- The current _actor field MIUST be set to the identifier of the
new requesting agent.

- The chai n_met adat a. hop_count MJST be increnmented by one.

RAUT Expi res 23 Novenber 2026 [ Page 11]



Internet-Draft

- | f chain_netadata. mn_assurance_| eve

recal cul at ed.

m n_assurance_| evel

Transaction Tokens For Agents

May 2026

is present, it MJST be

The val ue MJUST be the m ni mum of the existing

(rmonot oni ¢ attenuation).

and the new agent’s assurance | evel

- Any deploynent-specific fields wi thin agentic_ctx MAY be
updat ed according to the trust donmain’s policies.

3.3. 2.

Repl acenent When Caller is Not

Identified as an Agent

When t he workl oad requesting a replacenment Txn-Token is NOT

identified as an agent,

[ CAUTH- TXN- TOKENS]
agentic_ctx claim

call chain,

in the call

. 4. 3.

the internal
clains in Txn-Token that

Thi s neans,

Token State Transitions

I NI TI AL | SSUANCE

user |
{ 3P} I
abc- 123 |
trust-dom |
billing |
api gw |

scobe:
reqg_w:

| agentic_ctx:

| current: 3P
| originator:

| hop_count: 1
I

I
I
3P |
I
(opt)|

m n_assur:

3.4. Txn-Token For mat

No changes to the JWI header fromthe base specification

imutable -->
i mut able -->
i mutable -->
i mutable -->
attenuate -> |

--- append ---->
--- update ----> |
--- imutable -> |
--- increment -> |
I

attenuate ->

the TTS MUST fol |l ow the base specification
r epl acenent
if present

carried forward wi thout nodification
MUST NOT be nodifi ed.

rules without nodification. The
in the incom ng Txn- Token, MJST be
The act claim if present,

even if agents are anywhere in the
wor kl oads receiving a Txn-Token now gets
informif one or nore agents were invol ved
chain and they can do additiona

aut hori zati on checks.

REPLACEMENT (hop 2)

sub:
act :
t xn:
aud:
scope:
req_w:

user |
{ 3P} I
abc- 123 |
trust-dom |
billing |
api gw, 1P |

agentic_ctx: |
current: 1P |
originator: |
hop_count: 2 |
m n_assur: |

typ MJUST be

txntoken+jwt, with a signing key identifier such as kid.

Expi res 23 Novenber 2026
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The Txn-Token body augnents the base claimset with the act field
(when present in the input access token) and the agentic_ctx claim
for agent context. Existing clains like txn, sub, aud, iss, iat,
exp, scope, tctx, and req W retain identical senmantics, population
rules, and immutability guarantees as defined in [ QAUTH TXN- TOKENS] .

In this exanple, the agent is a 3rd-party agent not part of the trust
domain. It hits the APl Gateway in the trust domain, and the API

Gat eway requests a Txn-Token fromthe Txn-Token Service using the
access token received fromthe 3P agent and its own subject token (to
authenticate with the Txn-Token Service). The requesting workload is
the APl Gateway. The agent is identified by the act claimcopied
fromthe access token issued to the 3P agent to act on behalf of the
user.

{
"iat": 1697059200,

"aud": "trust-domain. exanpl e",
"exp": 1697059500,
"txn": "c2dc3992-2d65- 483a- 93b5- 2dd9f 02c276e",

"sub": "user:alice@xanple.cont,
"scope": "trade. st ocks",
"req_wW ": "apigateway.trust-donain. exanpl e",
"act": {
"sub": "agent-identity-1"
},
"tetx": {

"action": "BUY",
"ticker": "MSFT",
"quantity": "100"

"agentic_ctx": {
"current_actor": "agent-identity-1",
"originator": "agent-identity-1",
"chai n_nmetadata": {
"hop_count": 1
}

}
}

3.5. Agentic Context

The Txn-Token MAY contain an agentic_ctx claim Txn-Tokens are
increasingly used in environnents where transacti ons are executed by
or with the assistance of autononous or sem -autononobus agents (for
exanpl e, Large Language Mddel (LLM -based agents, workfl ow
orchestrators, and policy-driven automati on conponents). In such
depl oynents, relying exclusively on subject identity and generic
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transaction paraneters is insufficient to nake robust authorization
deci sions. Additional information about the agent chain and its
operational context is often required.

The agentic_ctx claimprovides a container for agent-specific context
within the Transaction Token. This specification defines a m ninal
set of normative fields required for nulti-agent flowintegrity.

Depl oyments MAY include additional fields within agentic_ctx as
required by their trust domain policies.

The depth of context available within agentic _ctx differs between
external and internal agents. For external agents entering the trust
domai n, the TTS popul ates the normative fields based on infornmation
avail abl e fromthe token exchange (e.g., act.sub or client_id) and
assigns context commensurate with the trust domain’s policy for
unverified external actors. For internal agents within the trust
domai n, the TTS MAY additionally popul ate depl oynent-specific fields
fromverified internal sources (Agent Registry, hardware attestation
transport-layer identity). This asymetry reflects the reality that
the trust domai n does not own or control external agents and
therefore cannot verify their operational posture to the sanme degree.

3.5.1. Normmtive Fields

The following fields within agentic_ctx are defined by this
speci fication:

current _actor: REQU RED. A string identifying the agent currently
executing the request. The value is the agent’s identifier as
determined by the TTS (e.g., from Agent Registry | ookup,
client_id, or act.sub). This field is updated during repl acenent
flows when the new caller is identified as an agent.

o
=

iginator: REQU RED. A string identifying the agent that initiated
the transaction chain. This value is set when the initial Txn-
Token is issued and MUST NOT be nodified during replacenent flows.
For single-agent flows, originator and current_actor have the sane
value. The originator field exists to support authorization
policy evaluation in scenarios where the act claimis absent

(e.g., autononmpbus agent flows using Cient Credentials G ant where
no del egation occurs). |In flows where act is present, the
originator value will typically match act.sub. This field ensures
that the chain origin is always avail able within agentic_ctx
regardl ess of whether the transaction invol ves hunan del egati on.

chain_netadata: REQUI RED. A JSON object containing chain-Ievel
integrity netadata. The follow ng sub-fields are defined:
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hop_count: REQUI RED. An integer representing the nunmber of agent
transitions in the current chain. Set to 1 at initial
i ssuance. Incremented by 1 at each repl acenent where the
caller is identified as an agent.

m n_assurance_l evel: OPTIONAL. A string representing the m ni num
assurance | evel across all agents in the chain. Wen present,
the TTS MUST set this to the m nimum of the existing value and
the new agent’s assurance | evel during each replacenment flow
(rmonotonic attenuation). This field is only neaningful in
depl oynents that define an ordered set of assurance |evels and
mai ntain an Agent Registry or equival ent source from which
agent assurance |levels can be deternmined. This specification
does not define a fixed enuneration of assurance |evel val ues.
Depl oyments MJUST define their own ordered set and conparison
function. Non- normative exanpl es include: "unverified",
“low', "mediunt, "high".

3.5.2. Deploynent-Specific Fields

Beyond the normative fields defined in Section 3.6.1, deploynents MAY
include additional fields within agentic _ctx to carry context
specific to their trust domain. This specification does not
prescribe the structure or semantics of these additional fields.

Exanpl es of depl oynent -specific context that MAY be incl uded:

* (Operational posture: Hardware attestation status (e.g., TEE type),
runtime integrity measurenents, security tier classification

* Provenance: Cryptographic hashes of the agent’s behaviora
configuration (system pronpt, nodel paraneters), software version
identifiers, source code references

* |dentity netadata: Workload identity details (e.g., SPIFFE SVID),
execution node information, deploynent environnment identifiers.

* Risk signals: Real-tine risk scores, anomaly detection flags,
behavioral drift indicators.

The TTS is responsible for popul ating depl oynent-specific fields
using verified sources appropriate to the trust domamin’s security
requirenents. The TTS MJUST NOT rely on self-reported data fromthe
agent for any field that influences authorization decisions.
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I n depl oynments without an Agent Registry, the TTS MJST NOT popul ate
fields that require external verification (such as

m n_assurance_| evel or depl oyment-specific posture fields) w thout a
verified source

3.5.2.1. Exanple wth Deploynent-Specific Context
The following is a non-normative exanple showi ng agentic_ctx with

depl oynent - speci fic posture and provenance fields in addition to the
normative fields:

{
"agentic_ctx": {

"current_actor": "spiffe://prod.acme.com billing-agent",

"originator": "3p-assistant-ext-99",

"chai n_metadata": {
"hop_count": 2,
"m n_assurance_| evel ": "l ow'

},

"posture": {
"tee": "aws-nitro-enclave",
"assurance": "high",
"boot _gol d": true

},

"prov": {
"mani f est _hash": "sha256: e3b0c44298f c1c149af bf 4c8996f b924...",
“model _id": "Il ama-3.1-70b-v1",
"version": "2.4.1"

"identity": {
"wor kl oad_i d": "spiffe://prod.acnme. com billing-agent”
"origin_node": "node-77-east-1"

}

}
}

Not e: The posture, prov, and identity fields shown above are

depl oynent - speci fic exanples. Their structure and senmantics are
determned by the trust domain’s policies and are not defined by this
speci fication.

3.5.3. Inplenentation Guidance

The foll owi ng gui dance applies to inplenmentations using depl oynent -
specific fields within agentic_ctx:
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3.

3.

* Resource Servers receiving a Txn-Token with agentic_ctx SHOULD
eval uate the normative fields (current_actor, originator
chai n_netadata) for chain integrity deci sions.

* Resource Servers MAY eval uat e depl oynent-specific fields against
| ocal policy to nmake fine-grained authorization decisions.

* |f a Resource Server does not recognize a depl oyment-specific
field, it MJST ignore that field and MUST NOT reject the token
solely on that basis.

*  The TTS SHOULD popul ate depl oynment -specific fields through
verified sources such as: hardware attestati on docunents verified
agai nst manufacturer roots of trust, out-of-band registry |ookups
using the agent’s authenticated client_id, and transport-I|ayer
identity (e.g., nmILS certificates or SPIFFE SVI Ds).

6. Agent ldentification

The Transaction Token Service needs to determi ne whether a requesting
wor kl oad is an agent in order to apply the appropriate token issuance
and repl acenent rules defined in this specification

6.1. ldentification Mechani sns

The TTS SHOULD have access to an Agent Registry or equival ent
mechanismto identify agent callers. When an Agent Registry is
avail able, the TTS uses it to determ ne whet her agent-specific token
i ssuance rules apply and to source netadata for agentic_ctx
popul ati on.

When the TTS receives a Txn-Token request or replacenment request and
has access to an Agent Registry, it SHOULD performthe foll ow ng

det erm nati on:

1. Extract the client_id fromthe presented access token

2. Query the Agent Registry to determine if the client_id
corresponds to a registered agent.

3. If the client_id resolves to a registered agent:

*  The TTS SHOULD apply the agent-specific token issuance rules
defined in this specification.

* The TTS SHOULD popul ate the agentic _ctx claimw th at mnimum
the normative fields defined in Section 3.6.1
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* |f the access token contains an act claim the TTS MJST copy
it to the Txn-Token wi thout nodification
4. 1f the client_id does NOT resolve to a registered agent:

* The TTS SHOULD follow the base specification [ QAUTH TXN-
TOKENS] rul es without nodification

* The TTS SHOULD NOT popul ate an agentic_ctx claim

I n depl oynents without an Agent Registry, the TTS MAY use alternative
mechani snms to identify agents, such as:

* The presence of an act claimin the access token (indicating
del egation to an agent).

* Convention-based client _id patterns.

* Qut-of-band configuration or policy rules.

The specific mechanismfor agent identification is depl oynent-
defined. This specification defines the behavior once the
determination is made, not the mechanismitself.

3.6.2. Registry Contents

VWhen an Agent Registry is used, it SHOULD contain, at mninum the
following information for each regi stered agent:

* client_id: The QAuth 2.0 client identifier for the agent.
* agent_nane: A human-readabl e nane for the agent.

If the deploynent uses m n_assurance | evel, the registry SHOULD al so
cont ai n:

* assurance_l evel : The assurance | evel assigned to this agent, used
for m n_assurance_l evel cal cul ation during repl acenent fl ows.

Additional registry contents are depl oynent-specific and MAY i ncl ude
fields such as expected posture, nanifest hashes, or behaviora
configuration references.

The inpl enentati on of the Agent Registry is out of scope for this

specification. Deploynents MAY use existing service registries,
dedi cat ed agent catal ogs, or policy engines to fulfill this role.
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4.

4.

Mul ti-Agent Flows

In conpl ex agentic workflows, a transaction often originates froma
3rd-party (3P) agent and propagates through one or nore 1lst-party
(1P) agents within the local trust domain. To nmmintain Zero Trust
integrity, this specification uses the agentic_ctx claimto track the
chain of agents involved in the transaction. This ensures that
downstream Resource Servers can evaluate the chain integrity and
overal | assurance level, rather than relying solely on the identity
of the imediate caller.

1. External vs. Internal Agents

The agentic_ctx differentiates between two categories of agents
through the normative current_actor and originator fields:

External Agents (3P): Agents that are not owned or controlled by the
trust domain. They enter the trust domain through an externa
endpoi nt. Because their hardware and software are outside |oca
control, the TTS has limted ability to verify their operationa
posture. Their identity is typically captured via the act claim
(fromthe access token) and reflected in the originator field.

Depl oynment - specific fields for external agents are typically
sparse or marked as "unverified"

Internal Agents (1P): Agents that operate within the trust domain
and are owned or controlled by the trust domain operator. The TTS
has full ability to verify their operational posture through
i nternal nechanisns (Agent Registry, hardware attestation
transport-layer identity). Their identity is reflected in the
current _actor field during replacenent flows. Deploynment-specific
fields for internal agents can be richly populated fromverified
sour ces.

This distinction is not a protocol-level differentiation — both
external and internal agents are identified through the sane
mechani sms (Section 3.7). The distinction affects the _depth_ of
context the TTS can popul ate within agentic_ctx.
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| TTS | | Agent Registry |
| | <------- > - client_id |
| | | - agent_nane |
| | | - assurance_level (opt) |

agentic_ctx |

+
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]

]

]

]
+

For EXTERNAL (3P) agent: For | NTERNAL (1P) agent:

current _actor: 3P-id | |
originator: 3P-id | | originator: 3P-id
chai n_net adat a: | | chai n_net adat a:
I I
I I

I
AR
| current _actor: 1P-id | |
| N
} hop_count: 1 hop_count: 2 | |
I

I

m n_assurance: "low' | |
(sparse — no verified | | | |
posture avail abl e) | | posture: {verified} |
R + | prov: {verified} | |
| identity: {verified} | |
o e e e e e e o oo + |
o m m e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo + |
I
+::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::+

Not e: External agents get normative fields only (TTS cannot verify
their posture). Internal agents get normative + depl oynent-specific
fields populated fromverified sources.

Monot oni ¢ Attenuati on of Trust

A chain’s security posture is only as strong as its weakest |ink.
VWhen m n_assurance_ | evel is used, the TTS MJUST calculate it during
every token replacenent flow |If a "high" assurance internal agent
is triggered by a "l ow' assurance 3P originator, the transaction’s
overal |l assurance level remains "low'. This prevents ldentity
Launderi ng, where unverified external agents bypass security
guardrails by proxying requests through internal services.
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The Transaction Token Service (TTS) determ nes the

m n_assurance_| evel by conparing the existing value with the
assurance | evel of the new requesting agent (as recorded in the Agent
Regi stry) and selecting the m ni nrum

4.2.1. Delegation via Replacenent Flow

When an internal agent (the "Del egatee") requires a Transacti on Token
to continue a chain initiated by another actor (the "Del egator”), it
SHOULD fol |l ow the repl acenent flow procedures defined in [ QAUTH TXN-
TOKENS] with the foll owi ng nodifications:

* Subject Imutability: The txn, sub, and aud clains MJST be copied
fromthe subject_token to the new Transacti on Token wit hout
nmodi fi cati on.

* Actor Immutability: The act claim if present, MJST be copied
wi t hout nodification. The act claimrepresents the original agent
del egati on and MJST NOT change throughout the transaction
lifetime.

* Current Actor Update: The current _actor field MJST be set to the
Del egatee’s identifier.

* Chain Metadata Update: The TTS MUST increnment hop_count and, if
m n_assurance_l evel is present, recalculate it.

*  Workl oad Tracking: The TTS MUST append the Del egatee’ s workl oad
identifier to the req W claim

* (Originator Preservation: The originator field MUST NOT be
modi fi ed.

If a deploynment enforces chain integrity policies, internal agents
MUST request replacenent before downstreaminvocation to ensure
accurate chai n metadat a.

4.2.2. Milti-Agent Example
The followi ng exanple illustrates a nulti-agent flow where a 3rd-
party agent ("3p-assistant-ext-99") initiates a transaction on behal f
of a user, and the request is subsequently handl ed by an internal
1st-party agent ("1p-billing-svc-v2") within the trust domain.

Fl ow descri pti on:
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The 3P agent ("3p-assistant-ext-99") obtains an access token via
QAuth 2.0 Authorization Code flow on behalf of the user. The
access token contains an act claimidentifying the agent: {"sub":
"3p- assi stant -ext-99"}.

The 3P agent calls the trust domain's APl Gateway with this
access token.

The APl Gateway submits the access token and its own subject
token to the TTS, requesting a Txn-Token

The TTS validates the access token, identifies the caller as an
agent (via Agent Registry |ookup or alternative nechanisn), and
issues the initial Txn-Token wth:

* sub popul ated fromthe subject token (the user)

* act copied fromthe access token: {"sub": "3p-assistant-ext-
99" }

* agentic_ctx.current_actor set to "3p-assistant-ext-99"
* agentic_ctx.originator set to "3p-assistant-ext-99"

* agentic_ctx.chai n_netadata. hop_count set to 1

* req_wW set to the APl Gateway’s identifier

The APl Gateway forwards the Txn-Token to an internal agent ("1p-
billing-svec-v2").

The internal agent needs to call a downstream Resource Server.
It requests a replacenent Txn-Token fromthe TTS, presenting the
exi sting Txn-Token as the subject token

The TTS identifies "1p-billing-svc-v2" as an agent. It issues a
repl acenent Txn-Token with:

* sub, txn, aud unchanged

* act unchanged: {"sub": "3p-assistant-ext-99"}

* agentic_ctx.current_actor updated to "1p-billing-svc-v2"
* agentic_ctx.originator unchanged: "3p-assistant-ext-99"

* agentic_ctx.chain_nmetadata. hop_count increnented to 2
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* req_wW appended with the internal agent’s identifier

R, + S R + R, + +--m - - + TS + TS +
| 3P | | AP | | 1P | | TTS | | Agent | | Resource

| Agent | | Gateway | | Agent | | | | Registry | | Server |
e R L. e +--4- -+ S + S +

I
| 1. access_token | |
| (sub=user, | | |
I act={3P}) | I I
[ >| I I
I I I
| 2. Request Txn-Token |
| (access_token + |
| subj ect _t oken) |
I I
| 3. Lookup |
| client_id
[ oo >|
|

I
I
I
I
|
I
I I

4. |ssue Txn-Token (hop 1) |
sub=user |
act ={ 3P} |
agentic_ctx: |
current _actor =3P |
ori gi nat or =3P |
hop_count =1 |

I

I

|

I

I

I

I

I

6. Forward

7. Request Repl acenent
(Txn- Token as | |
subj ect _t oken) | |

2]
)
S
=1
I_.
o
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| ssue Repl acenent
(hop 2)

sub=user (unchanged)
act ={ 3P} (unchanged)
agentic_ctx:

current _actor=1P
ori gi nat or =3P
hop_count =2

10. Repl acenent |

Txn- Token | |
Cemmmmmmma I |

11. Call with Txn-Token |
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| | | _
| | | 12. Validate|
| | | Txn- Token:
| | | - sub=user
| | | - act ={3F}
| | | - hop=2
| | | - orig=3P
| | | - cur=1P
I I I

- -->Solid: Primary request/response flow - ...> Dotted

Agent Registry | ookup (optional, per §83.7) -
Txn- Token at the final hop (after step 7), sh

fields:
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{
"iat": 1712850000,
"aud": "trust-domain. exanpl e",
"exp": 1712850300,
"txn": "abc-123-xyz",
"sub": "user_8821@xanpl e.cont,
"iss": "https://txn-svc.trust-domin. exanpl e",
"scope": "billing.process",
"req_wW ": "apigateway.trust-domain.exanple, 1p-billing-svc-v2.trust-domain. exanple”,
"act": {
"sub": "3p-assistant-ext-99"
},
"agentic_ctx": {
"current _actor": "1p-billing-svc-v2",
"originator": "3p-assistant-ext-99",
"chai n_metadata": {
"hop_count": 2
}
}
}
Not e: The act claimvalue {"sub": "3p-assistant-ext-99"} is identica
to what was set at hop 1. It represents the original agent

del egation and is never nodified during replacement flows. The
originator field within agentic_ctx nmirrors this value for
conveni ence in authorization policy evaluation

The following is a non-nornmative exanple of the same token in a

depl oynent that uses mn_assurance_| evel and depl oynent-specific
posture fields:
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"iat": 1712850000,
"aud": "trust-domain. exanpl e",
"exp": 1712850300,
"txn": "abc-123-xyz",
"sub": "user_8821@xanpl e.cont,
"iss": "https://txn-svc.trust-domin. exanpl e",
"scope": "billing.process",
"req_wW ": "apigateway.trust-domain.exanple, 1p-billing-svc-v2.trust-domain. exanple”,
"act": {
"sub": "3p-assistant-ext-99"
},
"agentic_ctx": {
"current _actor": "1p-billing-svc-v2",
"originator": "3p-assistant-ext-99",
"chai n_metadata": {
"hop_count": 2,
"m n_assurance_| evel ": "l ow'

}

osture": {
"tee": "aws-nitro-enclave",
"assurance": "high"

}

rov': {
"mani f est _hash": "sha256: 4455aabb. . ."
}
}
}

4.2.3. Loop Prevention

To prevent infinite recursion in autononous agentic |oops, the TTS
MUST track the hop_count within chain_nmetadata and enforce a maxi num
depth. If the hop_count exceeds a depl oynent-defined threshold, the
repl acenent request MJST be rejected.

I mpl ement ati ons MAY include additional chain tracking fields within
agentic_ctx (such as a path of agent identifiers) but such fields are
not defined by this specification

5. Security Considerations

Al'l the security considerations nentioned in [ QAUTH TXN TOKENS]
appl y.
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5.1

Token Repl ay Protection

I mpl enent ati ons MJUST enforce strict token lifetinme validation. The
short-lived nature of Transaction Tokens hel ps mitigate replay
attacks, but inplenentations SHOULD al so consi der

*

5.1. 1.

5.1. 2.

I mpl ementi ng token tracking nechani sns within trust domains
Val i dati ng token usage context

Actor ldentity Security
I mpl enent ati ons MJST val i date act clainms in tokens.

The Txn-Token Service MJST verify the authenticity of actor
context before token issuance.

During replacenent flow, the Txn-Token Service MJST NOT nodify the
act field in the incom ng Txn-Token. The immutability of act
ensures that the original agent delegation is always visible and
cannot be overwitten, preventing identity |aundering attacks.

Subj ect Context Protection
Systens MJST prevent unauthorized nodifications to the sub claim
during token propagation. Txn-Tokens are cryptographically signed
to ensure integrity.

During replacenent flow, the Txn-Token Service MJST NOT nodify the
sub claimin the incom ng Txn- Token

The Txn-Token Service MJST foll ow the subject popul ation rules
defined in [ QAUTH TXN- TOKENS] to ensure proper subject
representation.

Transaction Chain Integrity

I mpl enent ati ons MJUST maintain cryptographic integrity of the token
chai n.

Services MJST validate tokens at trust domai n boundari es.

Systens MJST i npl enent protection agai nst token tanpering during
servi ce-to-service comuni cati on.
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5.1.4. Al Agent Specific Controls

* I mpl enentati ons MJUST enforce scope boundaries for Al agent
operati ons.

* Systens SHOULD i npl ement behavi oral nonitoring for Al agent
activities by logging act, sub, and agentic_ctx clainms in audit
| ogs.

* Systenms MUST maintain audit trails of Al agent activities.

5.1.5. Token Transfornmation Security

* The Txn-Token Service MJST validate all clains during access token
to Txn- Token conversi on.

* | nplenmentati ons MUST verify signatures and formats of all tokens.

* Systens MJST prevent unauthorized mani pul ati on during token
transformati on.

* The Txn-Token Service MJIST ensure that the act field accurately
represents the actor identity fromthe access token

5.1.6. Replacement Token Consi derations

* Systens MJST verify the authenticity and validity of origina
t okens before repl acenent.

* Systems MUST inplenent controls to prevent unauthorized
repl acenent requests.

* The immutability of act, sub, and originator during replacenent
ensures consistent identity context throughout the transaction
l'ifecycle.

5.1.7. Infrastructure Security

* Al component conmuni cati ons MJST use secure channels.

* | nplenmentati ons MJUST enforce strong authentication of the
Aut hori zation Server.

* stens MJST i | ement reqgular rotation of cryptographic keys.
mp g yptograp y

* Trust domain boundaries MJUST be clearly defined and enforced.
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5.1.8.

*

5.1

9

Prevention of ldentity Laundering

When m n_assurance_| evel is used, inplenentations MJST enforce
Monot oni ¢ Attenuati on.

The TTS MUST NOT all ow a repl acenment token to have a higher
m n_assurance_| evel than the inconing subject token, even if the
current actor has a higher assurance |evel

This prevents a lowtrust 3rd-party originator from"| aundering"
its identity through a high-trust internal agent to bypass
security guardrails at the Resource Server

The imutability of the act claimand originator field provides an
addi tional safeguard: the original delegating agent identity is

al ways preserved and visible to downstream Resource Servers
regardl ess of how many repl acenent hops occur.

Integrity of the Agent Registry

VWhen an Agent Registry is used, the security of the agent
i dentification nechanism (Section 3.7) relies on the integrity of
the registry

If an attacker can add entries to the registry, they can cause the
TTS to treat arbitrary workl oads as agents, triggering agent-
specific token issuance rules inappropriately.

If an attacker can nodify entries, they can alter the assurance
| evel assigned to an agent, undermnining the nmonotonic attenuation
guar ant ee

Access to the Agent Registry MUST be restricted to authorized
depl oynent pipelines and protected with strong integrity controls.

The Agent Regi stry SHOULD support audit | ogging of al
modi fi cati ons.

I mpl enent ati ons SHOULD use cryptographic signatures or content-
addressabl e storage to detect unauthorized nodifications.

5.1.10. Agent ldentification Mechani sm Security

*

VWhen the TTS relies on client_id |lookup in the Agent Registry to
determ ne whether a caller is an agent, a conprom sed client_id
could lead to incorrect agent classification

M tigations include:
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- Binding client_id to transport-layer identity (e.g., nilLS
certificate or SPIFFE SVID).

- Requiring additional verification before accepting agent
classification.

- Inplementing rate limting and anomaly detection on registry
| ookups.

5.1.11. Deploynent-Specific Field Security

*

When depl oynents include additional fields within agentic_ctx
(such as posture or provenance), the TTS MJUST NOT rely on self-
reported data fromthe agent for any field that influences

aut hori zati on deci si ons.

Har dwar e- backed fields (e.g., TEE attestation) SHOULD be derived
from cryptographic attestati on docunents verified against the
har dwar e manufacturer’s root of trust.

Software-rel ated fields (e.g., manifest hashes) SHOULD be
retrieved via out-of-band registry | ookups rather than agent self-
assertion.

5.1.12. Loop Detection and Recursion Linits

*

The hop_count within chain_netadata is REQU RED to prevent
resour ce exhaustion in autononous agentic workfl ows.

The TTS SHOULD enforce a maxi mum hop_count to prevent resource
exhaustion attacks. |If the count exceeds a defined threshold, the
repl acenent request MUST be rejected.

5.1.13. Data Leakage in Context Propagation

*

The agentic_ctx may contain depl oynent-specific fields with
sensitive internal information.

VWhen a Txn- Token egresses the trust domain (e.g., a 1st-party
agent calling an external 3rd-party service), the TTS MJST strip
depl oynent -specific internal fields fromthe token to prevent

i nfrastructure | eakage.

Only the normative fields and the m ni num necessary context shoul d
be egressed fromthe trust domain.
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5.1.14. Stale Chain Mtadata

* |f agents propagate incom ng Txn-Tokens w thout requesting
repl acenent, the agentic _ctx will contain stale netadata that does
not reflect the actual execution path.

*  Deploynments that rely on hop_count or min_assurance_|l evel for
aut hori zati on deci si ons MIST enforce mandatory repl acenent for
agents (see Section 3.4).

* Resource Servers SHOULD be aware that in deploynents without
mandat ory repl acenent, hop_count represents a | ower bound on the
actual nunber of agent transitions.
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