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Abst ract

Thi s docunent identifies a gap in current Al-native network
architectures: the absence of a real-tinme, hardware-accel erated
validation function that checks Al-generated intents agai nst physical
causality constraints, including Transnmission Tine Interval (TTI)
bounds, thermal limts, and topological adm ssibility. W propose
the Constrained Manifold Inference Engine (CME) as a candi date
architectural function and outline research challenges for its

i mpl ement ati on on edge Neural Processing Units (NPUs). This work is
motivated by the International Tel ecommunication Union -

Tel ecommuni cati on Standardi zati on Sector (I TU-T) Focus G oup on Al
Native for Tel ecomunication Networks (FG AINN) Gap Analysis (FG
AINN- O 024) and the related liaison statenents between FG Al NN and
the | ETF Operations and Management Area Wrking G oup (OPSAWG) .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 Decenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

The i ncreasi ng depl oynent of autononobus Al agents in

t el econmuni cati ons networks has created a class of operational risk
that existing architectures are not equi pped to handle. Wen an Al
orchestrator generates a network reconfiguration intent, there is
currently no standardi zed, pre-execution mechanismto verify that the
proposed action is consistent with the physical constraints of the
underlying hardware and transm ssion nedium This gap can result in
catastrophi c cascading failures, as docunented in [|TU UNDRR].

Thi s docunent articul ates the research problem and proposes the
Constrai ned Manifold Inference Engine (CME) as a | ogical network
function to address it. The CME is intended to sit between Al
orchestrators and physical network controllers, providing a hardware-
anchored admissibility check before any intent is executed.
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The scope of this docunent is limted to identifying the research
gap, describing the proposed architectural function at a high |evel,
and enunerating the key research chall enges that nust be addressed
before practical deploynent is feasible. |t does not propose new
protocols or | ANA registrations.

The rest of this docunment is organized as follows. Section 2
describes the gap in existing architectures and notivating scenari os.
Section 3 defines the proposed CME function and its inputs and
outputs. Section 4 enunerates the research challenges. Section 5
situates the work relative to existing | ETF activities. Section 6
addresses security and trust considerations.

1.1. Term nol ogy
The following terns are used in this docunent:

Al -native network: A network architecture in which autononous Al
agents have operational authority to reconfigure network resources
inreal time without mandatory hunman approval for each action

Intent: A goal-oriented directive issued by an Al orchestrator
describing a desired network state or configuration change,
expressed in a machi ne-readabl e schema (e.g., YANG nodels or an
i ntent description | anguage).

Post - Threshol d Tel emetry State (PTTS): A formalized network
link condition wherein primary comruni cati on objectives
are suspended due to perfornmance degradation, but the
link is actively repurposed by the network to extract
and utilize residual physical neasurenents
(e.g., pilot drift, timng displacenent) as a
primary distributed environnmental sensing resource.

Det erm ni stic Physical Degradation State (DPDS): A mat hematically
predi ctabl e, environnent-specific profile of channel attenuation,
phase-shift, and pol arization changes, serving as a continuous,
har dwar e- r oot ed aut henticati on and sensing metric
i ndependent of stochastic error rates (e.g., traditiona
SNR or QBER t hreshol ds).

Admi ssi bl e mani fol d: The subspace of possible network configurations
that simultaneously satisfy all active physical constraints (TTI,
thermal, topological, and | atency).

Recur si ve Topol ogi cal Consistency (RTC): A network control paradi gm
wherei n gl obal physical nmanifold adm ssibility
constraints are continuously projected dowmnward to govern
| ocal routing, beanform ng, and error-correction
deci sions, ensuring that distributed optimzations do not
violate the global stability of the network topol ogy.

Constrai ned Manifold I nference Engine (CME):
An Al -native network function or validation |layer that eval uates
stochastic Al/M outputs, sensor fusion data, or intent
transl ati ons against hard causal linmts (e.g., |atency,
Transmi ssion Time Interval [TTI], and Doppl er bounds) and
discrete spatial priors, systematically pruning and rejecting
physically inpossible network states prior to execution

Uni fied Coordination State Vector (UCSV): The output artifact of the
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RTC process: a structured representation of the current
feasibility boundaries, consunable by orchestrators, controllers,
and audit systens.

2. Probl em St at enment
2.1. CGap in Existing Network Architectures

Modern Al -native networks (e.g., those under study in ITU T SGL3/ FG
AINN and 3GPP SA5) rely on autononous agents to reconfigure network
resources in real time. However, current architectures lack a
standardi zed mechanismto validate whether an Al-generated intent
(e.g., atraffic rerouting decision) respects fundanental physica
causality, including:

* Transmission Tine Interval (TTl) bounds,

* thermal degradation lints of radi o and backhaul 1inks,
* topological adm ssibility under partial failure, and

* |latency budgets for closed-loop control

The I TUT FGAINN Gap Analysis [FGAINN-O024] identifies this as
multiple related gaps: GS14 (absence of a unified architecture), G3-1
(lack of traceability for Al decisions), and & (undefined
accountability framework). The analysis concludes that no existing
standard from | ETF, 3GPP, or ETSI defines a pre-execution validation
function that bridges the gap between stochastic Al inference and
determni stic physical constraints.

2.2. Mdtivating Scenarios

Consi der a conpound stress event (e.g., an extrene heatwave
coinciding with peak grid load). As links cross their nonina
performance threshol ds:

* An Al orchestrator, optimzing for Quality of Service (QS), may
generate an intent to reroute critical traffic through a thermally
degr aded pat h.

* Wthout a validation layer, the network would attenpt to execute
this intent, causing a cascading collapse (the "invisible failure"
described in [I TU- UNDRR] ) .

* Post-failure | ogs cannot recover the |ost services; the danage is
al ready done.
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What is missing is a real-tine, hardware-anchored function that can
reject infeasible intents before they reach the physical network
controllers, while sinmultaneously providing an auditable trace of why
a particular intent was denied.
3. Proposed Architectural Function: CME
Thi s docunent proposes the Constrained Manifold I nference Engine
(CME) as a logical network function that addresses the above gap.
The CM E is designed to be depl oyed on edge Neural Processing Units
(NPUs) to neet sub-10ns | atency requirenents.
3.1. Input State Spaces
The CM E consunes three classes of input state:
(1) Determnistic Physical Degradation State (DPDS)
Extracted from post-threshold telenetry (e.g., phase drift,
attenuation profiles) when |inks enter a Post-Threshold
Tel enetry State (PTTS). This provides a determnistic,
har dwar e-root ed ground truth of physical linmts.
(2) Network Topology and TTl State
Real -time constraints from RAN, backhaul, and core network,
i ncl udi ng synchroni zati on bounds and remaining tinme budgets for
cl osed-1 oop acti ons.
(3) Al Intent and Policy State
Proposal s generated by autononous orchestrators (e.g., Non-RT
RI C, intent-based networking controllers), expressed in a common
schema (e.g., YANG nodels or an intent description | anguage).
3.2. Core Inference Operation
The CM E evaluates the Al intent against the physical state using a
hybrid discrete-continuous constraint solver. The solver determn nes
whet her the proposed configuration lies within the adnm ssible
mani fol d defined by:
* TTI synchronizati on w ndows,
* thermal safety margins,

* topol ogi cal connectivity constraints, and

Br own Expires 6 Decenber 2026 [ Page 5]



Internet-Draft CM E Research Probl em June 2026

3.

4.

4.

* maxi mum al |l owabl e | atency for critical services.

If the intent is adm ssible, the CME issues a signed Admi ssibility
Certificate to the network controllers. |If the intent violates any
constraint, the CME rejects the proposal and triggers a
deterministic fallback (e.g., a pre-validated degraded-node service
profile).

3. Qutput: Recursive Topol ogi cal Consistency (RTC

Upon rejection or nodification, the CME projects the physical
constraints downward to all local Al agents. This process, called
Recur si ve Topol ogi cal Consi stency (RTC), ensures that every agent
operates with a globally consistent view of what is physically
feasible. The output is a Unified Coordination State Vector (UCSV)
that can be consunmed by orchestrators, controllers, and audit

syst ens.

Research Chal | enges

The foll owi ng research chal |l enges nust be addressed to enable
practical CM E depl oynent.

1. Real-Time Constraint Solving on Edge NPUs

Formul ati ng physical causality into a mathematical structure that can
be solved within sub-10ns TTI bounds is non-trivial. Initial
experinments suggest that nixed-precision integer inference,

i mpl emented on NPU architectures (e.g., those optimzed for graph-
based constraint solving), is a promsing direction. Research is
needed on:

* efficient encoding of TTlI and thermal constraints as
differentiable or linearizable forns,

* hardwar e- awar e sol ver design for edge NPUs, and

* trade-of fs between solver accuracy and | atency.

2. Telemetry Extraction in Degraded States

The PTTS concept requires extracting Determnistic Physical
Degradation Signatures fromhighly attenuated or noisy pilot signals.

This may require new physical -l ayer signal processing techniques that
operate wi thout full denodul ati on.
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4.3. Milti-Agent Conflict Resolution

Wen a CME rejects an intent, |local Al agents may resist the inposed
constraints (e.g., by repeatedly submtting simlar infeasible
proposal s). Research is needed on:

* stable coordination protocols between the CME and nmultiple
agent s,

* escal ati on and human-in-the-1oop procedures for deadl ock
situations, and

* distributed CME instances that maintain global consistency across
domai ns.

5. Relationship to Existing | ETF Wrk
The CM E concept conpl enments and extends several |ETF activities:

* | ETF NMRG (Networ k Management Research Group): provides a natural
hone for the research chall enges identified above.

* | ETF ANI MA (Aut onomi ¢ Networking | ntegrated Mbdel and Approach):
the CME could serve as a validation |ayer for autononic functions
described in AN MA.

* | ETF OPSAWG ( Operati ons and Managenent Area Wirking Goup): a
liaison fromITUT FGAINN [I ETF-LS] (May 2026) already invites
col l aboration on Al-native network operations.

Thi s docunent does not propose protocol changes; it identifies a
research gap that, if filled, could informfuture protocol work
(e.g., extensions to YANG nmodel s, new RPCs for intent validation)

6. Security Considerations
The CME is designed to inprove the security and resilience of Al-
native networks. However, as a new architectural function interposed
bet ween Al orchestrators and physical network controllers, it also
i ntroduces a set of security considerations that nust be addressed
bef ore depl oynent.

6.1. Security Benefits

The CM E provides several security and trust properties:
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It prevents hallucinated or adversarially manipul at ed
reconfigurations fromreaching the physical network, reducing the
attack surface for Al-layer exploits.

It provides an auditable trail of rejected intents, including the
speci fic physical constraints that caused each rejection, directly
addressing the accountability gaps (&) identified in

[ FG Al NN- O 024] .

When i npl emented on trusted execution environnents or NPUs with
attestation capabilities, the CME can provi de hardware-rooted
trust for the constraint evaluation function

Threats and Open Probl ens

The following threat categories are identified as requiring attention
in future specifications based on this research probl em statenent:

Telenetry integrity attacks: An adversary with access to physical -

| ayer measurement systens could forge or manipul ate the Physica
Degradation State (DPDS) data fed to the CME. |If the CMEis
presented with falsified telenetry indicating that a degraded path
is healthy, it nay issue an Admissibility Certificate for an

i nfeasi ble configuration. Mtigations (e.g., cryptographic
attestation of telenetry, anomaly detection on DPDS streans) are
out of scope for this docunment and nust be addressed in future

wor K.

Constraint solver poisoning: |If the CME s constraint definitions or

policy state are updatable at runtinme, an adversary could nodify
themto either over-restrict feasible intents (denial of service)
or under-restrict infeasible ones (bypass). The integrity and
provenance of constraint definitions nmust be protected, for
exanpl e through signed policy updates and a change-contro
process.

Deni al of service via solver exhaustion: An adversary controlling

one or nmore Al agents could submit a high volune of conpl ex, near-
boundary intents, exhausting the CME s computational budget and
del ayi ng or blocking the evaluation of legitimte intents. Rate
limting and conputational quotas per agent are candi date
mtigations.

Mul ti-agent coordination attacks: As described in Section 4, |oca
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agents may repeatedly resubmt rejected intents. In an
adversarial context, colluding agents could use this behavior to
probe the constraint space and infer sensitive information about
the physical state of the network. Escalation and human-in-the-
| oop procedures should be designed with this threat in nind.

Admi ssibility Certificate forgery: |If the signed certificates issued
by the CME are not properly validated by downstream controllers,
an adversary could present a forged certificate to bypass the
validation function entirely. Future protocol work shoul d define
the certificate format, signing algorithm and validation
procedures.

Detailed treatment of these threats, including threat nodeling,
attack trees, and mtigation specifications, is out of scope for this
research probl em statenent and nust be addressed in subsequent
docunents.

7. 1 ANA Consi derations
Thi s docunment has no | ANA acti ons.
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