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Abst ract

Extend the DS digest field of the DS record to identify the private
DNSSEC al gorithm of the DNSKEY matching the DS record.
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described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Andr ews Expires 17 May 2026 [ Page 1]



Internet-Draft DS support for private DNSSEC al gorithns Noverber 2025

Tabl e of Contents

1. Introduction .

1.1. Reserved Wrds e
Updated DS digest field structure
Updat ed DNSSEC val i dat or behavi our
New DS Types . e
| ANA Consi derations .

Security Considerations

. Normative References

Appendi x A,  Exanpl e

Aut hor’' s Address

Noakwn
A WWWWWWNN

1. I nt roducti on

When the DNSSEC al gorithmis PRI VATEDNS (233) or PRIVATEO D (254) the
private algorithmidentifier is enbedded at the start of the key data
in KEY, CDNSKEY, and DNSKEY records and at the start of the signature
data in the RRSIG and SI G records [RFC4034]. This allows the private
algorithmto be fully identified

DS records, however, do not embed this identifier at the start of the
digest field. This results in PRI VATEDNS and PRI VATEQ D keys not
being able to be used in all the scenarios where non private key
algorithms can be. i.e. publishing of DS records for yet to be
publ i shed DNSKEYs, deternmining if a DS based trust anchor represents
a supported al gorithm

Thi s docunent adds DS di gest types which enbed the private algorithm
identifiers to the start of the digest field to provide equival ent
functionality to PRI VATE key types as described in [ RFC4034],
Appendix A 1.1

Thi s docunent was inspired by the work done to add private DNSSEC
al gorithm support to BIND 9.

1.1. Reserved Wrds
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Updated DS digest field structure

The digest field of CDS and DS records with digest types other than
SHA-1 (1), SHA-256 (2), GOST R 34.11-94 (3), SHA-384 (4), GOST R
34.11-2012 (5) and SM3 (6) MJUST now enbed the private algorithm
identifier before the digest data if the DS algorithmfield is

PRI VATEDNS or PRIVATEO D in the same manner as is done for the

mat chi ng DNSKEY r ecor d.

It is RECOVWENDED that only DS records with DS di gest types that
enbed the private DNSSEC al gorithm are used for PRI VATEDNS and
PRI VATEQO D DNSKEYs as that allows for publishing of DS records
wi t hout the correspondi ng DNSKEY record being published.

3. Updat ed DNSSEC val i dat or behavi our

When authenticating a referral as per [RFC4035], 5.2. Authenticating
Referrals, if there are DS records for PRI VATEDNS or PRI VATEO D
DNSKEYs with DS types that do not enbed the private al gorithm
identifier they MJST be ignored by the validator.

4. New DS Types

New DS type identifiers which support enbedding the private DNSSEC
algorithmidentifier are needed for SHA-256, SHA-384, GOST R
34.11-2012 and SMB are needed along with identifing names. The new
nanes and types are SHA-256- PRI VATE (TBA), SHA-384-PRI VATE (TBA),
GOST R 34.11-2012 PRI VATE (TBA) and SM3- PRI VATE (TBA) respectively.

5. 1 ANA Consi derations
I ANA is requested to assign DS types for SHA-256- PRI VATE, SHA-
384- PRI VATE, GOST R 34.11-2012 PRI VATE and SM3- PRI VATE i n DNSSEC
Del egation Signer (DS) Resource Record (RR) Type Digest Al gorithns.
Use for DNSSEC Del egation, Use for DNSSEC Validation, |nplenent for
DNSSEC Del egati on, |nplenment for DNSSEC Validation for these new
types shall have the same recomendati ons as SHA- 256, SHA-384, GOST R
34.11-2012 and SMB respectively.

6. Security Considerations
Thi s adds no known security issues.

7. Nor mat i ve Ref erences
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Exanpl e

Bel ow we generate a exanple key using a PRI VATEO D DNSSEC al gorithm
and generate DS records fromit using the SHA-256 digest and the
proposed SHA-256- PRI VATE di gest types. W also generate DS records
for a RSASHA256 key using the sane digests for conparison. The
records have been converted to nmulti-line formfor display purposes.
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% dnssec- keygen -a RSASHA2560 D exanpl e
Kexanpl e. +256+40597
% dnssec-dsfronkey -a SHA-256 -a SHA- 256- PRI VATE Kexanpl e. +256+40597
exanple. I N DS 40597 254 2 ( D34Cl1ED54CC310D4DDECD935626B83A21E9462A
41519DCE3C7B88346B88E667D )
exanple. I N DS 40597 254 7 ( 0B06092A864886F70D01010BD34C1ED54CC310D
4DDECD935626B83A21E9462A41519DCE3C7B883
46B88E667D )
% cat Kexanpl e. +256+40597. key
; This is a zone-signing key, keyid 40597, for exanple.
; Created: 20250530054504 (Fri My 30 15:45: 04 2025)
; Publish: 20250530054504 (Fri May 30 15:45:04 2025)
; Activate: 20250530054504 (Fri My 30 15:45:04 2025)
exanpl e. | N DNSKEY 256 3 254 ( OwYJKoZl hvc NAQELAWEAAd3KOHI gJL+Ai Cbh19
TPx/ t gDbWi gJELNn+LB6PqVD7USt NPEYqVVK8
aRokyCd/ | d/ Ol 9xTVXDi DOCNVNnTEZc6P20nhl
cl+al JF4S419APXEOEL8DAI i EAU4zwWzLU41/ 4
1r aFgN sRZRLEI vt Eswt OXxvx5] GAAgnNONp4
G XMCmmAoJ 8RWCXx WP2BNNp8C) Rza3QaEk61/
ACc0U230a 7wYef DudUoW LKQFK6XM7 pxuG5Zn
T4HcO/ Mod3X/ 7Vi 3zcxxef 55v4j QEFXgXEl i n
VI Dt DVSSOGMrunPZevi edPgpCabVuUVPHOWY Y
g/ 90dCs HNZORdpo1nJuYVdwSs 0t 8AME )
% dnssec- dsfronkey -a SHA-256 -a SHA- 256- PRI VATE Kexanpl e. +008+00163
exanple. IN DS 163 8 2 ( CAD5B47A4EA7D8F51926202CE4F89250C367D6EF2EO
8D8D26367056E7F76DE9A )
exanple. IN DS 163 8 7 ( CAD5B47A4EA7D8F51926202CE4F89250C367D6EF2EO
8D8D26367056E7F76DE9A )
%
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