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Abst ract
Thi s docunent defines syntax and processing rules for the otpauth:
URI schene used to provision one-tinme-password (OTP) credentials
(verification codes).
Thi s docunent defines a common baseline for interoperability,
i ncluding issuer handling rules that inprove account matching while
mai ntai ni ng conpatibility with existing deploynments.

Di scussi on Venues

This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com andesco/ ot paut h-uri

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 August 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The ot pauth: URI schene is used to transfer OTP configuration,
including a shared secret and rel ated paraneters, into OIP clients.
The schene is currently registered with  ANA as a provisional UR
scheme [ URI - SCHEMES] .

Current ecosystem behavior is primarily described by vendor
docunent ati on, including Google s otpauth key UR fornmat

[ GOOGLE- KEYURI] and Apple’s verification code gui dance

[ APPLE- VERI FI CATI ON- CODES]. Those docunents are largely aligned, but
differ on semantics for issuer information.
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Thi s docunent defines interoperable behavior for URI producers and
consuners, with enphasis on reliable account association in nodern
password managers.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses the Augnmented Backus- Naur Form ( ABNF)
notati on defined in [ RFC5234].

Thi s specification uses the OIP concepts from [ RFC4226] and

[ RFC6238]. In this docunent, secret, issuer, and account identify
credential attributes associated with HOTP and TOTP net hods.

The termURI is inported from|[RFC3986]. Mentions of "query string"
in this docunent refer to the URI query conponent defined in
Section 3.4 of [RFC3986].

The Basel6, Base32, and Base64 data encodings referenced in this
docunent are from [ RFC4648].

The terms "producer” and "consumer" are used throughout:
* A producer creates an otpauth: UR
* A consumer parses and inports an otpauth: UR
3. UR Fornmat
An otpauth: URI uses this general form
ot paut h: / / <t ype>/ <| abel >?<par anet er s>

where <type> identifies the OTP algorithmfam |y and <paraneters>
contains URL query paraneters.

3.1. Syntax

The syntax is defined using ABNF from [ RFC5234] and URI productions
from [ RFC3986] .
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uri = "otpauth://" otp-type "/" label "?" paraneter
*( "&" paraneter )
otp-type = "totp" / "hotp"
| abel = issuer-label ( ":" [/ "UBA" ) *"9%20" account
[ issuer-I abel

|/ account

i ssuer - | abel 1*( unreserved / pct-encoded / sub-delins / "@ )

account 1*( unreserved / pct-encoded / sub-delins / "@ )
paraneter = secret / algorithm/ digits / counter

[/ period / issuer / extension
secret = "secret=" 1*( 9%%41-5A / 9%32-37 ) ; Base32 A-Z2-7
algorithm= "algorithm" ( "SHA1" / "SHA256" / "SHA512" )
digits = "digits=" ( "6" [/ "8" )
count er = "counter=" 1*DIA T
period = "period=" 1*DIAT
i ssuer = "issuer=" *pchar ; domain name recomended
extension = 1*( ALPHA/ DT/ "-" [ " " ) "=" *pchar

Per [ RFC5234], quoted ABNF literals are case-insensitive. Therefore,
otpauth, totp, and hotp are matched case-insensitively by this
grammar. Producers SHOULD emit | owercase forns for consistency. The
same case-insensitive matching applies to quoted paraneter nanes and
quot ed enunerated values in this ABNF.

Thi s ABNF nanmes commonly used paraneters explicitly and all ows

ext ensi on paraneters. Paraneter requirenents are defined in the
foll owi ng section. Paraneter values MJST percent-encode literal &
characters as %6.

A consuner MJST parse | abel before decoding as foll ows:
* |f label contains a separator, split the raw string at the first
separator, where separator is either literal : or percent-encoded

%B3A (case-insensitive).

* |f |abel does not contain a separator, treat the entire | abel as
account .

* Percent-decode each parsed conponent using standard URI decodi ng
rul es from [ RFC3986] .

* | f decoded issuer-|abel or decoded account contains a colon, the
consunmer MUST reject the URI.

Escobar Expi res 23 August 2026 [ Page 4]



I nternet-Draft ot paut h-uri February 2026

3.2. otp-type
otp-type identifies the OTP met hod and MJUST be either totp or hotp.
3.3. |abel
| abel identifies the account being provisioned:
<i ssuer-| abel >: <account >
In this structure:
* issuer-label is optiona
* the separator is either a literal colon (:) or Y%BA
* optional spaces before account are encoded as %20
* jssuer-label and account MJST NOT thensel ves contain a colon
Producers SHOULD percent - encode | abel components using URl encodi ng
rules from[RFC3986]. Valid exanples include alice@xanple.com
Exanpl e: al i ce@xanpl e. com and
Exanpl e%20I1 ssuer ¥8A%20al i ce@xanpl e. com
3.4. Paraneters
Paraneter order is not significant.
A producer MJST include exactly one secret paraneter.

A consumer MUST reject the URI if secret is mssing.

A producer MAY include algorithm digits, counter, period, and
i ssuer; each known paraneter MJST appear at npst once.

A consumer MUST reject the URI if any known paraneter appears nore
t han once.

3.4.1. secret
The secret parameter carries the shared OTP secret and i s nandatory.
The val ue MJUST use unpadded Base32 with al phabet A-Z2-7, as specified

by [RFC4648]. Producers SHOULD enit uppercase Base32 text.
Consuners MAY accept | owercase Base32 text for interoperability.
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3.4.2. issuer

The issuer parameter identifies the relying party that issued the OTP
credenti al .

A producer SHOULD i ncl ude i ssuer.

A producer SHOULD set issuer to a stable service identifier that is
useful for account matching and credential suggestion. A dommin nane
controlled by the relying party (for exanple, exanple.con) is
RECOMVENDED wher e avail abl e, but non-donmain identifiers are allowed.

A consumer SHOULD use issuer as the primary identifier for account
mat chi ng and credenti al suggesti on.

3.4.3. algorithm
algorithmis OPTIONAL. |f absent, the default is SHAL.

Valid al gorithmval ues are SHAl, SHA256, and SHA512. Producers
SHOULD use one of these val ues.

*  Consuners MJST support SHAL.
* Consuners SHOULD support SHA256 and SHA512

For hotp URI's, [RFC4226] defines HOTP with HVAC SHA-1, so SHAl is
RECOMVENDED f or maxi mum conpatibility.

If a consuner receives an unsupported algorithmvalue, it SHOULD
reject the URI.

3.4.4. digits

digits is OPTIONAL. |If absent, the default is 6. Valid digits
val ues are 6 and 8.

*  Producers SHOULD use 6 or 8.
*  Consumers MJUST support 6
* Consuners SHOULD support 8.

If a consuner receives an unsupported digits value, it SHOULD reject
the URI.
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3.4.5. period

period is OPTIONAL for totp. |If absent, the default is 30. It MJST
be ignored for hotp.

3.4.6. counter
counter is REQU RED for hotp and MJST be ignored for totp.
These paraneters nap to HOTP and TOTP behavi or defined in [ RFC4226]
and [ RFC6238], while all owi ng extension values where explicitly
not ed.

3.4.7. Additional Paraneters

Producers MAY include additional parameters that are not defined by
thi s docunent.

Consuners SHOULD i gnore unrecogni zed paraneters unless |ocal policy
requires rejecting them

4. |ssuer Label Prefix and |ssuer Paraneter
In this docunent:

* The issuer |abel prefix (issuer-label) is presentation-oriented
text for display.

* The issuer paraneter (issuer) is the canonical identifier for
account mat chi ng.

A producer MAY include an issuer |abel prefix for backward
compatibility.

A producer that includes both val ues SHOULD use a hunman-readabl e
service nane for the issuer |abel prefix and a stable nmatching
identifier for the issuer paraneter.

If both issuer |abel prefix and issuer paraneter are present:

* A consunmer MUST NOT reject the URI only because the two val ues
differ.

* A consumer SHOULD treat the issuer paraneter as authoritative for
account mat chi ng.

* A consuner MAY use issuer |abel prefix for display.
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A consuner MJST continue to accept URI's where issuer |abel prefix and
i ssuer paraneter are equal, as this remains conmmon in depl oyed
systens [ GOOGLE- KEYURI ] .

5. Exanpl es

The following are valid otpauth: URIs (where PB4XU is the unpadded
Base32 encodi ng of xyz):

ot paut h: //t ot p/ Exanpl e?secr et =PB4XU& ssuer =exanpl e. com

ot paut h: //t ot p/ Exanpl e¥8Aal i ce?secr et =PB4XU& ssuer =exanpl e. com

ot paut h: / / hot p/ Exanpl e?secr et =PB4XU&count er =42&i ssuer =exanpl e. com
6. Security Considerations

This URI format does not in itself pose a security threat. However,

the secret paraneter carries a bearer credential. D sclosure of

secret enabl es OIP generation and can | ead to account conpromi se.

Producers and consuners

* SHOULD treat otpauth: URIs as sensitive secrets.

* SHOULD avoid witing full URIs to | ogs, analytics, and crash
reports.

* SHOULD transport provisioning data only over authenticated and
encrypt ed channel s.

Consuners SHOULD di spl ay i ssuer and account information clearly
before import so users can detect phishing or provisioning mstakes.

7. Privacy Considerations

otpauth: URIs may reveal account identifiers and service associations
through | abel and issuer fields.

Applications handling these URIs SHOULD m ni m ze retention and SHOULD
avoi d sharing raw URl val ues across process boundaries unl ess
necessary for explicit user action

8. | ANA Consi derations

The otpauth: URI schene is registered as provisional in the | ANA UR
Schenes registry [ URl - SCHEMVES] .
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Upon publication of this document as an RFC, 1 ANA is requested to
update the reference for the existing otpauth provisional
registration to point to this RFC
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