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Abst ract

Cal l er-1D spoofing remains a significant problemin tel ephony,
particularly across inter-domain and international call paths where
identity frameworks may not be consistently applied.

Thi s docunent defines Caller-ID Vouching and Vetting (CIDW), a

I'i ghtwei ght verification nechanismthat uses short-lived signaling
exchanges encoded within the Calling Party Nunber to confirmthat a
calling party can receive calls at the Asserted Caller-ID.

CIDVV is designed to operate across heterogeneous SIP and SS7/ TDM
net wor ks wi t hout requiring new protocol extensions or persistent
identity infrastructure. It relies on existing call routing behavior
and intentionally | everages failure responses as a signaling
mechani sm using failed call attenpts as evidence of number contro
rat her than successful call conpletion.

The nechani sminproves resistance to Caller-1D spoofing by requiring
denonstrable control of the Asserted Caller-1D, while remaining
incremental |y depl oyabl e and tol erant of internedi ate network
modi fi cati on.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://cidvv.org/
draft-anderson-askewcidvv.htm . Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-
ander son- askew- ci dvv/.

Source for this draft and an issue tracker can be found at
https://github. com Jol | y- Roger - Tel ephone- Conpany/ ci dvv- spec.
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1. Introduction

Caller-1D spoofing is widely used in fraudul ent and nui sance calli ng,
particularly in environnents where calls traverse nultiple

adm ni strative donmai ns and het er ogeneous networ k technol ogi es.

Al t hough mechani snms such as STI R/ SHAKEN provi de cryptographic
attestation of caller identity, their effectiveness is linmted by
partial deployment and challenges in international interconnection

Thi s docunent defines Caller-ID Vouching and Vetting (CIDW), a
mechani smthat verifies caller identity through network reachability
rather than asserted identity. CIDW requires that a party asserting
a Caller-ID be able to receive a return call at that number w thin
the Validity W ndow.

Cl DVV operates by encoding signaling information within the Calling
Party Nunber and | everaging existing call routing behavior to perform
a chal | enge-response exchange. The protocol does not require new SIP
headers, protocol extensions, or changes to SS7 signaling, and is
designed to function across mxed SIP and TDM net wor ks.

CIDW is increnental |y depl oyabl e and does not require universa
adoption to provide benefit. 1t tolerates nodification of signaling
by internmedi ate networks and relies on signaling calls and distinct
failure-response behaviors traversing the network path.

CIDVV provides strong, real-tine evidence of Caller-1D validity by
requiring that a party asserting a Caller-1D be able to receive and
respond to a return call at that nunmber within the Validity W ndow.
Wiile it does not provide absolute identity assurance, it offers a
practical and robust signal of trust in the presented identity.

CIDVV | everages two key el enments of the existing tel ephone ecosystem

* Existing routing databases and nunbering plans, which provide
authoritative routing ownership for tel ephone nunbers.

* Digit sequences chosen to mnimze conflict with valid nunmbering
pl ans (e.g., "100" and "101").

The nechani sm operates entirely within standard PSTN routi ng behavi or
and requires no nedi a exchange.

2. Term nol ogy
In this docurment, the term"Caller-1D" refers to the identity

presented to users, while "Calling Party Nunber" refers to the
signaling field used to convey that identity.
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* *Alice*: The calling party and verifier. In vouching flows Alice
asserts a nunber; in vetting flows Alice verifies Bob’s nunber.

* *Bob*: The called party. |In vetting flows Bob is the owner whose
nunber is being vetted.

* *Mallory*: An attacker attenpting to spoof a Caller-ID

* *CIDW Platfornt: A systemthat inplenents the vouching and
vetting procedures defined in this docunent.

* *ClDW-aware Network Elenent*: An SBC or internediary that
recogni zes CI DVWV signaling prefixes and interprets associ ated
responses, but does not inplement the full CIDW platformlogic.

*  *\ouch*: The act of a CIDW platformasserting that it has
verified control of a tel ephone nunber through the chall enge-
response nmechani sm described in this docunent, which nmay consi st
of one or nore verification calls. A successful vouch provides
strong evidence that the calling party controls the Asserted
Caller-1D

* *\et* (or *Vetting*): The process by which a Cl DW platform
confirns the relevant party controls the Asserted Caller-1D via
the two-call chall enge-response sequence. Vetting may be
performed by the nunmber owner directly or on behalf of third
parties such as Caller-1D branding services, Google Business
Profiles, trade organi zations, or enterprise trust prograns.

*  *Vouching Call*: A short verification call used in the C DwW
protocol. CIDVV defines a primary vouching call ("100") and an
optional secondary vouching call ("101").

* *Successful Vouch*: A verification result indicating that a
mat chi ng cache entry was found.

* *Unsuccessful Vouch*: A verification result indicating that no
mat chi ng cache entry was found.

* *Verification Not Perfornmed*: A condition where verification could
not be conpleted due to systemor network conditions.

* *Validity Wndow: A short time interval during which Cl DWW

signaling state is considered valid for correlation purposes,
typically on the order of 10 seconds.
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* *Asserted Caller-1D*: The Caller-1D value that is being vouched or
vetted (i.e., the nunber whose control is being verified). This
is the value used as the basis for the Cl DV Token payl oad and as
the cache | ookup key in the tuple (Asserted-Caller-1D, ClDW-
Token) .

Once successfully vouched, an Asserted Caller-1D nmay be referred to
informally as a "vouched number,"” but the formal termused in this
docunent is "Asserted Caller-ID."

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, RFC 2119 and RFC 8174 when, and only when, they appear in al
capital s, as shown here

2.1. Mdtivation and Advant ages

The Cl DW vouching and vetting mechanismis designed to operate with
m ni mal new infrastructure while providing strong protection agai nst
Caller-1D spoofing. Its primary advantages are:

* *Leverages existing PSTN infrastructure*: The mechani sm uses
exi sting nunbering plans and routing databases to direct calls
wi thout requiring additional infrastructure

* *Strong anti-spoofing protection*: A successful vouch provides
strong evidence that the Asserted Caller-1Dis controlled by the
| egitimate owner, because only the real owner can generate the
correct chall enge-response sequence. Spoofed calls are typically
rejected early, often resulting in failure responses such as 404
Not Found.

* *Visibility into spoofing activity*: Tel ephone nunber owners gain
direct insight into how often (and fromwhere) their nunbers are
bei ng spoofed worl dwi de through | ogged vetting attenpts.

* *Low signaling overhead*: The two short vetting calls replace what
woul d ot herwi se be a conpleted fraudulent call, resulting in | ower
overall network | oad.

* *Full TDM SS7 compatibility*: The nmechani sm works natively across
| egacy SS7 and | SDN networks. SIP is not required.

* *International applicability*: The solution functions across

i nternational boundaries without relying on country-specific
f ramewor ks
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* *| ndependent of STIR SHAKEN*: It provides an effective alternative
(or conplenent) in environments where STIR SHAKEN i s unavail abl e,
not depl oyed, or insufficient.

* *Enterprise and service-provider flexibility*:

- Enterprises can deploy their own CI DWW platform using open-
source tools such as Kamailio or Asterisk

- Service providers or third-party vendors (e.g., TransUnion,
TNS, First Orion, Hiya, Nuneracle, Numhub, or others) can
operate cl oud-based vouching and vetting services.

- Customers can easily switch between providers, fostering rea
competition and driving down costs.

This design lowers the barrier to entry and encourages broad adoption
whi | e avoiding the single points of failure and high coordination
costs associated with centralized solutions. These properties make
the vouchi ng nechani sm particularly suitable for service providers,
enterprises, and end users who need robust Caller-ID validation
today, using only existing tel ephone infrastructure.

3. Design Principles

CIDVV is designed to operate under the assunption that intermediate
networ ks may normalize, truncate, or otherw se nodify signaling
informati on. The protocol therefore encodes all required signaling
in a nuneric Calling Party Nunber that can survive traversal of m xed
SI P and SS7/ TDM net wor ks.

CIDW relies on the ability to distinguish between cl asses of cal

rejection behavior (e.g., "busy" vs. "not found"), rather than

requiring specific nunmeric response codes to be preserved end-to-end.
4. Nunber Nornmalization

Al'l tel ephone nunbers used in Cl DV operations MIST be nornalized to
a digit string as follows:

1. Renpbve any l|leading "+" or other punctuation.

2. Use the full E. 164 representation (country code + nationa
significant nunber) as a plain digit string.

No padding is performed. Truncation (when required for the 15-digit

limt) always renoves |eading digits of the tel ephone nunber,
preserving the rightnost digits.
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4.1. Protocol Overview
CI DVV uses special Caller-1D prefixes to signal protocol operations:
*  "100" prefix - Primary Verification Call
* "101" prefix - Secondary Verification Call / Vetting Call

CIDVWV Calling Party Nunmbers are numeric signaling values carried in
the Calling Party Nunber field. They are not represented as E. 164
nunbers and are shown without a leading "+" in this docunent.

Ordi nary subscriber tel ephone nunbers (e.g., +12125550100) are shown
in E. 164 format for clarity, while CI DV signaling values (e.g.,
10019495550199) are shown as digit strings.

CIDVV signaling Calling Party Numbers MUST fit within the 15-digit
Calling Party Number limt comonly encountered in SS7 and | SDN
networks. For this reason, CIDW uses a three-digit prefix followed
by a payl oad derived fromthe Asserted Caller-ID:

CIDW-CPN (CIDWV Calling Party Nunmber) = Prefix || Payl oad

where CI DW-CPN neans CIDW Calling Party Number, Prefix is "100" or
"101", and the payload is derived fromthe Asserted Caller-1D
(normalized per Section Section 4).

For vouchi ng operations, the payload is derived fromthe called
nunber associated with the verification. For vetting operations, the
payl oad may be derived from conputed token val ues

In the comon case where the Asserted Caller-1D has 12 or fewer
digits, the Payload is used in full, so the CIDW-CPN is sinply the
three-digit prefix directly concatenated with the full Asserted
Caller-ID digits.

If the resulting Cl DVW-CPN woul d exceed 15 digits (i.e., the asserted
Caller-1D has nmore than 12 digits), the leading digits of the
asserted Caller-1D are renoved until the total length is exactly 15
digits, consistent with SS7 and I SDN Cal | i ng Party Nunber
constraints. This truncation preserves the rightnost digits of the

t el ephone nunber, which typically provide greater distinguishing

i nformati on between individual subscribers than leading digits.

A Cl DW-aware el ement generating a CIDVWV verification call MJST apply
this construction. A CIDW platform MAY cache and conpare the
conplete 15-digit CIDW Calling Party Nunber (including the prefix)
rather than reconstructing it for comparison.
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Because Cl DW payl oads nmay be truncated to the rightnost 12 digits,
di stinct tel ephone nunbers can, in rare cases, produce identica

payl oad values. Correlation is therefore additionally scoped by the
call ed nunber and the Validity W ndow.

In such cases, nultiple call attenpts may be indistinguishable to the
CIDW platformand treated as a single correlation event. As a
result, a successful verification may apply to nore than one cal
attenpt within the Validity W ndow.

CIDVWV verification consists of observing the behavior of one or nore
verification calls using distinct C DW prefixes.

A successful vouch requires that a verification call using the "100"
prefix produce the expected response behavior. Additiona
verification calls (e.g., using the "101" prefix) MAY be used to
achi eve hi gher assurance.

The expected behavior is:

* Calls using the "100" prefix MJST result in SIP 486 Busy Here.
Any ot her response, timeout, call progression, or successful cal
conpl eti on MUST be treated as an unsuccessful vouch

* Calls using the "101" prefix are expected to result in SIP 404 Not
Found. However, in the context of an active vetting procedure, a
"101" call carrying a valid token MAY result in SIP 486 Busy Here.

A Cl DW-aware network el ement MJST NOT treat a single response as
sufficient evidence of a successful vouch unless it corresponds to
t he expected behavior for the "100" prefix.

Addi tional verification calls (e.g., using the "101" prefix) MAY be
used to increase assurance but are not required for a valid vouch

The two verification calls MAY be sent in any order or in parallel
I mpl ement ati ons MUST NOT assume ordering.

If either expected response is mssing, altered, delayed, replaced by
call progression, or inconsistent with the expected pattern, the
result MUST be treated as unsuccessful or indeterninate.

Cl DWW exchanges occur using short signaling dialogs and do not
require medi a establishnent.

CIDVV signaling is encoded entirely within nuneric Calling Party

Nunber values to maxinize survivability across heterogeneous SIP and
SS7/ TDM net wor ks.
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Vetting procedures MAY use full tel ephone nunbers or
as input to cryptographi c operations, independent of
Calling Party Number encodi ng.
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truncated forns
t he Cl DWW

CI DVV operations rely on state within the Validity W ndow.

4.2. Vouching vs. Vetting Response Patterns
Cl DV uses the sane signaling prefixes for both oper
di stinct expected behaviors. The table bel ow sunmmar

di fferences:

Vouchi ng
(live call)

Vetting (pre-shared
secret)

Busy Here

Expect 404 |
Not Found |

First call: 404 (deposit),
Second cal | : 486

Table 1

I mpl enent ati ons di stinguish context (vouching vs.

ations but with
izes the

Pri mary

vouch signal |
| Secondary / |
| vetting |

vetting) primarily

by the presence of a pre-agreed vetting Caller-1D and shared secret

for the Asserted Caller-ID
I D designated for the procedure, overlap with ordina
on the sane nunber is expected to be rare. A ClDW

Because vetting uses a specific Caller-

ry vouching calls
pl at f orm MUST

treat calls using a known vetting Caller-1D according to the vetting
response pattern (even if a live vouch cache entry exists) and MJST

NOT treat a 101->404 response as a successful
vetting procedure is in progress for that nunber.

4.3. Response Senmantics

Because internediate SI P and SS7/ TDM net wor ks may transl ate,

or replace response codes, inplenentations MJST inte
based on behavioral class (e.g., "Busy"-class vs.
rat her than exact numeric val ues.

vouch when an active

nmodi fy,

rpret responses

"Not Found"-cl ass)

| mpl enent ati ons SHOULD use SIP 486 (Busy Here) and 404 (Not Found) as

t he canoni ca

representati ons of these behavi ors where possible.

CIDVV requires that these two rejection behaviors remain

di stingui shabl e across the signaling path.

Envi ronments t hat cannot

preserve this distinction may not support enhanced verification

Ander son, et al. Expi res 8 Novenber 2026
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4.3.1. "100" Prefix (Primary Verification)
A call using the "100" prefix is considered successful only if it

results in an inmedi ate rejection consistent with a "Busy"-cl ass
response (e.g., SIP 486 Busy Here).

A CIDWV inplenentation MIST treat any response other than this
expect ed behavior - including ringing, call conpletion, timeout, or
alternative error responses - as an unsuccessful verification
A successful "100" verification provides a baseline |evel of
confidence that the Asserted Caller-1D is routable and under the
control of the originating party.

4.3.2. "101" Prefix (Secondary Verification)

A call using the "101" prefix is used as an optional secondary
val i dati on signal

The expected behavior is an imediate rejection consistent with a
"Not Found"-class response (e.g., SIP 404 Not Found).

In the context of an active vetting procedure, a "101" call carrying
a valid vetting token MAY instead result in a "Busy"-class response
(e.g., SIP 486 Busy Here).
Because such responses are relatively common in the PSTN, a "101"
verification al one MUST NOT be treated as evidence of a successfu
vouch.

4.3.3. Conbined Verification

I mpl enent ati ons MAY perform both "100" and "101" verification calls
to achieve a higher |evel of assurance.

In this case, a stronger validation result is obtained when

* The "100" verification produces the expected "Busy"-cl ass
behavi or, AND

* The "101" verification produces the expected "Not Found"-cl ass
behavi or

within the Validity Wndow.

I mpl enent ati ons MJUST NOT require the two verification calls to occur
in any specific order.
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4.3.4. Failure Handling

5.

5.

5.

If the expected behavior for a given prefix is not observed, the
verification for that prefix MJST be treated as unsuccessful.

If only the "100" verification succeeds, the result MAY be treated as
a valid but |ower-assurance vouch.

If both "100" and "101" verifications succeed (i.e., "100" -> 486 and
"101" -> 404), the result MAY be treated as a hi gher-assurance vouch.

If neither verification succeeds, or if results are inconsistent or
anbi guous, the vouch MJST be treated as unsuccessful or
i ndet er mi nat e.

Pr ot ocol Qperation

Vouchi ng Procedure

Alice’s CIDW platformreceives an attenpted call fromAice to Bob.
It MJUST construct a ClDVV token as defined in Section Section 4.1 by
prefixing "100" to the dial ed nunber.
The CI DW pl atform MJUST cache the call attenpt using the tuple:
(Call ed Nunber, ClIDVV Token)
for the Validity W ndow.

The CIDW platformthen rejects the call with SIP response 486 (Busy
Here) .

Alice’s SBC receives the 486 and advances the original call through
the PSTN toward Bob using the original Caller-ID.

When Bob’s systemreceives the call, a ClDW-aware network el ement
(e.g., SBO) initiates a verification call toward Alice.

.1. Primary Verification ("100")

Bob’ s Cl DWW-aware el enent constructs the Cl DV token using the sane
met hod (prefix "100" plus the rightnost 12 digits of the dialed
nunber) and initiates a verification call toward Alice using that
val ue as the Calling Party Nunber.

When Alice’s SBC receives a call with a Calling Party Nunber
beginning with "100", it MJST route the call to the CIDVV platform

Ander son, et al. Expi res 8 Novenber 2026 [ Page 12]
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Upon receiving the verification call, Aice’ s CIDW platform MJST
| ook up the tuple:

(Call ed Nunber, CI DWW Token)
cached for the Validity Wndow.

If a matching cache entry exists, the CIDW platform MJST reject the
verification call with SIP response 486 (Busy Here).

If no matching cache entry exists, the CIDW platform MIST rej ect the
verification call with SIP response 404 (Not Found).

A successful "100" verification (i.e., receipt of 486) indicates that
the originating party can receive calls at the Asserted Caller-1D and
constitutes a valid baseline vouch.

5.1.2. Secondary Verification ("101")

Bob’ s Cl DvWW-aware el enent MAY initiate a second verification call
using a CIDVV token constructed by prefixing "101" to the same
12-digit payl oad.

When Alice’'s SBC receives a call with a Calling Party Number
beginning with "101", it MJST route the call to the CIDW platform

Upon receiving such a call, the CIDW platform MJST reject the call
with SIP response 404 (Not Found), unless the call corresponds to an
active vetting procedure (see Section Section 5.4).
A "101" verification call does not require cache | ookup for vouching
pur poses and MJST NOT be used as a standal one indicator of a
successful vouch.

5.1.3. Conbined Verification Behavior

| mpl enent ati ons MAY performonly the primary ("100") verification or
MAY perform both primary and secondary verification.

A successful "100" verification alone provides a valid vouch with
basel i ne assurance.

If both verification calls are performed, a higher-assurance vouch is
obt ai ned when:

"100" -> 486, and "101" -> 404

are both observed within the Validity W ndow.
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The two verification calls MAY occur in any order or in parallel
| mpl enent ati ons MUST NOT assune orderi ng.

If the "100" verification fails, the vouch MJST be treated as
unsuccessful regardl ess of any "101" result.

5.2. Correlation Mdel
CI DV vouching correl ates calls using the Asserted Caller-1D, the
call ed nunber, and a Validity Wndow. It does not attenpt to
identify individual call |egs across the PSTN.
If multiple calls with the same Asserted Caller-1D and cal |l ed nunber
occur within the cache interval, inplenentations MAY treat themas a
singl e aggregate vouching state or MAY maintain a count of pending
attenpts.
A successful vouch indicates that at |east one matching call attenpt
occurred during the Validity Wndow, rather than proving a one-to-one
correspondence between specific call |egs.

5.3. Hash Function for Vetting and State Storage
The sane determ nistic algorithm MJST be used for: 1. Vetting token
computation. 2. Any short-termcache (e.g., Redis) that stores
vouchi ng or vetting state.
*Al gorithm (normative)*

1. Normalize both nunbers: E. 164 digit string, no leading "+", no
punctuati on (see Section Section 4).

2. Concatenate as UTF-8 bytes: normalized-calling-number || "|" ||
nornmal i zed-cal | ed-nunber || "|" || shared-secret

3. Conpute SHA-256 digest of the concatenated bytes.
4. Take the first 8 hexadecimal characters of the digest.
5. Convert that 8-hex string to a decimal integer

6. Left-pad with zeros to 10 digits if needed, then prepend '1'" to
produce an 11-digit token

Example (for illustration only): - calling = 12125550100, called =
19495550199, secret = "hanburger" - Concatenat ed:

"12125550100] 19495550199| hanburger" - SHA-256 first 8 hex -> deci nal
-> padded/ prepended token = 12953388433 (or sinilar)
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I mpl enent ati ons MUST use the identical nornalization and
concatenation order for both vetting calls and any Redis (or
equi val ent) cache | ookups. The token is valid only inside the
Validity W ndow.

5.3.1. Milti-Tenant Consi derations

CIDW platforms that performvouching on behalf of multiple

i ndependent custoners MJST ensure that correlation state is scoped
per custoner. This prevents unintended interaction between unrel ated
vouchi ng operations that may produce identical Cl DWW payl oad val ues.

| mpl enent ati ons MAY use separate storage, partitioning, or customer-
specific identifiers to achieve this isolation

Thi s requirement does not apply to vetting operations, which are
al ready scoped by the shared secret.

5.4. Vetting Procedure

Vetting a renote nunber requires two separate calls (distinct SIP

di al ogs) using a pre-agreed shared key. The process confirns that
the *called party (Bob)* controls the target tel ephone nunber and
possesses the correct shared secret. In the examples below, Aice is
the verifier who initiates the two calls to Bob’s nunber in order to
vet Bob’ s numnber.

Bef ore vetting begins, Alice and Bob agree on a shared secret, Bob’'s
vetting Caller-1D, and a Validity W ndow.

Alice places a vetting call to Bob using a Caller-I1D beginning with
the digits "101".

When Bob’s CIDW platformreceives the first vetting call, it renpves
the "101" prefix and verifies that the resulting Caller-IDis
expected for the current vetting attenpt.

Bob’ s pl atform MUST conpute the vetting token using the algorithm
defined in Section Section 5.3 and store the resulting token for the
Validity Wndow. It then rejects the call with SIP response 404 (Not
Found) .

Al'i ce performs the sane SHA-256 cal cul ation and pl aces a second
vetting call to Bob. This second call uses a Caller-ID beginning with
the Vetting Token Check prefix of "101" foll owed by the conputed
numeri c code
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When Bob’s CIDW platformreceives the Vetting Token Check call, it
renoves the "101" prefix and compares the remaining nuneric code to
the recently cached val ue.

If the nuneric code matches, Bob’s CIDVWV platform MIUST reject the
call with SIP response 486 (Busy Here). Alice' s platformtreats this
response as a successful vet.

Any ot her response, timeout, code m smatch, expired cache entry, or
unexpected Caller-1D MIST be treated as an unsuccessful vet.

6. Exanples
6.1. Successful Vouch Call Flow (Baseline)
The foll owi ng di agram shows a basel i ne successful vouch using only

the primary "100" verification call. This provides a valid vouch
wi t h basel i ne assurance.

Alice Cl DW_A SBC_A PSTN SBC B Bob
I I I I I I
[— INVITE ------- >| | | |
I I I I
| |<- INVITE -| | | |
I I I I I
I |--- 486 -->| I I I
| | |- INVITE - > | |
| | | |- INVITE -> |
I I I I I I
| | | | <- VFY100 -| |
| | | <- VFY100 - | | |
| | <- VFY100 - | | | |
I I I I I I
I |--- 486 -->| I I I
I I | --- 486 -->| I I
I I I |--- 486 -->| I
| | | | [- INVITE - >
I I I I I I

Figure 1: Exanpl e Successful Vouch (Baseline)
In the diagram "VFY100" represents a verification call whose Calling

Party Nunber is the CIDVV token formed as "100" foll owed by the
rightnmost 12 digits of the dialed nunber.
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6. 1.

Successful Vouch (Baseline) Step-by-step description

The di agram above shows the hi gh-level nmessage flow. The follow ng
nunbered steps provide the detail ed behavior, including Caller-1D
mani pul ati on perfornmed by CIDVV platforns and Cl DVV-aware el enents.

1.

The originating user (Alice, Caller-1D +12125550100) initiates a
call to the destination user (Bob, dialed nunmber +19495550199).

The call is routed fromAlice' s User Agent to her SBC, which
forwards it to the originating CIDW platform (ClDW_A).

*Cl DW_A*:

* Constructs a ClDVW token by prefixing "100" to the rightnost
12 digits of the dialed nunber. 1In this case, the payload is
19495550199, resulting in the token 10019495550199.

* Caches the call attenpt using the tuple: (Called:
+12125550100, Token: 10019495550199) for the Validity W ndow.

* Rejects the call with *486 Busy Here*.

Al'ice’s SBC receives the 486 and advances the original call
toward the PSTN using the original Caller-ID.

The call reaches Bob’s SBC via the PSTN.

*Bob’s SBC (Cl DV-aware el enent) *:

* Constructs the same CIDW token by prefixing "100" to the
rightnmost 12 digits of the dialed nunber (+19495550199),
resulting in 10019495550199.

* |nitiates a verification call toward Alice s nunber
(+12125550100) using the Caller-1D 10019495550199.

The verification call arrives at Alice’'s SBC via the PSTN
*Alice' s SBCr:

* Detects the | eading "100" prefix on the Caller-ID.

* Routes the call to CIDW_A for vouch verification.

*Cl DW_A*:

* Receives the call with: To: +12125550100 From 10019495550199
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* Looks up the tuple: (Called: +12125550100, Token
10019495550199) cached for the Validity W ndow.

* Finds a matching entry fromstep 3.

* Considers this a successful primary verification and returns
*486 Busy Here*.

10. Bob’s SBC receives the 486 via the PSTN, recognizes it as a
successful primary verification, and advances the original cal
to Bob’s User Agent.

11. Bob’s tel ephone rings.

Thi s mechanismallows the originating CIDW platformto confirmthat
the Asserted Caller-IDis valid without conpleting the initial call

6.2. Successful Vouch Call Fl ow (Enhanced)

The foll owi ng di agram shows a successful vouch (Enhanced) using both
the primary "100" verification call and an optional secondary "101"
verification call. The "101" call provides additional assurance by
produci ng a distinct response pattern when conbined with a successfu
"100" verification. The "100" verification alone is sufficient for a
basel i ne successful vouch.

For clarity, the verification calls are shown sequentially. In
practice, the two verification calls MAY occur in any order or in
paral | el
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Alice Cl DW_A SBC A PSTN SBC B Bob
I I I I I I
[------- INVITE ------- >| | | |
I I I I I
| |<- INVITE -| | | |
I I I I I I
I |--- 486 -->| I I I
| | |- INVITE - > | |
| | | |- INVITE - > |
I I I I I I
| | | | <- VFY100 -| |
| | | <- VFY100 -| | |
| | <- VFY100 - | | | |
I I I I I I
I |--- 486 -->| I I I
I I |--- 486 -->| I I
I I I | --- 486 -->| I
I I I I I I
| | | | <- VFY101 -| |
| | | <- VFY101 - | | |
| | <- VFY101 - | | | |
I I I I I I
I | --- 404 -->| I I I
I I |--- 404 -->| I I
I I I |--- 404 -->| I
| | | | |- INVITE - >
I I I I I I

In the diagram "VFY100" and "VFY101" represent verification calls
whose Calling Party Nunmbers are formed using the Cl DV token
construction defined in Protocol Overview

6.2.1. Enhanced Successful Vouch Step-by-step description
The di agram above shows an enhanced vouch using both the prinmary
"100" verification call and an optional secondary "101" verification
call. The follow ng steps describe the detail ed behavi or.

1. The originating user (Alice, Caller-1D +12125550100) initiates a
call to the destination user (Bob, dialed nunber +19495550199).

2. The call is routed fromAlice' s User Agent to her SBC, which
forwards it to the originating CIDW platform (ClDW_A).

3. *Cl DW_A*:
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* Constructs a CIDVWV token by prefixing "100" to the rightnost
12 digits of the dialed nunber (19495550199), resulting in
10019495550199.

* Caches the call attenpt using the tuple: (Called:
+12125550100, Token: 10019495550199) for the Validity W ndow.

* Rejects the call with *486 Busy Here*.

4. Alice’s SBC receives the 486 and advances the original call
toward the PSTN using the original Caller-ID.

5. The call reaches Bob’s SBC via the PSTN.
6. *Bob’ s SBC (Cl DWW-aware el enent) *:
*  Constructs the Cl DWW token 10019495550199.

* |nitiates a primary verification call toward Alice’ s nunber
(+12125550100) using the Caller-1D 10019495550199.

7. The primary verification call arrives at Alice’s SBC via the
PSTN.

8. *Alice' s SBCt:

* Detects the | eading "100" prefix.

* Routes the call to CIDW_A for verification.
9.  *Cl DW_A*:

* Looks up (Called: +12125550100, Token: 10019495550199) cached
for the Validity Wndow

* Finds a matching entry.
* Rejects the call with SIP response *486 Busy Here*.

10. Bob’s SBC receives the 486 and recogni zes a successful primary
verification.

11. *Bob’s SBC (optional secondary verification)*: - Constructs a
second ClI DWWV token by prefixing "101" to the sanme 12-digit
payl oad, resulting in 10119495550199. - Initiates a secondary
verification call toward Alice’ s nunber using the Caller-1D
10119495550199.
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12.

13.

14.

15.

16.

17.

18.

6. 3.

The secondary verification call arrives at Alice’s SBC via the
PSTN.

*Alice's SBC*: - Detects the leading "101" prefix. - Routes the
call to CIDVW_A for processing.

*ClDVW_A*: - Receives the call with: To: +12125550100 From
10119495550199 - Perforns no matching cache | ookup for this
prefix in the vouching context. - Rejects the call with *404
Not Found*.

Bob’'s SBC receives the 404 and recogni zes the expected secondary
verification behavior.

Havi ng observed:

* "100" -> 486, and

*  "101" -> 404 within the Validity W ndow,

Bob’s SBC treats this as a hi gher-assurance successful vouch.
Bob’ s SBC advances the original call to Bob's User Agent.

Bob’ s tel ephone rings.

Unsuccessful Vouch

A vouch attenpt is considered unsuccessful or indeternmnate if the
expected verification behavior is not observed.

Speci fically:

*

*

| f
S

| f
of

A
of

a verification call using the "100" prefix does not result in
P 486 (Busy Here), the vouch MJST be treated as unsuccessful.

both verification calls are performed, and the expected pattern

"100" -> 486, and

"101" -> 404 is not observed within the Validity Wndow, the
vouch MJST be treated as unsuccessful or indeterm nate.

"101" verification result alone MJUST NOT be treated as evi dence
a successful vouch.
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I mpl enent ati ons MJUST fail closed. Any ambiguity, unexpected

response, tineout, or cal

or indeterm nate outcone.

6.4. Vetting a Caller-1D Nunber

progressi on MUST result in an unsuccessfu

Vetting uses two i ndependent verification calls that forma
chal | enge-response sequence. For clarity, the calls are shown

separately,

6.4.1. First Vetting Cal

Cl DW_A

I I
-- VFY101 -->|

I
I
I
I
I
I
I
I
| <--- 404 ----
I

|
-- VFY101 -->|

Figure 2: First vetting call with 101 - creat

responds with 404

6.4.2. Second Vetting Call

Cl DW_A

I
- VFY101 -->|

| -
I

I

I

I

I

I

I

| <--- 486 ---
I

|
-- VFY101 -->|

Figure 3: Vetting token check call with 101 -

Ander son

et al.

486 Busy Here

Expi res 8 Novenber 2026

I
-= VFY101 -->| |

I
-= VFY101 -->| |

but together they constitute a single vetting operation

SBC_A PSTN SBC_B Cl DW_B

|-- VFY101 -->|

es cache entry and

SBC_A PSTN SBC_B Cl DW_B

|-- VFY101 -->|

confirnms vouch with
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6.4.3. Successful Caller-ID Vetting Fl ow

Vetting a renote nunber requires two separate calls (distinct SIP
di al ogs) using a pre-agreed shared key. The process confirns that
the called party (Bob) controls the target tel ephone nunber and
possesses the correct shared secret.

1. Alice and Bob agree on a shared secret (e.g., hanburger) and
Alice’s vetting Caller-1D (+12125550100, or its rightnost 12
digits for matchi ng purposes).

2. Both parties enter the shared secret, Alice's vetting Caller-1D,
and an optional Validity Wndow (e.g., one week) into their
respective Cl DV pl atfornmns.

3. Alice’s CIDW platform (CIDW_A) initiates the first vetting
call with Caller-I1D 10112125550100 toward Bob’s nunber
(+19495550199). The call traverses the PSTN

4. Bob’ s SBC recogni zes the | eading 101 prefix on the inconi ng
Caller-1D and forwards the call to Bob’s CIDVW platform
(G bw_B).

5. *Cl DW_B*:

* Strips the | eading 101, recovering Alice’'s Caller-1D.

* For matching purposes, CIDW_B MAY use only the rightnost 12
digits of the Caller-I1D, consistent with Cl DWW payl oad
constraints.

* Recogni zes this as a pre-agreed Vetting Caller-ID

* Conputes the SHA-256 digest over the UTF-8 string forned by
concat enati ng nornalized-calling-nunber, normalized-called-
nunber, and shared-secret, where tel ephone nunbers are
represented as digit strings wthout separators or |eading
"

* Takes the first 8 hexadeci mal characters (b0092191), converts
to decinmal (2953388433), pads to 10 digits, and prepends 1,
yi el di ng 12953388433.

* Caches this value for the Validity W ndow.

* Rejects the call with *404 Not Found*.

Ander son, et al. Expi res 8 Novenber 2026 [ Page 23]



I nternet-Draft Cl Dw May 2026
6. CIDW_A receives the 404 and performs the identical hash
calculation to derive 12953388433.

7. CIDVW_A i medi ately places a second vetting call to +19495550199
usi ng the Vetting Token Check Caller-1D 10112953388433.

8. Bob’ s SBC recogni zes the 101 prefix on the Caller-1D and
forwards the call to Cl Dv_B.

9. *Cl DW_B*:
* Strips the | eading 101.

* (bserves that the remaining Caller-1D (12953388433) matches a
recently cached vetting token.

* Responds with *486 Busy Here* to signal a successful vet.

10. CIDW_A receives the 486 Busy Here and reports a successful vet
to Alice.

Use of the rightnost 12 digits is sufficient because collisions
within the Validity Wndow are expected to be rare.

6.4.3.1. \Vetting Failure Cases
A vetting attenpt may fail for the foll owi ng reasons:

* Bob does not have a participating CIDW platform- the first call
will not return 404, or the second call will not return 486.

* The shared secret, Alice’ s vetting Caller-1D, or time w ndow does
not match - the two calls will not produce the expected 404 + 486
sequence.

* Network or policy restrictions prevent one or both calls from
reaching the renote CIDVV platform

In all such cases, the vetting attenpt MJST be treated as
unsuccessful .

This two-call chall enge-response nechani sm provi des strong

confirmation that the renpte nunber is both reachable via the PSTN
and controlled by an entity that knows the shared secret.
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7. Depl oynment Considerations
7.1. Behavior of Non-Cl DWW Systens

Systens that do not inplenent CIDV are not expected to recognize
CIDW signaling prefixes. Such systens will typically process Cl DWW
calls as ordinary calls and may return a wi de range of responses.

CIDVV inpl ementati ons MIST treat any response that does not match the
expect ed protocol behavior as indicating a non-participating system
(see Section Section 4.1 for response patterns).

7.2. Handling of CIDW Signaling Calls

Net wor ks that recogni ze Cl DvW SHOULD NOT present calls with Calling
Party Nunbers beginning with "100" or "101" to end users.

Such calls SHOULD be intercepted by network el ements or Cl DW
platforns and SHOULD result in a non-success response (e.d., 4xx,
5xx, or 6xx class response codes). |Inplenentations conmonly use
responses such as 404 (Not Found), 486 (Busy Here), or 603 (Decline).

Call analytics, labeling, and fraud detection systens SHOULD
recogni ze Cl DW signaling prefixes ("100" and "101") and treat such
calls as protocol signaling rather than ordinary subscriber calls.

Cl DWV-awar e el enents SHOULD recogni ze and internally route Cl DWW
signaling calls using the Asserted Caller-ID w thout user
present ati on.

CIDW signaling calls are not intended to conplete. |nplenmentations
SHOULD m nim ze call duration and signaling | oad and SHOULD avoi d any
medi a establishnent.

7.3. Response Variability
I mpl enent ati ons SHOULD i nterpret responses based on behavioral class
(e.g., success vs. inmmediate rejection) rather than relying solely on

exact numeric values, as internedi ate networks may translate or
nodi fy response codes.
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7.4. Short-Term St ate Managenent

CIDW relies on short-lived state for the (Asserted Caller-I1D, ClDWV-
Token) tuple, valid only for the Validity Wndow. |nplenentations
MUST expire this state automatically and MJST fail closed: on restart
or state loss, treat all verification requests as unsuccessful until
fresh state has been deposited. The sanme hash al gorithm defined in
Section Section 5.3 MJST be used for any vetting-related state.

8. Operational Considerations
8.1. Protocol Operation - Vouching

If a vouching call results in a provisional response (e.g., 180

Ri ngi ng) or a successful response (200 OK), the originating system
SHOULD i nmedi ately cancel the call and treat the renpte system as not
i mpl ementi ng Cl DWV.

8.2. Failure and Restart Behavi or

CIDWV platforms rely on short-lived state. Upon restart or |oss of
state, inplenmentations SHOULD continue accepting new call deposits
but MUST treat all verification requests as unsuccessful until
sufficient state has been rebuilt.

I mpl enent ati ons SHOULD return a non-success response (e.g., 4xx, 5xx,
or 6xx). A 603 (Decline) response is commonly used to indicate that
verification could not be perforned.

I mpl enent ati ons SHOULD fail closed (treating requests as unverified)
rather than risk fal se-positive validation.

8.3. Prefix Preservation
SIP internediaries and SBCs that support ClDVV SHOULD preserve the
Calling Party Number digits used for CIDW signaling, including the
| eadi ng "100" or "101" prefix, across trusted interfaces unless |ocal
policy explicitly rejects the call.

CI DVV does not rely on Type-of-Nunber (TON) preservation and assunes
that internmediate networks nmay nornalize or reinterpret nunbering
format.

8.4. Interaction with Call Analytics and Fraud Detection

CIDVV signaling calls use Calling Party Nunber val ues that nay appear
anomal ous to call analytics, labeling, and fraud detection systens.
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Systens that support such analytics SHOULD recogni ze Cl DV signaling
prefixes (e.g., "100" and "101") and treat such calls as protoco
signaling rather than ordinary subscriber traffic.

CIDVV signaling calls are not intended to be presented to end users
and SHOULD NOT be | abel ed or blocked as nalicious traffic when
processed wi thin cooperating networks.

Failure to recognize CIDW signaling may result in increased false
positives or suppression of verification attenpts.

9. Security Considerations

CIDWV verification is probabilistic and based on reachability. It
does not provide cryptographic identity guarantees and is intended to
conpl enent, not replace, nmechani sns such as STI R/ SHAKEN.

Its security properties derive fromthe inability of an attacker to
receive calls at the Asserted Caller-1D (the nunber being vouched).

Cl DVV does not provide per-call correlation and instead validates
reachability within the Validity Wndow. This may result in nmultiple
calls being validated by a single successful vouch

The use of distinct response patterns across nmultiple verification
calls (e.g., "100" -> 486 and "101" -> 404) increases resistance to
fal se-positive validation arising fromcomon network behaviors

9.1. Trust Mbdel

CI DW assunes that: - The PSTN routes calls to the correct

term nating service provider for a given tel ephone nunber. - The
term nating service provider has authoritative control over the
nunber and can originate return calls. - Internediate networks may
nmodi fy signaling but will generally preserve sufficient information
to allow correl ation of requests and responses.

Cl DVV does not assume that Caller-1D values are trustworthy; instead,
it verifies control through network reachability.

9.2. Replay Attacks
CI DVWV uses short-lived state (typically on the order of seconds) to

correlate signaling exchanges. This linmits the effectiveness of
replay attacks.
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I mpl ement ati ons MUST: - Expire cached state quickly (e.g., within ~10
seconds) - Reject verification attenpts that do not match recent
state

Replay within the Validity Wndow remains theoretically possible but
requires precise timng and routing alignnent (see
Section Section 5.3 for vetting tokens).

9.3. Spoofing Resistance

CI DVV prevents spoofing by requiring the party asserting a Caller-1D
to successfully receive and respond to a return call routed via the
PSTN. An attacker (Mallory) who does not control the correspondi ng
nurmber cannot receive the verification call and therefore cannot
compl ete the vouchi ng process.

9.4. Denial of Service

CIDVWV introduces additional signaling traffic, which my be abused
for denial -of-service (DoS) purposes.

I mpl enentations MUST: - Rate-limt CIDVWV signaling requests - Detect
and suppress repeated unsuccessful attenpts - Bound resource usage
for tenporary state

I mpl enent ati ons SHOULD: - Apply per-source and per-destination linits
- Monitor for anomal ous traffic patterns

9.5. Anplification and Reflection

CIDVV generates return calls as part of its operation. Care MIST be
taken to ensure that this behavior cannot be exploited for
anplification or reflection attacks.

I mpl enentati ons SHOULD: - Only initiate return calls in response to
valid inbound attenpts - Limt the rate of outbound verification
calls - Avoid generating nultiple responses for a single triggering
event

9.6. Response Code Mani pul ation
Cl DVV does not require specific SIP response codes to be preserved
end-to-end, but it does require that distinct rejection behaviors
(e.g., "busy" vs. "not found") remain distinguishable.
I npl enent ati ons MJST interpret responses based on behavioral class

(e.g., "Busy"-class vs. "Not Found"-class) rather than exact nuneric
val ues.
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9.7. Data Privacy

Cl DVV exchanges inherently expose calling and called nunbers within
si gnal i ng nmessages.

I mpl ement ati ons SHOULD: - Avoid storing tel ephone nunbers in
pl ai nt ext where possible - Use derived values (e.g., cryptographic
hashes) for tenporary state - Limt retention of any identifying data
Tenporary state MJST be short |ived and autonatically expired.

9.8. Hash-Based Token Security (Vetting)
Vetting operations use shared secrets and derived tokens.
I npl enent ati ons MUST: - Use cryptographically secure hash functions
(e.g., SHA-256) - Protect shared secrets fromdisclosure - Ensure
tokens are valid only within the Validity W ndow

| mpl enent ati ons SHOULD: - Include sufficient entropy in derived
tokens - Avoid predictable or reusable val ues

9.9. Failure Mdes

CIDW inplenentations MIST fail closed. |If verification cannot be
compl eted due to: - network errors - state | oss - unexpected
responses

the result MJUST be treated as unverified.
9.10. Interoperability Risks

Cl DVV operates across heterogeneous networks, including SIP and SS7/
TDM environnents. Internediate systens nmay: - nodify Calling Party
Nunber values - truncate digits - alter signaling behavior

These behavi ors may cause verification to fail but MJST NOT result in
fal se-positive validation.

9.11. Residual R sk

CIDVV inproves resistance to Caller-1D spoofing but does not provide
absolute identity assurance. It reduces the effectiveness of
spoofing attacks rather than elimnating themand relies on
probabilistic verification based on reachability and response

behavi or, not cryptographic identity binding.
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