RATS A. Danvodar an
I nternet-Draft Sovereign Al Stack
I ntended status: Standards Track 5 April 2026
Expires: 7 October 2026

The Prove-Transform Verify (PTV) Protocol for Attested Agent Ildentity
dr aft - anandakri shnan-rat s- ptv-agent-i dentity-00

Abst r act

Thi s docunment describes the Prove-Transform Verify (PTV) protocol for
har dwar e- anchored attestation of Al agent identity. PTV is designed
to enable an agent to prove that it is running an authorized nodel
and policy w thout exposing sensitive data. The protocol is intended
to conpose with existing RATS attestati on nechanisns and to support
exercise-tine re-attestation requirenents.

The protocol defines a conmon envel ope format (CBOR/ CDDL), nessage
types for attestation request/response, and a threat nodel that
separates identity binding integrity from behavioral continuity.
Behavioral continuity is treated as a separate requirenent class
addressed via exercise-tinme checks and execution receipts (e.g.,
SCI TT conposition), not by PTV al one.

Exanpl e use cases include healthcare clinical decision support
systens (CDSS), critical infrastructure industrial control systens
(ICs/or), and cross-border regul atory conpliance scenari os.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Cctober 2026.
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I nt roduction

Current identity franmeworks (QAuth 2.0, SPIFFE) establish workl oad
identity but do not verify what nodel an agent is running or whether
it follows authorized policies. This gap creates systemic risk: a
conmprom sed agent can generate unauthorized outputs while stil
presenting valid credentials.

For exanple, in a clinical decision support system a hospital may
need cryptographi c evidence that a diagnosis was produced by an
approved nodel and policy set, w thout exposing patient records or
model internals. Simlarly, in an industrial control system an
operator may need cryptographic evidence that a safety-critica
control action was generated by an authorized agent configuration,
wi t hout exporting plant telenetry or proprietary control |ogic.

The PTV protocol addresses this gap by binding agent identity to
hardware roots of trust (TPM 2.0 or Secure Encl ave) and using zero-
know edge proofs to attest to nodel integrity w thout exposing node
wei ghts or inference data.

1. Terminology and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Agent An aut onompus software entity that perforns
tasks on behal f of a user or system

Attester The agent conponent responsible for
generating cryptographic attestations about
its state or actions.

Verifier A systemthat validates cryptographic
attestations received fromAttesters without
accessi ng underlying sensitive data.

Rel ying Party A systemthat consunmes attestation results
to nmake aut hori zation deci sions.

PTV Edge Proxy A trusted gateway that perforns attestation
on behal f of constrained devices | acking
hardware roots of trust.
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Nonce A cryptographically random val ue used to
prevent replay attacks.

Tri age Band A risk classification (ROUTINE, ZK PROOF,
BFT) that determines the attestation
mechanism Valid values are 0 (ROUTINE), 1
(ZK_PROOF), or 2 (BFT).

CGover nance Pack A set of policies and conpliance rules
applied during attestation.

Pr oof A zer o-know edge proof attesting to agent
state.

Soverei gn Bound Metadata Jurisdiction and data residency netadata
enbedded in attestation chains that cannot
be renmpved without invalidating the
attestation. The correspondi ng envel ope
field is sovereign_bound, which contains the
subfields jurisdiction, data_residency, and
compl i ance.

Har dwar e Root of Trust A tanper-resistant chip (TPM 2.0 or Secure
Encl ave) providing cryptographic evidence
that software has not been altered since
| ast attestation.

Threat Model
1. ldentity Binding Integrity

Identity binding integrity asks: "Is this the agent that was
enrolled, and is the signer of this attestation trusted to hold the
correspondi ng key?"

PTV addresses this class of threats by:

* binding attestation evidence to a hardware root of trust (e.g.,
TPM AK) ,

* using nonce-based freshness to prevent replay, and

* allowing policy-aware verification of configuration state.

This corresponds to cryptographic identity continuity in the sense of
the RATS Architecture [RFC9334]. A relying party that consunes a PTV
attestation MAY treat it as an assertion about identity binding
integrity only, unless additional mechanisns are in place.
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2. Behavioral Continuity (Qut of Scope for -01)

Behavi oral continuity asks: "Is the enrolled agent still behaving
within its attested envel ope after context changes?"

This version of PTV does not fully address this requirenent class.
In particular, PTV does not detect or mitigate:

* behavioral drift after context conpression or summrarization,

* nodel weight replacenent or fine-tuning after enrollnment, and

* runtinme drift from adversarial pronpt injection or accunul ated
state corruption.

A valid PTV attestation on a behaviorally-drifted agent is therefore
a fal se signal of behavioral identity continuity. For high-stakes
use cases such as clinical decision support systens (CDSS) and | CS/
Or, relying parties SHOULD treat behavioral continuity as a separate
requirenent. It can be partially addressed by conbining PTV
freshness with del egati on provenance (e.g., HDP) and execution
outconme verification (e.g., SCITT receipts). See Section 6.

3. Exercise-tinme Freshness Requirenent

For hi gh-stakes depl oynents, relying parties SHOULD be able to denand
fresh attestation at exercise tine (per authorization decision), via
an EAT nonce chal |l enge or a PTV chal | enge-response, rather than
relying solely on a credential issued at enrollnment tine.

PTV Model and Rol es
1. Protocol Overview
The PTV protocol operates through three phases:

Agent Federation Hub Verifier
I I
-[1] PROVE--------------- | |
- Generate proof
- Hash: Mbdel +Met adat a

I

I

| --[2] TRANSFORMF-------------- >|
| - Forward Proof Only |
I
I
|
I

| -
I
|
I
I
|
| <-[3] VERIFY-------mmmmmmaaa |
| - Val i date Proof |
| - No Raw Data Exposed |

Figure 1. PTV Protocol Sequence Di agram

Danodar an Expires 7 Cctober 2026 [ Page 5]



I nternet-Draft PTV Attested Agent ldentity April 2026

The t hree phases are as foll ows:

* *PROVE: * The agent generates a cryptographic proof locally that a
task was executed correctly on an authorized nodel.

* *TRANSFORM * Only the proof (not raw data) is transnmtted to the
central system

* *VERIFY:* The system validates the proof w thout accessing
sensitive inputs.

3.2. Roles
The PTV protocol defines four |ogical roles:

* *Attester:* The agent generating attestations. My be a direct
TPM bound agent or a constrai ned device using an Edge Proxy.

* *Verifier:* The systemvalidating attestations.

* *Relying Party:* The system consuning attestation results for
aut hori zati on deci si ons.

* *Edge Proxy:* An optional gateway perform ng attestati on on behal f
of constrai ned devi ces.

3.3. Deploynent Mdels
PTV supports two depl oynent nodel s:
* *Direct Mode:* The agent has a TPM 2.0 or TEE and generates proofs
natively.
*  *Proxy-Assisted Mbde:* The agent is a constrained device (e.qg.,
| egacy PLC, sensor) without a TPM The PTV Edge Proxy perforns
attestation on its behalf.
4. Message Formats

4.1. CBOR/ CDDL Envel ope

Al PTV nessages are encapsul ated in a common envel ope structure,
serialized using CBOR [ RFC8610] .

The following CDDL rul es define the envel ope:

Danodar an Expires 7 Cctober 2026 [ Page 6]



I nternet-Draft PTV Attested Agent ldentity April 2026

triage-band = 0..2

ptv- envel ope = {
ptv_version: tstr
nmsg_type: ptv-msg-type,
nonce: bstr,

? attester_id: tstr,

? sovereign_bound: {
jurisdiction: tstr,
data_residency: tstr,
compliance: [* tstr]

triage_band: triage-band,

evi dence: bstr,

proof: bstr,

policy: ptv-policy,

result: ptv-result,
behavi or _fingerprint: bstr,
ti mestanp: tinme,

extensions: { * tstr => any }

EEN BTN BT BEDG BT BETS BT | .\)W-'

}

ptv-nsg-type = &
prove-req: 1,
prove-resp: 2,
transformatt: 3,
verify-result: 4

)

ptv-policy = {
? audi ence: tstr,
? policy uri: tstr,
? trust_domain: tstr,
? requirenents: [* tstr]

}

ptv-result = &
success: O,
failure: 1,
indeterm nate: 2

)

The behavior _fingerprint field is OPTIONAL in this version. It is
i ntended for deploynments that adopt a SCI TT-styl e execution receipt
pattern. Its contents are opaque bytes with depl oynent-specific
semantics; this version does not define normative processing rules.
See Section 6.3 for discussion of related future work.

Danodar an Expires 7 Cctober 2026 [ Page 7]



I nternet-Draft PTV Attested Agent ldentity April 2026

In PTV_PROVE_RESP and PTV_TRANSFORM ATT, exactly one of evidence or
proof MJST be present. A message that contains neither or both MJST
be rejected by the verifier.

4.2. Message Types
4.2.1. PTV_PROVE _REQ (Message Type 1)

Sent by the relying party to request attestation. Contains a nonce
and optional policy constraints.

PTV_PROVE_REQ = {
ptv_version: "1.0",
nsg_type: 1,
nonce: bstr,

? policy: ptv-policy

}

4.2.2. PTV_PROVE_RESP (Message Type 2)

Sent by the attester in response to a prove request. Contains either
evi dence (for ROUTINE triage) or a proof (for ZK PROCF triage).

PTV_PROVE_RESP = {
ptv_version: "1.0",
nsg_type: 2,
nonce: bstr,
attester _id: tstr,
soverei gn_bound: {
jurisdiction: tstr,
data_residency: tstr,
compliance: [* tstr]
H
triage_band: triage-band,
(evidence: bstr // ROUTINE triage
/Il OR
proof: bstr), /1 ZK_PROCF triage
? behavi or _fingerprint: bstr,
timestanp: tine

}
4.2.3. PTV_TRANSFORM ATT (Message Type 3)

Sent by the Edge Proxy to the Verifier.
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PTV_TRANSFORM ATT = {

ptv_version: "1.0",
nsg_type: 3,
nonce: bstr,
attester _id: tstr,

ldentity April 2026

sover ei gn_bound: {
jurisdiction: tstr,

PTV attestation fail ures:

[ Page 9]

data_residency: tstr,
compliance: [* tstr]
} i)
triage_band: triage-band,
(evidence: bstr // ROUTINE triage
Il OR
proof: bstr), /1 ZK PROOF triage
timestanp: tine
}
4.2.4. PTV_VERI FY_RESULT (Message Type 4)
Sent by the verifier to the relying party.
PTV_VERI FY_RESULT = {
ptv_version: "1.0",
nmsg_type: 4,
nonce: bstr,
result: ptv-result,
? reason: tstr
? audit _id: tstr,
timestanp: tine

}

4.3. FError Code Registry
The followi ng error codes are defined for
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| PTV_ERR 001 TPM Verify TPM 2.0 presence and |
| attestation per m ssi ons |
| failure |
R o e e o - o m e e e e e e e eee— oo +
| PTV_ERR 002 | Proof | Regenerate proof with correct

| | verification | inputs |
| | failed | |
Fom e o - oo s o mm e e e e e e eee oo s +
| PTV_ERR 003 | Jurisdiction | Check sovereign_bound agai nst |
| | msmatch | policy |
o m e e e oo - S St +
| PTV_ERR 004 | Quorum not | Retry with additional consensus |
| | reached | nodes |
Fom e o - oo s o mm e e e e e e eee oo s +
| PTV_ERR 005 | Envel ope | Generate fresh attestation |
| | expired | |
o m e e e oo - S St +
| PTV_ERR 006 | Nonce replay | Discard and request a new nonce

| | detected | generated according to the |
| | | cryptographic randonmess |
| | | guidance in RFC 4086 [ RFC4086]. |
R o e e o - o m e e e e e e e eee— oo +
| PTV_ERR 007 | Model hash | Update approved nodel |ist |
| | not approved | |
S R oo m e e e e e e e e e e ao - +

Tabl e 1. PTV Error Codes
4.4. Performance Characteristics (Informative)
*Note:* The following figures are prelimnary observations froma

prototype inplenentation. They are provided for illustration only
and are not normative requirenents of the protocol
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| Metric | Observed Value | Conditions |
[ e ———————— e —_———————————— s p—p—_—r
| Proof generation | ~187ns | Prototype, n=10, 000

| | (illustrative) |
e . - +
| Proof | <5ms | Single proof |
| verification | | (prototype) |
o e e e e oo oo o e o e e e e e oo - +
| Raw proof size | <300 bytes | Grothl6 (BN254) in |
| | | prototype
e . - +

Tabl e 2: Prototype Performance Obhservations
5. Security Considerations

Thi s section discusses security and privacy considerations for the
PTV protocol

5.1. Freshness and Repl ay

Al PTV attestations MJST include a nonce provided by the relying
party or verifier. The nonce MJST be cryptographically random (see
[ RFC4086]) and MUST NOT be reused across attestati on sessions.

Ti mest anps SHOULD be included and checked agai nst a depl oynent -
specific freshness wi ndow (RECOMVENDED: | ess than or equal to 300
seconds).

5.2. Zero-Know edge Proof Mechani sm

PTV is designed to be compatible with zero-know edge proof systens
but does not mandate a specific construction

The predi cate being proven MIUST be specified, for exanple: "the hash
of the agent configuration matches an enrolled val ue"

The zero-egress property of ZK-proofs aligns with Privacy by Design
principles. Deployers SHOULD assess conpliance with applicable

regul ations; this protocol is designed to facilitate such assessnents
but does not constitute legal certification

5.3. ldentity M sbinding
Attestati ons SHOULD be bound to the specific agent instance using a

hardware root of trust (TPM 2.0 or Secure Enclave). Software-only
attestations are NOT RECOVMMENDED for high-assurance depl oynents.
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5.4. Denial of Service

Verifiers SHOULD i npl ement rate limting and proof caching to
mtigate DoS attacks.

6. Interoperability and Future Work
6.1. EAT

When Entity Attestation Tokens (EAT, [RFC9711]) are present, PTV
evi dence and proofs SHOULD map to EAT clainms such as eat_nonce,
swnane, and swersion. PTV evidence/proofs are also intended to be
usabl e wi thi n SEAT/ EXPAT-styl e exported attestati on nmechani sms. A
future revision of this docunment may define a concrete nmapping.

6.2. Layering and Conposition

PTV is designed to conpose with conplenentary protocols that address
different parts of the agentic trust chain. Specifically:

* PTV provides attested agent identity and nodel /policy binding at
exercise tine (the "who and what is running" |ayer),

* The Hunan Del egati on Provenance Protocol (HDP) [HDP] establishes
si gned del egati on provenance anchored to a human principal (the
"who aut horized what" |ayer), and

* SCITT-based execution receipts or Execution Qutcome Verification
(EOV) provide evidence of what the agent actually produced (the
"what was done" |ayer).

A natural conposition point is for an EOV receipt to reference a hash
of an HDP del egation record as its del egation token, rather than
duplicating the full provenance chain. Future revisions of this
docunent may describe concrete mappings once the HDP and EOV nodel s
stabili ze.

6.3. SCITT and Execution Receipts
PTV is intended to conpose with SCITT as foll ows:
* PTV/ SEAT provide attested agent identity and state at exercise
time, and
* SCITT COSE Signl statenents carry execution receipts for actions
with external effects

Three open standardi zati on gaps remain, treated as future work:

1. A registered COSE header |abel for the behavioral fingerprint.
2. A standardi zed format for behavi or probes / fingerprints.
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3. Alive transparency service for cross-domai n execution | ogs.
6.4. Execution Qutcome Verification

Executi on outcone verification is treated as a separate concern from
attestation. This version assunes that execution receipts, where
needed, are carried by SCITT or a simlar transparency nechani sm

Del egati on provenance protocols (for exanple HDP [ HDP]) and
execution-outcone attestation patterns are conplenentary to PTV and
out of scope for this version.

7. | ANA Consi derati ons

Thi s docunent nakes no requests of I ANA.  Future revisions my
request registration of nedia types, QAuth paranmeters, or attestation
met hod registries once the protocol design has stabilized.
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