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Abst r act

Thi s docunment specifies the Prove-Transform Verify (PTV) protocol for
har dwar e- anchor ed, zero-know edge attested agent identity in
federated environments. PTV addresses the data gravity problemin
centralized security nodels by enabling cross-donmain agent

aut hori zation without raw data exposure.

The specification includes: TPM 2.0/secure enclave roots of trust;
Grothl6 zero-know edge proofs (<200ms generation on commodity edge
hardware); Hot Stuff Byzantine Fault Tol erant consensus for inmutable
audit trails; and Sovereign Bound netadata for jurisdiction-aware
attestation chains.

Use cases include healthcare clinical decision support systens
(CDSS), critical infrastructure industrial control systens (I1CS/ OT),
and cross-border regulatory conpliance scenarios under GDPR/ H PAA

f r amewor ks.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Cctober 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Current identity frameworks suffer fromdata gravity--the tendency of
centralized security nodels to force sensitive data into high-risk
mul ti-tenant environnents to achieve trust. The PTV protoco
proposes a shift from QAuth 2.0 [ RFC6749] or SPI FFE- based

[ SPI FFE- STD- 112] patterns toward identity-by-proof.

Zer o- knowl edge proofs provide the mathematical trust fabric required
for secure agentic authorization in sovereign environnments while

mai ntai ni ng privacy-by-design principles. This approach extends

exi sting standards (QAuth 2.0, Openl D Connect, FIDX2) by adding a
crypt ographi ¢ proof layer rather than replacing them

1.1. Termnology and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] and [RFC8174] when, and only when, they appear in all
capital s, as shown here

Agent An aut ononpus software entity that perforns
tasks on behal f of a user or system

Prover The agent conponent responsible for
generating cryptographic attestations about
its state or actions.

Verifier A systemthat validates cryptographic
attestations received from Provers w thout
accessi ng underlying sensitive data.

Federati on Hub A node in the PTV mesh that nmintains BFT-
consensus audit |ogs across nultiple
jurisdictions.

Soverei gn Bound Metadata Jurisdiction flags enbedded in attestation
chains that cannot be renoved w t hout
invalidating the attestation

Har dwar e Root of Trust A tanper-resistant chip (TPM 2. 0/ Secure
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2.

3.

Encl ave) proving software has not been
altered since | ast attestation.

Pr ot ocol Overvi ew

The PTV protocol operates through three atonic operations executed in
sequence:

Agent Federation Hub Verifier
I I

I

I

I
---[2] TRANSFORM - - - - >|

-[1] PROVE----------- >|
I
I
I
| (Proof only) |
I
I
I

(Generate ZK-proof)

(Val i date proof) |
Figure 1: PTV Protocol Sequence Di agram

PROVE: Agent generates cryptographic proof locally that task was
executed correctly on authorized nodel.

TRANSFORM Only proof (not raw data) is transnmitted to central
system -no nodel weights, no training data, no inference inputs
| eave trusted perineter.

VERI FY: System val i dates proof without accessing sensitive inputs,
trusting output wthout re-executing conputation.

Prot ocol State Machi ne
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IDLE --> [ATT_REQ --> PROVI NG
I
[ proof gen]
%
TRANSFORM NG

I
[ BFT quoruni

%
VERI FYI NG
/ \
[valid]/ \[invalid/tinmeout]
v v

AUTHORI ZED ERRO?{\ REJECTED
L--[BFT l og] - +
Al transitions MJUST |og to BFT consensus | ayer (Section 3.4).
Fi gure 2: PTV Protocol State Machine

I mpl enentati ons MJUST transition to |IDLE after |oggi ng any ERROR or
REJECTED st at e.

4. Cryptographic Primtives
4.1. Zero-Know edge Proofs

PTV uses Grothl6 zk-SNARK i npl enentati on [ GROTHL6- PAPER] for
efficiency in production environnents. Benchnmarks indicate:

| Parameter | Val ue |
[ oo b e ey oo ool
| Proof Generation Time | 187ms +/- 23nms (nedi an |
| | +/- std dev, n=10, 000) |
Fom e Fom oo +
| Proof Verification | <5ms (on verifier side) |
| Tinme | |
o e e e e S +
| Raw Proof Size | <300 bytes |
Fom oo oo +
| Full Attestation | <4 KB (includes netadata |
| Envel ope | plus BFT signature) |
Tt o e e e e e e oo o +

Table 1: Gothl6 Perfornmance Benchmar ks
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4. 2.

Har dwar e Roots of Trust

Agents MJST anchor identities to TPM 2.0 (or equival ent Secure
Encl ave) using Hardware Endorsenent Keys (HEK). [ TPMOSPEC] defi nes
t he endorsenent key specification.

*

4. 3.

5.

PCR Sel ection: 0 (Platform Config Register for boot integrity)
AK Generation: HVAC based AK wrapped by EK
Endor senent Key Rotation: every 90 days (MJST)

Byzantine Fault Tol erant Consensus

PTV enpl oys Hot St uf f - based BFT consensus at the Federation Hub | ayer.
See [ HOTSTUFF- PAPER] for protocol details. This ensures:

*

5. 1.

Tol erance up to f faulty nodes where f less than floor((n-1)/3)

Cross-jurisdictional audit integrity even if one cloud region
compr om sed

I mut abl e Reasoning Trace verifiable by other sovereign nesh nodes

Sub-second finality (<500ns for f |less than or equal to 2 faults)

Wre Format and Message Fl ows

Encodi ng Formats

Messages use JSON-LD encoding with @ontext validation. Binary
components (ZK-proofs, signatures) are Base64URL-encoded per
[ RFC4648] for transport safety.

Medi a type registration recomended: application/ptv-
attestation+json. See Section 11.2 for the full I ANA registration
tenpl at e.

5. 2.

End-to- End Attestati on Exchange (Non-Normative)

This subsection illustrates a conplete PROVEZE #i RANSFORMEL X ERI FY
exchange using JSON-LD encodi ng and the application/ptv-
attestation+json nedia type carried in an QAuth 2.0 token request.
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POST /oaut h/token HTTP/ 1.1
Host: aut h. exanpl e. com
Cont ent - Type: appli cati on/ x-wwform url encoded

grant _type=client_credentials
&scope=pati ent . r ead
&ptv_attestation={

"@ontext": "https://schemas. exanpl e. com ptv/vl",
"meg_type": "ATT_REQ',
"version": "1.0",

"request _id": "550e8400-e29b-41d4-a716-446655440000",
"prover id": "a3f1lc8e5b9d2f 7a4c6e8bld3f 5a7c9e2b4d6f 8al",
"timestamp": 1743415200,
"nonce": "ZGFOYVIl eGFt cGxl X25vbhnNL ",
"soverei gn_bound": {

"jurisdiction": "EU DE",

"regi on_code": "DE-BY",

"conpliance profile": ["GDPR']

}1

"action_context": {
"task_type": "eligibility_check",
"cognitive_mandate": "validate_patient_data",
"token_expiry": "2026-03-31T12: 00: 002"

}1

"attestation_envel ope": {
"met hod": "grothl6-2026",
"proof": "<base64url -grothl6- proof>",
"model _hash": "e3b0c44298f clcl149af bf 4c8996f b924ac74ef 4ae8e0a28c9a03b3e9dlc6e351b"

}

}

The authorization server binds the issued access token to the
supplied PTV attestation and enforces the decl ared soverei gn_bound
and action_context when processi ng subsequent APl calls.

6. Interoperability

6.1. Relationship to EAT (Entity Attestati on Token)

PTV attestation envel opes MAY be carried as EAT clains [ RFC9334].
| npl enent ati ons MJST preserve all EAT security properties when
enbeddi ng PTV dat a.

For exanple, a PTV attestation envel ope can be enbedded as an EAT
non-critical claim
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{
"eat _profile": "urn:ietf:params:attest:ptv",
"subnods”: {
"ptv": {
"met hod": "grothl6-2026",
"attestation_envel ope": "<base64url-ptv-attestati on>"
}
}
}

6.2. Relationship to SCITT (Supply Chain Integrity)

PTV BFT audit |ogs are SClI TT-conpati bl e transparency |ogs. PTV
proofs MAY be submitted to SCITT registries for public verification

A Federation Hub MAY publish each finalized attestation envel ope as a
SCI TT transparency log entry, using the attestation hash as the
statenent di gest and including soverei gn_bound netadata as signed
attributes

6.3. Relationship to DICE (Device Identifier Conposition Engine)

TPM 2.0 AK binding is conpatible with DICE layer 0 identity. PTV
inherits DI CE chain-of-trust for hardware root establishnent.

When DICE is present, the TPM Attestati on Key used in PTV corresponds
to the layer-0 device identity, and PTV proofs inherit the DI CE
chai n-of -trust w thout additional changes to the wire fornmat.

6.4. CQAuth 2.0 Integration

The "ptv_attestation" paranmeter MAY be carried in [RFC6749] token
requests to bind access tokens to attested agent identity.

Aut hori zation servers receiving ptv_attestation paraneters MJST
val i date the enbedded attestati on envel ope before issuing an access
token and MJUST reject requests where the nodel hash or
soverei gn_bound fields do not match | ocal policy.

7. Security Considerations

7.1. Threat Model
PTV assunes an honest-majority Federation Hub with at nost f faulty

nodes where f < floor((n-1)/3), as required by Hot Stuff-style BFT
consensus.
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Agent devices are assunmed to have a correctly provisioned hardware
root of trust (TPM 2.0 or equival ent secure enclave) and to protect
endor senment keys according to the TPM2OSPEC.

Net work attackers are assuned capabl e of eavesdropping, replay,
message tanpering, and denial - of-service, but not of breaking the
under | ying cryptographic prinitives or conprom sing all BFT nodes
si mul t aneousl y.

Qut - of -scope threats include physical conprom se of all Federation
Hubs in a jurisdiction and regul atory m suse of otherw se valid
attestation data.

7.2. STRI DE Mappi ng

This protocol inplenents a threat nodel based on STRIDE categories
mapped to |1 SO 14971 hazards for nedical device integration:

| Threat Category | PTV Mtigation |
[5 eemesfoms b esoe s esoe s ese s ese s ess s fes . espsfsospsoses s es s ee s eses s s s s s o}
| Spoofing (ldentity) | TPM 2.0 HEK anchoring; prevents |
| | inpersonation across nodes |
- T +
| Tanpering (Code) | ZK-proof per inference; verifies |
| | unaltered nodel/software state |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +
| Repudiation | BFT log plus soverei gn netadata; non- |
| | repudiation via attestation chains |
- T +
| I'nformation | Zero-egress zZK (validity only); no |
| Disclosure | plaintext |eakage |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +
| Denial of Service | Mesh redundancy; consensus tolerates |
| | f faulty nodes (f less than n/3) |
- e +
| Elevation of | Capability-based tokens; single-task |
| Privilege | expiration limts scope |
o e e e e e oo - o e m e e e e e e e e e e e e e e me e +

Tabl e 2: STRIDE Threat Model Mapping
I mpl ement ati on not es:
* Nonce usage required for replay attack prevention per [RFCA086]

* Tinmestanp validation within plus or minus 5 mnute w ndow
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* Key managenent nmust conply with [ RFC8017] RSA paddi ng standards or
FI PS 140-2 validated |ibraries

Qperational Security Notes:

* Always validate hardware root of trust before accepting
attestation

* Implenent rate limting on proof verification endpoints
( RECOMVENDED)

* Rotate BFT federation hub keys periodically (recommended: every
180 days)

* Log all attestation failures with tinmestanp for incident response
* Maintain backup verification keys for recovery scenarios
* Mnitor latency SLA: p99.9 under 240nms (alert threshol d)

Privacy Consi derations

PTV enables CGDPR Article 25 (Privacy by Design) and H PAA M ni num
Necessary principles through architectural neans:

Data M nimzation Only validity statenments transmtted; no raw
pati ent data, nodel weights, or inference inputs exposed
external ly.

Purpose Limtation Sovereign Bound netadata restricts use to
decl ared conpliance profile (e.g., EU GDPR vs US/ H PAA).

Right to Erasure While proofs thenselves persist (audit trail),
downstream data processing can be term nated via token revocation

Hl PAA Safe Harbor De-identification aligns with 45 CFR 164.514(b)
anonymi zation techni ques [ H PAA-45- CFR-164. 514] .

Oper ational Considerations

Key Lifecycle

* TPM EK rotation: every 90 days (MJST)

* BFT node key rotation: every 180 days (SHOULD)

* Verification key publication: via HTTPS Wl | -Known URI (/well -
known/ pt v- keys/)
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9.2. Monitoring
* Attestation failure rate SHOULD be | ogged per systemmetrics.
* Latency SLA: p99.9 under 240ns (alert threshol d)
*  BFT quorum heal th checks: every 60 seconds (MJST)
9.3. Failover
* M nimm 3 BFT nodes per jurisdiction (RECOVWENDED)
* Fal | back: human override
* Recovery procedure: docunented in incident response playbook
10. | ANA Consi derati ons
10.1. PTV Attestation Method Types Registry

New registry: "PTV Attestati on Method Types"” managed by | ANA
Initial val ues:

| Val ue | Description |
| grothl6-2026 | Grothl6 zk- SNARK schene with 2026 paraneter sets

R oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| pl onk-2026 | PLONK universal circuits schene (future-proof |
| | extension) |
o e e o - o m m e e e e e e e e e e e e e e e e e e e e eeee oo +

Table 3: PTV Attestation Method Types

10.2. M ME Type Full Registration Tenplate
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Appendi x A, Appendi x A - Exanple Fl ows (Non-Normative)

Heal thcare eligibility check scenario Denonstrates zero-egress
architecture where French regul ator verifies Gernman hospital CDSS
out put without receiving patient records.

Critical infrastructure firmwvare update scenario Shows how
substation RTUs verify Control Centre updates using ZK-proofs
i nstead of downl oadi ng bi nary payl oads.

Appendi x B. Appendix B - Test Vectors (Non-Normative)
B.1. Sanple nodel hash (SHA-256)
e3b0c44298f c1cl149af bf 4c8996f b924ac74ef 4ae8e0a28c9a03b3e9d1c6e351b

B.2. Sanple ATT_REQ (truncated)
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{

"meg_type": "ATT_REQ',

"version": "1.0",

"request _id": "550e8400-e29b-41d4- a716-446655440000",
"prover id": "a3f1lc8e5b9d2f 7a4c6e8bld3f 5a7c9e2b4d6f 8al",
"timestamp": 1743415200,

"nonce": "ZGO0YVIl eGFt c&xl X25vbmNl ",

"soverei gn_bound": {

"jurisdiction": "EU DE"

"regi on_code": "DE-BY"

}

}

B.3. Sanple Gothl6 proof (base64url, 288 bytes)
eyJhl j pbl j BAMAFI ODg30Mi N2EXNTQAN UWAOTFhMAR] OGVI Y wMd yNTESMTC2ND. . .

B.4. Expected verification result

{

"valid": true,
"jurisdiction": "EU',

"l atency_ns": 187,

"nmodel _hash_verified": true,
"soverei gn_bound_ok": true

}

Aut hor’ s Addr ess

Anandakri shnan Danodar an

Sovereign Al Stack

Emai | : ananda. kri shnan@ot mai | . com
URI : https://github. com anandkr shnn
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