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Abst ract

Thi s docunent specifies a set of new DNS Resource Record (RR) types
to support the Data Interoperability Protocol (DIP). DIP nodels
entities as "Data hjects" (DOs) indexed by "Data Cbject ldentifiers"
(DA's), which are syntactically equivalent to DNS domai n nanes. The
RR types specified herein-DLR DOPK, DOAUTH, DODI GEST, DOCG and
DOALGO are designed to hold key attributes of a DO This approach
addresses the inherent limtations of repurposing existing RR types
(such as TXT) with respect to structured data representation,
efficiency in handling binary data, and query granularity. The
result is a native, efficient, and extensible nechanismfor

di scovering and managi ng DO nmetadata via the DNS.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 May 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

25

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. Introduction
1.1. Background: The Evol uti on Towards Data Interoperability

The history of the Internet is nmarked by the progressive refinenent
of its core interoperability unit. 1In its early stages, the TCP/IP
suite addressed the challenge of reliable data transm ssion between
hosts over unreliabl e networks, defining the paradi gmof "host

i nterconnection."” Subsequently, protocols such as HTTP and DNS
enabl ed the "website interconnection" era by providing a structured
way to organi ze and locate infornmation. W are now entering a new
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phase, where the central challenge is to enable secure, trusted, and
rights-respecting "data interconnection” within a global, untrusted
net wor k environnment.

However, the full potential of data as a key economic factor is
currently hindered by significant obstacles, including data sil os,

di sputes over data sovereignty, data msuse, and privacy breaches.

To address these challenges, a new foundational protocol is needed to
establish a unified framework that facilitates the secure flow and
col | aboration of data across diverse entities and jurisdictions,
whil e ensuring that data owners retain control over their assets.

1.2. The Data Interoperability Protocol (D P)

The Data Interoperability Protocol (DIP) is proposed as a
standardi zed solution to the aforenentioned challenges. DIP
abstracts any entity in the real or digital world-including

i ndi vi dual s, organizations, devices, services, or even an abstract
dataset-into a unified construct known as a "Data Object"” (DO.

Each DOis identified by a globally unique "Data Object ldentifier”
(DA). A core design principle of DIPis that *a DA is
syntactically and semantically equivalent to a DNS donmain nane*. This
design allows DIP to directly | everage the DNS-the world’'s | argest,
nmost stable, and nost widely distributed nam ng and resol ution
systemas its trust anchor.

A DOis fully described by a set of "Data Object Attributes"” (DOAs).
These attributes are structured netadata that define the core
characteristics of the DO such as its network-reachabl e address
(locator), credentials for authentication (public key), access
control policies (authorization), a value for content integrity
verification (digest), and conpliance governance requirements
(classification, algorithm governance).

1.3. Rationale for New DNS Resource Record Types

Gven that a DO is equivalent to a DNS domai n nane, storing DOAs in
the DNS and using the DNS protocol for their publication and
resolution is a logical and technically advantageous choice. The
DNS' s hierarchical structure, high availability, scalability, and
mat ure gl obal operational ecosystem provide a robust infrastructure
for DIP s metadata registration and resol uti on needs.
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A seemingly straightforward inplenentati on approach would be to
utilize existing DNS Resource Record (RR) types, such as the TXT
record defined in [RFC1035]. However, upon careful analysis, this
approach presents significant deficiencies that fail to neet DIP' s
requirenents for structure, efficiency, and security:

* *Lack of Structure and Semantics*: The RDATA of a TXT record is
fundanmental |y a sequence of unstructured characters. Encoding
DI Ps conplex, structured attributes (such as an authorization
policy with multiple fields) into a TXT record woul d necessitate
conpl ex, non-standard, application-layer parsing logic. This is
hi ghly prone to ambiguity and interoperability issues between
different inplementations. Moreover, the TXT menonic itself
provi des no semantic information about the purpose of the data it
cont ai ns.

* *|nefficiency*: DIP attributes include native binary data, such as
cryptographic public keys and digital signatures. Storing such
data in a TXT record requires text-based encoding (e.g., Base64 or
hexadeci mal ), which significantly increases the size of the RDATA
and i nposes unnecessary conputational overhead for encoding and
decodi ng on both clients and servers.

* *Coarse Query Granularity*: If rmultiple attributes are bundl ed
into a single TXT record, a client needing only a specific
attribute (e.g., only the public key) nust still request and
receive the entire record’ s content. The client nust then parse
and extract the desired piece of information locally. This is
wast ef ul of both network bandwi dth and client-side processing
resour ces

To overcone these limtations and to build an efficient, clear,
extensi ble, and semantically precise foundation for the Data
Interoperability Protocol, this docunent proposes a set of new,

dedi cat ed DNS Resource Record (RR) types. Each new RR type
corresponds exactly to a core Data Object Attribute (e.g., DLR DOPK
DOAUTH). This approach provides a solution that is native to
structured and binary data, allows for fine-grained queries, and
aligns closely with the design phil osophy of the DNS

Definitions
1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119] ;[ RFC8174].
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2.2. Defined Terns
Thi s docunent uses the follow ng terns:

* *DIP*: Data Interoperability Protocol

* *DOr: Data Object, a structured digital representation of the
objective world. Data objects do not distinguish between peopl e,
institutions, or objects, and consist of data objects and data
obj ect contents.

* *DO*: Data oject Identifier, a unique identifier for a data
object, which is the index of data object attributes.

* *DOA*: Data bject Attribute, information related to a data
obj ect, such as locators, ownership infornation.

* *DILR*: Data Locator, used to locate the information entry of data
obj ect content or related resources, pointing to identity or
content resources related to the data object.

3. Data Object Attribute Resource Record Types
3.1. The DLR (Data Locator) Resource Record

The DLR RR specifies a locator for the Data Object’s content or
associ ated resources. This is typically a URI

*  *Nhenoni c*: DLR

* *Type Code*: TBD1 (to be assigned by | ANA)

* *RDATA Format*: A single, variable-length field containing the
URI, encoded as a <character-string> as defined in [ RFC1035],
Section 3. 3.

* *Presentation Format*: <URI>

*  *Exanpl e*:

fuxi zhi ku. exanpl e.com DLR
"https://data. exanpl e. com space/ f uxi zhi ku/ cont ent "

3.2. The DOPK (Data (bject Public Key) Resource Record

The DOPK RR stores the public key associated with a Data hject, used
for identity authentication and cryptographi c operations.

*  *NMhenoni c*: DOPK

* *Type Code*: TBD2 (to be assigned by | ANA)

Lee, et al. Expires 4 May 2026 [ Page 5]



Internet-Draft DNS Resource Records for the Data Intero Cct ober

*

3. 3.

* RDATA For mat *:

T S I S LI N S

| Algorithm (8 bits) | /
T S S S B S /
/ Public Key /
/ /

T T S i S S S

2025

Algorithm An 8-bit identifier for the public key' s cryptographic

algorithm Values are nmanaged by |ANA in a new registry.
Initial val ues:

RSA

1:
- 2: ECDSA/ P-256
3: Ed25519

*Public Key*: Variable-length binary data of the public key.
format is algorithmspecific.

*Presentation Format*: <Al gorithnm <Base64-encoded Public Key>

*Exanpl e* (line breaks for clarity):
userl. exanple.com DOPK 1 ( AQAB... )

The DOAUTH (Data Obj ect Authorization) Resource Record

The

The DOAUTH RR defines an authorization (right) granted to a subject
(another Data (bject) over the owner Data hject.

*
*

*

*

*

Lee,

*Mhenoni c*: DOAUTH
*Type Code*: TBD3 (to be assigned by | ANA)
* RDATA For mat *:

T T S i S S S

| Type (8 bits) | /
R e T S S S T Tl I I S /

/ Subj ect DA (donai n- nane) /

*Type*: An 8-bit unsigned integer defining the authorization type.

*Subj ect DA *: The domai n name of the Data Ohject being granted

t he aut hori zati on.
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3. 4.

*Perm ssion DA *: The donmain name of a Data Cbject whose content
describes the detail ed perm ssions.

*Creator DA *: The domain nanme of the Data Ohject that created
this authorization record.

*Parent DO *: An optional parent Data hject, represented as a
domain nane. |If not present, this field is the root domain "."

*Key*: An encrypted symetric key for accessing the DO content.

*Confirmati on*: The subject’s signature over the DO content
di gest.

*Presentation Format*: <Type> <Subject DO > <Perm ssion DO >
<Creator DA > <Parent DA > ( <Baseb64-encoded Key> ) (
<Baseb64- encoded Confirmation> )
*Exanpl e*:

dat al. exanpl e. com DQOAUTH 192 user 1. exanpl e. com

per ml. exanpl e. com owner 1. exanpl e.com .

( dGhpcyBpcyBhl Gl eQ==) ( dGhpcyBpcyBhl HNpZw== )

The DODI GEST (Data Object Digest) Resource Record

The DODI GEST RR contains a cryptographic digest (hash) of the Data
oj ect’s content.

*

*

Lee,

*Mhenoni c*: DODI GEST
*Type Code*: TBD4 (to be assigned by | ANA)
* RDATA For mat *:

T

| Algorithm (8 bits) | /
B T I R S /
/ Di gest /
/ /

T S

Algorithm An 8-bit identifier for the digest algorithm Initial

val ues:
- 1: SHA-256
- 2. SHA-384
- 3: SHA-512
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* *Digest*: Variable-length binary data of the content digest.
* *Presentation Format*: <Al gorithn> <Hex-encoded Di gest>
*  *Exanpl e*:

datal. exanpl e.com DODI GEST 1
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

3.5. The DOCG (Data bject Classification and G adi ng) Resource Record

The DOCG RR specifies the classification and grade of the Data
oj ect.

*  *Nhenoni c*: DOCG

* *Type Code*: TBD5 (to be assigned by | ANA)

*  *RDATA Format *:
T o T T Tl (T e S SR S
| Class (16 bits) |
i T T e S
| G ade (16 bits) |
I e s i T S S S S e

* *(Class*: A 16-bit unsigned integer representing the data category.

* *Gade*: A 16-bit unsigned integer representing the data security
| evel .

* *Presentation Format*: <C ass> <G ade>
*  *Exanpl e*:
datal. exanpl e.com DOCG 2048 33792
3.6. The DOALGO (Data hject Algorithm Governance) Resource Record

The DOALGO RR specifies the permtted algorithns for processing the
Data Obj ect.

*  *NMhenoni c*: DOALGO
* *Type Code*: TBD6 (to be assigned by | ANA)

*  *RDATA Format *:

Lee, et al. Expires 4 May 2026 [ Page 8]



Internet-Draft DNS Resource Records for the Data Intero Cct ober 2025

R e E L E kT e e e L CE R T S
| Al gorithm Type (16 bits) |
T o T T Tl (T e S SR S
| AlgorithmID (16 bits) |
R e L e R T

* *Algorithm Type*: A 16-bit unsigned integer representing the
al gorithm cat egory.

* *AlgorithmID*: A 16-bit unsigned integer representing the
specific al gorithm

* *Presentation Format*: <Al gorithm Type> <Al gorithm|D>
*  *Exanpl e*:
datal. exanpl e.com DOALGO 1024 4097
4. Mechani sm
4.1. Declaration Trigger Scenarios

In the entire process of data interoperability, when involving core
operations such as data object attribute registration, access

aut hori zation, and content query, the declaration of corresponding
DNS resource records nust be triggered. The specific scenarios are
as foll ows:

*Data object initialization phase:* Wen the data owner conpl etes
identity registration for the data object, they nust sinultaneously
decl are DLR, DOPK records, and DODI GEST, and optionally provide
DOAUTH, DOCG and DOALCG information to clarify the data storage
address and identity authentication credentials, ensuring that the
data object can be |located and identified.

*Aut hori zation rel ati onshi p change phase:* Wen the data owner
grants or revokes data usage rights and ownership to users, the
DQAUTH record nust be declared to record key informati on such as
aut hori zation type and principal DO, ensuring that the authorization
relationship is traceable and verifiable.

*Data content update phase:* After the data object content is
nmodi fi ed, the DODI GEST record nust be re-declared to update the
content digest information, ensuring that the data integrity can be
verified through the digest during subsequent queries and avoi di ng
the use of tanpered data
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4. 3.
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*Security policy configuration phase:* Wen the data
classification and grading are adjusted (e.g., from"general data" to
"inmportant data") or the allowed algorithnms are changed, the DOCG and
DOALGO records nust be declared respectively to clarify the data
security level and al gorithm usage scope, supporting conpliance
detection and access control

Decl aration Effecti veness Mechani sm

The decl aration operation takes effect through a four-step process of
"subnission - verification - storage - synchronization" to ensure
that the records are authentic, usable, and trusted throughout the
entire process. The specific nechanismis as follows:

*Decl aration subm ssion:* The data owner or authorized principa
submits a record declaration request to the data identification
system through the data interoperability client in accordance with
the format requirenments of the corresponding RR type. The request
must include the principal’s private key signature for identity
verification.

*Legality verification:* After receiving the request, the data
identification systemfirst verifies the validity of the submtter’s
signature through the DOPK record to confirmthe identity is |egal;
then checks the record format (e.g., whether DLR conforns to UR
speci fications, whether the category/level values of DOCG are wthin
predefined ranges) to ensure the record content is conpliant.

*Trusted storage:* After successful verification, the
identification systemstores the record in the DNS zone and
automatically associates it with the data object’s DO (unique
identifier) to forma "DO - resource record" mapping rel ationship;
at the sane tine, it triggers the DNSSEC signature process to add a
digital signature to the record, ensuring that integrity can be
verified during subsequent queries.

*Synchroni zed across the entire network*The identification system
synchroni zes the newy declared records to associ ated DNS server
nodes in accordance with the DNS protocol’s zone transfer mechani sm
ensuring that data users can obtain the |atest and consistent record
i nformati on when querying in different network environnents, avoiding
interoperability failures due to unsynchronized records.

Record Usage Constraints
In the use of record query, invocation, etc., the follow ng

constraint rules nust be followed to ensure data security and
operational conpliance:
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*Query perm ssion constraints:* Only principals that have passed
identity authentication and obtai ned authorization (such as data
users registered in the DOAUTH record) can query sensitive records
such as DOAUTH and DODI GEST; when unaut horized principals query, the
data identification systemw |l return a "insufficient perm ssion"
error to avoid | eakage of sensitive information.

*Ti mel i ness constraints:* Records such as DODI GEST and DOCG nust
be consistent with the actual state of the data object. Wen the
data content or security |evel changes, the principal nust update the
records within 24 hours; records that are not updated beyond the tine
limt will be marked as "record to be verified" in the query
response, remnding users to verify the current state of the data.

*Associ at ed usage constraints:* Before querying data content, the
st orage address nust be obtained through the DLR record, and then the
content integrity nust be verified through the DODI GEST record. The
two nmust be used together; if the address pointed to by DLRis
i naccessible or the digest verification fails, the data access
operation must be termnated to prevent obtaining invalid or tanpered
dat a.

*Conpl i ance adaptation constraints:* The algorithns declared in
the DOALGO record nust be adapted to the data classification and
grading (DOCG . For exanple, "core data" only allows the use of
encryption algorithns that neet national secret standards; if the
al gorithm does not match the level, the data exchange service wl|
determine it as "non-conpliant” during conpliance detection and bl ock
the data exchange process.

5. Security Considerations

The DNS resource records defined in this docunent contain sensitive
i nformation, including public keys, authorization policies, and data
| ocators. The integrity and authenticity of these records are
critical for the security of the Data Interoperability Protocol

It is therefore REQUI RED that zones containing these RR types be
prot ect ed usi ng DNSSEC ([ RFC4033]; [ RFC4034] ; [ RFC4035]). dients
querying for these records MJST perform DNSSEC val i dation to ensure
that the responses have not been tanpered with.

The publication of authorization information (DOAUTH) in the public
DNS may have privacy inplications, as it reveals relationships

bet ween data owners and users. |Inplenmenters and zone adm ni strators
shoul d be aware of these inplications and use these records in
accordance with applicable privacy policies and regul ati ons.
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The DOPK record publishes a public key. The security of the
corresponding private key is the responsibility of the Data Object’s
owner and is outside the scope of this docunent. Conpronise of a
private key will allow an attacker to inpersonate the Data Object.

6. | ANA Consi derations
Thi s docunent requests IANA to take the follow ng actions:

1. Assign RR type codes for DLR DOPK, DOAUTH, DODI GEST, DOCG and
DOALGO fromthe "Resource Record (RR) TYPES" registry.

| Record | Value | Meaning | | -------- | ----- |
-------------------------------- | | DLR| TBDl | Data hject

Locator | | DOPK | TBD2 | Data Object Public Key | | DOAUTH | TBD3 |
Data Obj ect Authorization | | DODI GEST | TBD4 | Data nject
Digest | | DOCG| TBD5 | Data hject Class & Gade | | DOALGO |

TBD6 | Data Object Al gorithm Governance |

2. Create a new registry naned "DOPK and DODI GEST Al gorithm
ldentifiers". This registry will nanage algorithmidentifiers
for the DOPK and DODI GEST RRs. Initial registrations are
provided in Sections 3 and 5 of this docunent. The policy for
this registry SHOULD be "Specification Required" [RFC8126].

7. Nor mat i ve Ref erences

[ RFC1035] Mockapetris, P., "Domain nanmes - inplenentation and
specification", STD 13, RFC 1035, DA 10.17487/ RFC1035,
Novenber 1987, <https://wwwrfc-editor.org/info/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "DNS Security Introduction and Requirenents"”,
RFC 4033, DO 10. 17487/ RFC4033, March 2005,
<https://ww.rfc-editor.org/info/rfc4033>.

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, DO 10. 17487/ RFC4034, March 2005,
<https://www.rfc-editor.org/info/rfc4034>.

Lee, et al. Expires 4 May 2026 [ Page 12]



Internet-Draft DNS Resource Records for the Data Intero Cct ober 2025

[ RFC4035] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "Protocol Mdifications for the DNS Security
Ext ensi ons", RFC 4035, DO 10.17487/ RFC4035, March 2005,
<https://ww.rfc-editor.org/info/rfc4035>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "QGuidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DO 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/info/rfc8126>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Acknowl edgenent s

The authors would like to thank the World Internet Conference (WCQ)
for providing valuable platforms for technical exchange and

di scussi on, which contributed to the refinenent of ideas in this
docurnent .

Aut hors’ Addr esses
Xi aodong Lee

Institute of Conputing Technol ogy, Chinese Acadeny of Sciences
Email: XL@ct. ac.cn

Bot ao Peng
Institute of Conputing Technol ogy, Chinese Acadeny of Sciences

Emai | : pengbotao@ct. ac. cn

Yuf an Fu

Institute of Conputing Technol ogy, Chinese Acadeny of Sciences
Emai | : fuyufan20z@ct. ac. cn

Yunmeng Wang

Institute of Conputing Technol ogy, Chinese Acadeny of Sciences
Enmai | : wangyuneng24s@ct. ac. cn

Lee, et al. Expires 4 May 2026 [ Page 13]



