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Abstract

Thi s docunent specifies a structured framework for orchestrating,
managi ng, and nonitoring I n-Netwrk Conputing Functions (ICFs) in
Cooperative Intelligent Transportation Systens (C-ITS). For exanple,
in the context of Vehicle-to-Everything (V2X) comruni cations,

ef ficient managenment of Vehicl e-to-Vehicle (V2V) communi cati ons and
their integration with GITS can greatly benefit fromin-network
conputing. By leveraging ICFs, it becones possible to optim ze real -
time comunication, streamine traffic nanagenent, and enhance data
processing and security services at the network edge. Moreover, by

i ncorporating the Agent-to-Agent (A2A) conmuni cation paradi gm
intelligent agents within vehicles, Roadside Units (RSUs), and
networ k domains can directly coll aborate to negotiate resources,
exchange contextual information, and coordi nate conputing tasks,
enabl i ng adaptive and scal abl e orchestrati on across nulti-domain

C- 1 TS environnents.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

An,

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

et al. Expires 23 April 2026 [ Page 1]



Internet-Draft I12ICF for CITS Cct ober 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

An,

1. Introduction . 2
2. Framework and Interfaces .. 4
2.1. 12ICF Franework for CITS and NNO Netmorklng 4
2.2. 12ICF Interfaces e e 8
3. Use Cases . . . e e e 10
4. Security CbnS|derat|ons .o e 4
5. A2A Use Cases for SDV and C—ITS Integrat|on e
6. | ANA Considerations . . . .. . . . . . . . 13
7. References . . <
7.1. Normative References <
7.2. Informative References . . . . . . . . . . . . . . . . . 13
Acknowl edgrments . . . . . . . . . . . . . . . . . . . . . . ... 14
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 14

I nt roduction

I n-network conputing has recently gained significant attention and
has been extensively explored as a prom sing research area. This
growi ng interest stens fromthe increasing accessibility of data

pl ane programmmability, which has opened new opportunities for both
appl i cation devel opers and network operators to optim ze network
operations and application performance. Over the years, rigorous
research and nunerous trials have validated the effectiveness of
certain in-network conputing capabilities, collectively referred to
as | n-Network Conputing Functions (I1CFs). These functions have
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proven to be highly beneficial in various domains, such as nmachi ne

| earning, real-tine data processing, and | arge-scale distributed
systens. For instance, in-network aggregation techni ques have been
shown to accelerate collective comruni cati on operations |ike

Al l reduce and Broadcast, which are critical in training nachine

| earning nodels. These advancenents have led to the gradua
conmerci al i zati on of many in-network computing capabilities. Severa
ot her works, such as [|-D.jeong-nnrg-i2icf-problemstatenent][I-D.yao
-t svwg- cco- pr obl em st at enent - and- usecases][|-D.irtf-coi nrg-use- cases]
al so provide additional use cases and scenarios for in-network
conputing applications.

Despite these prom sing devel opnents, a critical chall enge remains:
the absence of a unified framework and standardi zed interfaces to
effectively register, configure, manage, and nonitor |ICFs. The
framework for Interface to Network Security Functions (|12NSF) defined
in [ RFC8329] provides a solid foundation for nmanagi ng and
orchestrating Network Security Functions (NSFs). However, these
frameworks fall short when it cones to supporting the unique
requirenments of 1CFs. Unlike NSFs, |ICFs often require seamnl ess
coordi nati on between endpoi nt conputing capabilities and in-network
nodes, such as Programmabl e Network Devices (PNDs), to accelerate
application performance col |l aboratively. This highlights the need
for a new franework that can integrate endpoint and in-network
functionalities while | everagi ng and adapti ng exi sting franeworks,
such as I2NSF, to define interfaces for ICFs effectively.

Thi s docunent rigorously exam nes the applicability of ICFs within
constrai ned environnents, particularly in data center networks, and
introduces a structured framework for their registration
configuration, managenment, and monitoring. Additionally, it

eval uat es extended use cases, including Vehicle-to-Everything (V2X)
communi cation, wherein ICFs facilitate the efficient orchestration of
vehi cl e-to-vehicle (V2V) networks, seaml ess integration with
Cooperative Intelligent Transport Systenms (C-ITS), and
interoperability with Mbile Network Operators (MNGs). By |everaging
| CFs, these architectures can achi eve enhanced communi cati on
efficiency, inproved traffic control, and secure data exchange.

Furt hernore, this docunment underscores the pivotal role of ICFs in
strengt heni ng cybersecurity measures for both private and public data
wi thin such interconnected ecosystens, addressing the increasing
demand for resilient security nechanisns in contenporary networked

i nfrastructures.

In CGITS, distributed agents across vehicles, Road-Side Units (RSUs),
and traffic managenent backends increasingly need to coll aborate
directly in an _Agent-to-Agent (A2A) _ nanner for capability

adverti senent, peer discovery, task del egation, and state exchange.
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Emerging | ETF work on Artificial Intelligence (Al) agent protocols
formalizes such A2A interactions (e.g., nessaging, capability
schemas, and di scovery) [|-D.rosenberg-ai-protocols], while the I RTF
NVRG expl ores applicability of A2A to multi-domai n network managenent
and automation [|-D.yang-nnrg-a2a-nni. This approach provides a

st andar ds- based application/control-plane overlay for |ICFs: vehicle,
infrastructure, and cl oud agents can discover and configure | CFs on
programmabl e net wor k devi ces, coordi nate V2V/ V2l conpute pl acenent,
and exchange | ow | atency signals for adm ssion control, safety
services, and analytics, thereby reducing end-to-end del ay and

net wor k overhead while inproving interoperability and nanageability
in CGITS depl oynents.

Framework and | nterfaces

This section presents the detail ed design of I2lICF framework and
interfaces for CITS and MNO Networ ki ng.

I 2I CF Framework for G-I TS and MNO Net wor ki ng

Figure 1 shows the 121 CF framework of G I1TS and MNO networking. In
this framework, there are several major conponents and relative
i nterfaces.

* Central Coud: A systemthat conprehensively controls the entire
C- I TS (Cooperative Intelligent Transport Systens) environment. |t
manages i nformation fromvarious CITS centers, including regiona
centers and hi ghway centers, and facilitates and oversees the
connection between C-ITS data fromthe Governnent Public Center and
end users. Additionally, it provides security functions through an
i ntegrated cybersecurity system

* CI1TS Center: The CITS Center is a conprehensive termthat
enconpasses both the Region Center and the H ghway Center. |t serves
as the central hub for managi ng and coordinating intelligent
transportation systens across various environnents, including urban
regi ons and hi ghways. By integrating data from Region Centers and

H ghway Centers, the CITS Center ensures efficient traffic
managenent, real-time data processing, and seanl ess conmuni cati on

bet ween infrastructure and connected or autononous vehicl es.

* Region Center: The Region Center refers to |ocal centers
established at key locations. These regional centers are connected
to Roadside Units (RSUs) and function as one of the G ITS Centers.
Each regional CITS center collaborates with the Governnent Public
Center to share collected data, ensuring seanl ess integration and
dat a exchange between |ocal infrastructure and centralized nmanagenent
syst ens.
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* Hi ghway Center: The H ghway Center operates simlarly to the Region
Center but is managed separately due to the unique characteristics of
hi ghways, which span nultiple regions rather than being confined to a
single city. Gven the higher traffic volune on highways conpared to
regul ar roads, there is a significant increase in data generation,
necessitati ng dedi cated network management for hi ghway environments.
H ghways are equipped with a greater nunber of RSUs than genera
roads, enabling the delivery of critical information to autononous
vehicles. As a result, the H ghway Center focuses on managi ng areas
that require nore real-tine processing to support safe and efficient
aut ononous dri vi ng.

* Government Public Center: The CGovernment Public Center is a CGITS
i nformati on provision system managed by the government. Due to the
nature of road traffic infrastructure, it is challenging for private
conpani es to manage this data effectively, and concerns over
reliability make it difficult for users to utilize privately managed
data. The Government Public Center ensures the delivery of highly
reliable, government-provided data to users, enabling themto
effectively utilize infrastructure-based information. It oversees
the provision and managenent of trustworthy data essential for safe
and efficient transportation systens.

* C-1TS Data Linkage System The C- I TS Data Linkage Systemis a

pl atform designed to provide CI1TS data to external users. By

of fering data through nethods such as Open APlIs, this system connects
C-I1TS infrastructure informati on with users, enabling seanl ess access
toreal-tinme traffic and transportation data. It facilitates the
integration of CITS data into various applications and services,
supporting the devel opnent of innovative nmobility solutions and
enhancing the overall efficiency and safety of transportation

syst ens.

* Cyber Security System The Cyber Security Systemis responsible for
managi ng the security of comunications between Software-Defined
Vehicl es (SDV), Wul nerable Road Users (VRU), RSU, Mbile Network
Qperators (MNO, and CITS infrastructure. Security technol ogies are
fundamentally integrated into all comunications to ensure encrypted
data transm ssion. Qutgoing data is encrypted using a public key,
whi |l e receiving devices decrypt the data using a private key to
securely access the information. The Cyber Security System oversees
the protection of both private and public keys across all nobdul es,
ensuring robust security agai nst potential exposure and safeguardi ng
the integrity and confidentiality of transmtted data.

* CITS Infra: The G ITS Infrastructure is a systemdesigned to

coll ect and provide various types of information, including traffic
signal data, roadside environnment information, VRU data, and RSU
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data. The specific CITS information available may vary dependi ng on
the devices and equi pnents installed on the road. This
infrastructure enables real-tine data exchange between the
transportation system and connected or autononous vehicl es,
supporting safer and nore efficient traffic nmanagenent.

* RSU: The RSU is a device that connects the CITS Infrastructure
with SDVs. Through the RSU, SDVs can transmt and receive data

bet ween vehicles via V2V and between vehicles and infrastructure via
V2I. RSUs play a critical role in enabling real-time comrunicati on,
providing essential information such as traffic signals, road
conditions, and safety alerts, thereby enhancing the safety and
efficiency of autononous and connected vehicl e operations.

* SDV1 and SDV2: SDV1 and SDV2 are exanpl es depicted in the diagram
but in real-world scenarios, there can be an arbitrary nunber of
vehicles. An SDV (Software-Defined Vehicle) consists of two main
conmmuni cation interfaces (External Comruni cation Interface : Enables
communi cati on with external systens such as RSUs (Roadside Units),

ot her vehicles (V2V), and infrastructure (V21/V2N), supporting

seam ess interaction within the G ITS ecosystem Internal Vehicle
Network (I'VN) Interface : Manages internal conmmunication within the
vehi cl e, connecting various onboard systens and conponents to ensure
snoot h operation and integration of vehicle functionalities) This
dual -interface structure allows SDVs to efficiently exchange data
both externally with the G ITS infrastructure and internally for
optim zed vehicle control

* | VN-Networ k1 and | VN-Net work2: | VN-Networkl and | VN- Networ k2 are
exanmpl es, but in practice, the internal conmunication systemof a
vehicle can consist of N different networks. These networks are part
of the In-Vehicle Network (IVN), which facilitates comruni cation
within the vehicle. In an SDV (Software-Defined Vehicles), the I'VN

i s designed based on a Zonal Architecture, where comruni cation

i nterfaces connect various devices and conponents within specific
zones of the vehicle. This architecture inproves data transm ssion
ef ficiency, reduces wiring conplexity, and enhances the integration
of advanced systens for autononous driving and vehicle control
Through this zonal design, SDVs can effectively nmanage hi gh-speed
dat a exchange between sensors, controllers, and actuators, supporting
real -tine processing and safer driving operations.

* VRU. A VRU refers to users who can conmmuni cate either with an MNO
or directly with SDVs. VRUs typically include pedestrians, cyclists,
and notorcyclists who are nore susceptible to traffic accidents due
to their limted protection. By connecting with MNO networks, VRUs
can receive real -tine safety alerts and traffic infornation.
Additionally, direct conmmunication with SDVs enables VRUs to exchange
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critical safety data, such as location and novenent intentions, which
hel ps aut ononmous and connect ed vehicl es detect and respond to nearby
vul nerabl e users, ultimately enhancing road safety.

* MNO An MNO is a service provider that owns and nanages wirel ess
communi cation infrastructure, including network towers, core

networ ks, and data centers. |In the context of CGITS, MOs play a
critical role in enabling real-tinme conmunication between vehicl es,
infrastructure, and VRUs by providing seanl ess connectivity through
cellular networks (e.g., LTE, and 5G. MGs facilitate the

transm ssion of safety nessages, traffic updates, and vehicle data,
ensuring lowlatency, high-reliability comruni cati on essential for
aut ononous driving and connected vehicle ecosystens. Additionally,
MNOs col l aborate with CG-ITS infrastructure to enhance data security
and manage network resources for efficient traffic nanagement and
mobility services
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Figure 1: 121 CF Framework and I nterfaces

|21 CF I nterfaces

According to the framework described in the previous section, there
are major interfaces that 121 CF of CITS and MNO networ ki ng shoul d

defi ne.

Interface 1 (11): This is the registration interface between the
C-ITS Center and the Governnent Public Center. It facilitates the
exchange of C-ITS infrastructure data, such as traffic information
and real -tine road conditions, ensuring the Government Public Center

et al.
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can provide accurate and trustworthy data to external users. This
interface al so supports secure data sharing through standardized
protocol s and encrypti on.

Interface 2 (12): This interface connects the CITS Center with the
CITS Infra. It is responsible for distributing infrastructure data,
such as traffic signal information, road environnent data, and RSU
status, fromthe CITS Center to the GITS Infra for real-tinme
processing and delivery to connected vehicles. It ensures continuous
data flow for effective traffic and i nfrastructure nmanagenent.

Interface 3 (13): This is the data exchange interface between the
Government Public Center and the MNO (Mobile Network Operator). It
enabl es the secure transm ssion of CITS data to M\NGs, all ow ng
mobil e networks to deliver critical traffic and safety information to
VRUs and vehicles. This interface nust ensure data integrity and
security during transm ssion.

Interface 4 (14): This interface connects the C-ITS Infra with the
MNO. It supports the sharing of network resources and real -tinme
communi cati on between infrastructure conponents and nobil e networks.
This connection allows for efficient distribution of data, such as
traffic alerts and safety notifications, to nobile users and
vehi cl es.

Interface 5 (15): This is the comruni cation interface between the
CI1TS Infra and SDVs. It enables bidirectional data exchange,
allowing SDVs to receive real-tine infrastructure information (e.g.,
traffic signals, road hazards) and transnit vehicle status data back
to the infrastructure. This interface is critical for supporting V2I
conmuni cati ons.

Interface 6 (16): This interface connects the MNO with both VRUs and
SDVs. It is used to deliver real-time safety nessages, navigation
updates, and other critical data. It also allows VRUs and SDVs to
send status or energency signals back to the network. This interface
must ensure | owl atency and secure data transmi ssion to prevent
accidents and inprove traffic efficiency

Interface 7 (17): This is the nmanagenent interface between the RSU

and the GITS Infra. It facilitates the configuration, nonitoring,
and managenent of RSUs to ensure stable conmunication between
roadsi de infrastructure and vehicles. |1t also handles firmare

updat es and di agnostics for RSUs.
Interface 8 (18): This interface supports V2l communication between

SDVs through the RSU. It allows SDVs to exchange critica
i nformati on such as speed, direction, and energency signals, enabling

et al. Expires 23 April 2026 [ Page 9]
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coll'ision avoi dance and cooperative driving. This interface nust
provide real-tine and reliable data exchange in dynanmic traffic
envi ronments.

Interface 9 (19): This is the communication interface between SDVs
and VRUs. It ensures that vul nerable road users receive inmediate
safety notifications fromnearby vehicles and infrastructure. For
exanpl e, SDVs can warn pedestrians of approachi ng vehicles or detect
VRU nmovenents in blind spots, enhancing road safety.

Interface 10 (110): This is the external and internal comunication
interface between nmultiple SDvVs It enabl es secure and efficient
conmuni cation within the vehicle's zonal architecture, facilitating
seam ess data exchange between various internal systens (e.g.
sensors, controllers) and supporting autononous driving functions.

Use Cases

This section introduces practical use cases of the |2l CF framework
within the context of CITS and MNO networking. These use cases
focus on energing technol ogi es such as SDVs, End-to-End (E2E)
conmuni cati on, and Cybersecurity, highlighting howthe |2lCF
framework can inprove network efficiency, safety, and security in
intelligent transportation environments.

* Real -Time Data Processing for SDV: The |21 CF franmework enabl es
seaml ess conmuni cati on between SDVs and C- I TS infrastructure through
interfaces such as I5 (G ITS Infra <-> SDV) and |8 (V2V Comuni cati on
via RSU). Real-tinme data such as traffic signals, road conditions,
and obstacle detection are transnitted to SDvVs for inmmediate
processing. By offloading certain data processing tasks to network
devices (e.g., RSUs), SDVs can reduce internal computational | oad,

all owi ng faster decision-making for functions |ike emergency braking
or |lane changes. This distributed data processing nodel inproves the
overal |l safety and efficiency of autononous driving.

* E2E Conmmuni cation for Cooperative Driving: The integration of MO
networks with G ITS through interfaces like 14 (CGITS Infra <-> MO
and 16 (MNO <-> VRU/ SDV) allows for reliable and | ow| atency E2E
communi cation. This connectivity is essential for cooperative
driving scenarios, where nultiple SDVs coordi nate | ane changes,
merging, or platooning in real tine. The |2ICF franmework ensures
that the network can dynamically manage traffic | oads and prioritize
safety-critical data transm ssion, enabling vehicles to share and act
on real-time informati on seam essly.
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* Enhanced Cybersecurity for G ITS and MNO Integration: G ven the

ext ensi ve data exchange between vehicles, infrastructure, and network
operators, cybersecurity is a critical component. The Cyber Security
Systemwi thin the 121 CF framework, managed through interfaces like 13
(Governnent Public Center <-> MNO and 110 (Internal SDV
Conmruni cati on), provides E2E encryption and secure key nmanagenent.
Private keys are stored securely in the cloud and can be updated via
Over-The-Air (OTA) mechanisnms if conpromised. |If a critical security
breach occurs, the systemcan initiate a global reset to reissue
encryption keys, ensuring systemw de security integrity. This
proactive approach mnimzes the risk of cyberattacks on connected
vehi cl es and infrastructure.

* Dynani ¢ Resource Allocation for Hi gh-Density Traffic Environments:
In high-traffic conditions such as hi ghways or urban intersections,
efficient data nmanagenent is crucial. The |12ICF framework, through
17 (RSU <-> G ITS Infra) and 19 (SDV <-> VRU), enabl es dynanic
resource allocation. For exanple, RSUs can prioritize data

transm ssion for emergency vehicles or redirect network resources to
manage traffic congestion. This adaptive data fl ow nmanagenent
reduces | atency and prevents network bottl enecks, ensuring that all
vehicles and infrastructure conponents receive critical information
inreal tine.

* Edge Computing for Latency-Sensitive Applications: Edge conputing
capabilities are integrated into the |21 CF framework using RSUs and
Programmabl e Net work Devices (PNDs) to handle | atency-sensitive
tasks. Interfaces like 11 (G ITS Center <-> Governnent Public
Center) and 18 (SDV <-> SDV via RSU) all ow certain conputational
tasks such as object detection or predictive path planning to be
processed at the network edge rather than relying on centralized
cloud servers. This significantly reduces response tinme for

aut ononous driving actions and enhances road safety by enabling
faster vehicle reactions.

* These use cases denonstrate how the 12| CF framework can enhance the
performance, security, and reliability of intelligent transportation
systens by integrating C1TS infrastructure with MNO networks. By
supporting real -time data processing, secure comunication, and
dynam ¢ resource nanagenent, the framework addresses the conpl ex
demands of nodern SDVs and connected nobility sol utions.
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Security Considerations

The 12ICF framework for G 1TS and MNO Networki ng of fers numerous
advant ages for various applications. However, due to the framework’s
ext ensi ve connectivity between diverse vehicles, devices, centers,

cl ouds, and VRUs, a vast anount of information and functionalities
are exposed during network configuration, |eading to potenti al
security risks. To ensure the overall security of the entire system
the follow ng nmeasures are recomended: First, the application

devel opment system shoul d be controlled by the same service providers
(e.g., cloud service providers or network operators) that own the
network and conputing infrastructure. Second, devices within the
cloud center should be pre-configured with security zones to isolate
traffic, preventing it fromaffecting other network traffic. Third,
encryption keys for each device should be centrally managed by the
cloud center. In the event of key exposure, the system should
support Over-The-Air (OTA) updates to pronptly replace conprom sed
keys. Fourth, if a security breach occurs within the centralized
managenment system exposing encryption keys, the entire system should
undergo a reset to performa security initialization. This process
wi Il generate and distribute new encryption keys to ensure the
continued protection of sensitive data.

A2A Use Cases for SDV and C-ITS Integration

In emerging SDV ecosystens, sean ess coordination anong vehicle
agents, G ITS infrastructure agents, and MNO agents becones essenti al
for achieving real -tine awareness and adaptive network optim zation
The _A2A conmuni cati on paradi gm enabl es direct interaction anong

t hese heterogeneous entities wi thout relying solely on centralized
control mechanisnms. For instance, SDV agents can dynamically

negoti ate data offl oadi ng, perform network slicing, or conpute
resource scheduling with MNO agents in response to vehicular nmobility
and network conditions, while roadside infrastructure agents exchange
situational context such as congestion |level, edge conpute
availability, or safety alerts with SDV agents to support cooperative
perception and hazard prediction. These A2A interactions facilitate
di stributed deci sion-maki ng across application and network | ayers,
form ng the basis for intelligent coordination and resilient service
continuity in connected nmohility.

When integrated with the proposed |2l CF framework, such A2A-based
orchestration allows SDVs, RSUs, and MNO backends to jointly nmanage
| CFs, thereby ensuring | owl atency, secure, and reliable service
delivery across multi-domain G ITS environments. This approach

foll ows recogni zed architectures and standards used in G ITS and V2X
systens, including franeworks for security nanagenment and network
data anal ytics. Leveraging these industry standards, A2A

et al. Expires 23 April 2026 [ Page 12]



Internet-Draft

6.

7.

7.1

7.2.

An,

121CF for CITS Cct ober 2025

coordi nation can extend beyond i ndivi dual domains to enable intent-
driven, cross-layer managenent of communication, conputation, and
data anal ytics anmong SDV, CITS, and MNO ecosystens.

| ANA Consi der ati ons

TBD.
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