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Abst ract

The CoAP protocol was designhed with direct connections and proxies in
m nd. This docunment defines mechani snms by which chai ns of proxies
can be set up. In conbination, they enable the operation of hidden
services and of clients simlar to how Tor (onion routing) enables it
for TCP-based protocol s.
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https://mail archive.ietf.org/arch/search/?email _|ist=t2trg.

Source for this draft and an issue tracker can be found at
https://gitlab. com chrysn/oni on-coap.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The Constrai ned Application Protocol (CoAP) protocol [RFC7252] was
designed with direct connections and proxies in mnd. This docunent
defines nmechani sms by which chains of proxies can be set up. In
conbi nation, they enable the operation of hidden services and of
clients simlar to how Tor (onion routing) enables it for TCP-based
pr ot ocol s.

Onion CoAP is a framework for building a nulti-party anonym zation
network with the goal of enhancing endpoints’ privacy through
anonynmous conmuni cation, while providing protection against traffic
anal ysis. The key goal of its design is to provide confidential and
anonynous conmuni cati on

Achieving this goal critically depends on nmultiple non-coll uding
parties providing particular network services. Specifically, Onion
CoAP t akes advantage of |ayered encryption of nessages and rel ayi ng
of traffic through a chain of proxies. Each |layer of encryption is
renoved at successive proxies in the chain, ensuring that no single
proxy or network nonitor can determ ne both the source and
destination of a given conmunication flow.

Oni on CoAP uses Ohject Security for Constrained RESTful Environnents
(OSCORE) [RFC8613] to protect comunications, and Epheneral Diffie-
Hel | man Over COSE ( EDHOC) [ RFC9528] for establishing the required
OSCORE associ ati ons.

1.1. Term nol ogy

The key words “MJUST” , “MJUST NOT” , “REQURED’ , “SHALL” , “SHALL NOT”
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. Uses cases

Usi ng Oni on CoAP allows for mnimzing information disclosure, by

hi di ng the network | ocation of the communicating endpoints as well as
their traffic pattern. This also prevents |linking the physica
position of individuals that use communication endpoints to their
organi zational or personal affiliations, or inferring their
activities. For example, Onion CoAP is relevant in the foll owi ng use
cases.
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2.1. Transport Applications

Sone industrial applications can have particularly high privacy and
confidentiality requirenents, by deem ng physical positions and
conmuni cation patterns of the different parties to be sensitive
information and a critical asset to protect.

For instance, this can be the case for businesses operating in

|l ogistics and for their customers, as interested in a highly discrete
tracki ng of transported goods that exposes as little information as
possi bl e.

The use of Onion CoAP ensures that the physical |ocation of goods
remai ns undi scl osed to unintended and unaut hori zed parties, thus
reduci ng risks such as tanpering, theft, or industrial espionage,
e.g., by conpetitors or saboteurs. Furthernore, anonym zing the
conmuni cati on endpoints and their traffic patterns protects cargo
details and logistics chains frombeing |inked to specific operators,
routes, or custoners.

A concrete exanple is a transport container that includes tracking
sensors bel onging to a nmanufacturer conpany. The contai ner contains
products made by such manufacturer and is physically anonynized
(i.e., the container does not provide any visual hint pointing to the
manuf act urer).

As the container is noved fromone harbor to another, the sensor
therein is intended to send a status update to the manufacturer
server. Wen this happens, the nmanufacturer does not want to revea
itself and its position as sonethi ng understandabl e by observing the
communi cati on started by the sensor.

For instance, the manufacturer wants to keep the details of its

| ogistics strategy confidential, including the routes and schedul e of
its delivery and distribution process. The reliability and
comerci al success of the manufacturer may well rely on such an
optinized conbination or routes and schedule, which is a key asset to
not expose to conpetitors.

2.2. Hidden Depl oynents

In sone scenarios, not only is the physical |ocation of communicating
endpoints a critical asset to protect, but even their deployment and
topol ogy shoul d be hidden and inpractical to infer. That is, the
fact that communication devices are deployed and the details of their
depl oynent shoul d thensel ves be hi dden
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For exanple, one may want to build a network of (nobile) sensors and
actuators that are confidentially and secretly deployed in | ocations
whi ch nust not be reveal ed, and fromwhere they act as clients,
servers, or both.

Concrete use cases can include the supporting of nmilitary actions
such as intelligence collection and assistance for in-the-field
operations, or circumenting repressive actions such as censorship
and (pervasive) traffic nonitoring.

Hi gh-1 evel Overview
Desi gn consi derati ons

The network described in this docunment is designed to allow
participation of Cass 1 devices as defined in [RFC7228] as servers
and clients. It should reuse building blocks these devices wll

al ready inplenment if they use EDHOC [ RFC9528] for authenticated key
establ i shment and OSCORE [ RFC8613] for encryption. Operations that
are costly for constrained devices, such as creating and verifying
signatures, should not be part of regular operation

Conponent's overvi ew

Thi s docunent introduces separate mechani sms that in conbination
enabl e setups simlar to how Tor is used for anonynous web access and
anonynous hosting of web sites. Sone of the nechani sns need no new
protocol conponents, but nerely describe which existing steps are
used to obtain the desired results.

* Aclient can use EDHOC to establish a unilaterally authenticated
OSCORE context with proxies (see Section 4.1).

* A server can use EDHOC to establish a unilaterally authenticated
OSCORE context to establish a reverse proxy address (see
Section 4.2).

* A discovery mechani smfor proxies (see Section 4.4).

* A nam ng and discovery nechani smfor hidden services (see
Section 4.3).

Note that these nechani sns should be largely independent: A server
that does not intend to hide its position can still advertise a
cryptographic name at its real network coordi nates, and thus be
availabl e both to clients that do hide their location (even if their
proxi es do not work as “exit nodes” in Tor termnology) and to
clients on a | ocal network.
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Figure 1 illustrates an exanple topology, and Figure 2 illustrates a
cross-section of the OSCORE | ayers al ong one pat h.
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\ | server addr.) | /
v o | /
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(publ i shed as server addr.)
Figure 1: Exanpl e topol ogy of an onion style CoAP network show ng
two routes in separate graphs. Note that the hop P4A—P2 is
present in both chains, and can be pooled into one TLS connection

Cient 1 P3 P6 P1 P4 P2 pP7 P5 Server 1
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Figure 2: Cross section of the Client 1 — Server 1 connection of
[ TBD reference fromlabel ]. Nunbers indicate the sequence in
whi ch EDHOC is perforned (precisely: nessage 1 is transmtted
over the wire through whi chever encapsul ation), and are placed on
the side of the initiator. Not depicted at step 8: Server 1 and/
or P4 (TBD) publishes P4 as the public address of the hidden
service; 9: client obtains the list of available proxies. 15:
Client 1 |looks up the introduction point of Server 1 through the
proxy chain up to P1 to discover P4 (rmay also be inplicit).

4. Mechani sns
4.1. dient proxy chain

A client can pick one or nore proxies to hide its position in the
net wor K.

Wt hout OSCORE proxies, only one proxy hop can be chosen, because the
CoAP requests contains at nmost two addresses: The address in the IP
header, and the address in the Uri-Host option. Wth the nmechani sns
introduced in [I-D.ietf-core-oscore-capabl e-proxi es], CoAP request
can contain a Uri-Host option in each | ayer of OSCORE, effectively
bui l ding a source routing chain.

To build the chain, the client first chooses its first proxy hop, and
runs EDHOC to establish an OSCORE context. 1In this process, the
proxy authenticates with its long-termcredentials, whereas the

client uses an epheneral key (a plain CWM dians Set, [RFC8392]).

The process can take as little as one round-trip per proxy; when
message 3 of EDHOC is sent along with the OSCORE nessage (see
[I-D.ietf-core-oscore-edhoc]) that contains the next hop’ s nessage 1,

Once one proxy context is established, EDHOC can be run through that
proxy with the next proxy, until a chain of sufficient |ength has
been established. Care has to be taken to never use one of the later
proxies with any chain other than the chain through which the
connecti on was established, for otherwi se the client can be
deanonym zed nor easily.

When forwardi ng nessages, every forward proxy strips off a | ayer of
OSCORE fromthe request, and adds one to the response.

Possi bl e optim zati ons:
* Can EDHOC be run without transmtting two public keys (G X and

G1l) for the client? (l.e., Can G X be re-used as G| wthout
harmto EDHOC (likely not), and how woul d that be conmuni cat ed?)
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* For hops that are only ever used with a single next-hop, as is
typical with all but the first proxy (see guidance below): Can
default values for Proxy-Schenme and Uri-Host be comuni cated
during EDHOC, values that would |l ater be elided? Oherw se, every
request would contain explicit addresses of the full chain. |If
taken to the extrenme, this night be setting up a SCHC context that
al so conpresses parts of the OSCORE option, where the client tells
each proxy what the KID used with the next proxy is, and uses the
same sender sequence nunber for the hops. (This has own security
consi derations; mght be necessary to apply offsets, at which
point it gets overly conplex).

Effectively, setting a default value for Proxy-Schene and Uri - Host
makes that (originally forward) proxy a reverse proxy.

4.1.1. CQuidance for setting up proxy chains

TBD: This section should contain guidance distilled from Tor
operations. |In particular, it mght recommend that a client pick one
proxy hop as a long-termfirst hop, while building the remaining
chain individually for each new origin server

Fol | owi ng comopn tor practice, it is expected that typical chain

| engths are around 3 hops. Note that the anount of processing on the
peer side is independent of the length of the chain chosen by a host.
If a client deens a one-hop setup sufficient and only has resources
for maintaining one extra OSCORE context, it can still use a server
that is hidden behind a 3 | ong proxy chain.

4.2. Server proxy chain

A server can pick one or nore proxies to hide its position in the
net wor k.

Unli ke forward proxies, which are configured per request, this
requires a dedi cated nmechani sm

TBD: Thi s docunent does not yet specify such a mechani sm but may
draw upon the reverse proxy request of Section 2 of
[1-D. anmsuess-core-resource-directory-extensions].

When forwardi ng nessages, every reverse proxy adds a | ayer of OSCORE
to the request, and removes one fromthe response.

Possi bl e optim zati ons:
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Rat her than explicitly advertise the nane for which the proxies
shoul d be set up, the advertised nane could be derived fromthe
CRED x used in EDHOC

4.3. Naming and nane resol ution

The nechani sns di scussed in [|-D. amsuess-t2trg-rdlink] can be used by
hi dden services to cone up with nanes for their services. (That
docunent will need to be updated to use nechani sns from Appendi x F of
[I-D.ietf-core-transport-indication]).

Along with the service’ s public key (that is announced as part of the
nane), the published record nay al so i nclude the public key of the
introduction point, as that will allowthe client to establish an
extra layer with the introduction point. As the published record is
not trusted, the client can use the EAD option described in

Appendix D of [I-D.ietf-core-transport-indication] to verify the
proxy’ s public key as part of the end-to-end session. |f client and
server support this, they can rule out that an attacker night
advertise itself as the introduction address and could thus nonitor

| arge portions of the traffic toward a hi dden service (even though
that attacker would still not |earn the |ocation of the server, the

| ocation of hidden clients, or the content of the conmmunication). As
an alternative (TBD. when woul d which be chosen), the client’ s |ast
chosen proxy, when seeing the cryptographi c address of the hidden
service, may not just establish an EDHOC session with the

i ntroduction proxy, but also with the hidden service, therein
performng the sane verification. The server should therefore allow
for at |least one | evel of nesting within inconm ng EDHOC sessi ons.

4.4. Proxy discovery

A mechani sm for discovering forward proxies is already described in
[I-D.ietf-core-transport-indication]; discovery of reverse proxies
suitable for servers will depend on the preci se nechani sm used.

4.4.1. Discovering the introduction proxy for services

Services with cryptographic identifiers outlined in {#nam ng} can
regi ster these nanes in a distributed Resource Directory foll ow ng
the sane [I-D. anmsuess-t2trg-rdlink] style setup. Unlike described
there, they would not enter their network address into the
distributed directory, but the address of their nost renote reverse
proxy (the introduction point).

This directory propagates changes relatively fast, limted by the
performance of the underlying Distributed Hash Tabl e (DHT).
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Clients | ooking for services may not need to use the discovery
service directly: Instead, they can send requests to a proxy of their
chosing, and rely on the proxy to utilize the directory to ook up a
next hop. (They do need to performdi scovery of the introductory
node if they want to hide the ciphertext of their conversation from
their last proxy and establish a secure connection to the

i ntroduction proxy chosen by the server, verifying it using the EAD
option described in Appendi x D of
[I-D.ietf-core-transport-indication] instead of relying on their own
| ast proxy).

4.4.2. Discovery for eligible forward and reverse proxies

In order to hide their location, clients as well as servers need to
di scovery lists of eligible proxies, along with netadata that

i ndi cates whether the proxy is willing to proxy to arbitrary

| ocations on the Internet, or nerely to hidden peers.

That distinction in forwad proxies would be simlar to how Tor

di stinguishes relay and exit nodes. |In reverse proxies, there is an
anal ogous distinction that is not so nmuch based on policy but rather
on the structure of the authority conponent used by that reverse
proxy: If the proxy can offer nanmes that are resolvable on regul ar
CoAP stacks (i.e., DNS can resolve it to a global |P address), then
regul ar CoAP clients can use the introduction address as an entry

poi nt. The hidden service trusts the user to establish an end-to-end
connection: If the client is unauthenticated (i.e., using a plain CCS
as its credential), the hidden server can not tell whether the

i ncom ng EDHOC session is end-to-end or nerely set up by a proxy, let
al one whether the client is using a chain of proxies or not. Mny
proxi es may not offer such names, and services may not want to rely
on such names anyway -- in that case, clients are required to use
(rmost probably by proxy) the DHT in which services are announced.

Mai nt enance of this list is out of scope of this docunent, but the
produced list will have some properties required for the constrained
devices: * For each proxy that is available to forma hiding circuit,
the list includes: * the proxy s cryptographic identity (eg. in a
CCS): to authenticate the proxy, * affiliation information (operator
and location): this enables hiding nodes to find paths of probably
non-col l uding proxies * optionally a public IP address: this enables
nodes to use the proxy as a first hop * The list is updated
regularly, with an update rate nmeasured in hours or a few days. * The
list needs to be signed by independent entities. (This is the only
pl ace in the whole setup where signatures are required: it appears
unrealistic that the maintainers of the network will be online to
perform non-si gning chall enges for the docunent all the tine.

Devi ces that can not even performthat verification mght have a
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trusted source, possibly their firnmware update source, that perforns
the verification for them. * The list’ s size will excede the nenory
capacity of individual devices, so it needs to be split up, possibly
inawy simlar to a Merkle tree. (At a bare mininmum a Tor sized
networ k of 10k nodes with 32 bytes of key material for each node
woul d al ready exceed the RAM available to C ass 2 devices [ RFC7228]).
It may be beneficial for long-termstability if the list is
structured such that there is always a fragnent with | ong-term stable
addresses that nodes can store.

TBD: Describe operations of this service in a separate docunent.

The three tasks of proxying, participation in the distributed
Resource Directory and participation in the dissem nation of the
proxy list are conceptually separate. None the less, it is expected
that proxies eligible for the list will performall those roles

Nodes partipating in this network will always keep at |east sone
verified fragnents of the list across restarts, and should be
provisioned with a current state of the list at setup tine. As the
proxi es al so provide the |list, devices can obtain the |atest version
through the first EDHOC connection they establish with a proxy they
know fromthe nost recent version the have. For the unlikely event
that all stored proxies have becone unavail abl e, nodes nay accept
recent signed versions of the list through other neans.

4.5. Establishing TLS connections between proxies

Pr oxy-to-proxy requests, which are the nmajority of transnmitted
request, are transnmtted between unconstrai ned devi ces across the
Internet. As such, protecting those connections with an extra | ayer
of TLS (as specified in [ RFC8323]) is desirable, because

* it profits fromTCP s flow control,

* it hides nore request netadata (even though none of the netadata
visible at this point should be linkable to the server or the
client, with the exception of nessage | ength), and

* it allows requests to be m xed across MIU and thus to hide their
| ength and nunber (provided there is sufficient traffic on the
link to ensure that nultiple nessages are processed within one
Nagl e interval).
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[ TBD: Expl ore whether coercing traffic through specific pairs of
nodes instead of random node pairings woul d make sense. If it is
danger ous, maybe servers nmight pair up on their own to ensure that it
is hard to nonitor their ingress and egress traffic for correlation

]

A chall enge in establishing TLS connections on that link is that
proxies are advertised with EDHOC credentials in the network’ s

di scovery area. The tools of [I-D.tschofenig-tls-cwt] may help
bridging that gap. |If that work does not progress, proxies m ght
establish an EDHOC session inside an intially unauthenticated / self-
signed TLS session, tying the sessions together by the use of a data
itemexported fromthe TLS key material exporter

4.6. Oher tricks
TBD. Current ideas:

* For increased privacy, it nmay nmake sense to spool requests and
responses in proxies for “as long as practical” . Those setting up
the proxy may indicate that in the security context. While it
i ncreases the proxy’ s nenory requirenents a |lot to keep severa
seconds of traffic around, it is not expected that these proxies
will be operating at network capacity linits.

* Add chatter between proxies. Wth the stark contrast between
constrai ned devi ce bandwi dt hs and | nternet bandw dths, this can be
t ol erabl e.

* Access point assistance: Wiile all of this is ainmed at constrained
devices as defined in [ RFC7228], devices of Cass 1 may not be
capabl e of using the full proxy discovery service or setting up
security contexts with all the hops in the chain. Instead, they
may only provide end-to-end encryption, and use a service provided
by a |l ocal node (e.g. the border router in a 6LOWPAN network
[ RFC8138]) to set up the hops. Such a setup can also be used to
defer policy decisions to the network, which nmay decide to
advertise its own address as an introduction point, or use a
sui table I ength of reverse proxies.

* The introduction point would be the only suitable |ocation to
pl ace a cachi ng proxy when [|-D. ansuess-core-cachabl e-oscore] is
used. As the server is be aware that cacheable OSCORE is used, it
can select a reverse proxy that was advertised with caching
capabilities (with that nmetadatumstill TBD).
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4.7.

Overhead and optim zations

TBD. Main points:

*

*

Establishing a default Uri-Host |ikely gives nbst savings.

For intermediate hops, using a shorter AEAD tag m ght be an
opti on.

5. Security Considerations

When usi ng proxy chains, only contact a proxy through the one
chain it is set up with, and only accept nessages into a context
if they were transported in the hop they are expected to be
recei ved from

It is of utnobst inmportance to not have observably different
behavi or between nessages with an unknown context and nessages
whose context is known but not expected at this point. For
exanple, if an attacker controls a server’ s introduction point and
intends to deanonym ze clients, it may attenpt to send responses
directly to the suspected address of the client.

In inplenentations, this can be mtigated by first |ooking up the
list of contexts depending on the outer layer, and then |ooking up
inside that |ist whether the security context is known and the
message expect ed.

What are the effects of sequence nunmbers on correlation? 1Is it
good or bad to use the sane sequence nunber for all hops in a
chai n?

6. | ANA Consi der ations

TBD.
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