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Abst ract

Applications built on CoAP face a conflict between the technical need
for short message sizes and the interoperability requirement of

foll owi ng BCP190 and thus registering (relatively verbose) well-known
URI paths. This docunent introduces an option that allows expressing
wel | -known paths in as little as two bytes.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ansuess-core-shopinc/.

Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (mailto:core@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/core/.
Subscribe at https://ww.ietf.org/mailmn/listinfol/core/.

Source for this draft and an issue tracker can be found at
https://github. com chrysn/ shopi nc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

[ This is an early draft, please read the abstract. ]
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1.1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent assumes basic famliarity with CoAP ([ RFC7252]), in
particular its Uri-* options.

2. The Uri - Pat h- Abbr option

The Uri - Pat h- Abbr option (short for "URl path, abbreviated")
expresses a request’s URI path in a nore conpact form

The Uri-Pat h-Abbr val ue represents a particular path, and is thus
equi val ent to any nunmber of Uri-Path options. Those paths are
typically in a "/.well-known" |ocation as described in [ RFC8615].
The option values are coordinated by ANA in the Uri-Pat h- Abbr
registry established in this docunent in Section 5.1.

A client may use the option instead of the Ui-Path option if there
is a suitable value that can express the requested path. Unless the
client can be assured that the server supports it (e.g. because the
specification describing the interaction mandates support for the
option in the server) it SHOULD fall back to sending the path
explicitly if it receives an error indicating that the option was not
understood (otherwise, it would have limted interoperability).

A server receiving the option with an unknown value MJST treat it as
an unprocessable critical option, returning 4.02 Bad Option and MJST
NOT return a 4.04 Not Found response, because the equival ent path may
be present on the server.

A server that supports a Uri-Path-Abbr value MJST al so support the
equi val ent request conposed of Uri-Path components.

B Rt Semsfesfenty oot Sfemsfemsfemed Cmsfusfemnty ety e e femsfems ey et femsfums el
| No | C|] Ul N| R| Nane | Format | Len. | Default |
R ettty ety Sty ey ety b epp—j—p jjp—j——p——— plf—j———— pjjp—j——(————
| CPA13 | x | | | x| Ui-Path-Abbr | uint / | any | (none) |
I [ | opaque | I I
+------- B R e I R R +-------- +------ I +

Table 1. Uri-Path-Abbr Option Summary (C = Critical, U=
Unsafe, N = NoCacheKey, R = Repeatabl e)
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/1l RFC-Editor: This docunent uses the CPA (code point allocation)

/1l convention described in [I-D.bormann-cbor-draft-nunbers]. For

/1 each usage of the term"CPA", please renove the prefix "CPA" from
/1 the indicated value and replace the residue with the val ue

/1 assigned by | ANA; perform an anal ogous substitution for all other
/1l occurrences of the prefix "CPA" in the docunent. Finally, please
/1 renove this note.

The Uri-Pat h- Abbr option has an integer value in its first
occurrence; the type of later occurrences differs depending on the
first. It is acritical and safe-to-forward option that is part of
the cache key, used in CoAP requests. Table 1 sunmarizes these,
extending Table 4 of [RFC7252]). |Its OSCORE treatnent is as Cass E
([ RFC8613]) .

Apart fromthe format, these properties only deviate fromthe Uri-
Path (for which it stands in) in that this option is safe to forward.
Thi s has unfortunate consequences for the interactions with the
Proxy-URlI option, but is generally desirable: It allows the option to
be used with proxies that do not inplenent the option.

2.1. Proxy behavior

A proxy MAY expand or introduce a Uri-Path-Abbr when forwarding a
request, in particular for serving cached responses, as long as this
i ntroduces no new errors to the client.

A proxy that knows Uri-Path-Abbr but not the concrete val ue SHOULD
forward it unnodified, which is the behavior it would apply if it did
not know the option. A reason to reject the request instead i s when
the proxy is tasked with enforcing access control (see Section 4).

2.2. Interaction with other options

The option is nmutually exclusive with the Uri-Path option. Receiving
both options in a single request MIST be treated |i ke the presence of
a critical request option that could not be processed (that option
being either the Uri-Path-Abbr option or the conflicting option).

The Uri - Pat h- Abbr option MJUST NOT be used in conbination with the
Proxy-Uri option (or the simlar Proxy-CRl option (of
[I-D.ietf-core-href])) by clients. Proxies that understand Uri - Pat h-
Abbr and convert Uri-* options into Proxy-Ui MJST expand any Uri -
Pat h- Abbr if they know the val ue.

By the (de)conposition rules around Proxy-Uri, and because Uri-Path-

Abbr is safe-to-forward, a proxy (being generally unaware of this
specification) is allowed to conmbine the option with Proxy-Uri (or
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Proxy-CRI) when it conbines the Ui-* options. |n such a conbined
message, the Uri-Path segnents to which the Uri-Path-Abbr corresponds
are appended to the path as if all conponents were present as

i ndi vidual options in the request without conflicting. Servers that
support both Uri-Path-Abbr and Proxy-URI/-CRI SHOULD process requests
accordingly. (This is not a strict requirenent, as there are no
known inpl erent ati ons of proxies that actually conpose a Proxy-URI/-
CRI fromindividual options, nor is there a reason known why they
shoul d) .

Repeat ed use

The docunent defining the registered value of the first Uri-Path-Abbr
option may allow additional Uri-Path-Abbr options, Their value is not
expanded t hrough the Uri-Path-Abbr | ANA registry, but according to
rules set up in that particular registration

To be inplenentable on a wide variety of platforns, those rules
shoul d al | ow expansion into Ui-Path options in an iterative way
(i.e., any added Uri-Pat h- Abbr option corresponds only to appended
Uri-Path options, or cause a 4.02 Bad Option error, except if there
are no resources at all with that prefix, in which case 4. 04 Not
Found may be used instead).

1. Exanples of rules
Sone rules anticipated to be used are:
* (Options after the first are treated exactly like Uri-Path options.

* There can be only one added Uri-Pat h- Abbr option, and its opaque
value is | ooked up in a table shaped |ike the Uri-Path-Abbr | ANA
registry

2. Considerations for choosing rules and prefixes

It is recomended that the expansion of the first Uri-Path-Abbr
option does not end with a trailing slash. Wile that is a valid
CoAP URI, any additional path segnents generated by expandi ng

addi tional Uri-Path-Abbr options would generated paths with interior
doubl e sl ashes, which is highly unusual and generally not intended.

When no repeated use is anticipated, it is recomended to not forbid
themoutright: That would make it harder to use that exension point
|later, as allowing it would be a breaking change to the
specification. Instead, either the common behavior of treating them
as extra Uri-Path strings can be specified (which does not nmake a
server without resources under the prefix any nore conplex, as it nmay
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answer react with 4.02 or 4.04 as per Section 2.3), or the senantics
of repeated options can explicitly be left unspecified (which retains
more flexibility in assigning neaning |ater).

2.4. Choice of the option nunber

TBD: Rephrase this to either be useful for readers of the fina
docunent who can thus |earn how the option nunber nanespace is
managed, or renove before publication

It's already 1+1 -- we generally do try to keep even the 1+1 high
so that later option typically paired with a low option (like
EDHOC paired with OSCORE) can use the small delta. In this case,
there’s a good reason (being ordered before Uri-Query) though, and
I don’t expect that any other option would need this particul ar
property (especially given that this option on its own has an

ext ensi bl e val ue range).

3. Initial Uri-Path-Abbr val ues
Thi s docunent registers values for the follow ng well-known URIs
* [.well-known/core
* [.well-known/rd (see [ RFC9175])
* /.well-known/brski (see [I-D.ietf-anima-constrained-voucher])
* [.well-known/est (see [ RFC9148])

For all those, later occurrences of Uri-Path-Abbr are interpreted as
additional Uri-Path values. While there are currently no resources

under the CoRE and RD resource, this behavior is useful in BRSKI and
EST.

Note that the former two paths are commonly used with Uri-Query
options.

4. Security Considerations

Havi ng alternative expressions for information that is input to
policy decisions can be problematic when the nmechani sm perform ng the
check has a different interpretation of the presented data than the
mechanismat tinme of use. That concern is not newto this docunent:
Both the Proxy-Ui of [RFC7252] and the Proxy-Cri option of
[I-D.ietf-core-href] have the sane properties in that regard. The
appropriate behavior is for policy checkers to reject any request
that contains critical options that is not understood; the
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application protected by the checker may provide the checker with an
allowlist of options that it will treat as unchecked i nput.

5. 1 ANA Consi derations

5.1. CoAP option: Uri-Path-Abbr

I ANA is requested to enter an one option into the CoAP Opti on Numbers
registry in the CoRE Paraneters group

*  Number: CPA13
* Nane: Uri-Path- Abbr
* Reference: this docunent
5.2. Uri-Path-Abbr registry
I ANA is requested to establish a newregistry in the CoRE paraneters
group: Values of the first Uri-Path-Abbr option in a CoAP request
correspond to a URI path according to this registry.
The policy for adding any value is | ETF Review (as described in
[ RFC8126]). Change control for the registry follows this document’s
publication stream Initial values are given in Table 2
Entry fields are:

* First option val ue.

An non-negative integer that can be expressed in 32 bits, unique
within this registry.

Al'l positive val ues whose nost significant bit of the nost
significant byte is 1 are reserved.

The Python invocation python3 -c '"print("reserved" if
(250).bit_length() %8 == 0 el se "unreserved")’ can be used to
quickly test this property for any positive nunber (250 in this
exanpl e).

* Sinpl e expanded pat h.

This text is the URI path (starting with /) that the option, when
present only once in a request, is expanded to.

This field may be enpty if the docunent describes that the option
needs to be repeated when using this first val ue.
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* Reference

A docunent that requested the allocation, and descri bes whet her
the option nay be repeated after this first value, and how | ater
val ues are expanded

Revi ewer instructions:

The reviewer is instructed to be frugal with the 128 val ues that
correspond to a single-vbyte value, focusing on applications that are
expected to be useful in different constrai ned ecosystens.

If the considerations of Section 2.3.2 are not followed, the reviewer
is asked to verify with the applicant that they are deliberately
deci di ng ot herwi se.

The expanded path (or paths) are expected to be well-known paths at
the time of witing, but it is up to the reviewers to exceptionally
al so admit paths that are not well-known.

If the registration foresees updates, those shoul d al ways just all ow
previ ously unacceptabl e values into new path segnents, and not alter
the semantics of previously valid expansions.

| First option | Sinmple | Reference |
| val ue | expanded | |
I | path I I
[ e oo s e e e s s s s s s e s s s e s s s s s s s s s e s s s
| O | /.well- | Section 3 of this docunent |
| | known/ | |
| | core | |
o e e - TS o e e e e e e e e e e e e e e me oo +
| 1 | /.well- | Section 3 of this docunment, and |
| | known/rd | [RFC9176] |
oo S o m o e oo +
| 2 | /.well- | Section 3 of this docunment, and

| | known/ | [1-D.ietf-ani ma-constrai ned-voucher]

| | brski | |
R TS o e e e e e e e e e e m e ao- - +
| 3 | /.well- | Section 3 of this docunent, and |
| | known/ | [RFC9148] |
I | est I
S Fomm oo - o m e e e e e e e e e e e e e e e e e e o +

Table 2: Initial values for the Uri-Path-Abbr registry

6. References
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Appendi x A, Further devel opnent

Several possible further directions are anticipated in this docunent,
but not specified at this point in tinme; they are left for further
document s:

*

The nechani sm of expandi ng one option into another option m ght be
expressed using the term nol ogy of SCHC.

Such a generalization is not ainmed for in this docunent; authors
of any future docunent providing such a franework are encouraged
to provide an equival ent but nachi ne-readabl e expl anation of the
mechani sm speci fi ed here.

The registry for Uri-Path-Abbr values is set up such that first
val ues can not have the nost significant bit of the first byte
set.
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This allows future docunments to reuse the option for any CBOR
expressions, e.g. the path component of a CR
[I-D.ietf-core-href]. Note that those CBOR structures can only
use the major types 4 to 7 for the top-level item but that

i ncludes all containers (arrays, nmaps and tags).

Senders and recipients of this option do not need to concern
thenselves with that extension mechani smunless they inplenent it:
As the first value is conpared to known registry entries, any CBOR
itemcontained in it will sinply not match any known val ue

Shoul d the working group decide not to use that extension point,
the registry’'s policy can be relaxed to also allow values with
that leading bit set.

A future docunent may update this document to all ow registering
val ues that are allowed to use together with Uri-Path val ues (but
at the tine of witing, no exanples are known by which such a
design could be properly vetted). |In particular, that update
weakens the "MJST" in Section 2.2.

This option is designed to stand in for the Ui-Path option al one,
not for any other option; this sinplifies its interaction rules.

In particular, application authors who seek to express Uri-Query
options in a nore concise or easier to process way are advised to
avai |l thenselves of the FETCH nethod introduced in [ RFC8790].

Appendi x B. Open questions

This section will be gone by the tine this docunent is published.

*

Is the transformati on of separate options to Proxy-URl even
_legal _ for proxies?

If not, we can sinplify the handling (and Uri-Path would really_
not have needed to be proxy-unsafe).

Thi s docunent m ght incentivise users to send nore traffic through
/. well -known/ paths, rather than go through discovery. It is up
to WG di scussion to decide whether this is desirable; to not nake
this docunment depend on that outcone, the registration policy is
currently "I ETF Review', which is extrenely strict and can be
relaxed in a later docunent if the W5 deci des so.

Do we want to add /.well-known/ edhoc here, or rather fix it by
updati ng the EDHOC option to al so work w thout an OSCORE option?

(The author prefers the latter).
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Appendi x C. Change | og

Since -01: Processing 2025-08-27 interim

*

Docunment is standards track

Sept enber 2025

Change nane of the option from Short-Uri-Path to Uri-Pat h- Abbr

Cl ose question of whether use of option 13 is justified (it is).

M nor editorials.

Si nce -00:

*

Swi tched option type fromopaque to uint (retaining the | ockout

for values that | ook |ike CBOR arrays/ maps).
MCR j oi ned as aut hor.
Added initial values for BRSKI and EST.

Al l ow 4. 04 responses.

Add gui dance for choosing prefixes and rul es.

Large editorial changes.
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