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Abst r act

Interaction fromconmputers and cell phones to constrained devices is
limted by the different network technol ogi es used, and by the

avail abl e APIs. This docunment describes a transport for the
Constrai ned Application Protocol (CoAP) that uses Bluetooth GATT
(CGeneric Attribute Profile) and its use cases.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussi on of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (core@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://gitlab. com chrysn/coap-over-gatt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 April 2026.
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1. Introduction

The Constrai ned Application Protocol (CoAP) [RFC7252] can be used
with different network and transport technol ogies, for exanple UDP on
6LOWPAN net wor ks.

Not all those network technol ogies are avail able at end user devices
in the vicinity of the constrained devices, which inhibits direct
communi cati on and necessitates the use of gateway devices or cloud
services. In particular, 6LOWPAN is not available at all in typica
end user devices, and while 6LoWPAN-over-BLE (I PSP, the Internet
Prot ocol Support Profile of Bluetooth Low Energy (BLE), [RFC7668])

m ght be conpatible froma radio point of view, many operating
systens or platfornms |ack support for it, especially in a user-
accessi bl e way.

As a workaround to access constrained CoAP devices from end user

devi ces, this docunent describes a way encapsul ate generic CoAP
exchanges in Bluetooth GATT (Ceneric Attribute Profile). This is
explicitly not designed as neans of conmunication between two devices
in full control of thenselves -- those should rather build an IP
based network and transport CoAP as originally specified. It is

i ntended as a neans for an application to escape the linitations of
its environment, with a special focus on web applications that use
the Web Bl uetooth [webbluetooth]. 1In that, it is simlar to CoAP-
over - WebSockets [ RFC8323]. GATT, which has read and wite senmantics,
is not a perfect match for CoAP' s request/response semantics; this
specification bridges the gap in order to make CoAP transportable
over what is sonmetines the only avail abl e protocol

1.1. Application exanple

Consi der a network of home automation |ight bul bs and sw tches, which
internally uses CoAP on a 6LoWPAN networ k and whose basic pairing
configuration can be done w thout additional electronic devices.

Wt hout CoAP-over-GATT, an application that offers advanced
configuration requires the use of a dedi cated gateway device or a
router that is equipped and configured to forward between the 6LOoWPAN
and the local network. In practice, this is often delivered as a

wi red gateway device and a custom app.

Wth CoAP-over-GATT, the light bulbs can advertise thensel ves via
BLE, and the configuration application can run as a web site. The
user navigates to that web site, and it asks perm ssion to contact
the light bulbs using Web Bl uetooth. The web application can then
exchange CoAP nessages directly with the Iight bulb, and have it
proxy requests to other devices connected in the 6LOWPAN net wor k.
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For browsers that do not support Wb Bl uetooth, the sane web
application can be packaged into an native application consisting of
a proxy process that forwards requests received via CoAP-over-
WebSockets on the | oopback interface to CoAP-over-GATT, and a browser
view that runs the original web application in a configuration to use
WebSocket s rather than CoAP-over- GATT.

That connection is no replacenment when renpote control of the system
is desired (in which case, again, a router is required that

transl ates 6LOWPAN to the rest of the network), but suffices for many
conmi ssi oni ng t asks.

1.2. Alternatives

Several approaches were considered, but considered unsuitable for the
i ntended use cases:

*  CoAP over 6LoOWPAN over BLE (BLE IPSP): VWhile this is the natura
choi ce for transporting CoAP over BLE, it is unavail able on
typical end user devices. There is no clear path toward how t hat
woul d be integrated in platforms |like Android or iGS, and even if
it were, creating a network connection to a nearby device from
within an application m ght not be possible (if how W.AN net wor ks
are managed is any indication).

[ TBD: Illustrate how easy I PSP is when only working |ink-1oca

i ke CoAP-over-GATT does, see also https://gitlab.conl chrysn/coap-
over-gatt/-/issues/ 10 (https://gitlab.com chrysn/coap-over-
gatt/-/issues/10). ]

* Col denGate [gol dengate]: This introduces significant network
over head, and burdens the end user device application with
shipping a full network stack that is executed in a position where
it can not integrate fully with the operating system s network
st ack.

Moreover, this places a retransmission |ayer on top of a partially
reliable transport (GATT), duplicating effort and possibly
aggravati ng congestion situations.

* CoAP over UDP over SLIP over GATT UART [nefzger]: This is simlar
to the Gol denGate approach, but built on the GATT UART provi ded
with Nordic Senmiconductor’s libraries.

This shares the network stack duplication and retransm ssion
concerns of Col denGate.
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2

3.

3. 1.

sliprux [I-D. bormann-t2trg-slipnmux] over BLE GATT UART servi ce:
This is simlar to the previous itenm the stack duplication
concern is addressed, but retransmissions are still active atop of
a service that already provides sone reliability.

Ter mi nol ogy

Prot ocol description

Boundary conditions: GATT properties

[ This section may be shortened in later iterations, but is kept
around while the protocol is being developed to easily fix m stakes
made from wong assunptions. ]

CoAP-over - GATT has different properties than UDP transported over the
I nternet:

*

Messages sent by one party are received by the other party in the
order in which they are sent. There is no re-ordering.

(There is also a total order on all nessage exchanged between two
peers, but that property is not useful because it’'s often not
accessi bl e through the Bluetooth stacks.)

There is limted reliabiliy built into the protocol

Data transm ssions initiated by the data source can be unreliable
("write without response”, "notify") or reliable ("wite with
response", "indicate").

The caveat with their relability is that acknow edgements are sent
by the BLE stack, without consulting with the application. (This
is not only done for sinplicity but also for power efficiency:
There is only a short tine windowin which the data source is
listening for confirmations). Thus, these confirmations can not
serve to acknow edge that the a CoAP request contained in the
event was read, understood and is being processed.

The reliability mechanisns are still useful, though: Both "wite"
and "notify"/"indicate" update the GATT characteristic's state,
and while a slow application may miss data when sent in fast
succession, it is reasonable to expect fromthe BLE stack to
deliver the last data to the application when no nore data is
sent.
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* Reads and wites may be subtly confused: When a characteristic is
witten to, and it is read before the BLE server application has
had time to interact with its BLE stack, the witten value may be
echoed back at read tine.

This is likely not problematic when "notify"/"indicate" is used
instead of polling reads, but it seens prudent to take
precauti ons.

3.2. Requests and responses

CoAP-over - GATT uses a GATT Characteristics to transport requst and
response nessages. Simlar CoAP-over-UDP it offers both reliable and
unreliabl e transfer and nmessage deduplication, but as GATT s
properties (see Section 3.1) differ fromUDP' s, it uses a different
serialization and a different kind of nessage I|Ds.

Tokens are used like with other CoAP transports, and all ow keepi ng
mul tiple requests active at the sane tine.

A GATT server announces service of UU D 8df 804b7-3300-496d- 9df a-

f 8f b40a236bc (abbreviated US in this docunment), with one or nore
pairs of characteristics of UU D 8bf52767-5625-43ca-a678- 70883a366866
(the downstream characteristic, abbreviated UCD) and

ab3720c8- 7f c0- 41f 8- aa2a- 9a45c2c0ladb (the upstream characteristic,
abbrevi ated UCU) through BLE adverti senents from a BLE periphera
(typically a constrained device), which are discovered by a BLE
central (typically an end user device). The server and client roles
of CoAP and GATT are independent of each other: either BLE
participant can send requests in a CoAP client role.

It is expected that as this document matures, shorter (16 or 32 bit)
identifiers will be requested and assigned. [ See al so
https://gitlab. com chrysn/ coap-over-gatt/-/issues/7
(https://gitlab.conm chrysn/ coap-over-gatt/-/issues/7). ]

3.2.1. Message sub-Ilayer
At the UCU UCD pair of CoAP-over-GATT characteristics, each party
mai ntains a single bit Message ID (initialized at 1 when a connection

is created), and the | ast Message ID sent by the peer (initialized at
0 when a connection is created).
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Messages are serialized as GATT values. The GATT client sends a
message by witing it to UCD (reliably using the "wite with
response” or unreliably using "wite w thout response" operation);
the GATT server sends themreliably using an "indicate" or unreliably
"notify" event on UCU. The serialization format is the sane for all

and illustrated in Figure 1:

0 1 2 3 4 8 16 varyi ng

T T S Sy R, R, S R R +
| R|] M| C| A| TKL | Code | Token | Options | ff | Payl oad
I R e e . S D S D S TRy e +

Figure 1: Conponents of a nessage

* a single message description byte, conpose of 4 bits R (reserved),
M (Message ID), C (Confirm and A (Acknow edge ID), followed by 4
bits of token length (TKL).

* Code, token, options, payload marker and payload as in [ RFC7252].
Unli ke there, there is no 16-bit Message IDfield (a simlar role
is taken by bits Mand A), and in enpty nessages, the code is not
sent.

The bits are set as foll ows:

* The R bit is reserved for future extensions; it MJST be witten as
0, and when a value of 1 is witten, the whole witten val ue MJST
be i gnored.

* The Message ID bit is always set to the current Message |ID of the
sender.

* The Confirmbit is set if the sender asks the peer to acknow edge
that the nmessage has been not ed.

* The Acknow edge ID is always set to the peer’s |ast sent Message
ID that had the Confirmbit set.

When receiving a nessage with the C bit set, the recipient MJST
eventual ly send a response nessage with radio reliability.

3.2.2. Mnimal use of the nessage sub-I|ayer
Unl ess an inplenentation sends fast bursts of updates or |arge
quantities of data and tunes for their througput, it can use a sinple

subset of the nessage sub-layer functionality and still interoperate
with any peer.
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Such an application needs to
* always send reliably (i.e., use Wite with Response and I nform
* set the Message IDto O on the first nessage it sends,

* set the Confirmbit on every non-enpty nessage it sends (and
| eaves it unset on enpty nessages),

* wait for the peer to send a nessage with Acknow edge matching the
| ast Message ID it sent before sending another non-enpty nessage,
and

* always send an acknow edgenent right after receiving a non-enpty
message with the Confirmbit set.

This way, there is no need to keep track of whether the Confirmbit
is strictly necessary, and whether nore nmessages nay be sent with the
same nessage | D

3.2.3. Using the message sub-| ayer

[ This section reflects ongoing experinmentation with the above
serialization format and rules. Senders may use other patterns as
Il ong as they do not stall their peer by not sending any nessages
after the Confirmbit was set. ]

To send a nessage unreliably in terns of CoAP transm ssion, a sender
sets its latest Message IDin the Mbit, sets Cto 0, and popul ates
the remaining bits per the rules above. 1t then sends the nmessage
unreliably on the radio (it nay be sent reliably, especially when the
peer set the C bit before). After a CoAP-unreliable nmessage, the
sender may send nore CoAP-unreliable nessages. It should avoid
sending multiple nessages in the sane connection event (because the
peer’'s BLE stack would be likely to not pass on the earlier nmessage).
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To send a nmessage reliably in ternms of CoAP transm ssion, a sender
sets its latest Message IDin the Mbit, sets Cto 1, and popul ates
the remaining bits per the rules above. It then sends the nessage
reliably on the radio (it may send unreliably if a nessage is
expected fromthe peer soon, but then needs to be prepared to send
the sane nmessage again). After sending that nessage, the sender does
not send any ot her nmessage until a nmessage is received with A equa
to the sent message’s Mbit. The sender may need to send the very
same nessage again if no earlier transm ssion of the nessage happened
reliably. [ Do we need to give timng guidance here? Probably not,
because it only happens if there is sone expectation in the first

pl ace. ] The sender nay cancel the transm ssion by sending an enpty
message with the same Mand C bits, or by sending different nessage
with these bits (which are then all unreliable transm ssions).

When receiving a nessage with the Cbit set, it is up to the

reci pient when to send the radio-reliable nessage. If it is expected
that a radio-reliable message will be sent soon, it is permissible
and useful to send unrelated unreliable nessages that already account
for the set Cbit intheir Abit.

3.2.4. Message deduplication

CoAP- over - GATT participants MJST ignore a nmessage arriving at a
characteristic if it is identical to the one received previously in
the sane connection. (The first message is never ignored).

Reci pients MAY limt deduplication to the nessage up to and incl uding
the token. This has no practical inpact on reliable transnission: |f
a sender desires one precise nessage to be sent, it will increment M
set C, and not send another message until A has nmatched M

Note that it is not possible to send two identical consecutive
messages unreliably. When sending identical requests, the sender may
vary the token. Sending identical responses generally is rarely
significant, even with the generalized [I|-D. bormann-core-responses],
because the mechani smto nmake responses "non-matching” in that
docunent’s term nology typically incurs variation. Wen it does not,
but the repetition is still significant, sending the nmessages
reliably becomes necessary.

3.2.5. Requests and responses
CoAP requests and responses are built on the nmessage sub-Ilayer as
they are in [RFC7252]: requests are sent with a token chosen by the

CoAP client, and the CoAP server sends a response with the sane
t oken.
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Responses and nessage-| ayer acknow edgrments can happen in the sane
message. Unlike in [RFC7252], there is no association between a
request and its nmessage I D: Any nmessage may serve as an

acknow edgenent; it is always only the token that matches requests to
responses.

3.2.6. Fragnentation

Attribute values are limted to 512 Bytes ([bluetooth52] Part F
Section 3.2.9), practically limting bl ockw se operation ([RFC7959])
to size exponents to 4 (resulting in a block size of 256 byte). Even
smal | er nmessages might enhance the transfer efficiency when they
avoi d fragnentation at the L2CAP level. [ TBD: Verify: ]

3.2.7. Miltiple characteristics

If a server provides nultiple UCU and UCD typed characteristics, they
formpairs in the sequence in which they are listed. By using them
in parallel, nultiple messages can be sent wi thout waiting for

i ndividual confirmation. This is simlar to using RFC7252 with
NSTART > 1, and may be used by the GATT client if the GATT server
lists multiple pairs of UCU UCD characteristics. The GATT server can
send nessages only through UCU characteristics on which the GATT
client enabled "indicate" or "notify"; if the GATT client does not
support multiple characteristics, it will just pick any pair, and
only enable themon the pair’s UCU

Each characteristic has its independent nmessage ID bits. All
characteristics of a service share a single token space, and
responses need not necessarily be sent on the characteristic the
request was sent on

The use of muliple characteristics is primarily practical when |arge
anmounts of data are to be transferred, or when | ow |l atency
notifications are required while sinmultaneously sending reliable
messages. These transfers can utilize much of BLE s bandwi dth
because they make it easy to send nmuch data within a single BLE
connecti on event.

I npl enenters are encouraged to benchmark their applications and show

that their throughput is linmted by the nunber of characteristics
used before supporting nultiple characteristics.
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3.2.8. Communication exanpl e

The example illustrated in Figure 2 shows an observation request with
reliable and unreliable responses. It chooses the nost typical
configuration where the GATT server is also the BLE peripheral (and
thus sends avertisenents). The GATT client is also the CoAP client

her e.
GATT server GATT client
Send BLE advertisement with one UCU and one UCD ---------- >
(Pairing in Just-Wrks node and discovery not illustrated)
<----- Wite+Resp. M=l C=1 A=0 T="01" CET /tenp, Cbserve: O

(The server sends tenperature values unreliably for sone tine)

Notify Mel C=0 A=1 T="01" 2.05 Content, Cbs: 1, "22&C' --->
Notify Ml C=0 A=1 T="01" 2.05 Content, Cbs: 2, "21&C' --->
<----- Wite+Resp. M0 C=1 A=0 T="02" GET /nodel

I ndicate MF1 C=1 A=0 T="02" 2.05 Content, "ExanpleScan" -->
<----- Wite+Resp. M0 C=0 A=1 enpty
Notify MO C=0 A=0 T="01" 2.05 Content, Cbs: 3, "20/®C" --->

(At this point, the tenperature isn’t changing for sone tine,
and the server sends a reliable notification)

Indicate M=0 C=1 A=0 T="01" 2.05 Content, Cbs: 4, "20&EC' ->
<----- Wite+Resp. M0 C=0 A=0 enpty
Figure 2: Exanpl e nessage fl ow
3.3. Addresses

The URI schene associated with CoAP over GATT is "coap" as per the
recommendati on of Section 6 of [I-D.ietf-core-transport-indication].
The default value of Uri-Host is the MAC address of the CoAP server,
i n hexadeci mal encoding, followed by .ble.arpa.
/1 The use of .ble.alt as defined in [ RFC9476] was consi dered instead

/1 of .ble.arpa, but rejected for |lack of nmanagenent of its
/1 subdomai ns. Language fromthe .alt specification may be used when
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/1 it comes to describing howthis is not disturbing DNS operations.
User information and port are always absent with this schene.

Assenbling the URI of a request for the discovery resource of a BLE
device with the MAC address 00:11: 22: 33: 44: 55 woul d thus be
assenbl ed, under the rules of Section 6.4 of [RFC7252], to
coap://001122334455. bl e. ar pa/ . wel | - known/ cor e.

These addresses do not convey a particul ar version of CoAP-over-GATT
(or, nmore generally, schene of transporting CoAP over other Bl uetooth
mechani sms): When the referenced device is found, Bluetooth’s

di scovery nechani sns are used, and di scovering the service US

i ndi cates availability of CoAP-over-GATT as specified in this
docunent .

Local | y defined host or service nane registries nmay be used to create
nanes that are nore suitable for human interaction. For DNS, which
is widely used for this purpose, no record types are regi stered that
map to Bluetooth MAC addresses at the time of witing.

Note that on sone platfornms (e.g. Web Bl uetooth [webbl uetooth]), the
peer’'s or the own address may not be known application. They nmay
come up with an application-internal registered nane conponent (e. g.
coap://id-Sonelnternal ldentifier.alt/.well-known/core, in this case
using the .alt zone from[RFC9476]), but nust be aware that those can
not be expressed towards anything outside the |ocal stack -- the sane
way they woul d avoid using I Pv6 zone identifiers or URI's whose host
name i s |ocal host.

3.3.1. Use with persistent addresses

When services are nmeant to provide long-lived and universally usable
URI s, addresses based on MAC addresses can be inpractical, because
they fluctuate on hardware changes. (Moreover, privacy nmechani sns on
the device or the platformcan render them unusabl e even before

har dwar e changes).

In the absence of a usable host or service name registry,

i npl ementers may opt for non-GATT addresses right away.

Section 2.4.1 of [I-D.ietf-core-transport-indication] provides the
means to advertise a different canonical address, and to announce
availability of that advertised service on the present transport.

VWhen | ong-1lived addresses circunmvent privacy preserving measures,
consi derations concering the tracking of devices [ are TBD al ong the
lines of "don't make it discoverable to unauthorized sources, and in
case of doubt let the peer showits credentials first" ].
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4. Further devel opnent
4.1. Conpression and reinterpretation of non-CoAP characteristics

The use of SCHC is being evaluated in conbination with CoAP-over-
GATT; the device can use the characteristic UU D to announce the
static context used.

Toget her with non-traditional response forns
([1-D. bormann-cor e-responses] and contexts that expand, say, a
nuneric val ue 0x1234 to a nessage |ike

2. 05 Content

Response-For: GET /tenperature
Content - Format : application/senn +cbor
Payl oad (in JSON-ish equival ent):

{1 /* unit */: "K', 2 /* value */: 0x1234}
]

This enables a different use case than dealing with linmted
environments: Accessing BLE devices via CoAP without application
specific gateways. Any required infornmation about the application
can be expressed in the SCHC context.

4.2. Additional use of advertisenents

In the current specification, advertisenents are used to indicate
t hat CoAP-over-GATT is being used

Possi bl e ext ensi ons incl ude:

* Additional data can be used to identify the device.
Suitable fields are Service Data (currently unavailable in the Wb
Bl uet oot h i npl enentati on) and Manufacturer Data (requires a
regi stered Company ldentifier of a SIG nmenber; available in the
Web Bl uet oot h i npl enent ati on).

Those can al |l ow quick selection of a device to contact even when
sel ection by MAC address is unavailable (as are

These identifiers can also forma suitable host conponent through

a manuf acturer specific (Manufacturer Data) or to-be-defined
(Service Data) nechani sm
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4. 3.

Service Data is currently not a practical attribute, both because
it is not inplenented in any web browser, and because it
practically requires a 16-bit UUID as the US (otherwi se it exceeds
avai |l abl e space).

Sone resource netadata might already be transported in
adverti senents.

These woul d need to be conmpact (in the order of nagnitude of 10
bytes or less), and could contain data otherw se only discovered
by querying the .well-known/core resource, or (hashes of) AS and
audi ence values for ACE to facilitate connection creation with a
devi ce known by its managed identity.

Advertisements could contain broadcast CoAP nessages

G ven that these non-traditional responses can not have enbedded
requests (as defined in [I-D. bormann-core-responses]) due to size
contraints, a nechani smsuch as
[I-D.ietf-core-observe-nulticast-notifications] could be used to
di stribute some consensus request: Devices would |l earn that there
is a consensus nulticast request, and convey any response by
sendi ng BLE adverti senents.

In sone cases, a consensus request may be gl obal: For exanpl e,
devices willing to participate in an [I-D.ietf-]|ake-authz]

medi ated enrol | nent would respond to a conensus request that is an
enpty POST to their /.well-known/edhoc resource. A field in an
adverti senent "responding" to that nay then contain an EDHOC
message 1, and receivers can attenpt to process it without further
radio traffic, only establishing a GATT connecti on upon success.
The kind of request that elicited that response, as well as

possi bly some constant prefix (fixed method or suites) is encoded
in the type of field (possibly a dedicated service with own
service data).

Protocol details
Is there any good reason to allow read operations?

A GATT client that is waiting for a Confirmbit to be acknow edged
m ght attenpt a Read (for the case that the confirmation arrived
in an unreliable nessage), but mght just as well performthe |ast
wite again.

Readi ng woul d be nore efficient (because it can happen without
application intervention, and no data is sent), but the added
conplexity mght not be worth the enhancenents.
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* Fragnmentation. |If the current approach of requiring devices to
support large MIU sizes turns out to be inmpractical, or if GATT
| evel fragnentation vastly outperforns CoAP fragnmentation, it may
be necessary to use conposite reads and wites on GATT.

Care has to be taken to use only operations supported by
[ webbl uet oot h]: that API does not expose reads with offsets.

O fset based fragnentation rmay al so be inconpatible with the
wite-w th-response approach suggested for reliability.

* Usability from WbBl uet oot h

WebBl uetooth clients may be unaware that two protocol instances
are runni ng between the client and the server at the sane tine,
wi t hout any indication on the BLE side.

Is there anything this protocol can do to help the clients
di scover (or even resolve) the situation?

See also https://gitlab.con chrysn/coap-over-gatt/-/issues/9
(https://gitlab.conm chrysn/coap-over-gatt/-/issues/9).

5. | ANA consi derations
5.1. ble.arpa

IANA is asked to create two new reserved donmain nanes in the .arpa
nane space as described in [rfc6761]: the suffixes .ble.arpa.

The expectation for Application Software are that no DNS resol ution
is attenpted; instead, the hexadecimal prefix is processed into a
6- byte bi nary address, and any operation on that address is pointed
to the Bluetooth Low Energy device with the indicated MAC address

The Domain Reservation Considerations from Section 5 of [RFC6761] for
both donmai ns are:

* Users: Users are not expected to recogni ze those names as speci al,
merely as distinct from other nanes.

* Application Software: Witers of application software are expected
to pass themon to their CoAP inplenmentation. CoAP
i mpl ement ati ons are expected to recogni ze them as Bl uetooth
addresses, and use their Bluetooth addresses and MJST NOT pass
them on to DNS based resolvers (unless the APl resol ver happens to
explicitly support resolution into BLE addresses, see bel ow).
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*  Nane resolution APIs and libraries: Nane resolution APls and
libraries MAY indicate that .ble.arpa names resolve to the BLE MAC
address literals encoded inside them (but no details for this are
specified in known resolution APls or libraries). Qherw se, they
SHOULD report them as NXDOVAI N.

* Caching DNS Servers: Caching DNS servers MAY recogni ze the speci al
domai ns and report them as NXDOVAIN. O herwise, they will cache
the .arpa DNS servers’ responses.

* Authoritative DNS Servers: Authoritative DNS servers MAY recogni ze
the special domains and report them as NXDOMAIN. O herw se, they
will cache the .arpa DNS servers’' responses.

* DNS Server Operators: No inmpact on DNS server operators is
expect ed.

* DNS Registries/Registrars: Any changes to .ble.arpa or .ble-
sd. arpa go through updates to this docunment and | ANA.

6. Security considerations

Al data received over GATT is considered untrusted; secure
conmmuni cation can be achi eved usi ng OSCORE [ RFC8613] .

Physical proximity can not be inferred fromthis neans of
conmuni cati on.
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Change | og

* Renmpoved bl e-sd. arpa and denoted other Service Data use.

Service Data is currently not avail able in Wb Bl uetooth
i mpl ement ati ons.

* Limted nessage deduplication to the header.
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Thi s makes the protocol inplenentable on constrained devices
wi t hout a doubl ed buffer.

* Small additions around nultiple characteristics and discovery
interaction with addressing.

Si nce -06:

* Sketch usage exanple with EDHOC message 1 in beacons.

* Restructured to group "further devel opnment” points together.
* Discourage multi-characteristic operation unless necessary.
* Mmnor clarifications.

Si nce -05:

* Use coap://${MAC}. bl e. arpa i nstead of coap+gatt://.

* Apply tenplate to | ANA consi derations.

Si nce -04:

* Point out .arpa / .alt considerations.

Si nce -03:

* Define semantics of service data field, define ble-sd.arpa for
t hat purpose.

* Switch to .arpa nanes for MAC addresses for consistency with
servi ce data names.

* Use one characteristic per data direction. This

- sinplifies inplementations on platfornms with little control
over change events,

- renoves the necessity to process the R bit, and
- frees up that bit in nmessages.
* Add communi cati on exanpl e.

* Reference nore open issues, including intention to get shorter
| Ds.
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Since -02:

*

Message format extended by a | eading byte, the option to have a
token. This enables role reversal and concurrent requests.

The UC identifier was changed to reflect the inconpatible change
in protocol

A section on used BLE properties was added.

A section providing outl ook on other data for advertisenents was
added.

Since -01:

*

Poi nt out (possibly conflicting) devel opment directions.

Descri be URI scheme nore conpletely, including persistent
addr esses.

Aim for standards track

Describe rejeced alternative approaches.

Si nce -00:

*

Add note on SCHC possibilities.

Aut hor’ s Addr ess

Chri sti an Anmsss

Austria
Emai |l : christi an@nsuess. com
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