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Abst ract

This specification defines a profile for QAuth 2.0 sender-constrai ned
credentials in which authorization codes, access tokens, and refresh
tokens are cryptographically bound to the client’s private key as a
singl e i nseparabl e envel ope. The profile extends sender-constraining
beyond HTTP to non-HTTP transports including MJIT, Kafka, the Mde
Context Protocol (MCP), gRPC, and SASL-based protocols such as those
defined in [RFC7628]. It introduces atom c proof-of-possessi on key
rotation, enabling clients to rotate key pairs w thout disrupting
active sessions, and an offline-derived client nonce (cnonce) that
elimnates the server-issued nonce round-trip required by existing
mechani snme — enabling statel ess proof validation critical for non-
HTTP and hi gh-throughput deploynents. Authorization servers,
resource servers, and clients fromdifferent vendors can inpl enent
this profile interoperably.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// asanbeka. gi t hub. i o/ epop/ dr af t - anbekar - oaut h- epop. ht m .
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-anbekar-oaut h-epop/.

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nmailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww.ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com asanbeka/ epop

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

QAuth 2.0 [ RFC6749] access tokens are bearer tokens by default: any
party in possession of a token can use it, regardl ess of whether that
party is the legitimate client to which the token was issued. This
property makes token theft a practical attack — intercepted tokens
can be replayed without further credential nmaterial

Sender - constrai ni ng mechani sms address this by cryptographically
binding a token to the client’s key pair so that possession of the
token alone is insufficient to use it. Denonstrating Proof of
Possessi on (DPoP) [ RFC9449] introduced sender-constraining for HITP-
based QAuth fl ows. However, DPoP relies on HTITP-specific request
paraneters (htm htu) and a server-issued nonce mechani smt hat
requires an additional round-trip and inposes per-client nonce state
managenment on servers — naking it unsuitable for non-HTTP transports
such as MJIT, Kafka, gRPC, and SASL-based protocols. No existing
specification provides an interoperable sender-constraining profile
that operates uniformy across both HTTP and non-HTTP transports.

A further deploynent challenge with DPoP is the requirenment to
propagate two distinct HITP headers — Authorization: DPoP <token> and
DPoP: <proof> — as an inseparable pair through every |ayer of a
distributed system APl gateways, reverse proxies, and service-nesh
sidecars nust each be updated to recognize and forward the DPoP
header; many internediaries strip non-standard headers by default.
Every resource server onboarded to DPoP rnust separately inplenment
dual - header awareness and proof validation. A single hop that

di scards the DPoP header silently invalidates the proof-of-possession
guarantee for the entire request chain, creating a w despread

i ntegration burden across heterogeneous mcroservice depl oynents.

Thi s docunent defines the Envel oped Proof of Possession (EPOP)

profile for QAuth 2.0 credentials. 1In this profile, the QAuth
credential — authorization code, access token, or refresh token — is
nested within the ntk (Nested Token) claim (Section 3.2) of a signed
JSON Wb Token (JWI) [RFC7519] envel ope. The entire structure,
credential and proof together, is signed with the client’s private
key. The credential and the proof of possession are a single,

i nseparabl e cryptographic object: there is no credential w thout a

pr oof .
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The profile introduces a protocol-neutral rctx (Request Context)
claim(Section 3.2) that replaces the HITP-specific htm htu cl ai ns of
DPoP, enabling EPOP tokens to operate over any transport w thout
protocol -specific adaptation. An offline-derived client nonce
(cnonce) (Section 7) conputed frompublic inputs elimnates the
server-issued nonce round-trip required by [ RFC9449], enabling
statel ess proof validation particularly suited to non-HTTP and hi gh-
t hroughput transports. The profile further defines atom c proof-of-
possession key rotation, in which a client introduces a new key pair
during a token refresh without disrupting the active session, and
extends coverage to the full QAuth token lifecycle including token
revocation and token exchange.

For SASL-based protocols, this docunment defines QAUTHEPOP, a new SASL
mechani sm ext endi ng [ RFC7628] with sender-constraining support. All
behavi ors defined in [RFC7628] remain in effect; this docunent adds
only the EPOP-specific authentication type and key bi ndi ng
verification.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Conf ormance requirenents for EPOP-issuing Authorization Servers,
EPOP-val i dati ng Resource Servers, and EPOP Cients are summarized in
Section 2. 1.

The following terns are used throughout this docunent:

EPOP Token: A signed JW ([RFC7519]) with typ: epop+jwt, signed by
the client’s private key. Contains an QAuth 2.0 credential in the
ntk clai mwhen used for resource access, token refresh, token
revocation, or token exchange. |In authorization code exchange and
PAR fl ows, contains only cnf.jkt for key binding; the
aut hori zati on code travels as the standard code form parameter and
i s never enbedded in ntk.

Nest ed Token (ntk): The QAuth 2.0 credential (access token, refresh
token, or another EPOP token for key rotation) enbedded inside an
EPOP token’s payload. Not present in EPOP tokens used for
aut hori zati on code exchange.

Request Context (rctx): A JSON object in the EPOP payl oad that

Anmbekar Expi res 12 Novenber 2026 [ Page 5]
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identifies the target resource and protocol action, replacing the
HTTP-specific htm htu cl ai ns of DPoP.

Client Nonce (cnonce): An HVAC val ue derived offline fromthe
client’s public key, an optional server-supplied seed, and a time-
step counter, providing replay resistance w thout server-issued
nonce state.

Aut hori zation Server (AS): A server that issues QAuth 2.0 tokens to
clients. As defined in [ RFC6749].

Resource Server (RS): A server that hosts protected resources and
accepts QAuth 2.0 tokens. As defined in [RFC6749].

Client: An application that requests QAuth 2.0 tokens and uses them
to access protected resources. As defined in [RFC6749].

JWK Thunbprint: The SHA-256 thunbprint of a JSON Wb Key, conputed
as defined in [ RFC7638].

2.1. Conformance

Thi s specification defines nornmative requirenents for three
conf ormance rol es:

EPOP-i ssui ng Authorization Server: An AS that issues EPOP-bound
tokens MJST bind all issued tokens to the client’s public key via
cnf.jkt, MJST validate EPOP tokens presented at the token endpoint
per Section 5, and MJST publish EPOP capability netadata per
Section 8.

EPOP-val i dati ng Resource Server: An RS that accepts EPOP tokens MUST
verify the outer envel ope signhature, MJST validate rctx menbers
when rctx is present, and MJUST verify cnf.jkt against the key in
the EPOP token header per Section 5.

EPOP Client: A client producing EPOP tokens MJST sign each token
with the private key whose public conponent appears in the EPOP
token header, MJST NOT reuse jti values, and MJST derive chonce
per Section 7 when the AS requires it.

3. EPOP Token Profile

An EPCP token is a signed JWI ([RFC7519]) with typ: epop+jwt.

Anmbekar Expi res 12 Novenber 2026 [ Page 6]
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3.1. Header
typ REQU RED. MJIST be epop+j wt.
alg REQUI RED. Asymretric signature algorithm Edwards curve
al gorithms are RECOVMENDED for their superior security,
performance, and payl oad conpactness; see Section 10.9. Symmetric
al gorithms (HS*) and none MJUST NOT be used.

jwk REQUIRED. The client’s public key as a JWK ([ RFC7517]). MJST
NOT contain private key material .

Exanpl e header:

{
"typ": "epop+ wt",
"al g": "EdJDSA",
"iwk"r |
"kty": "OKP",
"crv": "Ed25519",
"x": "<base64url - encoded- x>"
}
}

3.2. Payl oad

jti  REQU RED. Unique JWI ID with high entropy (see Section 10. 2).
Servers MJST maintain a replay cache keyed on jti.

iat REQU RED. |Issued-at Unix tinestanp. Servers MJST reject tokens
ol der than the server-defined maxi num EPOP lifetine or issued in
the future beyond cl ock skew. EPOP tokens MJST be short-1lived,
per-request credentials. The exp claimMJIST NOT be included; the
validity window is controlled entirely by the server’s iat-based
lifetime policy and, when cnonce is required, by
epop_cnonce_st ep_seconds.

ntk CONDI TIONAL. The nested QAuth 2.0 credential. REQUI RED for
resource access, token refresh, token revocation, and
introspection. OMTTED in authorization code exchange flows; the
aut hori zation code travels as the standard code form paraneter.
JWI credentials (access tokens, refresh tokens, and inner EPOP
tokens for key rotation) are encoded as conpact-serialized JWSs;
opaque credentials are Base64URL-encoded opaque strings.

cnonce RECOMMENDED. O fline-derived client nonce (see Section 7).

MUST be included when the server publishes epop_cnonce_required:
true.

Anmbekar Expi res 12 Novenber 2026 [ Page 7]
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rctx OPTIONAL. Request context object. Wen present, al
recogni zed nmenbers MJST be validated by the server. Unrecognized
menbers MJST be ignored. Future rctx nenber names will be
registered in the EPOP Request Context Menbers registry
(Section 12.11).

rctx.res OPTIONAL. URI or URN of the target resource or endpoint.

rctx. method RECOVMENDED. Protocol action string. Case-insensitive
for HTTP nethods; case-sensitive otherw se.

rctx.id OPTIONAL. dient-generated correlation ID for async or
mul ti pl exed protocols.

cnf.jkt CONDI TIONAL. SHA-256 JWK Thunbprint ([RFC7638]) of the
client’s public key. REQU RED in authorization code exchange and
in the inner envel ope of a key rotation request. SHOULD be
omtted on routine resource access and sinple refresh where the
key is already bound to the token

Exanpl e payl oad:

{
"jti": "A8B2B026- 6C31- 4A8C- A403- 0F225E3DFEED",
"iat": 1775749791,
"ntk": "<credential >",
"cnonce": "<base64url - hmac-val ue>",
"retx": {
"res": "https://api.exanpl e.coniorders",
"met hod": " GET",
"id": "req_5521"
},
"enf": {
" kt": "<sha256-t hunbprint-of -public-key>"
}
}

4. 1ssuing and Constructing EPOP Tokens

The client MJST have an asymmetric key pair (private key held
exclusively by the client; public key enbedded in every EPOP header),
a reliable source of high-entropy identifiers for jti, and a trusted
clock for iat.

An EPOP token is a JW5 ([ RFC7515]) signed with the client’s private

key, carrying the header and payl oad clains defined in Section 3.1
and Section 3.2. The conpact serialization is transmtted as:

Anmbekar Expi res 12 Novenber 2026 [ Page 8]
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* *Token endpoint and PAR*: the epop form paraneter in the POST
body, preserving the Authorization header for client
aut henti cati on.

*  *Resource server*: Authorization: EPOP <conpact-serialized-epop-
t oken> per [RFC7235].

When the AS issues tokens in response to a valid EPOP request, it
MUST bind the issued credential to the client’s public key by
including cnf.jkt — the SHA-256 JVWK Thunbprint ([ RFC7638]) of the
EPOP token's jwk — in the response. For opaque tokens, the AS MJST
record this binding server-side for use by the introspection
endpoint. The AS MUST NOT issue EPOP-bound tokens unl ess the EPOP
token has been successfully validated per Section 5.

The token endpoi nt response MJST include "token_ type": "EPOP' for al
EPOP- bound credentials, per [ RFC6749] Section 5.1. This signals to
the client that the issued token nust be presented using the
Aut hori zation: EPOP schene at the RS

5. Validating an EPOP Token

To validate an EPOP token, the receiving server MJIST ensure all of
the foll ow ng:

1. The typ header value is epop+j w.

2. The jwk header is a valid asynmetric public key with no private
key materi al

3. The JW5 signature verifies with the public key in jwk.

4. The iat is within an acceptable wi ndow, accounting for clock skew
and the server’s nmaxi mum EPOP |ifetime policy.

5. The jti has not been seen before; record it and reject any future
token presenting the sane val ue.

6. |If the server requires cnonce (i.e., epop_cnonce_required is true
in its discovery docunent), the cnonce claimMJST be present. |f
cnhonce is present, it MJST be valid for the current tine-step
(see Section 7.4).

7. If rctx is present, its nenbers match the current request
cont ext; unrecogni zed nenbers MJST be ignored.

Anmbekar Expi res 12 Novenber 2026 [ Page 9]
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8. If ntk is present, sha256(jwk) MJST equal cnf.jkt fromthe nested
credential (see Section 5.2). This check MIST be perforned after
steps 13 pass.

These checks apply at both the AS (token endpoint, PAR) and RS
(resource access). The server MJST reject the request with an
appropriate error (see Section 5.1) if any check fails.

5.1. Error Responses
When a server rejects an EPOP token, it MJST respond as foll ows.

At the *token endpoint* (AS), validation failures MJST result in an
HTTP 400 response with an QAuth error body per [RFC6749] Section 5. 2.
The error value MJIST be invalid_request for structural failures
(e.g., mssing typ, invalid jwk format) and invalid grant for
credential failures (e.g., expired iat, replayed jti, invalid cnonce,
cnf.jkt msmatch).

At the *resource server*, validation failures MJUST result in an HTTP
401 response with a WWM Aut henti cate chal | enge using the EPOP schene
per [ RFC7235]:

HTTP/ 1.1 401 Unaut hori zed
WA Aut henti cate: EPOP error="invalid_token",
error_description="EPOP token validation fail ed"

The error paraneter MJST be invalid_ token for any EPOP envel ope or

key binding failure. Servers MAY include error_description with a

human- r eadabl e expl anation. Servers MJST NOT reveal which specific

validation step failed, as such information could aid an attacker.
5.2. Nested Credential Validation

When ntk is present and the outer envel ope has passed steps 17, the
server MJST performthe key binding check (step 8) and then validate
the nested credential :

* *JWI (access or refresh token)*: verify signature, iss, exp, aud,
and scopes.

*  *(QOpaque token*: introspect with the AS per [RFC7662].

* *lnner EPOP (key rotation)*: apply steps 18 to the inner
envel ope; cnf.jkt in the inner envel ope identifies the new key.

Anmbekar Expi res 12 Novenber 2026 [ Page 10]
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The key bindi ng check requires sha256(outer jwk)
nested credential. |f this check fails, the server

request with invalid_token
QAuth 2.0 Flows with EPOP

.1. Authorization Server Flows

.11 QAuth 2.0 Protocol Changes Summary

[ s e e e s e e e s e e e s s s s
| El enent | Change |
| grant_type | New val ues: epop_code_grant,

| | epop_refresh_token |
I I I
Fom e e +
| epop | New form paraneter; carries

| | conpact-serialized EPOP |
| | token |
I I I
o e e e e oo oo o e e e e e e e e e +

| New val ues: |
| urn:ietf:parans: oaut h:token-
| type: epop_access_t oken, |
| urn:ietf:paranms: oaut h:token-
| type: epop_refresh_token |

| token_type hint | New val ue: epop_token |
I I I
I I I
I I I
o e e e e oo oo o e e e e e e e e e o +
| Issued token | AS MUST include cnf.jkt |
| response | binding in all issued tokens

o e e oo o e e e e e e e i e +
| PKCE | Elevated from RECOMVENDED to

| (code_challenge) | REQU RED |
I I I
o e e e e oo oo o e e e e e e e e e +

Table 1
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cnf.jkt fromthe

MJST reject the

+

| npacted Fl ows |

Aut hori zati on
code exchange,
t oken refresh

Aut hori zati on
code exchange,
t oken refresh,
PAR

Token
revocation,

t oken

i ntrospection

Al'l grant
flows

Aut hori zati on
code exchange,
PAR
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1.

2. Authorization Code Flow wi th PKCE

May 2026

PKCE ([ RFC7636]) is REQU RED in all EPOP authorization code flows.

PKCE and EPOP protect conplenentary attack surfaces: PKCE bi
aut hori zati on request to the token request; EPOP binds the

nds the

aut hori zation code to the client’s key pair. Wthout PKCE, an
attacker who intercepts the authorization code could generate their
own key pair and wap the code in a valid EPOP token signed with
their key. Together they provide end-to-end chain of trust fromthe

aut hori zati on request through token issuance (see Figure 1).

dient AS
I I

-- 1. Authorization Request ->
(code_chal | enge, PKCE) |

<-- 2. Authorization Code ----|

I

-- 3. Token Request (POST) -->
grant _type=epop_code_grant | (abbreviated; full URN)

epop=<t oken: cnf.jkt, rctx>|

(form paraneters) |

<-- 4. Access Token ----------
(cnf.jkt bound to key) |

RS

5. Resource Request ----------------oommmma oo >
I

I

|

I

I

I

I

I

|

| + code, code_verifier |
I

I

I

I

|

| Aut hori zation: EPOP <epop-token: AT in ntk, rctx>
I

I

6. Protected Response -------------------------------- |

Figure 1: Authorization Code Flow with EPOP and PKCE

Token request (Step 3):

Anmbekar Expi res 12 Novenber 2026
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NOTE: "\’ line wapping per {{RFC8792}}

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-wwform url encoded
Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnnFOM2IW

grant _type=ur n¥8Ai et f ¥8Apar anms¥38Aoaut h%3Agr ant -t ype¥3Aepop_code_gr ant
&code=Spl x| OBeZQQYbYS6WShl A

&client id=s6BhdRkqt 3

& edirect _uri=https¥BAYRFY2Fcl i ent.exanpl e. cont2Fcb
&code_verifier=bEalL42i zcC- 0- xBKOK2vuJ6U- y1p9r wWWRdFW W)j z-
&epop=eyJ0eXAi G JI cAOWK2p3dCl sl nFsZyl 61 kVKRFNBI i wi andr | j p71 nt 0eSI 61 k9\
LUCI sl mN\ydi | 61 kVkM ULMrki LCI41 j oi MTFXWUFZS3hDcmzWJ183VH XUUhPZzdoY32Z\
QYXBpTWkydOl hYVBj SFVSbyJof Q eyJqdGki O JBCEI yQ AyNi 02QzgxLTRBOEM QTQm
M/OWR | yNUUz REZFRUQ LCIpYXQ@ G E3NzU3NDK3OTEs| mNuZi | 6eyJqa3@ O Jr UHJL\
X3Ft eFZXYVI WOTI 3d0JGNKI 1bzN2Vnp6N1R4ASENUd1hCeWdy Uz Rr | nOs| nJj dHgi Onsi \
cmvzl j oi aHROCHMBLY9hcy5l eGRt cGxl LniNvbS90b2t | bi | sl nill dGhvZCl 61 | BPULQ \
f X0. | 45kzp- ni CPr DZoHUA _n9vor 9l gj BD7PwW3hNcaecAVKkCKI 2yyZl UgZseoci CHt _ W\
UGONFDLx 6k EEBNW R4aYAQ

Decoded EPOP token payload for this request (cnf.jkt declares the
client’s key binding; ntk is absent because the authorization code
travel s as the code form paraneter per standard OQAuth 2.0):

{
"jti": "A8B2B026- 6C81- 4A8C- A403- OF225E3DFEED",

“iat": 1775749791,
"cnf":
"jkt": " kPrK_gmKWAYVAOWWBF6! uo3vVzz7TxHCTwWXBygr S4k™
},
"retx":
"res": "https://as. exanpl e. com t oken",
“met hod": "POST"

}
}

Token endpoi nt response (Step 4):

{

"access_token": "<conpact-serialized-jw-access-token>",
"token_type": "EPOP",
"expires_in": 3600

}

The issued access token returned by the AS carries the cnf.jkt
bi ndi ng:
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{
"sub": "jdoe@cne.org",
"aud": ["https://api.exanple.con],
"enf": {
"PTkt": "kPrK_gmxVWAYVAOWWBF6! uo3vVzz 7 TxHCTWXBygr S4k*"
1
"iat": 1775749800,
"exp": 1775753400
}

6.1.3. Token Refresh Fl ow

The client waps the refresh token in the ntk claimof an EPCP token
and submits it using the epop_refresh_token grant type:

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-wwmwform url encoded
Aut hori zation: Basic czZCaGRSa3FOM pnWDFnnFOM2IW

grant _type=ur n¥BAi et f ¥%8Apar ans¥8Aoaut h¥3Agr ant -t ype¥8Aepop_r efresh_t oken
&client id=s6BhdRkqt 3
&epop=<conpact - seri al i zed- epop-t oken>

6.1.3.1. Sinple Refresh

The EPOP token wraps the refresh token directly in ntk:

{

"jti": "<unique-id>",

"fat": "<unix-tinme>",

"ntk": "<refresh-token-opaque-or-jw>",

"retx": { "res": "https://as.exanple.comtoken", "method": "POST" }
}

After standard EPOP validation (Section 5), the AS validates the
nested refresh token. For an opaque token, the AS |looks it up in the
server-side store, verifies it is not revoked or expired, and
confirns the associ ated key matches sha256(outer jwk). For a JWI
refresh token, the AS verifies the signature, iss, exp, and jti, then
confirnms cnf.jkt == sha256(outer jwk).
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6.1.3.2. Key Rotation Refresh

Key rotation uses a two-layer structure. The inner envelope is a
Si npl e Refresh EPOP token (signed with the OLD key) with one
addition: cnf.jkt set to the thunbprint of the NEWkey. The outer
envel ope, signed with the NEWKkey, carries the conpact-serialized
i nner EPOP token in ntk:

{

"jti": "<unique-id-outer>",

“iat": "<unix-time>",

"ntk": "<compact-serialized-inner-epop-token>"
}

St andard EPOP validation (Section 5) applies to both envel opes.
Beyond that, the AS verifies the key handoff chai n: sha256(i nner jwk)
MUST match the key previously bound to the refresh token, and
sha256(outer jwk) MJST equal inner cnf.jkt. On success, the AS

i ssues new tokens bound to sha256(outer jwk), atonically updates the
server-si de key binding, and revokes the old key for this session
The ol d key’s authorization of the new key’s introduction, conbined
with the new key’s sinultaneous proof of possession, provides a non-
repudi abl e chai n of cust ody.

6.1.4. Token Introspection
Token introspection ([ RFC7662]) for EPOP tokens supports two nopdes.
6.1.4.1. Mdde 1. Inner Token Introspection

The caller extracts the access token fromthe ntk claimof the
recei ved EPOP token and submits it to the introspection endpoint wth
the appropriate token_type hint (e.g., access_token):

PCST /introspect HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-wwmwform url encoded
Aut hori zation: Basic <rs-credential s>

t oken=<access-t oken-extract ed-from nt k>
& oken_type_ hi nt =access_t oken

The introspection response includes cnf.jkt. The caller MJST verify
that sha256( EPOP t oken si gning key) equals the cnf.jkt returned in
the response. This check confirns that the EPOP envel ope was signed
by the key legitimtely bound to the nested token
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6.1.4.2. Mode 2: Full EPOP Token Introspection

The call er sends the entire EPOP token to the introspection endpoint
wi th token_type_hi nt =epop_t oken:

PCST /introspect HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: appli cati on/ x-wwform url encoded
Aut hori zation: Basic <rs-credential s>

t oken=<epop-t oken-recei ved-fromclient >
& oken_t ype_hi nt =epop_t oken

The AS validates the EPOP envel ope signature, extracts the credenti al
fromntk, and validates it. The AS MJST verify that sha256( EPOP
token signing key) equals the cnf.jkt in the nested token before
returning a response. This check prevents a caller frompresenting a
val id EPOP envel ope wappi ng a token not bound to that key.

In both nodes the introspection response includes cnf.jkt. For
opaque tokens, cnf.jkt is the server-side registered client EPOP
public key; for JW tokens it is extracted fromthe token's own
cnf.jkt claim The token type field reflects the type of the inner
access token in ntk, not the outer EPOP envel ope.

{
"active": true,
"token_type": "Bearer",
"sub": "jdoe@cne.org",
"iss": "https://as.exanple.cont,
"aud": ["https://api.exanple.com],
"scope": "read:orders",
"iat": 1775748567,
"exp": 1775752167,
"enf": |
"jkt": "NLp8gGUIlywXs4dayYFLHf h8TAOcr Ue4g78UyBf x5j OY"
}
}

6.1.5. Token Exchange

Clients can exchange an EPOP-w apped token for a new token using the
t oken exchange framework ([RFC8693]). |In this flowthe client is the
actor — it acts on behalf of a subject and proves its identity by
presenting the EPOP token as the actor_token. The subject_token
carries the token being exchanged on behal f of the subject;

subj ect _token type identifies its format. The actor_token_type
identifies the EPOP token format using the epop_access_token token
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type identifier (Section 12.5):

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-wwform url encoded
Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnnFOM2IW

grant _type=ur n¥BAi et f ¥8Apar ans¥B8Aoaut h¥BAgr ant -t ype¥3At oken- exchange

&subj ect _t oken=<subj ect - access-t oken>

&subj ect _token_type=ur n%BAi et f ¥8Apar ans%3Aocaut h%3BAt oken-t ype%BAaccess_t oken

&act or _t oken=<conpact -seri al i zed- epop-t oken>

&act or _t oken_t ype=ur n%3Ai et f ¥8Apar ans%BAoaut h%BAt oken-t ype¥BAepop_access_t oken

& equest ed_t oken_t ype=ur n%3Ai et f ¥BApar ans¥8Aoaut h%BAt oken-t ype¥BAepop_access_t oken

The AS MJST validate the EPOP envel ope per Section 5 before
processi ng the exchange. The AS MUST al so validate the subject token
i ndependently per its token type. The AS issues a new EPOP-w apped
access token bound to the sanme client public key, or to a new key if
t he exchange request includes key rotation

Token exchange response:

{
"access_token": "<conpact-serialized-epop-bound-access-token>",
"issued_token_type": "urn:ietf:parans: oaut h:token-type: epop_access_t oken",
"token_type": "EPOP",
"expires_in": 3600

}

The issued access token carries cnf.jkt bound to the client’s public
key, as in all EPOP flows.

6.1.6. Token Revocation

Clients revoke EPOP-w apped tokens using the token revocation
framework ([ RFC7009]). The client constructs and signs the EPOP
token containing the credential to be revoked, then subnits it as the
token paranmeter with a token_type_hint identifying the credentia

type:

POST /revoke HTTP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-wwmwform url encoded
Aut hori zation: Basic czZCaGRSa3FOM pnWDFnTnFOM2IW

t oken=<conpact - seri al i zed- epop-t oken>
& oken_t ype_hi nt =epop_t oken
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The AS MJST validate the EPOP envel ope per Section 5 before
processing revocation. The token_type_hint value MJST be epop_t oken
(Section 12.6).

The requirenent that the client construct and sign the EPOP envel ope
provi des proof-of -possession on revocation: an attacker who captured
a token but does not hold the corresponding private key cannot revoke
it. This is a deliberate security inprovement over plain RFC 7009
revocation, where any party holding the raw token val ue can submt a
revocation request.

6.1.7. Pushed Authorization Requests
For PAR ([ RFC9126]), the client MAY declare its public key

fingerprint at the PAR endpoint to pre-bind the authorization code to
the client’s key before the browser redirect. The client includes

the EPOP token as the epop formparanmeter — with cnf.jkt and rctx but
no ntk — alongside the standard PAR request paraneters. The
Aut hori zation header carries client authentication as usual. PKCE

paraneters (code_chal |l enge, code_chal | enge_net hod) MJST be i ncl uded
in the PAR request (this specification elevates PKCE from RECOVMENDED
in [RFC9126] to REQU RED in all EPOP flows); the subsequent token
endpoi nt request MJST include code verifier

EPOP t oken payl oad for the PAR request:

{
"jti": "<unique-id>",
“iat": "<unix-time>",
"enf": { "jkt": "<client-public-key-thunbprint>" },
"retx": {
"res": "https://as. exanpl e.com par",
"met hod": " POST"
}
}

HTTP request:
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POST /par HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: appli cati on/ x-wwform url encoded
Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnnFOM2IW

response_t ype=code

&client i d=s6BhdRkqt 3

&redirect _uri=https¥BAYRF¥2Fcl i ent. exanpl e. con?2Fchb
&scope=r ead¥BAor der s

&code_chal | enge=E9Mel hoa20Omw Fr EMIJguCHaoeK1t 8URWUGI Sst w- cM
&code_chal | enge_net hod=S256
&epop=<conpact - seri al i zed- epop-t oken>

The AS verifies the EPOP signature, extracts cnf.jkt, and records it
against the request_uri it returns. Once a cnf.jkt is registered via
PAR, that key binding is final for the lifetinme of the resulting
aut hori zation code. |f the EPOP token presented at the token
endpoi nt declares a different cnf.jkt than the one recorded at the
PAR endpoint, the AS MJST reject the request.

6.1.8. Unsupported Fl ows

6.1.8.1. dient Credentials Flow
Client credentials flowis not covered by this specification

6.1.8.2. Authorization Request Key Bi nding Not Supported
Bi nding a public key thunbprint inside the authorization request URL
(anal ogous to dpop_jkt in [RFC9449] Section 10) is not supported; see
Section 10.8 for the security rationale.

6.2. Resource Server Flows

6.2.1. Resource Access
The client sends the EPOP token in the HTTP Authorization header
usi ng the EPOP authentication scheme ([ RFC7235]). No Authorization
Bear er header is used.

EPOP t oken payl oad:
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{
"jti": "626545DF- CD19- 48EA- BB85- 974130E012B5",
"iat": 1775749791,
"ntk": "<conpact-serialized-access-token>",
"retx": {
"res": "https://api.exanple.coniorders",
"met hod": " CET"
}
}

HTTP request:

GET /orders HITP/ 1.1

Host: api.exanpl e. com

Aut hori zation: EPOP <conpact-seri al i zed- epop-token>

The RS verifies the outer envel ope, then extracts and validates the
access token fromntk as defined in Section 5. 2.

6.2.2. Non-HTTP and Agentic Protocols

The EPOP token structure is identical for non-HTTP protocols; only
rctx values differ. The rctx.res field accommpdates any URI or URN:

| Protocol | rctx.res | rctx. method |
[ gy e ——_———————————————————————————————_ Ll p—p—p————r
| HTTPS | https://api.exanple.com orders | CGET |
Focmmnaaann e . +
| MITT | urn:mgtt: broker:sensors/tenperature | PUBLI SH |
R T T Tt I +
| ™MCP | urn:ncp:server:fil esystem | tools/call |
TS oo e m e e e e e e e e e e e e mm e mmmaa o - S +
| Kaf ka | urn:kafka:cluster:orders-topic | Produce |
Focmmnaaann O . +
| gRPC | urn:grpc:service:hellowrld. Geeter | SayHello |
T T T Tt +
Tabl e 2

The rctx.id field lets the server correlate the EPOP token with an
asynchronous response — critical in nultiplexed or streamnng
protocol s where request/response pairs are not strictly sequential:
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{
"jti": "9F3A1C22- 4D87- 4B3E- BC12- 0OASE8D7F1234",
"iat": 1775750000,
"ntk": "<conpact-serialized-access-token>",
"retx": {
"res": "urn:ncp:server:filesystent,
"met hod": "tools/call",
"id": "req_5521"
}
}

6.2.3. SASL Integration

This section extends [RFC7628] to support Envel oped Proof of
Possession. All behaviors defined in [RFC7628] — including the GS2
([ RFC5801] ) nessage structure, connection-establishnent scope, server
error challenge format, and error handling — apply to QAUTHEPOP

unl ess explicitly stated otherwise in this section

6.2.3.1. QAUTHEPCOP Mechani sm

QAUTHEPCP is a new SASL nechanismfollow ng the structure of

[ RFC7628] Section 3. Inplenentors should note that EPOP conpact
serializations (header, payload, and signature) may be significantly
| arger than a plain bearer token; SASL inplenentations MJST support
initial client response buffers |large enough to carry the ful
compact-serialized EPOP JWI. It introduces EPOP as the QAuth

aut hentication type for the auth field of the GS2 initial client
response.

The auth field for QAUTHEPOP is defined as:

auth-field = "auth" "=" "EPOP" SP epop-token kvsep

where epop-token is the conpact-serialized EPOP JWI as defined in
Section 3 and kvsep is %01 per [RFC7628]. Al other fields in the
GS2 initial client response (host, port, GS2 header, final kvsep) are
unchanged from [ RFC7628] Section 3.

Example initial client response (using %01 represented as <SOH>):

n, , <SOH>aut h=EPOP <conpact - epop-t oken><SCH>host =i | . exanpl e. conkSOH>por t =993<SOH><SOH>
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6.2.3.2. QAUTHBEARER Backward Compatibility

Servers advertisi ng QAUTHBEARER MAY al so accept EPOP tokens by
recogni zing auth=EPCP in the initial client response. Wen a server
recei ves aut h=EPOP over the OAUTHBEARER mechanism it MJST treat the
val ue as a conpact-serialized EPOP JWI and apply the key binding
check defined in Section 5. 2.

The server determ nes whether the nested access token in ntk i s EPOP-
bound as foll ows:

* *(QOpaque nested access token*: The server calls token introspection
([RFC7662]). If the introspection response includes cnf.jkt, the
token i s EPOP-bound; the server MJST verify sha256(outer jwk) ==
cnf.jkt before accepting the connection.

*  *JWI nested access token*: The server inspects the typ clai m of

the access token extracted fromntk. |If typ == "epop+w", the
token i s EPOP-bound; the server MJST apply the same key binding
check.

Servers SHOULD adverti se QAUTHEPCOP in SASL capability responses when
EPOP is supported and SHOULD list it ahead of QAUTHBEARER. dCients
that support EPOP MUST use OAUTHEPOP when the server advertises it.

6.2.4. Userlnfo Endpoint

The client presents an EPOP token w apping the access token at the
User | nfo endpoi nt:

{
"jti": "“<unique-id>",
"ifat": "<unix-tinme>",
"ntk": "<access-token>",
"retx": {
"res": "https://as.exanpl e.com userinfo",
"met hod": " CET"
}
}

CGET /userinfo HTTP/ 1.1
Host: as. exanpl e.com
Aut hori zati on: EPOP <conpact-seri al i zed- epop-t oken>

The AS validates the EPOP token per Section 5, verifying rctx.res
mat ches its Userlnfo endpoint URI, then returns Userlnfo clains.
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6.2.5. Resource Server Binding
6.2.5.1. Key Binding Enforcenent

Every JWI access token issued under EPOP carries a cnf.jkt claim—
the SHA-256 thunbprint of the client’s EPOP public key. Wen the RS
recei ves an EPOP-w apped request:

1. It verifies the outer EPOP signature using the jwk enbedded in
t he header.

2. It extracts the access token fromntk and validates it
(signature, exp, aud, scopes).

3. It conputes sha256(outer jwk header key) and conpares it to
cnf.jkt inside the access token

If the two values differ, the RS MIST reject the request with
invalid_token. This check prevents an attacker from w apping a
stol en access token in their own EPOP envel ope.

6.2.5.2. Early-Exit Pattern

The rctx check (Section 5 Step 7) SHOULD occur before nested
credential validation (Section 5.2). If rctx.res or rctx.nethod does
not match the current request, the RS SHOULD reject imediately

wi t hout decoding or verifying the access token. This is the primary
def ense agai nst replay of an EPOP token from one endpoi nt at another
within the token's short validity w ndow.

6.2.5.3. RS Handling of Opaque Access Tokens

When the access token in ntk is opaque, the RS MUST introspect the
recei ved EPOP token with the AS ([ RFC7662]), passing it as the token
paraneter with token_type_ hi nt=epop_t oken so the AS can validate the
envel ope and extract the inner token

POST /introspect HITP/ 1.1

Host: as. exanpl e.com

Cont ent - Type: application/ x-ww-form url encoded
Aut hori zati on: Basic <rs-credential s>

t oken=<epop-t oken-recei ved-fromclient >
&t oken_t ype_hi nt =epop_t oken

The introspection response includes the cnf.jkt claim
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{
"active": true,
"sub": "jdoe@cne.org",
"scope": "read:orders",
"enf": {

"jkt": "NLp8gGUIlywXs4dayYFLHf h8TAOcr Ue4g78UyBf x5j OY"

}1
"exp": 1775752167
}

6.2.5.4. RS State Managenent for Qpaque Tokens

The RS MJST NOT cache introspection results beyond the EPOP token's
validity window. Since EPOP tokens are very short duration per-
request credentials, a stale introspection cache could cause the RS
to validate a post-rotation request against the pre-rotation key.

When the client perforns key rotation (Section 6.1.3.2), the AS MJST
atomi cally update its server-side registry before issuing any new
tokens. Introspection responses for access tokens issued after
rotati on MIST reflect the new client EPOP public key.

[ e by et o}
| Scenario | RS Obligation |
| Opaque access token, | Call introspection per request; use |
| no caching | returned cnf.jkt for binding check |
o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +
| Opaque access token, | Cache MUST expire at or before the |
| cached introspection | EPOP token validity w ndow, MJST |
| | NOT reuse across key rotation |
o e e e e e e oo o e e e e e e e e e e e e e e mmemamao o +
| Key m smatch | Reject with invalid_token; MJST NOT |
| detected | fall back to a previously cached |
I | key I
e T +
| Opaque refresh token | AS MUST atom cally update server- |
| key rotation (AS- | side key registration; partial |
| side) | update MJUST NOT be possible |
o e e e e e oo oo o e m e e e e e e e e e e e m—— oo oo +
Tabl e 3

7. dient Nonce (cnonce)
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7.1. Overview
cnonce is an offline-derived nonce that tinme-bounds each EPOP token
to a discrete step window. Unlike the DPoP server-issued nonce
([ RFC9449] Section 8), it requires no server round-trip and carries
no server-side nonce state, naking it particularly suited to non-HITP
transports and hi gh-throughput depl oynents. cnonce reduces the replay
opportunity within a window, the jti replay cache (Section 5 Step 5)
remains the primary replay prevention nechani smand MJST be
mai nt ai ned regardl ess.

7.2. Notation
The following notation is used in this section:

SPKI DER- encoded Subj ect PublicKeylnfo of the client public key in
t he EPOP t oken header.

X Time-step duration in seconds, taken from
epop_cnonce_st ep_seconds.

seed Optional 32-byte depl oynent seed from epop_cnonce _seed. Wen
absent, treated as the enpty octet string.

HKDF- SHA256(i km salt, info, len) HKDF with SHA-256 per [RFC5869],
producing | en octets.

HVAC- SHA256( key, data) HMAC with SHA-256 per [RFC2104].

BASE64URL(octets) Base64url encodi ng without paddi ng per [RFC4648]
Section 5.

UTF8(str) UTF-8 encoding of string str per [RFC3629].
U NT64BE(n) 8-octet big-endian encodi ng of integer n.
|| Octet string concatenation.

7.3. Computation
The tine-step counter is:
T = floor(CurrentUni xTime / X)

The per-client key material is derived once per key pair and re-
derived on seed rotation:

key material = HKDF- SHA256(seed || SPKI, SHA256( SPKI), "epop-cnonce-v1",
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When seed is absent, ikm= SPKI. The optional seed scopes derivation
per depl oynment so that cnonce values fromclients under different
seeds are non-interchangeabl e.

The cnonce val ue is:
cnonce = BASE64URL( HVAC- SHA256( key_material, UTF8(jti) || U NT64BE(T)))
where jti is the EPOP token’s own unique identifier.
7.4. Verification
The server (AS or RS) derives key material identically and verifies:
cnonce == BASE64URL( HVAC- SHA256( key_material, UTF8(jti) || U NT64BE(t)))

for any t € {T-1, T, T+1}. This wi ndow absorbs clock skew of up to
one step. If no value of t satisfies the equality, the server MJST
reject the token. A cnonce satisfying the tinme-w ndow check but
carrying a replayed jti is caught by the replay cache (Section 5 Step
5).

When epop_cnonce_seed is rotated, the server MJST update
epop_chonce_seed_id sinultaneously so that clients re-derive
key material .

8. Discovery Metadata

Aut hori zation Servers that support EPOP MJST publish their
capabilities in the QAuth Authorization Server Metadata docunent

([ RFC8414]), available at /.well-known/oaut h-authorization-server (or
/. wel | - known/ openi d-confi gurati on for Openl D Connect providers).
Resource Servers publish EPOP capabilities in the QAuth Protected
Resource Met adata docunent ([RFC9728]), available at /.well-known/
oaut h- pr ot ect ed-resour ce.

8.1. Metadata Fields
The epop_cnonce_seed, epop_cnonce_seed_id, and
epop_cnonce_step_seconds val ues MJST be identical in the AS and RS
di scovery docunents. Cients SHOULD validate this consistency on
startup and after any seed rotation.

epop_supported String; AS and RS. REQUI RED when EPOP is active.

Server EPOP posture: "disabled" — clients MJUST NOT send EPCP
tokens; "recomended" — EPOP accepted but non- EPOP requests al so
accepted; "required" — requests without a valid EPOP token MJST be
rej ected.
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8.

2

epop_ntk_types_supported Array of strings; AS and RS. REQU RED when
epop_supported is not "disabled'. Credential formats accepted
inside ntk: "jw" and/or "opaque"

epop_key rotation_supported Boolean; AS only. Default: false. Wen
true, the server supports the two-|layer EPOP key rotation flow
(Section 6.1.3.2). dients MIST check this field before
attenpting key rotation.

epop_cnonce_required Boolean; AS and RS. Default: false. Wen
true, the server MJST reject EPOP tokens that omt cnonce.
Clients MJST include cnonce if either the AS or RS sets this to
true.

epop_cnonce_step_seconds Integer; AS and RS. REQUI RED when
epop_cnhonce required is true. Tinme-step duration in seconds; both
client and server conmpute T = floor(utc_now() /
epop_chonce_step_seconds). MJST be identical in AS and RS
docunents.

epop_cnonce_seed String (Base64URL, 32 bytes); AS and RS. OPTI ONAL.
Nanespace discrimnator for nulti-tenant deploynents; mxed into
the per-client HKDF derivation so cnonce val ues across tenants are
non-i nterchangeable. Not a secret. MJST be identical in AS and
RS docunents when present. Rotated in coordination with
epop_chonce_seed_i d.

epop_cnonce_seed id String; AS and RS. REQUI RED when
epop_chonce_seed is present; OPTIONAL ot herwi se. Opaque
identifier for the current epop_cnonce _seed. Cdients MJIST cache
the di scovery docunment keyed on this value and re-derive
key material only when it changes. MJST be identical in AS and RS

docunent s.
AS Met adat a Exanpl e

{
"issuer": "https://as.exanple.cont,
"token_endpoint": "https://as.exanpl e. conitoken",
"epop_supported”: "recommended",
"epop_ntk_types _supported": ["jwm", "opaque"],
"epop_key rotation_supported": true,
"epop_cnonce_required": true,
"epop_cnonce_step_seconds": 30,
"epop_cnonce_seed": "<base64url - 32-bytes>",
"epop_cnonce_seed_id": "seed-2026-q2"

}
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8.3. RS Metadata Exanpl e

{

"resource": "https://api.exanple.cont,

"aut hori zation_servers": ["https://as.exanple.conl],
"epop_supported": "required",
"epop_ntk_types_supported": ["jwm", "opaque"],
"epop_cnonce_required": true,
"epop_cnonce_step_seconds": 30,

"epop_cnonce_seed": "<base64url -32-bytes>",
"epop_cnonce_seed_id": "seed-2026-q2"

9. Relationship to Gther Specifications

+ +
I I
+ +

[ RFC7628] | | EPOP extends RFC 7628 by

| Sinple | introducing EPOP as a new QAuth

| Authentication | authentication type for the SASL

| and Security | auth field and defini ng QAUTHEPOP

| Layer (SASL) |

| Mechani sns for |

| QAuth |

I I

| |

I I

I I

I
I
|
as a new SASL nechanism All |
behaviors defined in RFC 7628 |
remain in effect; this docunent |
adds only the auth=EPCP field val ue

and the key binding check that |
OAUTHBEARER servers apply when they |
encounter it. |

[ RFC9449] QAuth 2.0 EPOP generalizes the DPoP proof
Denonstrati ng nmodel : replaces htmhtu with rctx
Pr oof of for protocol agnosticism replaces
Possessi on the ath hash with ntk enbeddi ng so
( DPoP) credential and proof travel as one

I I
I I
| |
I I
I I
| object; extends coverage to |
| authorization codes and refresh |
| tokens; adds atom c key rotation |
| and the offline cnonce. |
| Additionally, DPoP' s requirenment to

| carry two coordi nated HTTP headers |
| (Authorization and DPoP) inposes a

| propagation burden on every |
| intermediary and resource server in |
| a distributed system EPCOP |
| elimnates this by envel oping the |
| proof inside the token, so a single

| Authorization header carries the |
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| | | inseparabl e credenti al -and- pr oof |
| | | object through all hops wi thout |
| | | requiring mddl eware changes. |

| [RFC7636] | Proof Key for | EPOP el evates PKCE from RECOMVENDED |

| Code Exchange | to REQU RED in all authorization |
| | (PKCE) | code fl ows. |
[ RFC8414] | QAuth 2.0 | EPOP adds new di scovery fields to |
| Authorization | the well-known docunent: |
| Server | epop_supported, |
| Metadata | epop_ntk types supported, |
| | epop_key_rotation_supported, and |
| | the epop_cnonce_* famly. |

[ RFC7638] | JSON Wb Key | EPOP uses the SHA-256 JVK |
| (IVK) | thunmbprint (cnf.jkt) as its primary |
| Thunbprint | key binding primtive — enbedded in |
| | every issued token and checked by |
| | the RS as its main defense against |
I I I

t oken substitution.

| [RFC7662] | QAuth 2.0 | EPOP extends introspection |
| | Token | responses to include cnf.jkt. For |
| | Introspection | opaque tokens the AS returns the |
| | | server-side registered client EPOP |
| | | public key; for JW tokens it is |
| | | extracted fromthe token's own |
| | | claim |
- . T +
[ RFC9126] QAuth 2.0 EPOP extends PAR to let the client
Pushed declare cnf.jkt at the earliest

Requests (PAR) aut hori zati on code before the

I I I
I o | declare arli I
| Authorization | point in the flow, pre-binding the |
I I I
| | browser redirect. |

| [RFC5869] | HVAC-based Key | EPOP uses HKDF- SHA256 to derive a |
| | Derivation | per-client key fromthe optional |
| | Function | server-controlled epop_cnonce_seed |
| | (HKDF) | and the client’s public key, |
| | | enabling stateless offline cnonce |
| | | computation. |
R o a o o m e e e e e e e e e e e +

Table 4

10. Security Considerations
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10.

10.

10.

10.

1. Token Lifetine

EPOP t okens MJST be short-lived, per-request credentials. The server
defines the maxi mum acceptabl e age of the iat claim when cnonce is
requi red, epop_cnonce_step_seconds inposes an additional validity
bound enforced i ndependently by both the AS and RS. Short l|ifetines
limt the window during which a captured token remains usable and
reduce the cost of maintaining the jti replay cache.

2. Replay Prevention

Each EPOP token MJST include a jti value of at |east 128 bits of
entropy (e.g., a UUID v4 or CSPRNG generated val ue) to make
collisions conputationally infeasible. Servers MIUST maintain a
replay cache keyed on jti with a TTL of at |east nax_epop_lifetinme +
cl ock_skew;, any token whose jti appears in the cache MJST be
rejected. Wen cnonce is also required, the tinme-step w ndow narrows
the effective validity period further but does not replace the cache.

3. Token Substitution

The key binding check — sha256(outer jwk) == cnf.jkt fromthe nested
credential — is the primary defense agai nst token substitution. An
attacker who captures an access token and waps it in an EPOP

envel ope signed with their own key will produce a thunbprint that
does not match the cnf.jkt enmbedded by the AS; the RS MJST reject the
m smat ch.

For opaque access tokens, the RS MJUST NOT cache introspection results
beyond the EPOP token's validity window \hen a client perforns key
rotation (Section 6.1.3.2), the AS MIST atomi cally update its server-
si de key binding before issuing new tokens; a stale cached result
could cause the RS to validate a post-rotation request against the
pre-rotation key.

4. Cross-Protocol Replay

Wthout rctx validation, an EPOP token captured from one protocol or
endpoi nt could be replayed at another within the token's validity

wi ndow. Servers MJUST validate rctx.res and rctx.nethod when those
clains are present. dients SHOULD al ways include rctx to naxim ze
repl ay resistance.
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10.5. Credential Confidentiality

The ntk claimenbeds the full QAuth 2.0 credential inside the EPCP
envel ope. Unlike bearer token flows where only the token value is
sensitive, the entire conpact serialization carries sensitive
material. TLS is REQUI RED for all EPOP token transnissions; JWE MAY
be applied for additional confidentiality over transports that cannot
guar ant ee channel security. Refresh tokens enbedded in ntk are
particularly sensitive. Servers and intermedi aries MJST NOT | og EPCP
token values in plaintext; the jti claimSHOULD be used as the audit
correlation identifier instead.

10.6. Key Rotation Security

The AS MJST validate both the outer and inner EPOP envel opes
conpl etely before issuing new tokens or updating key bindi ngs.
Partial validation would allow an attacker who hol ds a captured
refresh token to inject a new key by constructing a valid outer
envel ope while providing an invalid inner envel ope.

10. 7. PKCE Requi renment

PKCE ([ RFC7636]) is REQU RED in all EPOP authorization code flows.
Wthout PKCE, an attacker who intercepts the authorization code can
generate their own key pair and wap the code in a valid EPOP token
signed with that key, bypassing key binding entirely. PKCE and EPCP
protect conplenmentary surfaces: PKCE binds the authorization request
to the token request; EPOP binds the code to the client’s key pair.

10. 8. Authorization Request Key Binding

Bi nding a public key thunbprint inside the authorization request URL
(as defined for DPoP in [RFC9449] Section 10) is not supported by
this specification. Authorization requests travel through the
browser redirect — an untrusted channel where a paraneter can be
silently replaced before the AS sees it. EPOP establishes key

bi ndi ng exclusively at endpoints where the client communicates
directly with the AS over TLS: the token endpoint and, optionally,
the PAR endpoint (Section 6.1.7).

10.9. Algorithm Sel ection

EPOP t okens are generated per-request at high frequency; al gorithm
choice directly affects signing |atency, token size, and security
posture. The jwk enbedded in every EPOP header makes key footprint
particularly significant for constrained transports. Edwards curve

al gorithms are RECOVMENDED. Ed25519 is the primary choice — small est
public key, fastest determ nistic signing, and 128-bit security
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adequate for short-lived credentials. Ed448 is appropriate for high-
assurance environnents requiring a larger security margin. ES256 is
accept abl e where Edwards curves are unavailable. RSA algorithns
SHOULD NOT be used in new inplenentations. |nplenentations MJST
fol |l ow [ RFC8725] .

[ oo oo s ooy ety oo
| Property | EDDSA / Ed25519| EdDSA / Ed448 | ES256 | RS256 |
| | | | (P-256) | (RSA-2048)|
[ s ety s st e ety e pu e pugpty ol pj—p—_—
| Security | 128-bi t | 224-bit | 128-bit |112-bit

| level I I I I I
S oo Fom e S S +
| Si gnature | 64 bytes | 114 bytes | 64 bytes| 256 bytes

| si ze | | | | |
R S o e e e e oo S SRR TS +
| Public key |32 bytes | 57 bytes | 64 bytes|~256 bytes

| si ze | | | | |
S oo Fom e S S +
| Si gni ng | Very fast | Fast | Moder at e| SI ow |
| speed | (deterministic)| (deterministic) | | |
R S o e e e e oo S SRR TS +
| Si de- channel | Strong | Strong | Moder at e|] Weak |
| resistance |(constant-tine)| (constant-tine) | | |
S S Fom e S S +

Table 5
10.10. Internediary Transparency

Because the EPOP proof is enmbedded within the token rather than
transmtted as a separate header, EPOP tokens are transparent to
intermedi aries that forward the Authorization header without

nmodi fication. Unlike DPoP, where | oss of the DPoP header at any hop
silently breaks proof-of-possession, EPOP's envel oped structure
ensures that the proof travels with the credential through every

| ayer of a distributed system Resource servers MJST NOT accept EPCP
tokens from which the outer envel ope signature has been stripped or
replaced by an internediary; the full conpact-serialized EPOP token
MUST be forwarded unchanged.
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10.11. Private Key Protection

The security of EPOP depends entirely on the client’s private key
remai ning secret. Private key material MJST never be | ogged,
serialized into application state, or transntted over any channel

I mpl enent ati ons MJUST verify that no private key fields (d, p, q, dp,
dq, qgi) are present in the jwk header paraneter before accepting or
forwardi ng an EPOP t oken.

On native and nohile platforns, clients MJST use platformsecure
storage (e.g., Android Keystore, i OS Secure Enclave), with private
key operations performed inside the secure el ement where avail able so
that key material never enters application nmenory.

In browser environnents, private keys MJST be generated as non-
extractabl e CryptoKey objects via the Web Crypto APl (extractable:
false). Cients MJST NOT store private keys in |ocal Storage,
sessi onSt orage, | ndexedDB, or any JavaScript-readable store; this
prevents exfiltration by XSS or injected scripts running in the sane
origin.

EPOP t okens MJST use asynmmetric signature algorithns. Symetric

al gorithms such as HS256 require the verifier to hold the sane secret
as the signer, making independent third-party verification inpossible
and i ntroduci ng shared-secret distribution risk.

11. Privacy Considerations
11.1. Credential Visibility in Logs

Because the ntk claimenbeds the full QAuth 2.0 credential, an EPOP
token is nmore privacy-sensitive than a typical bearer token: its
compact serialization reveals the credential type, issuer, audience,
and scope to any party that receives or stores it. Servers SHOULD
apply data-mnimzation practices to audit logs — retaining only the
jti and iat clains rather than the full token value. See

Section 10.5 for the normative | ogging and TLS requirenments.

11.2. Key ldentifier as Tracking Vector

The cnf.jkt claimis a stable, long-lived public key thunbprint. |If
the sane key pair is used across multiple authorization server or
resource server deploynments, the thunbprint functions as a cross-
context tracking identifier. Cients SHOULD use distinct key pairs
per authorization server to limt cross-context correlation. Key
rotation (Section 6.1.3.2) provides a nechanismfor periodic key
refresh i ndependent of active sessions.

Anmbekar Expi res 12 Novenber 2026 [ Page 33]



I nternet-Draft EPOP May 2026

11. 3. Resource URH Disclosure
The rctx.res field encodes the target resource URI or URN and is part
of the signed EPOP envel ope, visible to any party that receives or
|l ogs the token. dients MJST use TLS for all EPOP token
transmissions to lint exposure to on-path observers. Resource
identifiers that encode sensitive information (e.g., user identifiers
enbedded in path paraneters) SHOULD be avoided in rctx.res.

11.4. Mninal Disclosure
This profile does not require the EPOP envel ope to carry user
identity clainms. User identity information belongs in the nested
access token (ntk), not in the outer EPOP envel ope. |Inplenentations
MUST NOT add user identity clains to the EPOP token header or payl oad
unl ess required by a specific profile extension.

12. |1 ANA Consi derations

12.1. HTTP Aut hentication Schene Regi stration
Thi s specification requests registration of the following entry in
the "Hypertext Transfer Protocol (HTTP) Authentication Schene
Regi stry" ([ RFC7235]):
Aut henti cati on Schene Nane: EPCP

Pointer to specification text: Section 6.2.1 and Section 3 of this
docunent .

12.2. QAuth Grant Type Registration
Thi s specification requests registration of the following entries in
the "QAuth Paraneters" registry (grant type sub-table) established by
[ RFC6749] Section 11.3:
Grant Type Name: urn:ietf:parans:oauth: grant-type: epop_code_grant
Change Controller: |ETF
Speci fication Docunment(s): Section 6.1.2 of this docunent
Grant Type Name: wurn:ietf:parans:oauth: grant-type: epop_refresh_token

Change Controller: |ETF

Speci fication Docunment(s): Section 6.1.3 of this docunent
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12.3. QAuth Paraneters Registration
Thi s specification requests registration of the following entry in
the "QAuth Paraneters" registry established by [ RFC6749]
Section 11.2:
Par amet er Nanme: epop

Par amet er Usage Location: token request, pushed authorization
request

Change Controller: |ETF

Speci fication Docunment(s): Section 4, Section 6.1.2, Section 6.1.3,
and Section 6.1.7 of this docunent

12. 4. QAuth Token Type Regi stration
Thi s specification requests registration of the followi ng value in
the "QAuth Access Token Types" registry established by [ RFC6749]
Section 11.1:
Type Name: EPOP
Addi ti onal Token Endpoi nt Response Paraneters: (none)
HTTP Aut hentication Scheme(s): EPCP
Change Controller: |ETF

Speci fication Docunent(s): Section 4 and Section 6.2.1 of this
docunent

12.5. QAuth Token Type ldentifiers
Thi s specification requests registration of the following entries in
the "QAuth URI" subregistry of the "QAuth Paraneters" registry
est abli shed by [ RFC8693] Section 7.1
URI: urn:ietf:parans: oaut h:token-type: epop_access_t oken
Change Controller: |ETF
Speci fication Docunment(s): Section 6.1.5 of this docunent

URI: urn:ietf:parans: oaut h:token-type: epop_refresh_token

Change Controller: |ETF
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Speci fication Docunment(s): Section 6.1.5 of this docunent

12.6. QAuth Token Type Hint Registration
Thi s specification requests registration of the followi ng value in
the "QAuth Token Type Hints" registry established by [ RFC7009]
Section 4. 1:
Token Type Hint Name: epop_token
Change Controller: |ETF

Speci fication Docunent(s): Section 6.1.4, Section 6.1.6, and
Section 6.2.5.3 of this docunent

12.7. JWI Clainms Registration

Thi s specification requests registration of the followi ng JW clains
in the "JSON Web Token C ai nms" registry established by [ RFC7519]:

ClaimName: ntk C aimDescription: Nested Token — the QAuth 2.0
credential enbedded inside the EPOP envel ope.

Change Controller: |ETF
Speci fication Docunent(s): Section 3.2 of this docunent

Claim Nanme: rctx Cl aimDescription: Request Context — a JSON object
identifying the target resource and protocol action

Change Controller: |ETF

Speci fication Docunment(s): Section 3.2 of this docunent

Clai m Name: cnonce C aim Description: Cient Nonce — offline-derived
HVAC val ue for replay resistance w thout server-issued nonce
state.

Change Controller: |ETF
Speci fication Docunent(s): Section 7 of this docunent
12.8. JWI Type Registration
Thi s specification requests registration of the follow ng typ header
paraneter value in the "JSON Wb Si gnature and Encryption Header

Par anet ers" registry established by [ RFC7515], in accordance with
[ RFC8725] Section 3.11:
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Type Name: epop+jwt Description: Envel oped Proof of Possession JW.
Change Controller: |ETF
Speci fication Docunent(s): Section 3.1 of this docunent
12.9. CQAuth Authorization Server Metadata

Thi s specification requests registration of the foll owi ng names in
the "QAuth Authorization Server Metadata" registry ([ RFC8414])

*  epop_supported
* epop_ntk_types_supported
* epop_key rotation_supported
* epop_cnonce_seed
* epop_cnonce_step_seconds
* epop_cnonce_seed_id
* epop_cnonce_required
12.10. QAuth Protected Resource Mt adata

Thi s specification requests registration of the followi ng nanes in
the "QAuth Protected Resource Metadata" registry ([ RFC9728]):

* epop_supported
* epop_ntk_types_supported
* epop_cnonce_seed
* epop_cnonce_st ep_seconds
* epop_cnonce_seed_id
* epop_cnonce_required
12.11. EPOP Request Context Menbers Registry
This specification requests creation of a new registry, "EPOP Request

Cont ext Menbers", under the "QAuth Paranmeters" registry group. The
registry is to be maintai ned as Specification Required per [RFC8126].
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Initial registrations:

[ oo ool e s s oo e ey oo
| Menber Nane | Type | Description | Specification |
[ i s oo oo e, e st
| res | String | URI or URN of the target | Section 3.2 of |
| | | resource or endpoint | this document |
o m e e e oo - Fomm e - o - o e e e e e e oo o oo o - +
| nethod | String | Protocol action string | Section 3.2 of |
| | | | this docunent |
Fom e o - T o m e e e aa oo s o a o +
| id | String | Cient-generated | Section 3.2 of |
| | | correlation ID | this document |
o m e e e oo - Fomm e - o - o e e e e e e oo o oo o - +

Table 6
12.12. SASL Mechani sm Regi stration

Thi s specification requests registration of the following entry in
the "SASL Mechani sns" registry established by [ RFC4422]:

Mechani sm Nane:  OAUTHEPOP
Security Considerations: See Section 6.2.3 of this docunent.
Publ i shed Specification: This docunent.
I ntended Usage: COMVON
Onner/ Change Controller: |ETF
13. References
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