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Abst r act

Thi s docunent proposes a | ayered approach to standardi zati on of Al

di scovery in Al ecosystens within the IETF. It recomrends separating
the standardi zati on of general discovery vehicles fromthe Al objects
to be discovered. Al objects include agents, nodels, data, tasks,
anong others. Wile the topic of discovery in the real mof Al has
focused on di scovering agents, the concept can be extended by the

| ayered architecture proposed here, allowing for a clarified design
scope, reduced charter anbiguity, and alignment with | ETF | ayering
princi pl es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Septenber 2026
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

Artificial Intelligence (Al) systens are increasingly conmposed of
het er ogeneous components that extend far beyond software agents.
Modern Al ecosystens include data providers, nodel providers,
resource providers, agent providers, and enbodi ed systens such as
robots and sensors. Wile recent industry attention has focused
heavily on agent-to-agent interactions, this represents only one
di mensi on of a broader and nore conpl ex | andscape.

In our previous docunent draft-akhavai n-noussa-ai-network, we define
an Al ecosystem nodel that captures these diverse conponents and
their interactions. Building on that foundation, this docunent
focuses on a cross-architectural problem space: discovery.

Di scovery is essential for enabling Al conponents to |ocate,

identify, and interact with one another. Today, discovery nechanisns
are fragnmented, donmmin-specific, and often agent-centric. As Al
systens scal e across networks, domains, and administrative
boundaries, a unified and extensibl e discovery architecture becones
necessary.

Thi s docunent proposes a |ayered discovery architecture that

separ at es di scovery mechani sm and vehicle fromthe object/entity
bei ng discovered. This layering allows a comon di scovery substrate
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to support nultiple Al ecosystem conponents such as agents, nodels,
dat asets, conpute resources, tasks, robotic capabilities, and nore,
wi t hout redesigning the underlying discovery vehicle each tine a new
obj ect type energes.

The goal of this draft is to introduce the problem space, articul ate
architectural principles, and outline a franework that can guide
future work on Al discovery within the | ETF.

2. Term nol ogy

Thi s docunent uses terninology defined in
dr aft - akhavai n- noussa- ai -network. Additional terns used here
i ncl ude:

* Discovery nechani smvehicle: Refers to the underlying nmechani sm
that enabl es advertising, querying, conflict resolving, and
subscribing to discovery infornmati on and di scoverable entities.

* Discoverable entities: A structured representation of the entity
bei ng discovered (e.g., agent card, task card, nodel card, dataset
card, robot HWcard, etc).

* Discovery Information: Discoverable information that are not part
of the discoverable entity but rather related to the di scovered
entity status and configurations.

* Discovery Schena: The format and senantics of a discovery package
that may include sone form of a header

* Discovery Context: The environnent in which discovery occurs
(e.g., local network, edge domain, inter domains (abstraction),
cloud federation).

* Discovery Interaction: This refers to specific operations enabled
by the di scovery nechani sm such as advertise, query, resolve,
notify, subscribe, etc.

3. Background and Probl em Space

Al systens increasingly operate across distributed environnents where

conmponents may require to dynanically | ocate one another. Exanples

i ncl ude:

* Agents discovering other agents for coll aboration

* Agents discovering tasks and task owners.
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* Agents discovering shell robots/tools to use to fulfill a task.
* Applications discovering nodel providers or inference endpoints.

* Training pipelines discovering data sources or synthetic data
generators

*  Workfl ows di scovering conpute, storage, or accel erator resources.
* Robots discovering sensors, actuators, or local capabilities.

Exi sting di scovery nmechani sns—whether traditional (such as DNS-SD
nDNS, CoRE Resource Directory, service registries, nodel hubs, and
data catal ogs) or agent-specific (such as A2A, DNS-AI D, MCP, and
Agnt cy) —address portions of the discovery problem but are not
designed for the breadth, heterogeneity, and dynam sm of nodern Al
ecosystens. Each of these nechanisns was created with a specific
pur pose and set of design assunptions, making theminflexible as a
gener al - purpose di scovery substrate for diverse Al conponents. As a
result, discovery today is fragnented, siloed, and often tightly
coupled to a particul ar object type or operational context, limting
interoperability and extensibility across the broader Al ecosystem
(Sone of the avail abl e nethods can be reused and act as the starting
point to a nore general purpose discovery).

Key chal | enges i ncl ude:

* Heterogeneity: Al ecosystem conponents differ widely in structure,
capabilities, and netadata requirenents.

* Dynamic availability: Agents, nodels, data streams, and conpute
resources may appear or disappear rapidly especially as work gets
all ocated to them (status is continuously changing).

* Cross-donmain operation: Al systens increasingly span nultiple
trust dommins, clouds, adm nistrative boundaries, and regiona
polici es.

* Security and provenance: Discovery mnetadata nust be trustworthy
and resistant to spoofing or tanpering. Additionally, security
and privacy differs fromone Al application to the other. For
instance, training services that require access to private data is
very different frominference and agentic tasks where queries are
routed to the right inference entities.

* Scalability: Discovery should be functional across |ocal, edge,

and gl obal contexts. This nay require a hierarchica
architecture.
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A unified architecture can address these chall enges and offer a
flexible design that enables interoperability and extensibility
across diverse inplenmentations, while al so accormodating the
requirenents of future and evol ving technol ogi es.

4. Proposed Split Architecture and design consideration

The architecture separates how di scovery happens fromwhat is being
di scovered. The discovery architecture is organized into two

hori zontal |l y | ayered conponents that together enable Al ecosystem
participants to | ocate and understand each other’s capabilities. The
figure belowillustrates the relationship between the Di scovery
Transport Layer (DTL), the Discovery Cient layer (DCL), and the
broader Al ecosystem
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Figure 1: Figure 1: Layered Architecture of Generic Al discovery
in Al Ecosystem
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4.

4.

1.

1.

The Discovery Transport Layer (DTL) provides the common substrate for
di scovery interactions, while the Discovery Cient Layer (DCL)
defines the structured nmetadata describing Al ecosystementities.

The DTL carries discovery objects without interpreting their interna
semanti cs, ensuring that new object types can be introduced without
nmodi fyi ng the underlying vehicle.

Thi s nodel supports a wi de range of Al ecosystementities—including
agents, nodels, data providers, resource providers, and enbodi ed
systens—while maintaining architectural clarity and extensibility.

Di scovery Transport Layer (DTL)

The Di scovery Transport Layer defines the underlying operations,
transport behaviors, and security properties required to support

di scovery across heterogeneous environnents. It is intentionally
generic and i ndependent of the semantics of the objects it carries.

1. Key responsibilities of the DTL include:
* Common Di scovery Operations

- The mechani sm supports a set of core interactions, including
advertise, query, resolve, subscribe, update, and revoke.
These operations enable clients to publish availability,
request information, receive updates, and maintain up-to-date
i nformati on.

* Transport Bindings

- The mechani smmay be realized over various transport
substrates, such as HITP-based di scovery, publish/subscribe
overlays, multicast for |ocal domains, distributed registries,
or it can bind directly to transport |layer via TCP/UDP or MQ
The architecture does not nmandate a specific transport but
requi res that bindings support the core operations.

* Security and Trustworthiness

- This is an inportant yet conplinentary and potentially separate
functionality that perhaps can be del egated to other
speci ali zed | ETF wor ki ng groups.

- \What needs to be inplenmented for Al discovery are nethods to
enforce authentication of discovery participants, integrity
protection for discovery nessages, authorization for access to
sensitive netadata, and nechanisns for updates and revocation
These protections ensure that discovery information can be
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trusted across domains. Note: These functions are not part of

the di scovery vehicle, but could be inplenmented in other |ayers
and integrated with the DIL. The discovery vehicles just need

to check entity's entry ticket. -----

* Caching, Scalability, and Resilience

- Caching: The DTL should be able to support caching of discovery
objects with explicit TTLs, up-to-date semantics, and
invalidation rules so that clients can reuse results
efficiently without acting on stale information.

- Scalability: The DTL shoul d be scal able as to handl e hi gh query
and update vol umes by supporting aggregation, deduplication,
filtering, and efficient distribution across |ocal, edge, and
nmul ti-domain environnments. ----

- Resilience: The DTL should remain reliable under churn and
partial failures by supporting various visibility degrees and
status |l evels, graceful degradation, redundant discovery paths,
and robust handling of reconnects and subscriptions.

What the DTL does not do is to interpret or validate the interna
structure of discovery objects. It treats themas typed payl oads
whose semantics are defined entirely by the DCL

4.1.2. Discovery Cient Layer

The Discovery Cient Layer defines the structured netadata that
describes the entities being discovered. Discovery objects capture
the semantics, capabilities, interfaces, and operationa
characteristics of Al ecosystem conponents. Each object type is
defined by a schema that can be potentially versioned, extensible,
and i ndependent of the DTL.

Exanpl es of discovery object types include:

* Agent Card: Agent-related identifying entities that m ght describe
aspects such as agent identity, capabilities, interfaces,
conmuni cati on endpoints, and trust attributes.

* Task Card: Task-related identifying entities that m ght provide
aspects such as detailed description of a task, identifies
handl i ng requirements, defines task owner identity, commrunication
endpoints, interaction rules, and trust attributes.
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* Mbdel Card: Model-related identifying entities that m ght describe
aspects such as nodel type, mpdality, version, inference
endpoi nts, |icensing, and perfornmance characteristics.

* Data Provider Card: Data provider-related identifying objects that
m ght describe aspects such as datasets, schenmas, access poli cies,
| ocation information, provenance, and update characteristics.

* Resource Provider Card: Resource provider-related identifying
obj ects that m ght describe aspects such as conpute resources,
accel erators, storage, availability, and cost nodels.

* Robotics Capability Card: Robot capability-related identifying
obj ects that m ght describe aspects such as sensors, actuators,
physi cal capabilities, safety constraints, and operationa
paraneters

oj ect schermas nay be defined by different venues within | ETF or

ot her standardization bodies and may evol ve i ndependently over tine.
The objective of the DCL architecture is once an object schema is
added, it receives services such as:

* Traceability: Allow ng backward-conpatible and non-conpati bl e
schema evolution, track of history, etc (git-like service).

* Extensibility: Supporting optional fields, domain-specific
ext ensi ons, and new obj ect types.

* |Interoperability: Using comopn serialization formats such as JSON

* Mitability resistant: Once an object is submitted to this |ayer,
it becones i mutable.

Essentially, the DCL nmaintains the defined and constructed discovery
obj ects that describe Al ecosystementities. The DIL then applies
its owmn fram ng such as identifiers, routing information, or
transport-specific netadata to make these objects di scoverabl e and
enabl e upper |ayer services that run on discovered objects. This
could be through a protocol, search engine, etc. The DCL binds
directly to concrete Al ecosystementities, enabling clients to
interpret discovery information and initiate interactions, while the
DTL remains agnostic to the internal structure of the objects it
transports.
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4.1.3. Interaction Between Layers

The interaction between the mechanismand client layers is
intentionally minimal. The DIL transports discovery objects without
interpreting their contents, while the client layer relies on the
mechani sm for dissem nation, retrieval, and update propagation. This
separation ensures:

* Stability of the DIL even as new Al conponent types energe
* Flexibility for coomunities to define and evol ve obj ect schenas.

* Interoperability across heterogeneous environments and trust
domai ns.

Clients interact with the DIL to obtain discovery objects and then
interpret those objects according to their schemas. This nodel
supports both centralized and decentralized di scovery depl oynments.

4.1.4. C(Operational Considerations for the D scovery Transport Layer
(DTL)

The Discovery Transport Layer introduces nmechani sns and requirenents
that differ fromtraditional service-discovery systems. These

requi renents arise fromthe dynamic, stateful, and capability-driven
nature of Al ecosystem conponents. The following is meant to be

di scussed within | ETF to determ ne what needs to be consi dered and
what is out of scope, but these requirenents that are unique to this
architecture.

* St at e- Dependent Responses: Al conponents often expose dynanic
operational states such as |oad, availability, queue depth, or
readi ness. The di scovery mechani sm nust define how these states
are represented in discovery objects, how state transitions are
publ i shed, and how stal e or superseded objects are handl ed. For
exanple, a client may query a nodel endpoint and receive a
response indicating that it is currently busy, along with netadata
such as queue depth or estimated readiness. This allows clients
to interpret the response correctly based on the entity’ s current
operational state.

* Notification-Driven Interactions: Discovery may require
asynchronous, state-dependent behavior rather than sinple request/
response exchanges. A client may query for an entity and receive
a response indicating that the entity is currently unavail able or
busy. As such, an inportant feature that the DIL and the
under | ying protocol can support is a formof followup
subscription (e.g., pub/sub) operation service, where clients can
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request notification when the entity’ s state changes. This
introduces a multi-step interaction pattern (query — conditiona
response — subscribe — notify) that needs to be considered.

* Full and partial entity information disclosure: Sone entities may
choose to expose only partial discovery information dependi ng on
their operational state. For exanple, an agent may return only a
m nimal state object ( “busy” , “away” , “maintenance” ) when
unavail able, and reveal its full agent card only when it is in the

“avail abl e” state. The discovery mechani sm shoul d support
conditional visibility rules that allow entities to control which
portions of their discovery objects are exposed under different
states.

* Entity Life-Cycle Considerations: Many Al conponents are not
desi gned for continuous operation; they nmay be depl oyed
tenmporarily and subsequently withdrawn. Some conponents may
become active only when needed, automatically scaling their skills
or capabilities up or dowmn for limted durations, or they may shut
down imredi ately upon task conpletion. Consequently, a robust
di scovery mechani sm nmust accomodate diverse entity |ife-cycles,
moni tor for and renove expired entries, and nanage scenari os where
a client encounters an entity that is no | onger present in the
system

* Cross-Domain Discovery Behavior: In federated or nulti-cloud
depl oynents, discovery may span nultiple adm nistrative domains.
This is an inportant design consideration that defines how queries
propagat e across dommi ns, how responses are aggregated, and how
abstraction is achieved for inter-domain discovery. Query scoping
and domai n boundari es nust be explicit protocol concepts.

* Wde- Scope Queries and Query Refinement: Some di scovery queries
may be very broad or | oosely defined, resulting in a |large search
space and potentially high compute or network cost. For exanple,
a query such as “find an agent who can fix ny car” may match many
entities across nultiple domains. The discovery mechani sm shoul d
be able to recogni ze when a query is too broad and apply
strategi es such as early scoping, progressive narrow ng, or
interactive refinement with the client before initiating a
| arge-scal e search. This ensures efficient use of resources and
prevents overwhel mi ng the discovery infrastructure with unbounded
queries. Essentially, the discovery nechani sm shoul d protect
itself frommalicious query attacks such as discovery requests
wi th broad objectives.
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5.

5. 1.

Expl oratory and Del egated Di scovery: In sonme scenarios, discovery
is not driven by a specific question but by curiosity or
open-ended exploration. An entity may send out a crawler, a snal
pi ece of software configured by its owner, to wander through the
network and | ook for potentially useful resources. The craw er
does not necessarily know what it is looking for; it sinmply

expl ores, and whenever it stunbles upon a resource, it collects
the resource’ s discovery card and sends it back to its owner. The
crawl er then continues its journey. The return path for these
resource cards can reuse features of the discovery nechani sm
allowing the crawer to report findings asynchronously. The
crawmer itself may al so beconme a nobil e discoverabl e object,
enabling its owner to locate it, check its progress, or instruct
it to stop exploring once a suitable resource has been found. At
scale, many entities may dispatch their own crawers, resulting in
a | arge popul ati on of roam ng di scovery agents searching for
different types of objects across the network. This exploratory,
del egated form of discovery introduces uni que operationa

consi derations: how craw ers nmove, how their findings are
transported, how their activity is tracked, and how the di scovery
mechani sm prevents | arge nunbers of crawl ers from overwhel mi ng the
net wor k.

Load Managenent and Aggregation: Discovery workl oads may invol ve

| arge numbers of clients querying for simlar capabilities. The
prot ocol shoul d support rate limting, caching, deduplication, and
aggregation strategies to prevent overload and ensure predictable
performance. Enploying di scovery gateways m ght be useful in this
scenari o.

Reliability and service guarantee: Discovery does what is actually
promi ses to do without taking responsibility for m ss-represented

objects. Discovery is only doing discovery services. The use of

Bl ockChai ns here can be expl ored.

Concl usi on and Di scussi ons

Benefits of the Split Architecture

The split architecture provides several advantages:

*

Modul arity: Mechanismand client |ayers evol ve i ndependently.
Suitable for | ETF design principles

Reusability: A single mechani smsupports multiple object types.

Extensibility: New Al conponent types can be introduced w thout
redesi gni ng the mechani sm
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* Interoperability: Common discovery substrate across vendors and
domains. Also, with proper design, this can be nade to be
backward conpatible with current proposed di scovery nechani sns

such as A2A MCP, DNS, etc.

* Security: Cear separation of mechani sml evel

protections.

* Scalability: Efficient operation across |ocal,

cont exts.

and obj ect -1 evel

and gl obal

This architecture provides a foundation for future |IETF work on

concrete di scovery nechani sns and obj ect schenas.

VWi | e di scovery vehicle is conmon, discoverable objects are different
and are application dependent. A unifying framework based on top-

down approach sinplifies operations.

Security Considerations

Security considerations are as outlined within the document under the

privacy and security requirenents
I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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