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Abst r act

Thi s docunent addresses the transport-Ilayer challenges of path
selection in environments with nmultiple available tunneling options
and congestion control mechanisnms. It identifies congestion control
conflicts that arise fromnested tunneling protocols and proposes a
congestion-aware nultipath tunnel selection algorithmthat conforns
to the guidelines established in [RFC9599] for adding congestion
notification to protocols that encapsulate IP. The proposed approach
considers Explicit Congestion Notification (ECN) propagation,
transport protocol characteristics, and network conditions to
optimze path selection while avoiding nmultil evel congestion contro
issues. This work aligns with current Transport and Services Wrking
Group efforts on Non-Queue-Buil ding (N@) behaviors, carefu
congestion control resume, and multipath transport protocols.
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1. Introduction

A path for sending data across a network can consist of a conbination
of many factors such as uplink, application |layer protocol, tunneling
protocol anmpbng others. For exanple TLS operates above the network

| ayer, SSH and Secure Real -tinme Transport Protocol (SRTP) [ RFC5764]
operates at the application layer to carry data. Stream Contro
Transm ssion Protocol (SCTP), intended to tunnel signaling nmessages
over | P networks, can encapsul ate data as well. Tunneling can build
a secure interconnection called Virtual Private Network(VPN) that
provides a private subnet to pass traffic between the tunnel ed
endpoints. This setup caters to enterprises and small private hone
networks alike. The protocols for such network |evel tunneling nmay

i nclude GRE, L2P, IPSec, WreGuard, OpenVPN and even proprietary
protocol s such as AutoVPN or custom i npl enenttion over DTLS. Now

mul tiple proxied stream and datagram based flows are possible inside
an HTTP connection through the MASQUE which is build on QU C

However there may be real world use-cases where network tunnels could
nest application tunnels, which | eads to |arge overheads in | atency
and quality of data.

1.1. Fundanental Differences: Tunnel ed vs Non-Tunnel ed Traffic Path
Sel ection

Path selection for tunneled traffic operates under fundanentally
different constraints and objectives conpared to open internet
traffic:

Qpen internet traffic path selection is primarily controlled by
either Applications (CDN sel ection, server choice) or dient-side
net wor ki ng stacks (Happy Eyeballs, etc.). To sone extend user
preferences and browser settings also play a role. Over this the
Internet Service Providers may further control outing policies and
peering agreenments and add their propertiary Traffic engi neering
al gorithns.
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Tunnel ed traffic path selection is primarily governed by enterprise
or service provider security policies. These policies determne
which traffic nust be tunneled for conpliance or security reasons
al ong with geographic or jurisdictional routing constraints. The
data sovereignty and privacy protection requirenents apply strongly
to secure networks service providers. For this reason Network
service providers (NSPs) maintain strict control over tunnel ed
traffic routing through: - Dedicated tunnel infrastructure with
speci fic performance guarantees - Policy-based routing that may
override optinmal path selection for security - Service Leve
Agreenent (SLA) enforcenment nmechanisms - Centralized nmanagenent -
predterm ned i ngress and egress points Unlike open internet traffic
where applications can freely choose destinations, tunneled traffic
has limted Endpoint Flexibility.

1.2. Current Path Selection Challenges

Today’' s het er ogeneous networki ng | andscape presents critical path
sel ection chal |l enges that span across nulti-cloud environments, SASE
architectures, and ISP networks, where vendors enploy fundamentally
i nconpati bl e approaches for routing incomng traffic flows. Milti-
cloud depl oyments (AWS, Azure, Google Cloud so on ) suffer from

i nconsi stent path selection decisions as traffic traverses between
theirs and other’s cloud providers, each inplenenting proprietary
routing algorithnms that optinize for |Iocal rather than gl oba
performance. SASE architectures conpound these chal |l enges by
attennpting to integrate networking and security functions across
mul ti pl e vendor solutions, yet current path sel ection nechanisns fai
to coordinate effectively between edge security appliances, SD WAN
controllers, and cloud security services. Manwhile, |SPs and
networ k service providers continue to rely on fragnented
approaches—rangi ng from | oad bal ancing across multiple paths to
sophi sticated M.-based traffic classification and quei ng—but these
vendor-specific inplenentations | ack standardi zati on and
interoperability, creating significant operational conplexity and
subopti mal perfornmance when traffic flows cross vendor boundaries in
nmodern hybrid network depl oynments.

The key chal l enge is devel oping a standardi zed al gorithmthat can
operate within the constraints of tunneled traffic while providing
opti mal performance, unlike open internet traffic where applications
and |1 SPs have nore flexibility in path selection decisions.

1.2.1. Vendor Interoperability Challenges
When different vendors inplenent proprietary or inconpatible path

sel ection algorithns, several critical disadvantages energe that
significantly inpact network operations and perfornance:
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1.2.1.1. 1. Inconsistent Traffic Behavi or Across Vendor Boundaries

Di fferent vendor inplenentations may make contradictory path

sel ection decisions for the sane traffic flow, leading to conflicts
and worst Suboptinmal Routing where traffic nay take |onger, nore
expensive, or |ess reliable paths when crossing vendor boundari es.
This leads to performance Gscillation and inconsistencies across
vendor inpl enmentations.

*Exanpl e Scenario*: A flow from Vendor A's SD-WAN appl i ance to Vendor
B's tunnel endpoint may experience optinal path selection within
Vendor A’ s donain but suboptinal sel ection when entering Vendor B's
infrastructure due to inconpatible nmetrics and decision criteria.

1.2.1.2. 2. Operational Conplexity and Managenent Over head

Net wor k operators face significant challenges with nmultiple
proprietary path selection inplenentation across nulti-vendor

depl oynents. The chal |l enges not only include tracking but
synchoi rni zi ng any updates. Inconpatible algorithns fromdifferent
vendors | ead to redundant Path Probi ng where Miltiple vendors may

i ndependent|ly probe the sanme paths, consunm ng bandw dth and
generating unnecessary traffic, thus duplicate discovery processes.
Thi s makes troubl eshoting tough ans al so deuplicate configurations.
This further | eads to conputational overhead | eading to inconsistent
resource utilization and cache inefficiency due to no decision
shari ng anong vendors

Net wor k- W de Suboptim zation is another concern as Vendor al gorithns

optinmizing for local criteria nay create network-w de inefficiencies

and Load Bal anci ng | nbal ances | eading to uneven traffic distribution

and congestion hotspots. Unpredictable path sel ection behavior nakes
accurate capacity planning difficult for everyone.

1.2.1.3. 3. Security and Conpliance Risks

Pol i cy Enforcement Gaps based on varied interpretion makes may

i nadvertently route traffic through non-conpliant paths or
jurisdictions Miltiple proprietary inplementations increase the
overal|l attack surface as Vendor-specific path sel ection patterns nmay
reveal sensitive network topology or traffic information.

Proprietary unstandardi sed best path selection algorithns create
dependencies resulting in increased Total Cost of Oanership (TCO
through vendor |ock-in. Service quality degradation occurs through
i nconsi stent user experiences with varying service quality depending
on whi ch vendor’s equi pnent handles their traffic. Unpredictable
pat h sel ection behavior also nmakes it difficult to guarantee service
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| evel agreenments and createing network continuity risks.

Furthermore, this artificial differentiation fragments innovation as
vendor -specific inplenentati ons prevent collaborative devel opment of
i ndustry-wi de i nprovenents, create interoperability stagnation, and
establish barriers to technol ogy evol ution

1.2.2. The Need for Standardi zati on

These di sadvant ages col |l ectively denonstrate the critical inportance
of standardi zed path sel ection algorithns that can ensure consi stent
behavi or by providing predictable path selection decisions across
vendor boundaries, enable interoperability through seanl ess
integration of nulti-vendor network infrastructure, reduce
operational conplexity and enabl e gl obal optimzation rather than
vendor-specific |ocal optimzation, and enhance security through
consi stent policy enforcenment and threat response across all network
el ement s.

1.2.2.1. Path discovery overhead and resulting conflicts

The absence of standardi zed path selection algorithns creates
significant overhead in discovering optinal paths and |l eads to

wi despread fragnentation chal |l enges across het erogeneous tunne

depl oynents. Wen networking protocols use hole punching to
establi sh pat hs between endpoints and nultiple tunnels are formed for
pri mary-standby or |oad sharing configurations, each vendor

i npl ements proprietary Path MIU Di scovery (PMIuD) mechani snms t hat
operate independently and often conflict with each other. This |ack
of coordination results in redundant path probing, where nultiple
vendors simultaneously attenpt to di scover the sanme path
characteristics, consum ng val uabl e bandw dth and generating
unnecessary control traffic. The fragnentation problemis

particul arly acute because nested tunnels greatly inpact traffic
quality, with each encapsul ation |ayer introducing additional headers
that reduce the effective payload size, leading to frequent
fragnmentation and defragnentati on cycles that increase conputationa
overhead especially for tinme-sensitive applications operating under
l'imted bandwi dth constraints

Whi | e [ RFC9868] Transport Options for UDP provides nechani sns for
enhanced path characteristic discovery through enbedded netrics,
congestion state signaling, and capability advertisenment within
regul ar data packets, UDP options-based signaling falls fundanmentally
short in addressing the core chall enges of optimal path selection in
mul ti-vendor environnents. The UDP options approach suffers from
limted cross-vendor coordination where different inplenentations may
interpret or prioritize the enbedded path quality indicators
differently. Furthernore, the DPLPMIUD i npl enentation through UDP
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options designed to mnimze fragnmentation-rel ated overhead becones

i neffecti ve when vendors use inconpatible fragnentation strategies or
fail to coordinate MIU di scovery across nested tunnel |ayers,
resulting in suboptinmal path selections that may actually increase
rat her than decrease fragnentation.

The i nadequacy becomes evident in conplex nulti-vendor scenarios
where al gorithm negoti ati on, ECN propagation and conflict detection
mechani sms fail to provide the conprehensive coordi nati on needed for
truly globally optinmal path selection. Even with sophisticated
features |ike authenticated ECN narki ng propagation through nested
tunnel layers and active identification of congestion contro
interference, the fundanental problemremrmains that these nechani sns
operate in isolation without a standardi zed framework for making

uni fied path selection decisions. This fragnentation of approaches
| eads to situations where UDP options may indicate one path as

opti mal based on enbedded netrics, while vendor-specific algorithns
sel ect different paths based on proprietary criteria, resulting in

i nconsi stent path sel ection behavior** that undernines the very
benefits that UDP options were designed to provide. The lack of a
uni fi ed deci si on-maki ng framewor k means that even advanced signaling
capabilities cannot overcone the coordination challenges inherent in
mul ti-vendor tunnel deploynments, necessitating the standardi zed path
sel ection algorithm proposed in this docunent.

1.2.3. Miltilevel Congestion Control and ECN Propagation

Nested tunneling protocols create significant chall enges for
congestion control nechanisns, particularly when nmultiple |ayers

i ndependently attenpt to nanage network congestion. This section
addresses these challenges in accordance with [ RFCO599] gui deli nes
that add congestion notification to protocols that encapsulate |IP
When transport protocols are tunneled wthin other transport
protocols, multiple congestion control |oops can interfere with each
other, creating a conplex interaction where the inner transport
congestion control (e.g., TCP or QU C) inplenents its own congestion
control based on observed packet |oss and RTT neasurenents, while
simul taneously the tunnel transport congestion control (e.g., QUC
for MASQUE, UDP for |IPsec) may inplenent its own i ndependent
congestion control nechanisns. These interaction effects result in
the tunnel’s congestion control affecting the RTT and | oss
measurenents of the inner transport, |eading to suboptinal
performance and potential oscillations that degrade overall network
efficiency.

Duri ng ECN encapsul ati on, tunnel endpoints nmust copy the ECN field

fromthe inner header to the outer header as specified in [ RFC6040]
to negotiate ECN capability during tunnel establishnment to enabl e
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proper congestion notification propagation, but this process becones
i ncreasingly conplex when multiple ECMP tunnels or aggregated fl ows
are invol ved, each potentially inplementing different ECN handling
strat egi es.

To address these multilevel congestion control challenges, the
proposed congestion-aware path sel ection al gorithmincorporates
mul ti pl e sophi sticated nechani sns that work synergistically to
provi de conprehensive network congesti on awareness. The al gorithm
moni tors ECN CE (Congestion Experienced) nmarkings on different paths
to assess real-tinme congestion levels, while it also identifies
increased RTT variability that often indicates congestion for path
qual ity assessnent that inform path selection decisions, and where
avai | abl e, queue del ay nmeasurenents offer early congestion detection
capabilities that enabl e proactive path sw tching before performance
degradati on becones severe

This integrated approach to congestion nmanagenent represents a
significant advancement over current fragnented sol utions, providing
a standardi zed framework that can effectively coordi nate congestion
control across multiple tunnel layers while maintaining conpatibility
with existing [ RFC9599] and [ RFC6040] standards. By incorporating
these nultiple congestion indicators into a unified decision-naking
process, the algorithmcan nmake intelligent path sel ection decisions
that avoid the oscillations and performance degradation inherent in
current multilevel congestion control inplenentations.

1.2.4. Prioritization

Mai nst ream t echni ques such as packet marki ng( DSCP, ECN so on ) and
queui ng of other non-critical traffic (Fg-CODEL, CAKE AQV to
optinmize for realtine streans is essentially prioritization in
practice. However, VPN providers, CSPs and/or |SP may enpl oy pol ar-
opposite algorithns to shape traffic based on their interest which
could lead to an overall non-synchroni zed approach, where a streamis
prioritized in some networks and deprioritized in other networks.

1.3. Linmted scope of past proposals for prioritiztion or path
sel ection

Sone prior work presented to |ETF with the inevitable need for
traffic shaping and prioritiation may include one or nore of the
fol |l owi ng

At present, in the case of multiple active uplinks connecting to
various ISPs, there are nultiple techniques to steer or prioritize
traffic across the network (see [I-D.ietf-intarea-tunnels]), which
may i ncl ude,
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1.3.1. 1. Full or Split tunnel based on Diff Serv via Differentiated
Servi ces Code Point (DSCP)

[ RFC3270] defines how to support the Diffserv architecture in MPLS
net wor ks, including how to encode DSCP in an MPLS header

Application priorities even though using the sanme protocol have al so
been used to mark the packets differently such as DSCP Packet
Mar ki ngs for WebRTC QoS [ RFC8807]. An exanple of path selection
based on prioritiztion is that in case of dual uplinks avail abl e
hosting an active tunnel tunnel each, use the one nore with better
performance for RTP since that is nore prirotized over FTP data.

The DSCP- based approach offers the advantage of being w dely adopted
across network infrastructures, making it a famliar and standardi zed
met hod for traffic differentiation. However, this approach has
significant Iimtations including unreliability in sone cases where
networ k operators may choose not to honor nmarkings, and the inherent
coarse-grained classification that cannot adequately differentiate
bet ween nuanced application requirenents.

1.3.2. 2: Multiple Active VPN Uplinks used in weighted round robin
order or ECMWP

In case of multiple Active VPN Uplinks available, multiple paths are
available to a destination which can be split tunneled, tunneled via
different application or network | ayer or both such as nested
tunneled. Wth so many options generic traffic shaping rules are
often applied which may be based on QS such as MJS, |oss, |atency,
jitter, usage history, throughput on all VPN sessions or any other
custom zed score. Attributes such as app type, address or even
client identifier such as nac address can al so be used to bal ance

| oad across avail able options. Sinple | oop techniques such as

Wei ght ed Round Robin do not offer nmuch granularity and can al so
result in msconfiguration or worse still creating a bottleneck

O her nmeans of balancing the traffic across avail able paths are
Equal -cost multi-path (ECWP) [ RFC2992] which is fair by design and
routes packets along multiple paths of equal cost but suffers from
limted adaptability especially in sudden changes of network
condi ti ons and het erogeneous environments of unequal costs. Although
it is tough to nake a path selection algorithmwich is ideal for

bal ance, scalability as well optim zed for all kinds of resource
utilization, not having a common basis for path selection can not
only lead to detrinmental user experience but also undue strain on the
net wor k.
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1.3.3. 3. Policy-Based routing that use flow preferences to pin
traffic to a particular path

It is common for device or network policy to manage network fl ows
such as bandwi dth allocation or rate limting, Geo or proximty based
rules. At the device level these policies may prioritize sone
packets over others to avoid queing delay. Mdern hybrid depl oynents
enpl oy many uplinks with a varity of traffic shaping policies which
can be adjusted dynmaically not only based on Qos but al so on hop-by-
hop insights fromnetwork, tracking uplink’s utilization, uptineg,
failure or outages.

Pol i cy-based routing provides the benefit of sinplicity in

i mpl ement ati on and configuration, making it straightforward for
network administrators to define and nmanage traffic flows. However,
this approach suffers frompoor scalability as the nunber of policies
and network conplexity grows, often requiring manual intervention and
becom ng unwi el dy in |arge-scal e depl oynents.

1.3.4. 4. Dynanmic Path Selection with application or domain
identification

The aplication knows its type and can directly feed the infornmation
to the algorithm |f the sender is not aware of the application it
can attenpt to obtain this information fromintelligent M. nodel s as
Net wor k Based Application Recognition (NBAR) from C sco. Models

exi st that can suggest bottl enecks for a traffic type on a path by
anal ysising patterns. Dynam c path selection can even rely on
explicitly identifying Provisioning Donmain Nanes through a Router
Advertisenent (RA) option. Discovering Provisioning Domain Names and
Data, its architecture involving the authenticatio and trust nodel
has been decribed in prior work [ RFC7556] and [ RFC8801].

1.3.5. 5. MASQUE (QUIC multiplexing) for all Wb trafic

MASQUE provi des the advantage of being able to handl e both reliable
and unreliable data streanms efficiently through QU C mul ti pl exi ng,
offering flexibility in transport protocol selection. However, this
approach has the limtation of not being well-suited for non-web-
based traffic, potentially requiring additional adaptations or
alternative solutions for enterprise applications that do not follow
web protocol s.
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1.3.6. 6. \Whitelist for IP address or tuples to prioritize

Using whitelists for I P addresses or tuples offers the advantage of
sinmplicity in inplenentation and clear, understandable traffic
prioritization rules. However, this approach suffers from poor
scalability as networks grow and | P address ranges change, requiring
constant mai ntenance and beconing inmpractical for |arge-scale dynanic
envi ronment s.

1.3.7. 7. Entropy headers

Entropy headers are extension to traditional packet header that

i nclude i nformati on about the randomess of the packet’s payl oad.
These help distributing traffic nore evenly in a multipath network,
mtigating the risk of hotspots and potential congestion points.

Entropy headers provide the advantage of being protected fromin-path
nmodi fi cation by maki ng these headers non-updatabl e, ensuring the
integrity of | oad bal anci ng deci sions. However, this approach raises
privacy concerns as the entropy information may reveal patterns about
the payl oad content or application behavior that could be exploited
by network observers.

1.3.8. 8. Tunnelling of Explicit Congestion Notification(ECN)

Addition of ECN to | P [ RFC3168] paved the way for nuch optim zation
i n managi ng queues based on these marking. [RFC6040] describes the
probl enms related to obscured original ECN markings in tunnel ed
traffic. It proposes a standard for tunnels to propagate an extra
| evel of congestion severity.

ECN tunneling benefits from having existing standards that provide a
foundation for inplementation and interoperability across different
net wor k equi pnment vendors. However, the approach becones
significantly nore conplicated when dealing with nested tunnels,
where multiple layers of ECN nmarking can create conflicts and require
conpl ex processing to nmaintain proper congestion signaling.

1.3.9. 9. Flowlabelling or classification for traffic steering

Fl ow | abeling and cl assification approaches provide the significant
advant age of enabling the application of artificially intelligent
machi ne | earning nodel s for sophisticated traffic analysis and
optimzation, allow ng for adaptive and predictive traffic
managenent. However, this approach can conprom se privacy by
potentially exposing sensitive information about user behavior,
appl i cation usage patterns, and business processes through the

cl assification metadata.
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1.

1.

Proposal to standardize the selection algorithm

The VPN can be considered a Iimted prem umnetwork that protects
confidential information of an organi zation such as busi ness
conmuni cati on between retail stores. Hybrid work and nove towards
private access has increased the interest in tunneling traffic

bet ween endpoints. However at present, the traffic steering decision
is made in a linmted scoped or rul e based manner which is different
for various networks and service providers. |Instead an alternative
dynanmi c strategy is proposed which gauges the confidence in the
various avail able options dynam cally and nmay choose to send data
directly via edge gateway, use one or nore of the avail able tunnels
or create a new on-demand tunnel, |everaging any of the tunneling
protocol s best suited.

By dynamically deciding the tunnel type for a streamor packet, we
could avoid the non-performng or counter-productive use-cases such
as * added latency on real tinme streaming * added encryption for

al ready end-to-end encrypted Vol P calls * NAT traversal nightnare *
nested tunneling and doubl e congestion control * exhausting linited
bandw dt h avail abl e from VPN providers

The proposal is to standardize an algorithmthat conputes nmultiple
avai |l abl e options and deci des whet her, on-demand tunnels are created
(via MASQUE, |PSec, SSH, GRE other proprietary protocols such as

Aut oVPN), an existing set of tunnels be reused or any other route,
based on the current network dynam cs and vulnerability of the
traffic. Standardi zed Path sel ection decision naking al gorithm would
ensure sane treatment of the stream across heterogeneous networks.

Al gorithm I nput Paraneters

The congestion-aware nultipath tunnel selection algorithm processes
mul tiple input paraneters organi zed into the follow ng categories.
These paraneters are selected to ensure vendor-agnostic

standardi zation for inter-cloud and inter-vendor tunneling scenarios:

1. Transport Layer Metrics

1. *Avail able Bandw dth*: Measured in bits per second, obtained
t hrough bandwi dth estimation al gorithns or derived from Bandwi dth
Del ay Product (BDP) cal cul ations. The algorithm uses techniques
simlar to those in QU C congestion control [RFC9002].

2. *Round-Trip Time (RTT)*: Both baseline RTT and RTT variation
measur enents, which indicate path | atency characteristics and
potential congestion
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2.1.2.

Bi sht

*Packet Loss Rate*: Measured | oss percentage that indicates
net wor k congestion or path quality issues.

*ECN Mar ki ngs Ratio*: The percentage of packets nmarked with ECN
Congestion Experienced (CE) bits, providing early congestion
detection as per [RFC9599].

*UDP Options Enhanced Metrics*: Leveragi ng [ RFC9868] Transport
Options for UDP to enable real-tine path characteristic
di scovery:

* Real-tine Path Probing: UDP options carrying path quality
metrics for imredi ate assessnent wi thout dedicated probe
traffic

* Congestion Control Conpatibility Signaling: Transport options
i ndi cating supported congestion control algorithnms (BBR,
CUBIC, etc.) and ECN capabilities

* Authentication Status: AUTH option validation confirm ng
tunnel endpoint authenticity and preventing path mani pul ati on
attacks

Path Characteristics and Historical Performance

*Enhanced Tunnel Overhead Cal cul ati ons*: Leveragi ng [ RFC9868] UDP
options for precise overhead assessnent:

* Base Protocol Overhead: Static overhead fromtunneling
protocols (I Psec, MASQUE, WreCuard, etc.)

* Dynamic UDP Options Overhead: Additional bytes from [ RFC9868]
transport options based on active feature set

* Fragnmentation | npact Assessnent: Real -tine eval uation of
fragnmentation probability using UDP options for Path MIu
Di scovery (DPLPMIUD)

* Processing Overhead Metrics: CPU and nenory costs for UDP
option parsing and generation at tunnel endpoints

*Path MIU Di scovery Enhanced*: [RFC9868] DPLPMIUD support
enabl i ng:

* Adaptive MIU Sizing: Dynam c adjustnent based on observed
fragnmentation
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2.1.3.

Bi sht

* Multi-layer MIU Coordi nation: Coordi nated MIU di scovery across
nested tunnel |ayers

* Fragnmentation Avoi dance: Proactive path selection to nminimze
fragnentati on over head

* Advanced Congestion Control Conpatibility Assessment*: [RFC9868]
enhanced eval uation i ncl udi ng:

* Transport Option Negotiation: Capability discovery for
congestion control algorithns through UDP options

* ECN Propagation Verification: Active testing of ECN handling
across tunnel |ayers using authenticated transport options

* Congestion Control Interference Detection: ldentification of
nested congestion control conflicts through option-based
signaling

* Algorithm Conpatibility Matrix: Real-tine assessment of
congestion control algorithmeffectiveness on each path

*H'

storical Performance Database*: Tine-series data including:

* Average throughput over different tine periods (hourly, daily,
weekl y)

* Failure frequency and duration statistics

* Congestion pattern analysis

* Peak usage periods and capacity utilization trends

* UDP Options Performance Hi story: [RFC9868] specific metrics
i ncluding option parsing |atency, authentication success
rates, and DPLPMIUD effectiveness

*Predi ctive Performance Indicators*: - Projected path quality

based on historical patterns - Anticipated congesti on w ndows

based on tine-of-day patterns - Failure probability predictions

based on infrastructure health - Expected performance degradation

under various load conditions - Real-tinme Path Quality

Prediction: M nodels path characteristic forecasting

Network State |Information

*Provi si oni ng Domai ns (PvD)*: Network characteristics and
policies as defined in [ RFC7556] and [ RFC8801].
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2.1. 4.

Bi sht

*Network Tel enetry*: Real -time network health data including
queue depths, interface utilization, and error rates.

*NQB Traffic Cassification*: Ildentification of Non-Queue-
Building traffic that requires special handling as per TSVWG NQB
PHB speci ficati ons.

*UDP Options Network Di scovery*: [RFC9868] enhanced network state
assessnent:

* Real -tinme Path Characteristic Discovery: Active neasurenent of
pat h properties using UDP options w thout additional probe
traffic

* Transport Capability Negotiation: Dynam c discovery of network
and endpoi nt transport feature support through option exchange

* Security Policy Enforcenent: Authenticated path validation
usi ng AUTH options to prevent path spoofing and ensure policy
compl i ance

Qperational Requirenments and Constraints

*Fai lure Tol erance Specification*: Configurable paraneters
defining acceptabl e service degradation

*  ©Maxi mum acceptabl e RTT increase which is a percentage or
absol ute val ue

* M ni mum accept abl e bandwi dth threshol d

* Maxi mum tol erabl e packet loss rate

* Service availability requirenments e.g., 99.9% uptine

* Gaceful degradation preferences vs hard fail over

*Cost Considerations*: Economic factors affecting path sel ection
* Per-byte or per-mnute tunnel service charges

* Bandwi dth cost differentials between providers

* Infrastructure mai ntenance and operational costs

* Service Level Agreenent penalty costs

* Peak usage surcharge inplications
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3. *Geen Networking Paraneters*: Environnental inpact
consi derati ons:
* Carbon intensity of different network paths (grans CO2/ kW)
* Energy efficiency ratings of tunnel endpoints
* Renewabl e energy percentage of infrastructure providers
* Geographic routing preferences for |ow carbon paths
* Tinme-of-day energy grid conposition data

4. *Prioritization Matrix*: Traffic classification and handling
pr ef er ences:

* Real-tinme traffic prioritization (VolP, video conferencing)
* Business-critical application identification
* Time-sensitive transaction requirenents
* Bulk transfer tol erance |evels
* |Interactive vs batch workl oad classification
2.1.5. Security and Policy Metrics

1. *Traffic Vulnerability Assessment*: A normalized value (0.0-1.0)
i ndicating the security exposure of traffic, where higher val ues
i ndi cate greater need for tunneling protection

2. *Policy Constraints*: Enterprise or regulatory policies that my
mandat e or prohibit certain tunneling approaches for specific

traffic types including:

* Data sovereignty requirenments (geographic routing
restrictions)

* Conpliance franework mandates (CGDPR, HI PAA, SOX)
* Cryptographic algorithmrequirenents

* Audit trail and | ogging requirenents

Bi sht Expires 17 April 2026 [ Page 17]



I nternet-Draft Mul ti path Tunnel Sel ection Cct ober 2025

2.1.6. Path Evaluation Input Structure

1. *Available Path Inventory*: Conprehensive catal og of available
pat hs i ncl udi ng:

For exanple : yanm path_inventory: - path_id: "path 001" tunnel type:
"i psec" endpoints: ["gatewayl.provider.cont, "gateway2.provider.coni]
characteristics: bandw dth_capacity: "1000 Mops" baseline_rtt: "25
ms" provider: "Provider A" geographic_route: ["US-West", "US-East"]
sl a _guarantees: uptinme: "99.95% max_|latency: "50 ns" m n_bandw dth:
"800 Mops" historical _performance: avg_throughput 30d: "850 Mops"
failure_incidents 30d: 2 avg failure duration: "4.2 m nutes"
peak_usage_hours: ["09:00-12:00", "14:00-17:00"] cost_structure:
base_cost_per_gb: "$0.12" peak_surcharge: "25% setup_cost: "$500"
environment al _i mpact: carbon_intensity: "0.45 kg CO2/ kWh"

renewabl e_percentage: "75%

1. *Inconming Traffic Profile*: Characteristics of traffic requiring
pat h assi gnnent:

For exanple : yam traffic_profile: - flow.id: "flow 001"
application_type: "video _conference" requirenments: mn_bandwidth: "5
Mops" max_| atency: "100 ns" max_jitter: "20 ns" priority: "high"
failure_tolerance: "low' security requirenments: encryption_required:
true conpliance_franmeworks: ["SOC2", "GDPR'] geographic_constraints:
["no_transit_through_china"] duration_estimate: "60 ninutes”
data_volunme_estinmate: "2.25 GB"

2.2. Technical AlgorithmDetails
The core algorithmperforms a nulti-dinensional optimnization to match
incomng traffic profiles with avail able paths while respecting
policy constraints and performance objectives.

2.2.1. A gorithm Overview for a sanple inplenentation

“** Input: - Traffic_Profile (T) - Available_Paths (P = {pl, p2, ...
pn}) - Policy_Constraints (C - Optimzation_ Wights (W

Qut put: - Selected Path (p*) - Confidence Score (0.0-1.0) -
Fal | back_Paths (list of p_fallbackl, p_fallback2, etc.)

Function: Sel ectOpti mal Tunnel Path(T, P, C, W **°
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2.2.1.1. Step 1. Policy Filtering

Apply hard security and conpliance constraints to elimnate paths
that viol ate geographic, regulatory, or encryption requirenents.
Renove paths that cannot satisfy data sovereignty, conpliance
framework, or nmandatory security policy requirenents.

“*“python def policy filter(traffic_profile, avail abl e_paths,
constraints): """ Filter paths based on hard security and conpliance
constraints """ eligible paths = .

for path in avail abl e_pat hs:
# Check geographic constraints
if not satisfies_geographic_constraints(path, constraints):
conti nue

# Check conpliance requirenents
if not neets_conpliance_requirenents(path, traffic _profile.conpliance):
conti nue

# Check encryption requirenents
if traffic_profile.encryption_required and not path.supports_encryption
continue

# Check data sovereignty requirenents
if violates_data_sovereignty(path, constraints):
conti nue

el i gi bl e_pat hs. append( pat h)

return eligible_paths
2.2.1.2. Step 2: Performance Scoring

Cal cul ate performance conpatibility scores for bandw dth adequacy,
latency suitability, reliability, and congestion |ikelihood.

Generate nornalized scores (0.0-1.0) based on current network netrics
and historical performance data.

‘*‘“python def calcul ate performance _score(traffic_profile, path): """
Cal cul ate performance conpatibility score (0.0-1.0) """ scores = {}
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# Bandwi dt h adequacy
bandwi dt h_rati o = path. avail abl e_bandwi dth / traffic_profile.m n_bandw dth
scores[’ bandwidth’] = mn(1.0, bandwi dth_rati o)

# Latency suitability
if path.current rtt <= traffic_profile.max_|atency:

scores[’'latency’] = 1.0 - (path.current_rtt / traffic_profile.max_| atency)
el se:

scores[’'latency’] = 0.0

# Reliability based on historical data

uptine_score = path. historical _uptime / 100.0

m bf _score = cal cul ate_ntbf_score(path.failure_history)
scores[’'reliability’] = (uptime_score + ntbf_score) / 2

# Congestion |ikelihood

current _utilization = path.current_|oad / path.capacity

congestion_risk = predict_congestion_risk(path, traffic_profile.duration)
scores[’' congestion’] = 1.0 - (current_utilization * 0.6 + congestion_risk * 0.4)

return scores
2.2.1.3. Step 3: Cost-Benefit Analysis

Eval uate economic factors including data transfer costs, duration
charges, and setup fees against traffic profile budget constraints.
Normal i ze cost scores where |ower total costs yield higher scores,
with zero score for budget-exceedi ng paths.

“*‘“python def calculate cost _score(traffic _profile, path): """

Cal cul ate normalized cost score (lower cost = higher score) """ #
Calcul ate total cost for traffic profile data _cost =
traffic_profile.data_volume * path.cost_per_gb duration_cost =
traffic _profile.duration * path.cost_per_mnute setup_cost =

pat h. setup_cost if path.requires_setup else O

total _cost = data_cost + duration_cost + setup_cost

# Normal i ze agai nst maxi num accept abl e cost
if total _cost <= traffic_profile.max_cost:

return 1.0 - (total _cost / traffic_profile.nmax_cost)
el se:

return 0.0 # Exceeds budget '
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2.2.1.4. Step 4: Environmental |npact Scoring

ober 2025

Assess carbon intensity, renewabl e energy percentage, energy
efficiency ratings, and geographic routing efficiency. Conbine

environnmental factors into conposite green scores to support
sust ai nabl e net wor ki ng deci si ons.

“*“python def calculate_green_score(traffic_profile, path):
Cal cul ate environnental inpact score (lower inpact = higher
""" # Carbon intensity scoring carbon_score = 1.0 -
(path.carbon_intensity / MAX CARBON | NTENSI TY)

# Renewabl e energy percentage
renewabl e_score = path. renewabl e_percentage / 100.0

# Energy efficiency of path

efficiency score = path.energy efficiency rating / 5.0 # Assunme 5-star rating

score)

# Ceographic routing efficiency (shorter paths generally nore efficient)
routing_efficiency = calculate_routing_efficiency(path.geographic_route)

return (carbon_score * 0.4 + renewable_score * 0.3 +
efficiency score * 0.2 + routing_efficiency * 0.1) **

2.2.1.5. Step 5: Failure Tol erance Eval uation

Verify each path’s ability to meet RTT degradation tol erance,
bandwi dt h guarantees, and availability requirenents. Generate bhinary
tol erance scores based on SLA guarantees and traffic profile failure

tol erance specifications.

Assess path’s ability to meet failure tol erance requirenents
tol erance_scores = {}
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# RTT degradation tol erance

predicted_rtt_increase = predict_rtt_degradati on(path)

if predicted_rtt_increase <= traffic_profile.max_rtt_increase:
tol erance_scores[’'rtt_tolerance’] = 1.0

el se:
tol erance_scores[’'rtt_tolerance’] = 0.0

# Bandwi dt h degradati on tol erance
m n_guar ant eed_bw = pat h. sl a_guar ant ees. m n_bandwi dt h
if mn_guaranteed bw >= traffic_profile.mn_bandwi dth:
tol erance_scores[’ bandwi dth tol erance’] = 1.0
el se:
tol erance_scores[’ bandwi dth_tol erance’] = 0.0

# Availability requirements

if path.sla guarantees.uptine >= traffic_profile.mn_availability:
tol erance_scores[ availability’'] = 1.0

el se:
tol erance_scores[’availability’'] = 0.0

return tol erance_scores ‘°
2.2.1.6. Step 6: Conposite Scoring and Sel ection

Cal cul at e wei ghted conposite scores using optinization weights and
apply priority multipliers. Sort paths by final scores and sel ect
optimal path with confidence cal cul ation and fall back path

i dentification.

“*“python def select optimal _path(traffic_profile, eligible paths,
weights): """ Calculate conposite scores and select optimal path ""'
scored_paths = ..

for path in eligible_paths:
perf_scores = cal cul ate_performance _score(traffic_profile, path)
cost _score = calculate_cost_score(traffic_profile, path)
green_score = cal cul ate_green_score(traffic_profile, path)
tol erance_scores = evaluate failure_tolerance(traffic_profile, path)

# Cal cul ate wei ghted conposite score

conposite_score = (
perf_scores[’bandwi dth’] * weights[’bandwidth'] +
perf_scores[’'latency’] * weights['latency’'] +
perf_scores['reliability’] * weights['reliability’]
perf_scores[’ congestion’] * weights[’congestion’] +
cost _score * weights[’cost’] +
green_score * wei ghts[’environnental '] +
tolerance_scores[’'rtt_tolerance’] * weights['rtt _tolerance’] +

+
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tol erance_scores[’ bandwi dth_tol erance’] * weights[’bw tol erance’] +
tol erance_scores[’ availability’'] * weights[ availability’]

)

# Apply priority multiplier
priority_ nmultiplier = get_priority nultiplier(traffic_profile.priority)
final _score = conposite_score * priority_multiplier

scor ed_pat hs. append( {

"path’: path,

"score’: final _score,

' conponent _scores’: {
"performance’: perf_scores,
‘cost’: cost_score,
“environmental ’: green_score,
"tolerance’: tol erance_scores

)

# Sort by score (descending)
scored_pat hs. sort (key=l anbda x: X[’ score’], reverse=True)

if not scored paths:
return None, 0.0,

# Sel ect best path and prepare fall backs
best _path = scored_pat hs[ 0]
fall back_paths = [sp[’'path’] for sp in scored paths[1:4]] # Top 3 alternatives

# Cal cul ate confidence based on score separation
confidence = cal cul ate_confi dence_score(scored_pat hs)

return best_path[’path’], confidence, fallback_paths **
2.2.1.7. Step 7: Dynam ¢ Re-eval uation

Moni tor sel ected path performance continuously and trigger re-

eval uati on when degradati on exceeds thresholds. |nplement seaml ess
path mgration with m ninmal service disruption when better
alternatives becone available. The algorithmincludes continuous
nmoni toring and re-eval uation capabilities:

“*“python def continuous_path_nonitoring(sel ected_path,

traffic_flow: """ Mnitor path performance and trigger re-evaluation
if needed """ while traffic_flow active: current_netrics =

measur e_pat h_performance(sel ect ed_pat h)
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# Check if path performance has degraded
i f performance_degraded(current _rmnetrics, expected_performance):
# Trigger re-evaluation
new _pat h, confidence, fallbacks = Sel ect Opti mal Tunnel Pat h(
traffic _flow profile,
get _current_avail abl e_pat hs(),
get _current_constraints(),
get _current _wei ght s()

)

if new path != selected path and confidence > SW TCH THRESHOLD:
initiate path migration(traffic flow, selected path, new path)
sel ected_path = new _path

tinme. sl eep(MONI TORI NG_| NTERVAL) ***
2.2.2. A gorithm Flow D agrans

Tunnel Path Sel ection Al gorithm Fl ow

I nput Attributes — Traffic Profile (T) + Available Paths (P) + Policy
Constraints (C) + Wights (W | ¥ r—m— 1+ —————— ——

———————— T | STEP 1: POLICY

FILTERING | | —m—i —— ——————— —— — — — — — — — — — | | Input: Traffic
Profile

(Geogr aphi ¢, Conpliance, Encryption, Data Sovereignty) | | Process:

Filter paths based on hard security constraints | | Qutput: Eligible

paths (Filtered P | Lino——"1o—4—++——H—#—#—#—#(—#f+"—"""—"""——"—————
———————

ffffffffffffffffffffffffffffffffffffff S A
—————————————————— - | STEP

2. PERFORMANCE SCORING | | ————————— |
| nput :

Traffic Profile (Mn Bandw dth, Max Latency, Duration) | | Process:

Cal cul ate scores for Bandwi dth, Latency, Reliability, Congestion | |

Qut put: Perfornance Scores per Path | -————m—™Am—H-H——Mmm™—————— —— — — — — — —

e
____________ _ ‘ v F————

————————— - | STEP 3: COST-BENEFI T ANALYSI S (Based on | nput

Attripbutes) | | ——m—m—m————n 0 — — — — — — — — — — — — — — — — — — — —

| | Input: Traffic Profile (Data Volume, Duration, Max Cost) | |

Process: Cal cul ate data_cost + duration_cost + setup_cost | | Qutput:

cost Scores per Path | -————m—m—H———H—H—H—— —(— —— —(— —(— — — — — —
—

________________________________________ _
vV —
———————————————————— N

Input: Traffic Profile (Green Preferences, Geographic Constraints) |
| Process: Score Carbon Intensity, Renewable % Energy Efficiency,



Route Efficiency | | Qutput: Environmental Scores per Path | t———————
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___________________________ ———————
777777777 _ ‘ v ..,
———————————————————————————————— 9 | STEP 5: FAILURE

TOLERANCE
EVALUATI ON (Based on Input Attributes) | |

————————————————————— |
Input: Traffic Profile (Max RTT Increase, Mn Bandw dth, Mn
Availability) | | Process: Check RTT tol erance, Bandwi dth tol erance,

Availability requirements | | Qutput: Tol erance Scores per Path | L——

________________________________ ———————

77777777777777 _ ‘ v ..,

————————————————————————————————————— 7 | STEP 6

COVPCSI TE SCORI NG

AND SELECTIN | | ———m————— — — —— — — — — — — — — — — — — — — — —
—————— | | Input:

Al Previous Scores + Qptimzation Wights (W | | Process: Calculate

wei ght ed conposite score for each path | | Qutput: Selected Path +

Confi dence Score + Fall back Paths | t-—-no—H————+—+—+——————— —————

——————————

__________ _ ‘ v Fr——————

——————— - | STEP 7: DYNAM C RE-EVALUATION | |
————————————————————————————— | | Input: Current Path P

erformance +
Oiginal Traffic Profile | | Process: Continuous nonitoring and
trigger re-evaluation if degraded | | Qutput: Path Mgration Decision

(ifneedkedy | L—m—7—7—-71-———"--"-—"—""f‘"—"——""""§—""-4844¥+—""-—— ———— —— ————

2.2.3. A gorithm Configuration and Wi ghts

The al gorithm uses configurable weights to adapt to different
depl oynent scenari os:

yam algorithmweights: # Perfornmance factors (sumto 1.0)
bandwi dth: 0.25 latency: 0.20 reliability: 0.20 congestion: 0.15

# Qperational factors cost: 0.10 environnmental: 0.05

# Tol erance factors rtt_tol erance: 0.02 bw_ tol erance: 0.02
availability: 0.01

# Priority nmultipliers for different traffic classes
priority multipliers: critical: 1.5 high: 1.2 nornmal: 1.0 low. 0.8

# Threshol ds for decision naking threshol ds:
m ni mum accept abl e_score: 0.6 path_switch_threshold: 0.15 # Switch if

new path scores 15% hi gher nonitoring_ interval: "30s"
re_evaluation_triggers: - "rtt_increase > 50% - "bandw dth_drop >
20% - "packet loss > 1% - "availability < sla requirenent" ***

Prior work that standardized al gorithns for networking include:
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* Happy Eyeballs [ RFC6555] and Happy Eyeballs Version 2 [ RFC3305]
al gorithms for dual -stack hosts

2.3. Design goals

The goal of standardi zing such a path selection algorithmis to
enabl e the network devices including endpoints to make deci si ons

i ndependent |y when choosing path characteristics over others. An
endpoint, for exanple, can achieve different prioritization based on
the application contained inside flows. At the network devices the
deci si on can be propagated or the device can re-use the sane deci sion
making algorithns at its end with richer data points to make a nore
optinmized decision. The goals of this design are as follows : *
Applications do not need to understand Fail over Goups with multiple
uplinks. * Avoid strict priority ordering of multiple paths. * Avoid
static scheduling algorithnms such as weighted round robin which do
not benefit the majority of use cases such as |ow |l atency path for
time-sensitive data. * Other indirect inpacts of the algorithm may
al so be to overcone strategi es which unfairly nmaxinm ze bandw dth
usage in the public internet.

2.4. Benefits for SD-WAN and SASE Architectures

The standardi zed congestion-aware nultipath tunnel selection

al gorithm provi des significant advantages for Software-Defined Wde
Area Network (SD-WAN) and Secure Access Service Edge (SASE)

depl oynent s:

*Unified Path Sel ecti on Franework*: The standardi zed al gorithm
enabl es consistent path sel ection decisions across heterogeneous SD
WAN depl oynments, regardl ess of vendor-specific inplenmentations. This
addresses a key challenge in multi-vendor SD-WAN environnents where
different vendors may use inconpatible path selection algorithns.

*Dynami ¢ Service Chaining*: SD-WAN architectures benefit fromthe
algorithms ability to dynamically route traffic through appropriate
service chains based on real -time network conditions and security
requirenents. This enables optimal integration with Network Function
Virtualization (NFV) and service function chai ni ng depl oynents.

*Branch Office Optim zation*: The algorithm s consideration of cost
factors and environnmental inpact aligns with SD-WAN s focus on
optinizing branch office connectivity, enabling automatic sel ection
bet ween MPLS, broadband, and cel lul ar connections based on
application requirenents and cost constraints.
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*Zer o- Touch Provi sioning*: The standardi zed approach supports ero-
touch provisioning capabilities by providing automated path sel ection
wi t hout requiring manual configuration of conplex routing policies at
each branch | ocati on.

*Integrated Security and Networking*: SASE architectures benefit from
the algorithms ability to nake security-aware path sel ection

deci sions that integrate network optimzation with security policy
enforcement, supporting the SASE principle of converged networking
and security.

*Edge-to-C oud Optim zation*: The algorithm s nulti-dinmensiona
scoring approach optim zes paths between edge | ocations and cl oud
services, considering |atency, security, and conpliance requirenments
that are critical for SASE depl oyments.

*Dynami ¢ Service Sel ection*: SASE environnments require dynanic

sel ection between different security service instances (firewall,
secure web gateway, CASB) based on traffic characteristics and
performance requirenments, which the algorithm supports through its
service-aware path selection capabilities.

2.4.1. Zero Trust Security Considerations

In zero trust network architectures, traditional network-based trust
assunptions are elimnated, requiring nore sophisticated approaches
to traffic classification and path selection. DSCP marking
limtations present significant security and privacy risks in zero
trust environnents, as these markings can be easily spoofed or
mani pul ated by nmalicious actors, making themunreliable indicators of
actual traffic priority or security requirenents. Furthernore,
consi stent DSCP marki ng patterns may reveal sensitive information
about traffic nature, application types, and business processes to
unaut hori zed observers, while violating zero trust principles that
mandat e "never trust, always verify" by inherently trusting network-
provi ded marki ngs wi thout independent verification of their
authenticity or accuracy.

The proposed al gorithm addresses these zero trust chall enges through

self verifying traffic characteristics rather than relying on easily
spoof ed networ k mar ki ngs.
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2.5. Algorithm s Requirenents

The al gorithm has primary goal of optimzation the network path for
the traffic streamfor achieving the best result in terns of fairness
and criticality. This algorithmmnust be inplenented on a statefu
system where the sender can nmake decisions on the path to be
traversed

The algorithmrequires prior categorization pf paths such as uplinks
based on their characteristics as type and bandw dth for exanpl e
ethernet/ 10 megabit per second or cellular/5 negabit per second. The
al gorithm al so requires available tunneling protocols for data
transfer such as GRE, L2P, |1PSec, OpenVPN and even propertiary
protocol s such as Aut oVPN as avai abl e.

The al gorithm doesnot involve the approach to break out critica
traffic fromnon-critical traffic. The algorithmshould fairly
suggest what traffic is to be passed through the avail abl e best path
or failover to best path when experincing issues such as loss, jitter
on current path.

It should - encourage | oad sharing between avail abl e paths - collect
all data points in realtime - weights for various data points nust be
adjustable - have the ability to input feedback from observed
performance whi ch may be due to nested congestion control or nulti-

| ayer redudnant security etc

It should not - cause a surge of unnecessary traffic - be inpacted by
NAT setups - inpact the outbound firewall policies

2.6. Inplenentation Strategies

The sinplest venue for the inplenentation of the Path sel ection
algorithmis within the application itself.

* Mnimal OS support : This algorithmrequire no specific support
fromthe operating system beyond the comonly avail abl e APl s t hat
provi de transport service.

* Feedback | oop : The al gorithm has feedback on the path consuned by
all applications for this sender and tries to bal ance the
utilization by |oad bal acing between them The proposed path
selection algorithmis only tasked with suggesting the protoco
and path and can be overridden by the application
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* Course correction : Wile the algorithmrelies on the data points
to suggest a transport protocol on a link, it can also be
m sgui ded by anmbi guous or untrust worthy input. The algorithm
shoul d be self correcting with the help of feedback and any course
correction should mninally inpact cross traffic.

Exanpl es of the decision that may be taken by the standardized
algorithmcould include: - Exanple 1 : Resource intensive ultra | ow

| at ency application benefit fromdirect internet connection such as
mul ti player ganmes and if the algorithnms path suggestion doesn’t neet
the latency target the application can select its own path. *°
Example 1. Multiplayer Ganmes - Utra Low Latency Path Sel ection

I nput Paraneters (Gam ng Scenario) Selection Al gorithm Qutput

Bandwi dt h: 100Mops —F————————————————— -5 | Network State:

———————————————————— - ! o01loss | | —mm™M™mM™mM—————
77777777777777777 .

0.2 jitter | | | | r+t-———- Selection Algorithm | Direct Traffic

Vul nerability of data: 009 ——————— 4 | | —— on Ethernet | | Ganing

Traffic Detected: | (Utra Low Time sensitivity: GAMVES

——————————— 4 —————- Hoghtime sensitivity | Latency) | | Low

vul nerability OK | Provisioning domains: 0.5 ———————— 4 |  Adequate

bandwidth | | | Direct path preferred | C)iticality: 0.7
e e et LA R B R
3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

4. Security Considerations
The congestion-aware multipath tunnel selection algorithmintroduces
several security considerations that inplenenters and operators MJST
address to ensure secure operation in production environnents.

4.1. A gorithmlInput Integrity
The path selection algorithmrelies on nultiple input paraneters
i ncluding network metrics, historical performance data, and policy

constraints. Attackers who can mani pul ate these inputs may influence
pat h sel ection decisions to their advantage:
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*Metric Manipulation*: An attacker with access to network telenetry
systens could inject false |atency, bandw dth, or |oss measurements
to force traffic onto paths under their control or to degrade service
quality. Inplenentations SHOULD aut henticate and integrity-protect
all netric collection channels. Were possible, nmetrics SHOULD be
val i dat ed t hrough i ndependent neasur enent sources.

*Hi storical Data Poisoning*: Long-term manipul ati on of historica
performance databases could gradually shift path sel ection
preferences. |nplenentations SHOULD i npl enent anomaly detection for
hi storical data and SHOULD nmi ntain audit |ogs of all data

nmodi fi cati ons.

*Policy Injection*: Unauthorized nodification of policy constraints
coul d bypass geographic routing restrictions or conpliance
requirenents. Policy databases MJST inpl enment strong access controls
and SHOULD require nulti-party authorization for policy changes

af fecting security-sensitive traffic classifications.

4.2. Congestion Signal Security

The algorithnms reliance on ECN marki ngs and congestion signals
creates potential attack vectors:

*ECN Spoofing*: Mlicious internedi ate nodes could inject false ECN
Congestion Experienced (CE) markings to influence path selection away
fromlegitimte paths. While [RFC6040] provides gui dance on ECN
propagation in tunnels, inplenentations SHOULD i npl ement nmechani sns
to detect anonmal ous ECN nmarking patterns that may indicate spoofing
attenpts.

*Congestion Anplification*: An attacker could artificially induce
congestion on specific paths to force traffic redistribution,
potentially overwhelmng alternative paths. The al gorithm SHOULD
inmplement rate limting on path switching decisions and SHOULD det ect
patterns consistent with deliberate congestion induction

4.3. Traffic Analysis and Privacy

Pat h sel ecti on decisions may inadvertently reveal sensitive
i nformation:

*Sel ection Pattern Anal ysis*: Consistent path selection patterns may
reveal information about traffic types, application usage, or

organi zational priorities to network observers. |nplenentations
SHOULD consi der adding controll ed randoni zation to path sel ection
decisions for non-critical traffic to reduce fingerprinting
opportunities.
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*Timng Correlation*: The timing of path switches may correlate with
specific application behaviors or user activities. |nplenmentations
SHOULD avoi d i medi ate path switching in response to transient
conditions and SHOULD i npl enent hysteresis nechani sns that obscure
the relationship between traffic characteristics and path changes.

*Met adat a Exposure*: The algorithmis input paraneters, if transnmitted
across networ k boundaries, could expose sensitive operationa
information. All algorithmsignaling between distributed conmponents
MUST be encrypted and aut henti cat ed.

4.4, Milti-Vendor Trust Boundari es

I n het erogeneous depl oynents spanning multiple vendors, trust
rel ati onshi ps require careful consideration:

*Cross-Vendor Metric Sharing*: Wen path sel ection decisions depend
on netrics fromdifferent vendors’' equipnent, inplenentations MJST
NOT blindly trust nmetrics fromexternal sources. Cross-vendor metric
exchanges SHOULD be aut henticated and SHOULD be val i dat ed agai nst

| ocal |y observabl e network behavi or

*Al gorithm Coordi nati on Attacks*: In federated depl oynents where
mul tiple instances of the algorithmcoordinate, a conprom sed or
mal i ci ous instance could provide false information to influence
gl obal path selection. Inplenentations SHOULD i npl emrent reputation
systens and anomaly detection for federated al gorithm participants.

*Vendor - Specific Vulnerabilities*: Different vendor inplenentations
may have varying security postures. The algorithm SHOULD support
configurable trust levels for different vendor domai ns and SHOULD
all ow operators to constrain path sel ection based on security
assessnents of traversed infrastructure.

4.5. Policy Enforcenment and Conpliance

The al gorithm nust ensure that security and conpliance policies are
consi stently enforced:

*Pol i cy Bypass Prevention*: The al gorithm MJST ensure that
performance optinizati on cannot override nandatory security policies.
Geographic routing restrictions, encryption requirenents, and
compliance constraints MJST be treated as hard constraints that
cannot be relaxed by the optim zation process.
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*Audit and Accountability*: Al path selection decisions affecting
security-sensitive traffic MJUST be | ogged with sufficient detail to
support forensic analysis. Logs SHOULD include the input parameters,
eval uated alternatives, and rationale for the selected path.

*Regul atory Conpliance*: Operators deploying this algorithmin
regul ated environnents MJST ensure that path sel ection decisions
comply with applicable data protection regulations. The algorithm
SHOULD support configurable conpliance profiles for different

regul atory frameworks (e.g., GDPR, HI PAA, SOX).

4.6. Denial of Service Considerations
The al gorithm may be targeted by denial of service attacks:

*Pat h Exhaustion*: An attacker could attenpt to nake all avail abl e
pat hs appear unsuitable, forcing traffic to fail or use subopti nal
routing. |Inplenentations MJST maintain fall back paths and SHOULD
i mpl ement graceful degradation rather than conplete service denia
when optimal paths are unavail abl e.

*Algorithmc Conplexity Attacks*: Carefully crafted inputs could
potentially cause excessive conputation in the path selection
algorithm | npl enentati ons SHOULD bound conputati onal conplexity and
SHOULD i mpl ement tineouts for path selection decisions.

*Oscillation Induction*: An attacker could mani pul ate network
conditions to induce rapid path switching, potentially destabilizing
networ k operations. The al gorithm MJST inpl emrent danpeni ng
mechani snms to prevent rapid oscillation between pat hs.

4.7. Authentication and Authorization

Access to algorithmconfiguration and control interfaces requires
protection:

*Configuration Access Control *: Mdification of algorithm weights,
threshol ds, and policies MJST require authentication and

aut hori zation. Role-based access control SHOULD be inplemented to
limt configuration capabilities based on operator responsibilities.

*Runtinme Control Security*: Interfaces that allow runtine
nmodi fi cation of path selection behavior MIST be protected agai nst
unaut hori zed access. All control plane communicati ons SHOULD use
mut ual TLS aut hentication
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4.8. Zero Trust Alignnent
As discussed in Section 2.4.1, the algorithm SHOULD NOT rely on
networ k-1 ayer trust indicators that can be easily spoofed. |nstead,
i mpl ement ati ons SHOULD:

* Verify traffic characteristics through behavioral analysis rather
than decl ared mar ki ngs

* | nplement continuous validation of path security properties

* Assume that any network segnent nay be conprom sed and sel ect
pat hs accordi ngly

* Support integration with zero trust network access (ZTNA)
frameworks for identity-aware path selection

5. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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