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Abst r act

Thi s docunent defines how Artificial Intelligence (Al) preference
expressi ons are bound to signaling and nmedia protocols used for real -
time, session-based comruni cati ons such as the Session Initiation
Protocol (SIP) and associ ated Session Description Protocol (SDP)
offers. It specifies a reusable binding nodel, concrete SIP header
field conventions, and SDP attributes that allow endpoints,
intermedi ary services, and Al assistants to advertise, negotiate, and
enforce requirements about Al-driven processing of session netadata,
medi a control events, and telenetry. The goal is to align real-tine
prot ocol behavior with the Al Preferences (Al PREF) vocabul ary w thout
di srupting existing call control senantics.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://altanai.github.io/aipref-realtine-protocol-bindings/draft-
al tanai -ai pref-realtime-protocol-bindings.htm. Status infornmation
for this docunent may be found at https://datatracker.ietf.org/doc/
draft-al tanai-aipref-realtine-protocol -bindi ngs/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ai-control/. Subscribe at
https://wwv. ietf.org/mailman/listinfo/ai-control/.

Source for this draft and an issue tracker can be found at
https://github. com al t anai / ai pref-real time-protocol -bi ndi ngs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

Real -ti me comuni cations (RTC) deploynments are increasingly assisted
by Al-driven conponents that eval uate signaling netadata, nedia
control mnessages, and quality of experience (QE) neasurenents.
Exanpl es include Al-based call routing, autonated troubl eshooting,
adaptive encoding, or conpliance nmonitoring. Wen these conmponents
operate on user or service provider data, the Al Preferences (Al PREF)
wor ki ng group requires that stakehol ders can express and enforce
preferences that describe what Al systens nmmy inspect, retain, or
export.

Exi sting Al PREF docunments define preference vocabul ari es and
repository behavior, but do not specify how those preferences are
conveyed t hrough session control protocols. This docunment fills that
gap for SIP-based systens and applies the sane pattern to other RTC
bi ndi ngs that reuse SIP constructs (including SIP events, PUBLISH
and WebRTC gat eways). The bi ndi ng gui dance i s protocol -agnostic
where possible so that additional RTC protocols (such as XMPP Jingle
or proprietary session controllers) can follow the sane pattern

1.1. Coals
The bi ndi ng framework MUST:

1. Preserve backwards conpatibility with SIP user agents, gateways,
and m ddl eboxes that are unaware of Al preference signaling.
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1.

1.

2

3.

2. Permt endpoints and administrative domains to advertise locally
enforced Al policies and to consune peer policies before Al
processi ng begi ns.

3. Support md-dial og updates so that Al processing can adapt when
session context changes (e.g., escalation fromaudio to video,
i nvoki ng transcription services, or triggering autonmated
renmedi ati on wor kfl ows) .

4. Allow binding of Al preferences to both signaling-layer artifacts
(message bodi es, header fields, event packages) and nedi a-| ayer
descriptions (SDP attributes, record routes, and telenetry
st reans)

Scope
Thi s docunent descri bes:

* A binding nodel that nmaps Al PREF vocabul ary el enents to SIP dialog
state and SDP descri pti ons.

* A conpact token and URI-based encoding carried in SIP header
fields and bodi es.

*  Procedures for preference discovery, negotiation, and error
handl i ng across di al ogs, subscriptions, and conferencing
primtives.

* (Qperational recomendations for internediaries, policy servers,
and Al enforcenent points.

Thi s docunent does not standardize Al algorithms, privacy-preserving
enf orcement techniques, or the semantics of individual Al PREF
vocabul ari es beyond referencing existing definitions in other working
group docunents such as [I-D. ai pref-network-privacy-control].

Requi renment s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2. Term nol ogy

The term nol ogy defined in RFC3261, RFC3264, and the Al PREF franmework
docunents applies. This docunment additionally uses the follow ng
conventi ons:

*

*Al Preference Token (APT)*: A conpact, possibly signed
representation of one or nore Al PREF statenents, retrievable via
URI or carried inline.

*Preference Attacher*: The SIP entity that injects an APT into
signaling or SDP (e.g., originating user agent, outbound proxy, or
application server).

*Pref erence Enforcenent Point (PEP)*: A network el ement or Al
conponent that validates and enforces APT requirenents prior to
processi ng protected data.

*Real - Ti me Preference Channel *: Any mechani smthat conveys updated
APTs after a dialog is established (e.g., re-1NVITE, UPDATE, | NFOQ
SUBSCRI BE/ NOTI FY pair).

3. Binding Requirenents

The foll owing requirenments guide bindings for SIP and rel ated RTC
pr ot ocol s:

*

Bi sht

*Visibility*: APTs SHOULD be visible to the entities that are
expected to enforce them including downstream Al assi stants.
When hop-by-hop protection (e.g., TLS) is applied, intermediaries
outside the trust domain MJST NOT rely on APTs they cannot
val i dat e.

*Integrity*: APTs SHOULD be signed or integrity-protected when
transported across untrusted proxies to prevent unauthorized
downgr ades.

*] denmpot ency*: Repeated delivery of identical APTs MJST NOT cause
state divergence. |Inplenentations MAY treat the nost recent valid
APT as authoritative.

*Granul arity*: Bindings MIST all ow preferences scoped to dial ogs,
medi a sections, or individual features (e.g., telenmetry streans,
Al feature lists). APTs therefore include target netadata
identifying the scope (dialog-id, media md, or subscription
identifier).
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I nternet-Draft Al Pref RT Bindings February 2026

* *Fal | back*: Endpoints that cannot satisfy received preferences
MJST reject or redirect the request using standard SIP procedures
(e.g., 488 Not Acceptable Here) and SHOULD i ncl ude di agnostic
i nfornation.

4. Bi nding Mdel

The nodel in Figure 1 illustrates how preferences flow through RTC

si gnal i ng.

T T T T T T T T T T T T T 0T T T T T T T T T T T T T T 2
————— - | Preference | APT

| SIP Binding | APT | Enforcement | | Originator F————— | Transport

F—— " Point / Al | b 4
I

L - A | | | Publish/ Fetch | Dialog signaling | M
dia/

Dat a L B

1. An originator (user agent, operator policy engine, or regulator)
i ssues an APT identifier or token.

2. The preference attacher enbeds the token using one or nore
bi ndi ngs defined in this docunent.

3. Enforcenent points inside Al workloads retrieve, validate, and
apply the referenced constraints before consum ng protected data.

Bi ndi ngs MUST reference the same canoni cal APT identifier when
expressing preferences across signaling and nedia |ayers to avoid
anbi guity.

5. SIP Signaling Binding
5.1. Al-Pref Header Field

Thi s docunent defines the Al-Pref SIP header field. Each instance
conveys netadata that allows receivers to retrieve or validate an
APT.

Al -Pref = "Al-Pref" HCOLON pref-value *( COWA pref-val ue) pref-val ue
= pref-id *(SEM pref-param pref-id = token / quoted-string ;
identifier or opaque token pref-param= ("scope" EQUAL token) /
("type" EQUAL token) / ("version" EQUAL 1*DIGT) / ("integrity" EQUAL
token) / ("uri" EQUAL LAQUOT absol ut eURI RAQUQOT)
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5. 1.

5. 1.

Usage Rul es

*Initial INVITE*: The originating user agent server (UAC) SHOULD
include an Al-Pref header referencing all preferences that govern
Al handling of dialog nmetadata or nedia diagnostics. The header
MAY appear multiple tinmes when different scopes are advertised
(e.g., scope=di al og, scope=nedia).

*Provi si onal Responses*: Proxies and user agent servers (UAS) MAY
add Al -Pref headers to responses in order to enunerate additiona
policies that downstream Al conponents MJST accept before the
session is confirned.

*ACK and PRACK*: These messages MJST echo the | atest accepted Al-
Pref identifiers when the UAS requires confirmation. Absence of
Al-Pref in ACK inplies acceptance of the nost recent set.

*M d- Di al og Updates*: Re-I1NVITE and UPDATE requests MJST incl ude
Al - Pref whenever the preference scope of any nedia streamis
modi fied. This allows Al systens that adapt encoders, perform
transcription, or nodify |layouts to obey updated constraints.

* SUBSCRI BE/ NOTI FY*: Event packages (e.g., dialog package, KPM,
presence) MAY carry Al-Pref headers so that Al assistants
consumi ng event payl oads adhere to the advertised constraints.

Conpact Tokens and URIs

pref-id val ues can represent:

*

Inline tokens that encode the full preference statenment (e.g.,
CBOR Wb Token referencing vocabul ary keys).

Handl es that require dereferencing via HITPS using the uri
par aret er .

Versioned identifiers that map to entries in a policy repository.

Recei vers MUST treat unknown paraneters according to RFC3261 rul es
(ignore them) and MJUST NOT assune that the absence of Al-Pref inplies
perm ssion to process data without Al constraints.

5.1.3.

*

Bi sht

Error Handling
If a UAS cannot conply with mandatory preferences, it SHOULD reply

with 488 Not Acceptable Here and i nclude a Warni ng header val ue of
399 aipref "Preference unsupported"”
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* Wien integrity verification fails, the recipient SHOULD respond
wi th 403 For bi dden and MAY i ncl ude di agnostic details in a Reason
header referencing Al-Integrity-Failure.

* CGateways that strip Al-Pref MJST insert a History-Info entry
expl ai ning the renoval so downstream entities understand why
enforcement data is missing.

5.2. SIP Body Considerations

When APTs are too large for header fields, this docunent RECOMVENDS
enbedding theminside a nultipart body part with nmedia type

appl i cation/aipref+json or application/aipref+cbor and referencing
that part via Content-1D. This allows richer metadata (e.g., signed
mani f ests) w thout overloading SIP header processing.

6. SDP and Medi a Bi nding
6.1. a=aipref Attribute

An SDP nedi a description MAY include one or nore a=aipref attributes,
each binding a specific nedia streamto an APT identifier

a=ai pref: <scope> <identifier> [<paraneter>=<value> ...]

Valid scopes include session, group, and md. Parameters align with
the Al Pref vocabul ary, for exanple:

* features=nedia-netrics, rtcp-xr
* retention=24h
* export=aggregated-only

Endpoi nts MUST ensure that SDP attributes remain consistent with SIP-
| evel Al-Pref headers. |f SDP renegotiation renpves an attribute,
the correspondi ng Al processing MJST stop or transition to the
remai ni ng al |l owed scope.

6.2. RTP Control and Tel enetry

RTP control protocols such as RTCP, RTCP XR, and RTP/ RTCP extensions
for feedback may carry Al-relevant telenetry. |nplenmentations SHOULD
map telemetry streans to the same APT identifiers declared in SDP by
including the identifier in RTCP SDES itens or header extensions
defined for this purpose. Wen that is not feasible, inplenentations
MAY rely on the dial og-level Al-Pref scope while docunenting the
inplicit association.
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7. Preference Discovery and Synchroni zati on
7.1. Retrieval via HITPS

Preferences referenced via uri MJST be retrievable over HITPS with
mut ual aut hentication when sensitive. Servers SHOULD support

condi tional requests and caching so intermediaries can reuse
val i dat ed APTs across nultiple dial ogs.

7.2. Repository Interaction

Policy repositories MAY expose a REST interface where clients subnit
dial og nmetadata (Call-1D, Fromtag, To-tag) and receive the
authoritative list of applicable APT identifiers. This pattern is
especially useful for |arge conferencing services where centralized
policy engi nes coordinate Al workl oads.

7.3. Conflict Resol ution

VWhen multiple APTs apply to the sane resource, the foll ow ng
precedence rul es apply unless a policy repository states otherw se:

1. User-specific preferences override domain defaults.

2. Dommin-level regulatory requirenents override individua
rel axati ons.

3. The nost restrictive constraint wins when two preferences
conflict on the sane vocabul ary key.

Endpoi nts MAY advertise their conflict-resolution policy through the
policy paraneter inside Al-Pref headers (e.g., policy=strictest-
Wi ns).

8. Operational Considerations

* *Loggi ng*: Preference attachers SHOULD | og enitted APT identifiers
al ongside Call-1D values to support audits and incident response.

* *Testing*: Interoperability testing MJST verify that dial ogs
proceed when Al-Pref is absent, ensuring that |egacy devices
remai n conpati bl e.

* *Scaling*: |nplenentations SHOULD conpress header fields using SIP

over HITP/3 (RFC9397) or simlar transports when | arge preference
sets are common.
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1.

* *Federation*: Peering domains MAY translate | ocal preference
identifiers into a shared nanespace. Translation MJST NOT weaken
constraints wthout explicit consent fromthe originator

Security Considerations

Preferences often contain sensitive informati on about user intent,
regul atory exposure, or organizational policy. Therefore:

* Transport security such as TLS (for SIP over TLS, WbSocket, or
HTTP/ 3) MJST be used whenever an Al-Pref header or body carries
tokens that could be replayed or tanpered with.

* APT signatures SHOULD be validated before Al systens act on the
encapsul ated instructions. Validation includes issuer
aut henti cation, expiration checks, and revocation status.

* | nplenmentati ons MJUST guard agai nst downgrade attacks where a

mal i cious internediary strips Al-Pref headers. Techniques include

SIPS-only routing, end-to-end integrity with S/MME, or redundant
signaling through policy repositories.

* Preference tokens SHOULD minimze personally identifiable
information. Instead of enbedding explicit user identifiers, use
pseudonynmous handl es that map to access-controlled directories.

* Systems MUST treat Al enforcenent failures as security incidents
when they result in unauthorized data processing. Telenetry
SHOULD be rate-limted to avoid revealing preference patterns to
attackers probing the signaling fabric.

Privacy and End- User |npact Considerations

Real -ti me and session-oriented comruni cation protocols (e.g., SIP
SDP, WebRTC, RTP/ RTCP, QU C-RTC) directly nedi ate human-to- hurman
interaction. Introducing Al-usage preference signaling into these
protocol s therefore has i mredi ate consequences for end users,
including creators, participants, accessibility users, researchers,
and the general public. This section outlines considerations
necessary to ensure that AIPREF signaling in real-time environnents
does not unintentionally restrict legitinmte uses, underni ne user
aut onony, or create new privacy ri sks.

1. Inpact on User Autonony and Consent

Al -usage preferences expressed at the signaling or nmedia |ayer may be

interpreted as binding restrictions by downstream systens.
I mpl ement ati ons MUST ensure that:
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* Preferences are treated as expressions of intent, not as
access-control mechani sms.

* End users retain the ability to override platforminposed defaults
when they are the originators of the content.

* Internediaries (e.g., conferencing platforns, SIP proxies, TURN
servers, nedia mxers) do not silently substitute or nodify
user - provi ded preferences.

Because real -tine sessions often involve nmultiple participants,
systens SHOULD provi de clear and accessi bl e nmechani sns for users to
under stand what Al-rel ated preferences are being signaled on their
behal f.

9.1.2. Avoiding Over-Restriction of Beneficial Uses
Real -time comunication is frequently used for accessibility
(captioning, translation), education, archiving, and research
Overly broad or anbi guous preference categories—particularly those
related to “Al Input” or “Al Training” —may unintentionally block
beneficial, lawful, or expected uses.
| mpl enent ati ons SHOULD:

* Distinguish between Al -assisted user features (e.g., live
transcription) and nodel -buil ding uses (e.g., training).

* Avoid treating a single preference (e.g., ai-input=n) as a bl anket
prohi bition on all automated processing.

* Provide clear docunentation on how preferences interact with
accessibility features.

Preference categories defined in Al PREF vocabul ary drafts (e.qg.,
search, ai-input, ai-train) SHOULD be interpreted narrowy and
consistently.

9.1.3. Transparency to Participants

Real -ti nme sessions may involve dynam c negotiation (e.g., via SDP
of fer/answer). When Al -usage preferences are conveyed:

* Endpoints SHOULD surface these preferences to human partici pants
in a clear and non-techni cal manner
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* Systens SHOULD i ndi cate when preferences differ between
partici pants or when intermedi aries have applied additiona
constrai nts.

* |f preferences affect session features (e.g., disabling
transcription), participants SHOULD be notifi ed.

Lack of transparency may create a chilling effect, where users avoid
| awf ul or beneficial uses due to uncertainty.

1.4. Intermediary Handling and Privacy Leakage

Signaling Al-usage preferences at the session |ayer may inadvertently
reveal information about user intent, content sensitivity, or

organi zational policy. For exanple, a preference of ai-train=n may
inply that the content is proprietary or confidential

To mitigate this:

* Internediaries MIST NOT add, renove, or alter Al-usage preferences
unl ess explicitly authorized by the originating endpoint.

* Preferences SHOULD be encrypted or integrity-protected when
carried in protocols that support such nmechanisms (e.g.,
DTLS- SRTP, QU C).
* I npl enentati ons SHOULD avoi d exposi ng preferences in |ogs,
anal ytics, or telenetry unless necessary and with appropriate
saf eguar ds
1.5. Conpatibility with Archiving and Research
Real -time comuni cation is often recorded for conpliance, education,
or archival purposes. Al-usage preferences SHOULD NOT be interpreted
as prohibiting:
* | awful archiving,
* time-shifted review,
* accessibility processing, or
* research uses permitted by |ocal |aw.
VWere preferences do apply to stored recordi ngs, systenms SHOULD
preserve the preferences al ongside the stored nedia, consistent with

the behavior defined in draft-ietf-aipref-attach for HITP
representations.
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6. Avoiding PlatformLevel Overreach

Large conmuni cation platforms nmay be tenpted to apply Al-usage
preferences globally on behalf of users. This can underm ne user
aut onony and distort the intent of Al PREF.

Pl at f or ms SHOULD:

* Al ow per-participant and per-stream preferences.

* Avoid applying organi zati on-w de defaults wi thout clear user
visibility.

* Provide APIs for endpoints to express their own preferences
wi t hout nedi ation.

7. Interoperability and Open Ecosystem Consi derations

Real -time protocols are used across diverse environments, including

open-source clients, snmall organi zations, and global platfornms. To

avoi d fragnmentation:

* Preferences SHOULD be optional and non-bl ocki ng.

* Absence of a preference MJUST NOT be interpreted as consent.

* | mpl enentati ons SHOULD fol | ow t he vocabul ary and semantics defined
in AIPREF drafts to ensure consistent interpretation across
ecosyst ens.

I ANA Consi derations

I ANA is requested to performthe follow ng actions.

1. SIP Header Field Registration

Regi ster the Al-Pref header field in the "Header Fields" sub-registry

under "Session Initiation Protocol (SIP) Paranmeters” with the

fol |l owi ng val ues:

* Header Nane: Al-Pref

* Conpact Form none

* Reference: This docunent
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10.2. SDP Attribute Registration

Regi ster the aipref attribute in the "att-field (nedia | evel only)"
registry defined by RFC4566 with the foll ow ng val ues:

* Attribute name: aipref
* Type of attribute: media / session
* Subject to charset: no
* Purpose: Associates SDP nmedia sections with Al preference tokens
* Reference: This docunent
Acknowl edgnent s
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