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Abst ract

Thi s docunent defines the Operations, Adm nistrations and Mi ntenance
(OAM for service programm ng in SR-enabled MPLS and | P networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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functionality required to inplenment service segnents and achi eve

service progranm ng in SR-enabled MPLS and | P networ ks,
in the Segnent Routing architecture.

Operations, Adm nistrations and Mai ntenance (OQAM for service

programm ng in SR-enabl ed MPLS and | P networks.

2. Requirenents notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and " OPTI ONAL"
docunent are to be interpreted as described in [ RFC2119].
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3. Termi nol ogy

Thi s docunent uses the term nol ogi es defined in [ RFC8402],
[1-D.ietf-spring-srv6-network-progranmm ng]
[1-D.ietf-spring-sr-service-progranmi ng] and so the readers are
expected to be faniliar with the sane.

4. Docunent Scope

The initial focus of this docunent to define and docunent the
machi nery required to apply OAM nechani sms on SRv6 based service
pr ogr ami ng.

Future version of this document will include the required details to
appl y OAM nmechani sm on ot her data pl anes.

5. OAMfor Service Progranmm ng

Section 4 of [I-D.ietf-spring-sr-service-progranmm ng] introduces

Servi ce segnments and the procedure of service progranm ng when the
services are SR-aware and SR-unaware. By integrating the QAM
functionality in the services, versatile OAMtool kits can be used to
execute programmbl e OAM for service progranmi ng with Segnent

Rout i ng.

This section describes the procedure to perform basi c OAM nechani sns
such as ping and path tracing to Service Progranmm ng
environment in Segnent Routing networKk.

5.1. Service Programm ng OAM Packet Processing

Any services upon receiving OAM packet may apply the service
treatment if it cannot differentiate the OAM packet from nornal data
packet. Depending on the service type, service treatnment on OAM
packet may result in dropping the OAM probe packet that may cause
uncertainty in OAM nechani sm

The pseudo code for the service function SIDs in
[I-D.ietf-spring-sr-service-progranm ng] has been defined to avoid
such uncertainty, as explained in the foll owi ng subsections.

5.2. Service Progranming OAMin SRv6 Data Pl ane
When the service programming is applied in an SRv6 network, the
Upper -1 ayer header type is typically set to ICMPv6 or UDP to differentiate the
OAM packet fromthe data packets.
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5.2.1. OAMw th SR-aware services

As defined in section 4.1 of

[1-D.ietf-spring-sr-service-progranm ng], an SR-aware service can
process the SR information in the packet header such as perform ng
| ookup or executing the next segnment, processing the upper |ayer
header, etc.

An SR-awar e service SHOULD skip applying the service on the OAM
As defined in section 9, a local policy may be used to control any
mal i ci ous use of OAM narker.

An SR-aware service follows the procedure defined in the
[I-D.draft-ietf-6man-spring-srv6e-oan] to inplenment ping and trace-route
to a SR aware SID and additi onal OAM nechani sns i ncl udi ng the support
for the OAMflag (O flag).

5.2.2. OAMwi th SR-unaware services

As defined in section 4.2 of

[1-D.ietf-spring-sr-service-progranm ng], an SR-unaware service may
be a | egacy service that is not able to process the SR information in
the packet header. SR Proxy, an entity that is external to the
service is used to handle the SR information processing on behal f of
the service. SR Proxy will remove the SR header before forwarding
the packet to SR-unaware services to avoid any erroneous decision due
to the presence of SR header that the service cannot recognize.
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The SRv6 pseudocode for SR Proxy defined in Sections 6.1.2.1, 6.1.2.2
and 6.1.2.3 of [I-D.ietf-spring-sr-service-programr ng] handles the
OAM packets as explained in the foll ow ng.

- Case 1: The service service programm ng segnent is a transit segnent.
In this case, if the Upper-layer header does not match Ethernet,
I Pv4 or 1Pv6, the service function is skipped and packet is
resubnmitted to the IPv6 nodule for transm ssion to the new destination
in the header (towards the next SRv6 segnent).

Pl ease refer to the following lines of SRv6 pseudocode for SR Proxy
defined in Sections 6.1.2.1, 6.1.2.2
and 6.1.2.3 of [I-D.ietf-spring-sr-service-programing], respectively.

In case of Static Proxy for Inner Type Ethernet:

S15. If (Upper-Ilayer header type != 143 (Ethernet)) {

S16. Resubmt the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

S17. }

In case of Static Proxy for Inner Type |Pv4:

S15. If (Upper-Ilayer header type != 4 (1Pv4)) {

S16. Resubmt the packet to the IPv6 nodule for transm ssion to
the new desti nati on.

S17. }

In case of Static Proxy for Inner Type |Pv6:

S15. If (Upper-I|ayer header type !'= 41 (1Pv6)) {

S16. Resubmt the packet to the IPv6 nodule for transmi ssion to
the new desti nati on.

S17. }

- Case 2: The service service programm ng segnent is the ultimte segnent.
This is the case of OAM operations are targetted to a service progranm ng
SID (e.g., Ping and Trace-route to a service progranm ng SID).

In this case, as part of the Upper-I|ayer header
processing, the SR proxy processes to OAM payl oad, skips applying the
service on the OAM packet and responds to the OAM nmessage, accordingly.

Pl ease refer to the following |lines of SRv6 pseudocode for SR Proxy
defined in Sections 6.1.2.1, 6.1.2.2
and 6.1.2.3 of [I-D.ietf-spring-sr-service-progranmm ng], respectively.

In case of Static Proxy for Inner Type Ethernet:

VWhen processing the Upper-|ayer header of a packet matching a FIB
entry locally instantiated as an SRv6 static proxy SID for Ethernet
traffic, the followi ng pseudocode is executed.

S01. If (Upper-layer header type != 143 (Ethernet)) {

S02. Process as per [I-D.ietf-spring-srv6-network-progranmm ng]
Section 4.1.1

S03. }

In case of Static Proxy for Inner Type |Pv4:

When processing the Upper-|ayer header of a packet matching a FIB

entry locally instantiated as an SRv6 static proxy SID for |Pv4

traffic, the foll owi ng pseudocode is executed.

S01. If (Upper-layer header type != 4 (1Pv4)) {

S02. Process as per [I-D.ietf-spring-srv6-network-progranmm ng]
Section 4.1.1

S03. }



In case of Static Proxy for Inner Type |Pv6:

When processing the Upper-|ayer header of a packet matching a FIB

entry locally instantiated as an SRv6 static proxy SID for |Pv6

traffic, the followi ng pseudocode is executed.

S01. If (Upper-layer header type != 41 (I1Pv6)) {

S02. Process as per [I-D.ietf-spring-srv6-network-progranmm ng]
Section 4.1.1

S03. }



5.3. Service Programmng OAMin SR-MPLS Data Pl ane
This section will be updated | ater.
5.4. Controlling OAM packet processing in Services

As nentioned in the above sections, SR-aware service or the SR proxy
can use the Upper-layer header to differentiate the OAM packet from
data packet to skip the service treatnent. To avoid any intentiona
or unintentional use of OAM a local policy SHOULD be used in the SR
aware service or SR Proxy to rate limt the incom ng OAM packets.

6. Illustration
This section illustrates how the existing OAMtools can be used to
performthe connectivity check or path tracing of SR Service
Pol i ci es.

6.1. SRv6 Datapl ane

This section illustrates how | CMPv6 can be used to ping or trace SR
service policies in an SRv6 network using the bel ow exanpl e topol ogy.

o m ot o o e e e e e e e e e e e e e e e e e e e e e e e e m e mm oo oo +

I I

| SEEEPEEEE + |

| | s2 | |

| | (service)| |

| oo + |

I I I I
e L L LD T N RpepepRppe + --e> deoeeeaann + S R +

H R + S1 +-------- + SR +----+ E |
| (headend) | | (service)| | Proxy | | (endpoi nt) |
B B + B + S +

Figure 2. SR Service Policies in SRv6 Network
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6.1.1. Pinging SR Service Policy

The user interested to ping the SR service policy shown in Figure 2
will trigger the 1CVWPv6 echo request fromthe headend H with

I P6(H, S1) (SRH) and the upper | ayer header set to | CMPv6. The probe
will be processed along the path as bel ow

o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +

I I

| EEEEEREE + |

I I S2 I

| | (service)| |

| S + |

I I I I
R L I T R +  ---> He-m- oo + S R +
| H Fommm- - + S1 Fommm- - + SR +----+4 E |
| (headend) | | (service)| | Proxy | | (endpoi nt) |
e S . + o + e +

| S R + S R + S R +I

| | 1 P6(H, S1) | | 1P6(H, S)| | 1P6(H E )| |

| S + S + S + |

| | SRH(E, . ., | | SRH(E, . ., | | SRH(E, . ., |

I | S2,..;]| | S2,..;]| | S2,..5] |

I | Si,..;| | Si,..;| | Si,..;] |

I I SL=i) | I SL=j) | I SL=k) | |

| R + R + R + |

| | 1 CwPV6 | | 1 CwWPV6 | | 1CwPv6 | |

| S - + S - + S - + |

| SRv6 Net wor k |

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +

Figure 3. Ping to SR Service Policies in SRv6 Network

S1 (SR-aware service) will apply END function and follow the steps
defined in [I-D.draft-ietf-6man-spring-srv6-oan.
The Upper -l ayer header matches | CMPv6 but

the Segment Left is not 0 and so the packet will be forwarded to
the next destination S2. Service function is skipped due to | CMPV6
payl oad.

SR Proxy upon receiving the packet will match the local proxy SID
and follow the steps defined in Sections 6.1.2.1, 6.1.2.2

and 6.1.2.3 of [I-D.ietf-spring-sr-service-programm ng].

The Upper -1 ayer header

does not nmatch Ethernet, I1Pv4 or IPv6 and so resubmit the packet
to the I Pv6 nodule for transmi ssion to the next destination E

and service function is skipped.

The endpoint E will process the upper-layer header and reply back
to the initiator node H
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6.1.2. Pinging a Service SID

The user interested to ping a specific service SID SR service policy
shown in Figure 4 will trigger the | CMPv6 echo request fromthe
headend Hwith IP6(H, S1) and t he upper |ayer header set to

| CMPv6. The probe will be processed al ong the path as bel ow

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +

| |

| 4o + |

| | sz | |

| | (service)| |

| s + |

I I I I
e L I T R +  ---> e mmm oo oo + R +
H R + S1 R + SR +- - - - E |
| (headend) | | (service)| | Proxy | | (endpoi nt) |
R L. S + S + S +

I I

B S + |

I [ 1 P6(H, S1) | I

| - + |

| | 1 CWPV6E | |

| oo + |

| SRv6 Net wor k |

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +

Figure 4. Ping to specific Service SIDin SRv6 Network

Sl (SR-aware service) will follow the steps

defined in [I-D.draft-ietf-6man-spring-srv6-oan]. Specifically,
the service processes the | CMPv6 nessage and respond to the source,
accordi ngly.

S2 (SR-Unaware Service): The SR Proxy upon receiving the packet will
mat ch the | ocal proxy SID

and follow the steps defined in Sections 6.1.2.1, 6.1.2.2

and 6.1.2.3 of [I-D.ietf-spring-sr-service-progranm ng].

When processing the Upper-|ayer header of a packet matching a FIB
entry locally instantiated SID, the proxy process the | CvWv6 payl oad
and respond to it, accordingly.

6.1.3. Tracing a SR Service Policy

The user interested to trace the SR service policy shown in Figure 2
will trigger the 1CVWPv6 echo request fromthe headend Hw th

I Pv6(H, S1) (SRH), set the upper |ayer header set to |CMPv6 and the TTL
to 1 and increnment the sane in the subsequent packets. The probe
will be processed along the path as bel ow
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6.

2.

10.

The first probe sent fromHwll reach S1 (SR aware service) with
Hop Limit of 1. S1 will process TTL expiry as described in
[I-D.draft-ietf-6man-spring-srv6-oani and sends

an | CVMP Ti ne Exceeded nessage to H with Code O.

The second probe sent fromHw Il reach S2 (SR Proxy) with Hop
Limt of 1. SR Proxy will process as defined in the step SO05 in
Sections 6.1.2.1, 6.1.2.2

and 6.1.2.3 of [I-D.ietf-spring-sr-service-programm ng] and sends
an | CVMP Ti ne Exceeded nessage to H with Code O.

The third probe sent fromHw Il reach Ewith Hop Linit of 1. E
processes TTL expiry as described in
[I-D.draft-ietf-6man-spring-srv6-oan and send an | CVP Ti ne
Exceeded nmessage to H with Code O.

SR- MPLS Dat apl ane
To be Updat ed.
I ANA Consi derations
None.
Security Considerations

A local policy may be used to control any nalicious use of QAM
marker. Mre details are to be added in a future revision of the
docunent .
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