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Abst ract

The docurent specifies a Renote Procedure Call (RPC) for progranm ng
epheneral states associated with an SR Policy.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2025.
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1. Term nol ogy

Headend node: Packet flows are steered into an SR Policy on a node
where it is instantiated called a headend node [ RFC9256].

SR Segnent Routi ng.
SID: Segment ldentifier.

SRv6: Segnent Routing over |Pv6é data pl ane.
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2

I nt roducti on

Segment Routing (SR) [RFC8402] allows a node to steer a packet flow
al ong any path. A Segnent Routing Policy (SR Policy) [RFC8402] is an
ordered list of segnents that represent a source-routed policy. The
headend node is said to steer a flowinto an SR Policy. The packets
steered into an SR Policy have an ordered list of segnents associ ated
with that SR Policy witten into them Segment Routing Policy
Architecture [ RFC9256] details the concepts of SR Policy and steering
into an SR Policy.

There are use cases where a controller needs to install states
associated with an SR policy in real-time. These use cases require
programm ng ephemneral states at the SRTE headend node. Tactica
traffic engineering, where an SR Policy is installed to divert
traffic froma congested | GP shortest path for a short tinme, is an
exanpl e of such an application

A controller may configure epheneral states associated with an SR
Pol i cy using PCEP [ RFC5440] and BGP-TE [|.D-draft-ietf-idr-sr-policy-
safi]. However, using the PCEP or BGP-TE protocol requires the
controller to inplenent the PCEP or BGP-TE protocol stacks, which
require | aborious encoding, decoding, and serialization of data
streans.

A controller may configure states associated with an SR Policy using
Net conf. For this purpose, the controller uses the Yang node

defined in [I.D-draft-ietf-spring-sr-policy-yang]. However,
installing a configuration requires a configuration |ock at the
router. An SR Policy configuration nay be serialized behind other
configurations being applied at the headend node. That nakes the
configuration route slow and unpredictable for real-time applications
like tactical traffic engineering.

The draft specifies a reference nodel that can be used to create,
update, delete, and report epheneral states associated with an SR
Policy and report SR policy (reporting is to be added in a future
revision). In this fashion, the APl is self-contained for both SR
policy programming and reporting. The aimis to ease the progranmn ng
of SR Policies froman SDN controller and | everage benefits fromthe
RPC framework |ike gRPC [ GRPC].

RPC Dat a Mbdel Overvi ew

The RPC data nodel is based the SR policy data nodel defined in SR
Policy Architecture [ RFC9256]:
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* An SR Policy is identified by the <Headend, Col or, Endpoint> tuple
as per section 2.1 of [RFC9256]. An SR Policy is associated with
one or nore candi date paths.

* A candidate path is identified in the context of a single SR
Policy. The tuple <Protocol-Oigin, Oiginator, D scrimnator>
uniquely identifies a candidate path within that context. The
definition of Protocol-Oigin, Oiginator, D scrimnator fields
are based on [RFC9256]. The draft introduces RPC as one of the
Protocol -Origin of a candidate path described in Section 2.3 of
[ RFC9256]. The Preference of the candidate path is defined as per
Section 2.7 of [RFC9256]. A candidate path is expressed as a
segrment list or a set of segnment lists.

* A segnment list represents a specific source-routed path to send
traffic fromthe headend to the endpoint of the corresponding SR
Policy. The segnment list itself can be specified using different
segnent - descriptor types defined in [RFC9256]. |If a candidate
path is associated with a set of segnent lists, each segnent |ist
is associated with weight for weighted | oad bal anci ng.

* The Binding SID (BSID) and other fields are based on [ RFC9256].

The draft does not nodify any procedures or data nodel defined in
[ RFC9256] .

4, RPC Semantics Overvi ew

The SR Policy Service RPCis used to create/update/delete/ report an
SR-TE policy based on the specified paraneters (reporting is to be
added in a future revision of the docunent).

The server of the RPC is the SR policy headend node. The client of
the RPC is an entity that wants to programan SR Policy at the head-
end, e.g., an SDN controller

The RPC attributes are exchanged using the SR Policy Open Message. A
set of policies to be acted on is comunicated in the SR Policy
Request Message.

The unit of signaling is the SR policy. Specifically, the SR Policy
Request Message contains all candi date-paths. Candi date-paths not
included in the update request are renoved by the server. Policy
attributes (e.g., Binding SID), that are not specified for each
candi date-path are applied to all candi date-paths.

The server supports two nodes of operations - transactional and
persistent:
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Transactional Mde: The server preserves all policies/CPs
instantiated by this client, event after the client disconnects.
The benefit of this node of operation is that the client does not
need to nmamintain a persistent connection with all the headend
nodes where it has instantiated SR Policies. It is the clients
responsibility to delete the Policies when they are no | onger
needed.

Persi stent Mode: The client and server maintains a persistent RPC
session, i.e., controller continues to keep the RPC session
established with SR policy head-end node. The server marks the SR
policies as stale on RPC session disconnect and del etes the SR
polices if the client does not reconnect and replay the SR
Policies within a specified time. The benefit of this node is
that there is synchronizati on between the SR Policy state by the
headend with the controller and this reduces the chances of their
bei ng stale state on the headend.

5. RPC Messages Overview

The service uses the foll ow ng messages to programr ng ephenera
states associated with an SR Policy.

5.1. OPEN Message

The OPEN Message exchanges the RPC attributes. The foll ow ng
attributes are exchanged using the OPEN Message:

*  RPC Mode of Qperation: Transactional or Persistent, as described

in previous section.

* Cean-up Tinmer: The clean-up tiner attribute is only applicable to
the persistent node of the RPC. The server deletes the SR polices
if the client does not reconnect and replay the SR Policies within

the tinme interval specified by the clean-up tiner val ue.

* Cient ldentifier: The server tracks policy ownership by RPC
client by a client identifier. The primary reason, being the
ability to restrict a given SR Policy to be managed by only 1
client.

5.2. POLI CY_REQUESTS Message

A set of policies to be acted on is communicated in the PCOLICY
REQUESTS Message

Each policy request is uniquely identified by a sequence ID and a
policy key:
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* The policy key is < Headend, Col or, Endpoint > tuple [ RFC9256].

* The sequence number serves the purpose of allowing the client to
identify which request the server is responding to when nmultiple
requests for the sane policy are sent.

An operation is specified for each policy request. The follow ng
policy operations are support ed:

* CREATE/ UPDATE: The server creates and installs the specified
policies. Policies that already exist are updated by the service.

* DELETE: The server del ates the specified policies.

5.3. START_OF_REPLAY Message
The START_OF REPLAY nessage is applicable when client and server
mai ntai ns a persistent RPC session (the persistence node). The
client is expected to send a START OF REPLAY nessage after re-
connect. The client is expected to replay programm ng the SR
policies previously programed at the server.

5.4. END _OF_REPLAY Message
The END_OF_REPLAY nessage is applicable when client and server
mai ntai ns a persistent RPC session (the persistence node). The
client is expected to send an End of Replay nessage after replaying
policies after re-connect. It indicates that client has finished
replaying all policies, which will then trigger cleanup of any
policies not reclained by the client.

6. RPC

6.1. | NPUT Paraneters
Set of the SR Policy Messages:
* OPEN Message.
*  POLI CY_REQUEST Message.
*  START_OF _REPLAY Message.
* END_OF _REPLAY Message.

The OPEN Message, START_OF REPLAY and END OF REPLAY contents are as
sunmari zed in the previous section.
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The POLI CY_REQUESTS Message supports the follow ng operations:

* CREATE_UPDATE: Create operation for specified Policy. |If Policy
al ready exist, it will be updated.

* DELETE: Del ete operation for specified Policy. Deletion of non-
existent policy will be responded with specific error code.

The POLI CY_REQUESTS Message contains a set of policies to be acted,
where each policy is identified by the follow ng attributes:

* POLI CY_KEY: The policy key is < Headend, Color, Endpoint > tuple
[ RFC9256] :

- Headend: 1Pv4 or I1Pv6 Router-ID of the headend node.
- Color: Color is an unsigned non-zero 32-bit integer val ue.
- Endpoint: IPv4 or |IPv6 address of the policy endpoint.

*  SEQUENCE NUMBER 1D to associate the request with. The sequence
nunber serves the purpose of allowing the controller to identify
whi ch request the network elenent is responding to when nultiple
requests for the sane policy are sent. The sequence nunber is
incremented by the controller and should be scoped per policy,
meani ng there is an i ndependent sequence number for each policy.
Server includes the sequence nunber of the request it is
responding to, inits reply. The server is not enforcing/
validating or re-ordering requests based on sequence nunber
speci fied

* SR POLI CY_ATTRIBUTES: Policy attributes consist of the follow ng
fields:

- TRANSIT ELIGBLE: |Is Policy eligible for Transit as defined in
[I-D.draft-ietf-idr-bgp-Is-sr-policy].

- SR DATAPLANE: Segment Routing Data Plane consists of the
foll owi ng options: SR-MPLS Data Plane or SRv6 Data Pl ane.

- SR MPLS BINDI NG SID: MPLS Binding SID defined as per section
6.1 of [RFC9256]. If not specified, network elenent is
expected to generate dynanic BSID based on policy data pl ane.
It consists of follow ng fields: LABEL
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- SR _SRV6_BI NDI NG SI Ds: SRv6 Binding SIDs attributes for the
policy. SR SRV6 BINDI NG SID can be EXPLICIT (explicitly
specified) or DYNAM C (dynam cally allocated). Each
SR SRV6_BI NDI NG SI D consists of follow ng fields:

o EXPLICT

+ SRv6_SID INFG Used to specify explicit BSID all ocation
of the policy. It consists of:

* SI D ADDRESS: SID val ue.

*  BEHAVI OR: Behavior to be associated for the BSID.

* Sl D_STRUCTURE.

* SRV6_BINDING SID: Used for dynanmic allocation of the
BSI D by network elenent. |t consists of follow ng

fields: behavior (BEHAVIOR to be associated for the
dynani ¢ BSI D).

o DYNAM C
+ BEHAVIOR : Used for dynamic allocation of the BSID by
network elenent. It consists of follow ng fields:
behavi or (BEHAVI OR to be associated for the dynamc
BSI D) .

- PROFILEID: 1D of the profile with which policy can be
associ ated with a non-zero value. The Profile ID concept is
described as Policy Association Goup in RFC 9005. 0 val ue
means unset. A profile represents a set of configuration knobs
speci fying policy or policy candi date-path (CP) attri butes.
The profile-1D feature all ows usage of vendor/i npl enentation
specific functionality per policy without requiring explicit
support by the controller.

- SR _CANDI DATE_PATHS: A set of Segnent Routing Candidate Path in
the context of an SR Policy, as defined in section 2.2 of
[ RFC9256]. It consists of follow ng fields:

0 SR CANDI DATE PATH KEY: ldentifier of an SR Candi date Path in

the context of an SR Policy, as defined in section 2.6 of
[ RFC9256]. Candidate Path Key consists of follow ng fields:
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6. 2.

+ ORIG NATOR : Oiginator of the candidate path, as defined

in [section 2.4 of [RFC9256]. It consists of ASN
(Aut ononpbus System Number) and NODE I D (origi nator Node
Addr ess)

+ DI SCRIM NATOR: DI SCRI M NATOR of the candi date path, as
defined in section 2.5 of [RFC9256D .

o NAME: Candidate path name. String of printable ASCII with
max | ength of 256 characters. |If unset, candi date-path nane
will be generated by the network elenment. Nane with invalid
| ength or unacceptable characters will be rejected

0 PREFERENCE: The Preference of the candidate path is used to
sel ect the best candidate path for an SR Policy. [If not
specified, 100 is used as a default.

0 SR EXPLICIT_CP: Candidate path with explicitly defined a set
of segnent-lists. Conforns with [RPC9256]. It consists of
followi ng fields:

+ SR SEGMVENT LI STS: A set of weighted segnment lists in the
explicit candidate path. A SR SEGVENT LI ST consists of
following fields: SR SEQVENTS (Ordered |ist of segnents),
VEI GHT (Load bal anci ng wei ght factor), PATH COST (Tot al
path cost, i.e., the accunulated netric values al ong the
pat h) .

+ METRIC TYPE: Optimzation netric type used for
accunul ating nmetric value (specified for each segnent-
list). Values are defined in BGP-LS SR Policy Metric
Type registry under Border Gateway Protocol - Link State
(BGP-LS) Parameters.

OUTPUT Par aneters

Set of the POLI CY_RES Messages, each representing response to the
POLI CY_REQUEST Message.

The POLICY_RES indicates result of the operation. 1In case of
mul tiple requests received for policy identified by specific

POLI CY_KEY, always at |east single response is sent. This is to
confirm processing of |ast request.

The POLI CY_RES consists of the following attributes:

*

A,

SEQUENCE_NUMBER: The SEQUENCE NUMBER copies from correspondi ng the
POLI CY_REQUEST Message.
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POLI CY_KEY: The SR Policy identifier (POLICY_KEY) copied fromthe
correspondi ng POLI CY_REQUEST Message.

STATUS:

I ndicates the result of the operation (SUCCESS or

FAILURE). This is not operational state of policy.
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