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Abst ract
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SRv6- based Virtual Private Network (VPN).
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1. Term nol ogy and Reference Topol ogy

Thr oughout the docunent, the follow ng term nology and sinple
topology is used for illustration.

CEl -- PEl -- Pl -- P2 -- PE2 -- CE2

Figure 1 Reference Topol ogy

In the reference topol ogy:

CE1l and CE2 are Customer Edge devices of IPv4 or |IPv6 data pl ane
capability.

CEl::1 is an |IPv6 address assigned to CEl.
CE2::1 is an | Pv6 address assigned to CE2.
CE1.1.1.1 is an | Pv4 address assigned to CEL.

CE2.2.2.2 is an | Pv4 address assigned to CE2.
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PE1 and PE2 are provider edge nodes.

Node PEj has an | Pv6 | oopback address PEj::1/128.
P1 and P2 are provider core nodes.

Node Pj has an | Pv6 | oopback address Pj::1/128.

Node Pj nmight have or might not have |IPv4 address; if |Pv4 address
is assigned, it has an |IPv4 | oopback address Pj.j.j.j/32.

(SA1, DAL, HL=x, NH=I Pv6) ( SA2, DA2, HL=y, NH=UDP) (UDP payl oad) represents
an | Pv6 packet with:

* Quter |Pv6 header with source address SAl, destination address
DA1l, and I Pv6 as the next header. The hop limt of the packet is
X.

* | Pve follows the inner |Pv6 header with source address SA2 and
destination address DA2 with hop Iimt of y and NH = UDP

* (UDP payl oad) represents the UDP payl oad of the packet.

( SAL, DAL, HL=x, NH=I Pv4) ( SA2, DA2, TTL=y) (UDP payl oad) represents a
simlar |Pv6 packet with an | Pv4 inner header with TTL of vy.

Pl ease note that traceroute to a SIDis exenplified using UDP probes.
However, the procedure is equally applicable to other inplenentations
of the traceroute nechanism The UDP-encoded nessage to traceroute a
SI D uses the UDP ports assigned by | ANA for "traceroute use."

2. I nt roduction

SRv6 refers to Segnent Routing instantiated on the |Pv6 data pl ane
[ RFC8402] .

SRv6- based VPN (SRv6-VPN) refers to the creation of VPN between the
PEs | everagi ng the SRv6 dat apl ane [ RFC9252].

Thi s docunent specifies procedures for handling ICVMP errors in

SRv6- VPN where t he provider network depl oys Uniform Mdel [RFC3443].
The Uni form Model nekes all the nodes that the custoner packet
traverses visible to nodes outside the provider core. This is
acheived by allowing the tine-to-live (TTL) or hop-limt (HL) fields
to propagate during the SRv6 encapsul ation of the custoner packet.
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The issue addressed by this draft is illustrated using a traceroute
scenario using the reference topology. CE1 and CE2 are |Pv6-capable
routers.

Consi der processing the follow ng traceroute packet at P1:
CE1l out : (CE1l::1, CE2::1, HL=2, NH=UDP)(Traceroute probe)

Pl ease note, in PElL HL propagation is enabled, thus the value of HL
in the outer header is propagated fromthe inner header, i.e.,:

PE1 out : (PELl::1, PE2:DT6::, HL=1, NH=I Pv6)
((CE1::1, CE2::1, HL=1, NH=UDP) (Traceroute probe))

VWhen the packet comes to P1, the hop limt expires at P1. Wthout
I CVMP tunneling enabled on P1, Pl inplenents the standard procedure
from RFC9259, and therefore sends an | CMPv6 packet towards PEl as

fol | ows:

P1 out : (P1::1, PEl::1, HL=64, NH=I CMPv6)
(I1cvwPve, Tinme Exceeded,
[copy of the invoking packet =
(PELl::1, PE2:DT6::, HL=1, NH=I Pv6)
((CELl::1, CE2::1, HL=1, NH=UDP)(Traceroute probe))])

Rul es for processing the above-nentioned |CVMP error nessage at PEl is
a |l ocal decision at PElL. However, the Processing the nessage at PEl
requires context that the packet was not sourced at PEL. In addition
to the context at PE1l, PEl needs to peek into the copy of the

i nvoki ng packet to generate an | CMPv6 response for CELl. |If CEl is an
| Pv4 node, PEl nust also ensure it generates an | CVMPv4 nessage to
CE1l. \While processing the above-nentioned packet at PE1 is conpl ex,
the advantage of this approach is that the node generating | CVP error
(Pl in this exanple) can be a node without SRv6 capability.

This draft proposes an alternate procedure for ICMP Error Handling in
SRv6 based VPN Networ ks that does not require support fromthe PE1l
node. Specifically, the SRv6 capable P node sends (tunneles) the
error towards the end of SRv6 cloud using the VPN SID of the egress
PE. The VPN SID of the egress PE is obtained fromthe invoking
packet. This is simlar to handling such cases in MPLS network where
message is sent (tunneled) to end of the LSP. Once the packet
reaches the egress PE, |CMP packet is decapsulated. Subsequent
forwardi ng table | ookup on | CMP packet DA results in the | CMPv6
packet being forwarded to the ingress PE using the VPN SID of the
Ingress PE. The ingress PE decapsul ates the packet and send it to
the intended CE
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The CE nodes can be | Pv6 or | Pv4 nodes.

Wthout |oss of generality, the rest of the docunent focuses on ce-
to-ce traceroute in SRv6-VPN. However, the procedure applies to al
| CMPv6 error types handling in SRv6-based VPN

3. CE-to-CE Traceroute

[ RFC9259] descri bes how the | Pv6 OAM nmechani sms can be used to

di agnose problens within the SRv6 networks. For exanple, [RFC9259]
expl ai ns how the existing traceroute nechanisns for PE-to-PE
traceroute. However, [RFC9259] does not describe a nechanismfor a
CE-to0-CE traceroute when the provider network depl oys Uniform Mdel
[ RFC3443] .

3.1. CE-to-CE Traceroute froml|Pv6 custoner edge

CE-to-CE traceroute fromI|Pv6 customer edge when the custoner enables
HL propagation, as well as ICWMP tunneling, works in a way simlar to
its MPLS counterpart. The P node where HL expires generates an

| CMPv6 Ti me Exceeded nessage for the CE that initiated the traceroute
request. The ICMP error is sent (tunneled) towards the end of the
SRv6 cloud using the VPN SID of the egress PE (sinilar to MPLS, where
it is sent to the end of the LSP). The VPN SID of the egress PE is
obtai ned fromthe packet that the |ICMP error invoking packet. Once
the packet reaches egress PE, the | CMPv6 packet is decapsul ated.
Subsequent forwarding table | ookup on the I CMPv6 packet destination
address results in the | CMPv6 packet being forwarded to the CE that
initiated the traceroute request.

3.1.1. Illustration
This section illsutares the CE-to-CE Traceroute from | Pv6 custoner
edge in an SRv6- VPN network where the provider network depl oys
Uni f orm Model [ RFC3443]

Using the reference topol ogy, consider a scenario where CE1 initiates
a traceroute request to CE2. CEl1 and CE2 are both I Pv6 routers.

The tracerout packet with hop limt set to 2 as it leaves CEl is
encoded as foll ows:

CE1l out : (CE1l::1, CE2::1, HL=2, NH=UDP)(Traceroute probe)

On PE1l, HL propagation is enabled, thus HL value frominner packet is
propagated to outer header
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PE1_out : (PEl::1, PE2:DT6::, HL=1, NH=I Pv6)
((CE1::1, CE2::1, HL=1, NH=UDP) (Traceroute probe))

Note: In some scenarios, a packet nmight have nmultiple transport outer
| Pv6 headers preceding the custonmer’s inner |Pv6 header. Tl LFAis
an exanpl e of such a scenario. Specifically, when SRv6 encapsul ation
nmode is used to construct backup TI LFA next-hop, an additional |Pv6
header is pushed on the packet. The proposed procedure handl es such
scenarios. The traceroute displays the Tl-LFA backup path when it is
active. However, the illustration does not cover such scenari os.

When t he packet conmes to P1, the hop limt expires at P1l. Based on a
|l ocal policy at P1, P1 doesn't follow the standard procedure
described in RFC9259 and sends an | CMPv6 packet towards CEl1 as
fol | ows:

P1 out : (PE1l::1:, PE2: DT6::, HL=64; NH=I Pv6)
((P1::1,CEL:: 1; HL.=64, NH=I CVPVv6)
(1 CwPv6, Ti me Exceeded,
[copy of the invoking packet =
((CELl::1, CE2::1;H.=1, NH=UDP)
(Traceroute probe)])

Essentially, the encapsul ati on of the generated | CMPv6 packet is
constructed as foll ows:

* Copy of the original inner |IPv6 header and packet (origina
Traceroute probe).

* | CWPv6 packet with:

SA = | Pv6 address of |ocal node
DA = I Pv6 source address of the original inner |Pv6 header
HL = 64

* | Pv6 header with:

SA = | Pv6 source address of the original |Pv6 outer header
DA = I Pv6 destination address of the original |Pv6 outer header
HL = 64

When the original packet has nmultiple "transport" outer |Pv6 headers,
the procedure is as follows (frominner to outer):
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* Copy of the original nost inner |Pv6 header and packet (origina
Traceroute probe).

* | CMPv6 packet with:

SA = | Pv6 address of |ocal node
DA = I Pv6 source address of the original nost inner |Pv6 header
HL = 64

* Copy of all "transport" outer |IPv6 headers fromthe origina

packet, except for the nost outer |Pv6 header

* | Pv6 header with:

SA = | Pv6 source address of the original |Pv6 outer header

DA = I Pv6 destination address of the original |Pv6 nost outer
header

HL = 64

The encapsul ated packet as it leaves P2 is as follows:

P2_out: (PEl::1, PE2:DT6::, HL=63, NH=I Pv6)(
(P1::1, CE1::1, HL=64, NH=I CMPv6)
(Icvwpv6e, Tinme Exceeded,

[copy of the invoking packet =
((CE1::1, CE2::1, HL=1, NH=UDP)
(Traceroute probe))

1)

When a packet arrives at PE2, it performs the | ocal END. DT6 (or

END. DT46) processing, decapsul ati ng the packet and processing the
inner | Pv6 header. As the destination in the inner packet is CEl::1,
PE2 encapsulates it so it can be delivered to CE1l::1.

Assumi ng HL/ TTL propagation is enabled to PE2, PE2 generates the
fol |l owi ng packet:
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PE2 out: (PE2::1, PELl:DT6::, HL=62, NH=I Pv6) (
(P1::1, CE1::1, HL=62, NH=I CMPv6)
(Icvwve, Tinme Exceeded,
[copy of the invoking packet =
(CE1::1, CE2::1, HL=1, NH=UDP) (Traceroute probe)
1)

The packet is IPv6 routed back to PE1. Wen this packet arrives at
PE1, PEl1 perforns the |local END. DT6 (or END. DT46) processing,
decapsul at es the packet, and processes the inner |Pv6 header
Assumi ng HL/ TTL propagation is enabled on PE1l, the inner packet is
I Pv6 routed back to the CE1L node as foll ows:

PE1 out: (P1l::1, CELl::1, HL=59, NH=I CVPVv6)
(Iavwpve, Tinme Exceeded,
[copy of the invoking packet =
((CE1::1, CE2::1, HL=1, NH=UDP) (Traceroute probe))
1)

CE1l processes the hop linmit exceeded packet sourced at P1.

CE1l generates a new Traceroute probe with incremented HL. This tine,
the packet expires at P2. The processing of the packet at P2 is
simlar to the packet processing at P1.

3.2. CE-to-CE Traceroute from| Pv4 Custoner Edge

The CE-to-CE traceroute fromthe |1 Pv4 custoner edge works in the same
fashion as the CE-to-CE traceroute fromthe | Pv6 custonmer edge. The
exception is that it is assunmed the P node, where TTL expiry occurs,

i s capabl e of generating an | CMPv4 Ti ne Exceeded nessage. That
ensures that the I Pv4 CE can consune the | CMP nessage properly. For
cases when the provider router is not capable of generating an | CMPv4
packet, we reconmend not enabling TTL propagation

3.2.1. Illustration

This section outlines CE-to-CE traceroute for |Pv4 custoner edge. It
uses the reference topology in Section 1.

Consider the follow ng traceroute packet received at P1 and its
processing there:

CEl _out: (CEl.1.1.1, CE2.2.2.2, TTL=2)(Traceroute probe)
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On PEl1l, TTL/HL propagation is enabled; thus, the TTL value fromthe
i nner packet is propagated to the outer header:

PE1 out: (PE1l::1, PE2:DT4::, HL=1, NH=Il Pv4)
((CE1.1.1.1, CE2.2.2.2, TTL=1)
(Traceroute probe))

When t he packet reaches P1, its hop limt expires. Wth |ICW
tunneling enabled on P1, it does not follow the standard procedure
described in RFC9259 but instead generates and sends an | CMPv4 packet
destined to CEl tunnel ed via PE2.

P1 is assuned to be a node capabl e of generating ICWPV4. P1 will

i nspect the payload of the invoking packet and decide to generate an
| CMPv4 Ti me Exceeded nessage. However, P1 might or m ght not have a
| ocal | Pv4 address that could be used as the source address of the

| CMPv4 Time Exceeded nessage.

If P1 has a local |IPv4 address, it generates and sends an | CvPv4
packet as foll ows:

P1 out: (PELl::1, PE2:DT4::, HL=64, NH=IPv4)(
P1.1.1.1, CE1.1.1.1, TTL=64, |CMPv4 Tinme Exceeded,
[copy of the invoking packet =
(CE1.1.1.1, CE2.2.2.2, TTL=1)(Traceroute probe)])

If P1 has no |local |Pv4 address, it sends:

P1 out: (PELl::1, PE2:DT4::, HL=64, NH=I Pv4) (
192.0.0.8, CE1.1.1.1, TTL=64, |CMPv4 Tine Exceeded, N O=Pl::1,
[copy of the invoking packet =
(CE1.1.1.1, CE2.2.2.2, TTL=1)(Traceroute probe)])

P1 uses 192.0.0.8 as the dummy address for the |IPv4 source of the

| CMPv4 nessage, in accordance with Section 4.8 of RFC 7600. It also
attaches an NIO (Node Identification Cbject) to the | CMPv4 nessage,
as specified in Section 3 of [I-D.ietf-intarea-extended-icnp-nodeid].
The NI O provides information about P1's real |Pv6 address.

Encapsul ati on of the | CMPv4 packet generated at Pl is as follows
(frominner to outer):

* Copy of the original inner |IPv4 header and packet (origina
Traceroute probe).

* | CMPv4 packet with:
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*

SA = | Pv4 address of |ocal node (if exists), or 198.0.0.8 (if
| ocal |1Pv4 address doesn’t exist)

DA = I Pv4 source address of the original inner |IPv4 header
TTL = 64

NlO = | Pv6 address of local node (only if |1Pv4 address doesn’t
exi st)

| Pv6 header with:

SA = | Pv6 source address of the original |Pv6 outer header

DA = I Pv6 destination address of the original |Pv6 outer header

HL = 64

When the original packet has nultiple "transport" outer |Pv6 headers,
the procedure is:

*

*

*

*

A,

Copy of the original npbst inner |Pv4d header and packet (origina
Traceroute probe).

| CMPv4 packet with:

SA = | Pv4 address of |ocal node (if exists), or 198.0.0.8 (if
| ocal I Pv4 address doesn't exist)

DA = | Pv4 source address of the original inner |Pv4 header
TTL = 64

Nl O = | Pv6 address of local node (only if 1Pv4 address doesn’t
exi st)

Copy of all "transport" outer |Pv6 headers fromthe origina
packet .

| Pv6 header with:

SA = | Pv6 source address of the original |Pv6 outer header

DA = I Pv6 destination address of the original |Pv6 nost outer
header

HL = 64
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NH=1 Pv4) (
| CMPv4 Ti me Exceeded,

[copy of the invoking packet =

(CE1.1.1.1, CE2.2.2.2,

P2_out: (PEl::1, PE2:DT4::, HL=63,

192.0.0.8, CE1.1.1.1, TTL=64,

TTL=1) (Traceroute probe)])

NH=I Pv4) (
| CVPv4 Tine Exceeded, NI O=PL::1,

[copy of the invoking packet =

(CE1.1.1.1, CE2.2.2.2,

When a packet arrives at PE2,
END. DT46) processing,
i nner | Pv4 header

it perfornms the | ocal
decapsul at es t he packet,
As the destination is CE1.1.1.1, PE2 re-

TTL=1) (Traceroute probe)])

END. DT4 (or
and processes the

encapsul ates the packet for delivery to CEl.

Assumi ng TTL propagation is enabled, PE2 generates the foll ow ng:

PE2 out: (PE2::1, PEl:DT4::

[ copy of the invoking

(CE1.1.1.1, CE2.2.2.

PE2 out: (PE2::1, PEl:DT4::
192.0.0.8, CE1.1.1.1,
| CMPv4 Ti me Exceeded,

[ copy of the invoking

(CE1.1.1.1, CE2.2.2.

Once received at PE1, it perforns

the packet, and routes it to CE1:
PE1l_out: (P1.1.1.1, CE1.1.1.1, TTL=59,

[ copy of the invoking

(CE1.1.1.1, CE2.2.2.

PE1 out: (192.0.0.8, CE1l.1.1.1,

| CMPv4 Ti me Exceeded,
[ copy of the invoking

(CE1.1.1.1, CE2.2.2.

CE1l processes the 1 CwPv4 Ti me Exceeded nmessage sourced at Pl.

HL=62, NH=l Pv4) (
P1.1.1.1, CE1l.1.1.1, TTL=62,

| CMPv4 Ti me Exceeded,
packet =
2, TTL=1)(Traceroute probe)])

HL=62, NH=l Pv4) (

TTL=62,

NI O=P1:: 1,
packet =
2, TTL=1)(Traceroute probe)])
END. DT4 (or

END. DT46), decapsul at es

| CVPv4 Time Exceeded,
packet =
2, TTL=1)(Traceroute probe)])

TTL=59,

NI O=P1:: 1,

packet =

2, TTL=1)(Traceroute probe)])

If the

packet has | Pv4 source address 192.0.0.8 with an NIQ, CEl1 does not

use the | Pv4 address but
If CELl does not support N O

Ai, et al
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6.

6.

CE1l then generates a new traceroute probe with increnented TTL. This
time, the packet expires at P2. P2's processing of the packet is
simlar to that of P1.

Security Considerations

Thi s docunent does not inpose any additional security challenges to
be consi dered beyond the security threats described in [ RFC9252].

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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