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Abst ract

Thi s docunent describes the state of the Mutual Transport Layer
Security (nfLS) client authentication nechanismin the Extensible
Provi sioning Protocol (EPP) with respect to a recent change in the
client certificates published by sone Certificate Authorities (CAs).
The issue is described and options are presented to address the
operational inpact of the change.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Recent changes to policies related to Miutual Transport Layer Security
(mfLS) client certificates are presenting operational challenges for
the Extensible Provisioning Protocol (EPP) client authentication
process. This docunent describes the changes, the chall enges

associ ated with these changes, and suggested approaches to continue
to inmplenent nTLS aut hentication in EPP.

2. Conventions used in this docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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3.

Background and Probl em Overvi ew

As described in RFC 5734 [RFC5734], the Extensible Provisioning

Prot ocol (EPP) can be transported over the Transm ssion Control
Protocol (TCP). This transport requires use of the Transport Layer
Security (TLS) protocol, specifically the Mitual Transport Layer
(mrfLS) option within TLS to protect informati on exchanged between an
EPP client and an EPP server. Section 9 of RFC 5734 [RFC5734] states
that mutual client and server authentication using the TLS Handshake
Protocol is REQU RED, but it does not provide specific inplenentation
requirenents. This process requires both the EPP client and the EPP
server to possess X. 509 [RFC5280] digital certificates, specific to
each, that is trusted by the other party. These certificates include
X. 509 standard extensions, including the Extended Key Usage (EKU)
extensions for the client and the server

Wil e not a requirenent of EPP, sone server inplenentations of TLS
require that a client certificate include the Extended Key Usage
(EKU) extension with the id-kp-clientAuth key usage purpose
(clientAuth EKU), defined in section 4.2.1.13 of RFC 5280 [ RFC5280].
Simlarly, some client inplenentations of TLS require that a server
certificate include the EKU extension with the id-kp-serverAuth key
usage purpose (serverAuth EKU). The clientAuth EKU and t he
serverAuth EKU are registered with | ANA as described in Section 3.6
of RFC 7299 [RFC7299], for world wide web (WWY client applications
and world wi de web (WANY server applications, respectively. There
are EKU entries registered for other protocols or applications, such
as email, SCVP and SSH, but none are registered for EPP

Current State

Several Certificate Authorities (CAs) [ref _1],[ref_2], [ref_3] are
pl anni ng on di scontinuing support for TLS certificates that include
the clientAuth EKU extension. Deploynents that rely on the
clientAuth EKU as a part of EPP session establishnent face an

i mredi ate problem Wen TLS certificates stop including the

client Auth EKU extension, EPP niILS authentication in the EPP servers
will fail when the clientAuth EKU extension is required. To
establish an EPP session, the EPP nifLS connecti on nmust be conpl ete
and the client nmust successfully conplete the EPP | ogin command as
described in RFC 5730 [ RFC5730]. Some EPP servers inplenent nulti-
factor authentication in the EPP | ogin command that uses the client
certificate subject Al tNane extension of the dNSName [ RFC4985] to
match with the client account to establish the EPP session.

Due to local policy and inplenentation-specific needs, RFC 5734
[ RFC5734] does not provide specific recommendations for X 509
certificates and EKU extensions for use in niILS authentication. In
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practice, EPP clients and EPP servers use EKU extensions intended for
worl d wi de web applications because those certificates have been easy
to acquire from popular Certificate Authorities (CAs). Renoval of
the client EKU extension fromclient-used certificates can cause niTLS
authentication to fail, making it necessary to explore alternative
appr oaches.

5. Pot ential Sol utions

There are nultiple solutions the conmunity can consider in addressing
this issue as listed in Section 5.1. These solutions can include
supporting nechanisns to enhance performance and security of client
aut hentication. These mechani snms are summari zed in Section 5. 2.

5.1 Solutions to Consider
5.1.1 CA issued certificates:

Continuing with the status quo, registrars can subscribe
to a CA service that provides client certificates with
the client EKU extension included.

The advantage of this approach is that it matches the
current state where server can continue to validate the
client Auth EKU ext ension

The di sadvantage of this approach is the availability of
CA's issuing certificates with the clientAuth EKU setting
and continue to have the EPP protocol be dependent on an
EKU setting that is neant for a different application
with the continued risk of EPP being inpacted by WW
pol i cy changes.

5.1.2 Registry issued certificates:

Setting up a CA through open-source software options is
an achi evabl e but sizable engineering task. A CA can be
setup privately by a Registry or publicly for the EPP
industry. The effort to create a CA for the EPP industry
that needs to be publicly trusted is a considerable
undertaking that will require serious expertise and
resources as the CA/ Browser Forum Baseline Requirenents
illustrates [ref _4]. A registry that chooses to perform
the CA function should consider using client’s "reference
identity" and server’s "presented identity" association,
as described in RFC 9525 [ RFC9525] and simlar to RFC
7469 [ RFC7469], for added security.
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Advant ages of running a private CA include providing
total control over infrastructure, security, and cost,
custom zed certificate policies, instant issuance, and
revocati on.

Some of the disadvantages coul d include significant
operational overhead related to acquiring proper
expertise, infrastructure setup and mai nt enance,

mai nt ai ni ng conpliance with standards, and high liability
exposure in case of a security conprom se

Sel f-signed certificates

This option is dependent on registry policies and methods
of operation. A registry that chooses to accept a self-
signed client certificate to establish an EPP session
shoul d verify Domai n Name System (DNS) Transport Layer
Security Authentication (TLSA) records published by the
client to enhance efficiency. Registries should also
consider using client’s "reference identity" and server’s
"presented identity" association, as described in RFC
9525 [ RFC9525] and similar to RFC 7469 [ RFC7469], for
added security.

An advantage of this approach is the EPP session
establi shment between the client and the server becones
i ndependent of third parties.

A di sadvantage of this approach is a dependency on

i npl ementing certificate pinning in the client and the
server, which includes managi ng the self-signed
certificates by the client, provisioning the self-signed
certificates by the client in the server, and

i mpl ementing certificate pinning verification in the
server. On the server-side, there is work to be done to
map the self-signed certificates to the client accounts,
whi ch coul d be done with Service ldentity association RFC
9525 [RFC9525]. This could require new support for
infrastructure needed to issue and track certificates
plus the effort needed to introduce TLSA, client’'s
"reference identity", and server’'s "presented identity"
associ ation processes to enhance performance and
security.

SNB:

EPP wi t hout an EKU:
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The EPP RFCs do not require Extended Key Usage (EKU)
extension with the id-kp-clientAuth key usage purpose for
client certificates and with the id-kp-serverAuth key
usage purpose for server certificates, which are
registered with 1ANA for the world wide web applications
and not EPP. EPP clients and servers can configure a
uni que set of trusted CA certificates that are not
dependent on validating the EKU values in either the
client or the server. By not validating the id-kp-
clientAuth and id-kp-server Auth key usage purpose in
client and server certificates, this mechani smenabl es
EPP to be independent fromworld wi de web applications.

Thi s mechani sm provides a fast inplenmentation tine since
the registry could accept a broader set of CA issued
certificates and the registry could define explicitly
what CA certificates to trust. However, this nmechani sm
will still maintain a dependency on world w de web
applications, such as reducing the maxi mumvalidity
period of TLS certificates to 47 days by 2029 [ref_5].
CAs continue to adjust to WAV application policies that
may or nmay not apply to the EPP protocol

EPP specific EKU:

Establi sh EPP-specific client and server EKUs in the SM
Security for PKI X Extended Key Purpose Registry, defined
in RFC 7299 [ RFC7299]. This process will follow the

gui delines as specified in RFC 8126 [ RFC8126].

Thi s mechani sm provi des a scal able and a long-term

i ndependence for the EPP operating environment.
Specifically, it is an effective nechanismfor the
registry issued EPP client certificates. However, given
this would be a new EKU setting, CAs nay not be inclined
to support this approach for a market as snall as the EPP
mar ket .

Service ldentity association (CA issued certificate or
Sel f-signed Certificate)

Service ldentity, RFC 9525 [ RFC9525] association, is a
security nechani smthat enhances a client’'s ability to
verify that the server’'s presented identity matches its
identity. This mechanismis the server verifying the
client certificate against a set of certificates set in
the client’ s account as part of authenticating EPP
client-server connections, which is like Service ldentity
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associ ation defined in RFC 9525 RFC 9525 [ RFC9525] and
certificate pinning defined in RFC 7469 [ RFC7469]. Its
purpose is to enhance the security of the connection by
ensuring that the client presents a certificate froma
set of certificates in their account |everaging the
certificate fingerprint. There are a few, not nutually
excl usive, options to Service ldentity association such
as harvesting via TLSA, EPP extensions which allow the
registrar to provision the certificates for their
account, Wb User Interface (U), and nanually via

cust oner support.

This mechanismis effective but it does have some
chal l enges in the areas of naintenance complexity,
scalability, inflexibility, and risks of breaking
connectivity due to pinned certificate becom ng
conprom sed or expired. This nechanismnmay al so be
outdated relative to newer technol ogi es such as Online
Certificate Status Protocol (OCSP), and Certificate
Transparency (CT) [ref_6].

Transport Layer Security Authentication (TLSA) Record:

DNS TLSA records associate a TLS certificate with its
domai n nane. They are an extension of DNSSEC and can be
| everaged for stronger authentication. This approach
requires the client to foll ow a nunmber of steps which
include obtaining a CA issued certificate, or a self
signed certificate, that is published using TSLA records
for harvesting offline and validati ng when establ i shing
the EPP session. This certificate is added to a zone
that is DNSSEC signed. The client needs to ensure that
the TLSA records include the client certificates passed
in the niTLS connection to the registry. The registry
needs to know the domai n nane of the TLSA zone to harvest
the certificates for each of the client accounts to
update the list of pinned certificates.

This mechanismis reliable but it could have sone
chal l enges related to issues such as TLSA RRsets fail to
mat ch the server certificate chain or TLSA records cannot
be validated due to internally signed domains that |ack a
si gned del egation (DS records) in the parent zone
[ref_T7].
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6.

9.

| ANA Consi der ati ons

No action by I ANA is necessary for this docunent at this tinme. As
sone of the ideas above suggested, there could be a future need to
regi ster the EPP specific EKU val ues, such as id-kp-eppdient and id-
kp- eppServer.

Security Consi derations

Thi s docunent presents general solutions to mtigate the problem
di scussed. Each of the nentioned solutions have security

consi derations associated with themthat will be addressed at the
time of presenting the solutions specifications.
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