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Abst r act

Thi s docunent specifies the Al-Native Network Protocol (AlINP) version
0.1, a senmantic comunication protocol designed for intent exchange
bet ween Al agents. AINP replaces |ocation-based routing with
semantic routing, byte-streamdelivery with intent delivery, and

si mpl e handshakes with nulti-round negotiation. AINP enabl es agents
to di scover each other by capability rather than network | ocation,
negoti ate ternms autononously, and exchange structured intents with
crypt ographi c security.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Traditional network protocols (TCP/IP, HTTP, SMIP) were designed for
reliable byte streamdelivery between nmachines. AINP represents a

paradigmshift: it is designed for semantic intent delivery between
Al agents, with built-in understandi ng, negotiation, and adaptation

Al NP Phase 0.1 provides: - Wre format specification (JSON-LD + CBOR)
- Message envel ope structure with cryptographic signatures - Intent
schemas for conmmon agent interactions - Semantic address format with
Decentralized ldentifiers (DIDs) - Negotiation protocol for nulti-
agent consensus - Discovery and routing nechani sns

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.

3.

3.

1.1. Definitions

*Agent *: An aut ononmpus software entity capable of semantic
under st andi ng and i ntent exchange

*Intent*: A semantic representation of an agent’s goal, including
enbeddi ngs and structured semantics

*Semantic Address*: An identity-based address using DI Ds and
capability descriptors

*Negotiation*: Milti-round protocol for establishing consensus on
resources, terms, and capabilities

*Capability*: A semantic description of what an agent can do,
i ncludi ng natural |anguage and enbeddi ngs

*Trust Vector*: Milti-dinmensional reputation score tracking
reliability, honesty, conpetence, and tineliness

Architecture Overview

Al NP consi sts of four |ayers:

L e E R R R R + | Intent Layer | Semantic exchange
(intents) +----------mmmmmm i + | Negotiation Layer |

Mul ti-agent consensus +----------------------~-~---~--- + | Routing
Layer | Semantic routing +----------------------------- + | Substrate
Layer | Physical transport (TCP/IP, etc.)

o mm e e e e e e e i +

Phase 0.1 runs as an overlay network on TCP/IP with WbSocket or
HTTP/ 3 transport.

Wre Fornat
1. Encoding
Al NP messages MJST support both: - *JSON-LD*: Human-readabl e, |inked
data format with @ontext for semantic interoperability - *CBOR*:

Bi nary encodi ng ([ RFC8949]) for efficient transnission

I mpl enent ati ons SHOULD negoti ate encodi ng duri ng handshake. JSON- LD
is the default for Phase 0.1
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3.2. Message Envel ope
Al'l AINP messages MJST be wapped in an envel ope structure:
json { "version": "0.1.0", "nsg_type": "INTENT", "id": "550e8400-

e29b- 41d4- a716- 446655440000", "timestanp": 1728259400000, "ttl":
30000, "trace_id": "trace-abc123", "fromdid": "did: key:z6M...",

"to_did": "did:key:z6M...", "schema":
"https://ainp.dev/schemas/intents/request-neeting/vl", "qos": {
"urgency": 0.7, "inportance": 0.8, "novelty": 0.1, "ethical Wight":
0.5, "bid": 5}, "payload": { ... }, "sig": "base64signature..." }

3.2.1. Envelope Fields

* version (string, REQU RED): Protocol version, MJST be "0.1.0"

* meg_type (string, REQU RED): Message type (see Section 3.3)

* id (string, REQURED): UU D v4 for nessage identification

* timestanp (nunmber, REQUI RED): Uni x epoch milliseconds

* ttl (nunmber, REQU RED): Tine-to-live in nilliseconds

* trace_id (string, REQURED): Distributed tracing UU D for thread
tracki ng

* fromdid (string, REQU RED): Sender DI D ([WBC. DI D])

*

to did (string, OPTIONAL): Recipient DD (for direct addressing)

* to_query (object, OPTIONAL): Semantic query (alternative to
to_did, see Section 3.5)

* schema (string, REQUI RED): JSON-LD context URI

* gos (object, REQU RED): Quality of Service paraneters (see
Section 3.4)

* payload (object, OPTIONAL): Application payload (intent,
negotiation, etc.)

* sig (string, REQUI RED): Ed25519 signature in base64 encoding

3.3. Message Types
Al NP defines the foll owing nessage types:

ADVERTI SE: Publ i sh capabilities to discovery index
DI SCOVER: Query for agents by capability

DI SCOVER _RESULT: Discovery results

NEGOTI ATE: Mul ti-round negotiation

I NTENT: Send intent payl oad

RESULT: Response with optional proof

ERROR: Error response

E R B

3.4. (Quality of Service Paraneters

QoS paraneters enable priority-based routing and resource all ocati on:
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3.

3.

4.

4.

json { "urgency": 0.7, /] 0-1, time sensitivity "inportance": 0.8, //
0-1, inpact magnitude "novelty": 0.1, // 0-1, information gain
"ethical Wight": 0.5, // 0-1, noral inportance "bid": 5 // Token
anmount or credits (non-negative) }

*Priority Calculation*: |nplementations SHOULD cal cul ate nmessage
priority as:

priority = (urgency * w._urgency) + (inportance * w_inportance) +
(novelty * w novelty) + (ethicalWight * wethical) adjusted priority
= priority + 0.5 * tanh(bid / bid_scale)

Where bid_scal e i s node-configurable (RECOWENDED default: 10
credits).

*Default Weights*: - wurgency = 0.3 - w.inportance = 0.3 - w_novelty
= 0.2 - wethical = 0.2

5. Capability Query

For semantic di scovery, agents use capability queries:

json { "description": "Find agents who can schedul e neetings",
"enbeddi ng": "base64-encoded Fl oat 32Array[1536]", "tags"
["scheduling", "calendar"], "min_trust": 0.7, "max_latency_ns": 5000,

"max_cost": 10 }
6. Signature Format

Messages MJST be signed using EJd25519 ([ Ed25519]) with detached
signatures in base64 encodi ng.

*Signing Process*: 1. Serialize envelope fields (excluding sig) to
canoni cal JSON ([ RFC8785]) 2. Conpute SHA-256 hash of canonical JSON
3. Sign hash with Ed25519 private key 4. Encode signhature as base64
5. Add sig field to envel ope

*Verification Process*: 1. Extract sig field 2. Renove sig from
envelope 3. Serialize remaining fields to canonical JSON ([ RFC8785])
4. Conpute SHA-256 hash 5. Verify signature using Ed25519 public
key fromfromdid

Semanti ¢ Addresses
1. Decentralized Identifiers (DIDs)

Agents MJST have a DID conformng to [ VWBC. DI D] .
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4.

5.

5

*Supported D D Methods* (Phase 0.1): - did:key: - Self-certified
cryptographi c keys - did:web: - Wb-based identifiers

2. Semantic Address Structure

json { "did": "did:key:z6M...", "capabilities": [ { "description"
"Schedul e nmeetings with cal endar integration", "enbedding": { "b64"
"base64-encoded float32 array", "dini: 1536, "dtype": "f32", "nodel"
"openai : t ext - enbeddi ng-3-smal 1" }, "tags": ["scheduling”,

"cal endar"], "version": "1.0.0", "evidence"
"https://credentials.exanple.comvc/scheduling” } ], "trust":
"score": 0.85, "dinensions": { "reliability": 0.9, "honesty": 0. 85,
"conpetence": 0.8, "tineliness": 0.85 }, "decay_rate": 0.977,

"l ast _updated": 1728259200000 }, "credential s":
["https://credentials. exanpl e.conf vc/scheduling"] }

I ntent Schenmas
Al NP defines six core intent types for Phase 0.1. Al intents MJST
include: - JSON-LD @ontext for semantic interoperability - Enmbeddi ng

(Enbeddi ng obj ect; base64 Fl oat32Array inside b64) - Budget
constraints - Semantic payl oad

1. REQUEST_MEETI NG I nt ent
*Schema URI*: https://ainp.dev/schemas/intents/request-neeting/vl
json { "@ontext": "https://ainp.dev/contexts/neeting/vl", "@ype"

"Request Meeting", "version": "1.0.0", "enbedding": { "b64"
"base64- encoded Fl oat 32Array", "dini: 1536, "dtype": "f32", "nodel":

"openai : t ext - enbeddi ng-3-snmal 1" }, "semantics": { "participants":
["did:key:..."], "duration_mnutes": 30, "preferred_times"
["2025-10-07T14: 00: 00Z"], "location": "virtual", "constraints": {
"timezone": "AnericalLos_Angel es", "max_| atency_ns": 5000,

“mn_notice_hours": 24 } }, "budget": { "max_credits": 10,
"max_rounds": 5, "timeout_ns": 30000 } }

2. APPROVAL_REQUEST I nt ent

*Schema URI*: https://ainp.dev/schenmas/intents/approval -request/vl
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json { "@ontext": "https://ainp.dev/contexts/approval/vl", "@ype"
" Approval Request”, "version": "1.0.0", "enbedding": { "b64": "..."
"dim: 1536, "dtype": "f32" }, "semantics": { "request_type"
"purchase", "description": "Purchase office supplies", "anmount": 500,
"currency": "USD', "justification": "Quarterly restock", "deadline"
"2025- 10- 10T00: 00: 00Z", "approvers": ["did:key:..."], "threshold": 1
"constraints": { "requires_attestation": true, "max_latency_ns": 5000
} }, "budget": { "max_credits": 10, "max_rounds": 5, "timeout_ns":
30000 } }

3

5.3. SUBM T_I NFO I nt ent

*Schema URI*: https://ainp.dev/schemas/intents/submt-info/vl

json { "@ontext": "https://ainp.dev/contexts/submt-info/vl",
"@ype": "Submtinfo", "version": "1.0.0", "enbedding": { "b64"
"oo0", "dind: 1536, "dtype": "f32" }, "semantics": { "data_type"
"fornl, "payload": { "fieldl": "valuel"™ }, "schena_ ref"
"https://exanpl e. com schema. json", "privacy_level": "encrypted",
"retention_policy": { "duration_days": 90, "delete_ after": true },
"constraints": { "requires_acknow edgnent”: true, "max_| atency_ns":
5000 } }, "budget": { "max_credits": 5, "nmax_rounds": 3,
"tinmeout_ns": 15000 } }

5.4. I NVO CE | nt ent

*Schema URI*: https://ainp.dev/schemas/intents/invoice/vl

json { "@ontext": "https://ainp.dev/contexts/invoice/vl', "@ype":
"Invoi ce", "version": "1.0.0", "enbedding": { "b64": "...", "din:
1536, "dtype": "f32" }, "semantics": { "invoice_id": "INV-2025-001",
"from': "did:key:...", "to": "did:key:...", "amount": "1000. 00",
"currency": "USD', "line_items": [ { "description": "Service fee",
"quantity": 1, "unit_price": "1000.00", "total": "1000.00" } ],

"due_date": "2025-11-01T00: 00: 00Z", "paynent nethods": ["crypto",
"wire"], "constraints": { "requires_escrow': true, "max_|atency ns":
10000 } }, "budget": { "max_credits": 5, "max_rounds": 3,
"timeout_ns": 30000 } }

5.5. FREEFORM_NOTE I nt ent

*Scherma URI*: https://ainp.dev/schenas/intents/freeformnote/vl

json { "@ontext": "https://ainp.dev/contexts/freeform v1l", "@ype"
"FreeformNote", "version": "1.0.0", "enbedding": { "b64": "...",
"dim': 1536, "dtype": "f32" }, "semantics": { "subject": "Meeting
notes", "body": "Discussion sumary...", "format": "narkdown"

"attachments": [ { "url": "https://exanpl e.com doc. pdf", "m nme_type"
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"application/pdf", "size bytes": 102400, "hash": "sha256:abc123..." }
], "thread_id": "thread-123", "in_reply_to": "msg-456",
"constraints": { "max_latency_ns": 5000 } }, "budget": {
"max_credits": 1, "max_rounds": 1, "timeout_ns": 10000 } }

5.6. REQUEST_SERVI CE | nt ent
*Schema URI*: https://ainp.dev/schemas/intents/request-service/vl

json { "@ontext": "https://ainp.dev/contexts/service/vl", "@ype"
"Request Service", "version": "1.0.0", "enbedding": { "b64": "...",
"dim: 1536, "dtype": "f32" }, "semantics": { "service_type"
"plunbing. | eak. fix", "geo": { "lat": 37.7749, "lon": -122.4194,
"radi uskm': 10, "zip": "94102" }, "tinme_wi ndow': { "earliest":
"2025- 10- 08T09: 00: 00Z", "latest": "2025-10-08T17:00:00Z" },
"constraints": { "eco": true, "access_notes": "Ring doorbell",
"evidence_required": ["photo _before after”] }, "details": {
"urgency": "high", "description": "Kitchen sink |eak" } }, "budget":
{ "max_credits": 20, "max_total": 200, "escrow_ required": true,
"max_rounds": 10, "timeout_ns": 60000 } }

6. Negotiation Protoco
6.1. Negotiation Flow
Negoti ati on MUST follow this state machine:

START -> OFFER -> COUNTER <-> COUNTER -> ACCEPT | | ABORT TIMEQUT | |
REJECT REJECT

6.2. Negotiation Message Structure

json { "negotiation_id": "uuid", "round": 1, "phase": "OFFER',
"proposal ": { "price": 100, "latency_ns": 500, "confidence": 0.9,
"privacy": "encrypted", "ternms": {} }, "constraints": { "max_rounds"
10, "tinmeout per _round ns": 5000, "convergence_threshold": 0.9 } }

*Negoti ati on Phases*: - OFFER Initial offer - COUNTER Counter-offer
- ACCEPT: Accept proposal - REJECT: Reject and end - ABORT: Abort
negotiation - TIMEQUT: Tineout occurred

6.3. Negotiation Convergence

| mpl enent ati ons MAY aut o- accept proposal s when convergence threshol d
is net:

convergence _score = 1 - (abs(offer.price - counter.price) /
max(of fer.price, counter.price))
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6

6

7

7

7

i f convergence_score >= convergence_t hreshol d: auto_accept()
4. Tineout Behavi or

* *Per-round timeout*: If no response within tineout_per round ns,
sender MAY send TI MEQUT nessage

* *Qverall timeout*: If negotiation exceeds nmax_rounds *
ti meout _per_round_nms, MJST terminate with TI MECUT

5. Milti-Party Negotiation

For intents involving nultiple agents (e.g., scheduling a neeting
with 5 participants, nulti-signature approvals), negotiation MJST
support group consensus nechani sns.

*Goup Proposal Structure*: json { "negotiation_id": "nmulti-abcl123",
"phase": "OFFER', "proposal": { "participants": ["did: key: agent-a",
"di d: key: agent-b", "did: key:agent-c"], "voting_nechanisni:
"majority", "convergence_threshold": 0.75, "ternms": {
"preferred_tinmes": ["2025-10-07T14:00: 002", "2025-10-07T15:00: 00Z2"],
"duration_mnutes": 30} } }

*Voti ng Mechani snms*: 1. *Unani nous*: Al agents nust ACCEPT (default
for high-stakes) 2. *Majority*: Mre than 50% nust ACCEPT 3
*Wei ght ed*: Votes weighted by trust scores

*Multi-Party Flow: 1. Fan-out: Send NEGOTI ATE(OFFER) to all
participants 2. Collection: Each agent responds wi th individua
proposal 3. Aggregation: Broker aggregates and conputes consensus
score 4. Convergence Check: Conpare score to threshold 5. Auto-
accept if converged, else synthesize counter-proposal and repeat 6.
Term nation: ABORT after max_rounds or tineout if no consensus

Pr ot ocol Handshake Sequence
1. Five-Step Handshake

* ADVERTI SE*: Agent publishes capabilities to discovery index

*Dl SCOVER*: Agent queries for matching capabilities

*NEGOTI ATE*: Agents negotiate terns (OFFER — COUNTER — ACCEPT)
*| NTENT*: Agent sends intent after successful negotiation
*RESULT*: Reci pient responds with result

agrwNE

2. ADVERTI SE Phase

Agent publishes capabilities to discovery index:
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json { "version": "0.1.0", "nsg_type": "ADVERTISE", "id": "550e8400-
e29b- 41d4- a716- 446655440000", "tinmestanp": 1728259200000, "ttl":
86400000, "trace_id": "trace-abc123", "fromdid": "did:key:z6MN...",

"schema": "https://ainp.dev/schemas/advertise/v1l", "qos": {
"urgency": 0.1, "inportance": 0.5, "novelty": 0.3, "ethical Wight":
0.5, "bid": 0}, "sig": "base64signature...", "payload": {
"capabilities": [ { "description": "Schedul e neetings wth cal endar
integration", "enbedding": { "b64": "...", "dinf: 1536, "dtype"
"f32" }, "tags": ["scheduling", "cal endar"], "version": "1.0.0",
"evidence": "https://credentials.exanple.confvc/scheduling" } ],

"trust": { "score": 0.85, "dinensions": { "reliability": 0.9,
"honesty": 0.85, "conpetence": 0.8, "tineliness": 0.85 },
"decay_rate": 0.977, "last_updated": 1728259200000 }, "credential s":
["https://credential s. exanpl e.com vc/scheduling"] } }

7.3. DI SCOVER Phase
Agent queries for capabilities:
json { "version": "0.1.0", "nsg_type": "DI SCOVER', "id": "660e8400-

e29b- 41d4- a716- 446655440001", "timestanp": 1728259300000, "ttl":
10000, "trace_id": "trace-def456", "fromdid": "did: key:z6M...",

"to_query": { "description": "Find agents who can schedul e neetings",
"enbeddi ng": "base64...", "tags": ["scheduling", "calendar"],
"mn_trust": 0.7, "max_|l atency_ns": 5000, "nmax_cost": 10 }, "schem"
"https://ainp.dev/schemas/di scover/v1l", "qos": { "urgency": 0.5,
"inmportance": 0.7, "novelty": 0.2, "ethical Wight": 0.5, "bid": 1},
"sig": "base64signature..." }

Di scovery index responds w th DI SCOVER RESULT cont ai ni ng mat chi ng
agents with simlarity scores, trust ratings, and estimated | atency.

7.4. ERROR Phase
On error, agent MJST respond with ERROR nessage:

json { "nmsg_type": "ERROR', "error_code": "TIMEQUT", "error_nessage"
"Negotiation timed out", "intent_id": "770e8400-e29b-
41d4- a716- 446655440002", "retry_after_ns": 5000 }

*Standard Error Codes*: - | NVALI D SI GNATURE - UNAUTHORI ZED -
UNSUPPORTED SCHEMA - TI MEQUT - RATE LI M T_EXCEEDED -

I NSUFFI Cl ENT_CREDI TS - NEGOTI ATI ON_FAI LED - ESCROW REQUI RED -
EVI DENCE_|I NSUFFI Cl ENT - DUPLI CATE_|I NTENT - AGENT_CFFLI NE -

| NTERNAL _ERROR
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7.5. Ofline Intent Queueing

VWhen recipient agent is offline or unreachable, broker MAY queue
intents for later delivery instead of immediately failing.

*Queue Behavior*: - TTL enforcement: Intent expires after ttl
mlliseconds fromoriginal tinmestanp - Broker SHOULD send ERROR to
sender i mmediately: error_code: "AGENT_OFFLI NE' - ERROR response
SHOULD include retry_after_ms field - Broker MJUST NOT queue intents
indefinitely (maxi mum queue tine = ttl)

*Queue Delivery Protocol*: 1. Agent Ofline Detection: Broker
detects agent offline 2. Queue Intent: Insert into queue with
expires_at = timestanp + ttl 3. Send ERROR Notify sender with
AGENT_OFFLINE and retry_after_ms 4. Agent Reconnect: Wen agent
conmes online, broker delivers queued intents in priority order 5
Delivery Ordering: Process queue as FIFOwi thin each priority |eve
6. Retry Logic: If delivery fails, increnent retry count and retry
after exponential backoff 7. Expiration C eanup: Periodically purge
expired intents

8. Security Considerations

8.1. Authentication
* Al messages MUST be signed with Ed25519
* Signhatures MJST be verifiable using public key fromfromdid
* Unsi gned nessages MJST be rejected

8.2. ldentity

* Agents MJIST have a valid [WBC. DI D]
* DIDs MIST be resolvable to DI D docunents containing public keys

8.3. Rate Linmiting
I mpl ement ati ons MUST enforce rate limts: - Default: 100 intents per
m nute per agent - Burst: Up to 200 intents in 10-second w ndow -
Di scovery queries: 10 per m nute per agent

8.4. Replay Protection

Reci pi ents MJST reject duplicate nessages with the same (fromdid,
id) seen within ttl + 60000mns.
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8.5. DoS Protection

I mpl enent ati ons MUST: - Val i date nmessage signatures before processing
- Enforce TTL (drop expired nmessages) - Limt negotiation rounds (nmax
10) - Reject nessages exceedi ng 1MB payl oad size - Require
attachnents by reference (URLs) rather than inlining | arge binaries

8.6. Replay Protection and Delivery Semantics

* Recipients MIST reject duplicate nessages with the sane (fromdid,
id) seen within ttl + 60000ns

* Inplenmentations MJUST all ow a cl ock skew of +/-60000ns when
validating tinestanp

* At-least-once delivery is RECOWENDED;, senders MJST use UUI D v4
ids and recipients MIST nmake intent handling idenpotent with
respect to id

8.7. Capability Attestations

* Agents advertising capabilities SHOULD provide Verifiable
Credentials (VCs)

* VCs MJST conformto [WBC. V(|

* Discovery indices MAY reject advertisenents w thout VCs

8.8. Tineouts

*Intent delivery*: 60 seconds default TTL
*Negoti ation per round*: 5 seconds default
*Qverall negotiation*: 30 seconds default
*Di scovery query*: 10 seconds defaul t

* ok X F

8.9. CQutlier Detection
Di scovery indices SHOULD flag agents with: - Trust score < 0.3 -
Capabi l ity enbeddi ngs >3 standard devi ations from cl uster nean
(potential false advertising) - Success rate < 50% over |ast 100
intents

8.10. Discovery Scal ability

*Phase 0.1 Architecture*: Centralized di scovery index using
Post greSQ. with pgvector extension for semantic search.

*Vect or Indexing*: Discovery indices SHOULD use Approxi mate Nearest
Nei ghbor (ANN) indexing for efficient semantic search at scale.
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*Recomended Al gorithnt: HNSW (Hi erarchical Navigable Small Wrld) -
*Structure*: Milti-layer graph with hierarchical routing -
*Parameters*: m= 16, ef _construction = 64, ef _search = 40 -

*Di stance Metric*: Cosine simlarity - *Performance*: ~10ns search

| atency for 1M agents, ~99%recall

*Scaling Strategies*: 1. *Vertical Scaling*: Increase HNSW
paraneters, use NVMe SSDs, scal e PostgreSQ menory 2. *Horizontal
Scaling*: Read replicas, connection pooling (PgBouncer), Redis
caching 3. *Partitioning*: Capability sharding, tag-based routing,
geographic partitioning 4. *Query Optim zation*: Pre-filtering, batch
queries, approxi mate search

*Per f or mance Benchmarks* (Phase 0.1 targets):

[ bl ety el e fu g pu g p gy ojefupjfupj——_—j—— o}
| Agent Count | Index Size | Build | Query Latency | Recall @O |
I I | Tinme | (p95) I I
b ool s sl ool e ety e et o}
| 1K | 2 MB 5s | 2mns | 99.5% |
S S S o R +
| 10K | 20 MB | 45s | 5ms | 99.2% |
- S S . S I +
| 100K | 200 MB | 8 mn | 12ms | 98.8% |
. T T . S T +
| 1M | 2 GB | 90 | 25ms | 98.0% |
| | | mn | | |
N S S e R +
Table 1
8.11. Lite Mdde for Resource-Constrai ned Agents
For |ightweight agents (e.g., 10T devices, nobile, enbedded systens),

i npl ementati ons MAY use a mni mal envel ope to reduce payl oad size and
processi ng over head.

*Required Fields*: version, nsg_type, id, timestanp, fromdid,
to_did, sig

*Optional Fields* (MAY be omitted): - ttl (default: 60000ns) -
trace id (no distributed tracing) - to_query (explicit addressing
only) - capabilities_ref (no VC attestations) - attestations (trust
by DID only) - qos (default: all 0.5, bid 0)
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10.

10.

10.

10.

10.

*Lite Mode Constraints*: - Lite node SHOULD NOT be used for high-
stakes intents - Agents using lite node MUST still provide valid
Ed25519 signatures - Discovery indices MAY reject lite node
adverti senents - Brokers MAY apply |ower trust scores to lite node
agents by default

CBOR Encodi ng (Optional)
For efficiency, inplenentations MAY use CBOR ([ RFC8949]) encodi ng:

*Key Map (v0.1)*: - 1: version - 2: nsg_type - 3: id - 4: tinmestanp -
5: ttl - 6: trace_id - 7: fromdid - 8 to_did - 9: to_query - 10:
schema - 11: qos - 12: capabilities_ref - 13: attestations - 14:

payl oad - 15: sig

CBOR encodi ng SHOULD be negotiated during ADVERTI SE or DI SCOVER
phase.

Extensibility
1. CustomlIntent Types

Agents MAY define customintent types beyond the core set. Custom
intents MJUST: - Include @ontext with unique URI - Include version
field - Include enbedding field - Include budget constraints -

Regi ster schema URI in public registry (future)

2. Custom Negotiation Terns

Proposal .ternms field all ows extensible negotiation paraneters.
Conmon extensions: - privacy_guarantees: ZK proof requirenents -
sl a_guarantees: Service |level agreenents - data_ retention: Data
retention policies

3.  Versioning

Al NP uses semantic versioning. Breaking changes MJST increnment mgjor
version. Phase 0.1 is backwards-comnpatible within 0.x series.

4. Lite Profile (Trusted Networks)

In trusted or cl osed-network depl oynents, the follow ng
simplifications are PERM TTED: - Orit capabilities_ref and
attestations if peers are pre-authorized - Prefer JSON-LD for small
payl oads; negotiate CBOR for payloads > 4KB - Allow to_query-only
routing within a single admnistrative domain
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Nodes MUST still sign nessages, enforce TTLs, and inplenent replay
protecti on.

11. Success Metrics

11.1. Route Success Rate

route_success_rate = (intents_delivered_correctly /
total _intents_sent) x 100%

*Target (Phase 0.1)*: >=95%

11.2. Latency (p95)
95th percentile time from | NTENT sent to RESULT received
*Target (Phase 0.1)*: <=2000ns

11.3. Negotiation Conpletion Rate

negoti ati on_conpl etion_rate = (negotiati ons_accepted /
total negotiations) * 100

*Target (Phase 0.1)*: >=80%

11.4. False Route Rate
false route rate = (intents_msrouted / total _intents_sent) * 100
*Target (Phase 0.1)*: <=5%

11.5. Abuse Resilience
Detection rate of: - DoS attacks (>1000 requests/min fromsingle
agent) - Sybil attacks (nultiple DIDs from sane source) - Fal se
capability advertising (capability m snmatch >0.5 cosi ne distance)
*Target (Phase 0.1)*: >=90% detection rate

12. | ANA Consi derations
Thi s document has no | ANA acti ons.
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