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Abst r act

Thi s docunent specifies the Verifiable A Provenance (VAP) Framework,
a cross-domai n upper framework for cryptographically verifiable
decision audit trails in high-risk Al systens, along with the Lega

Al Profile (LAP), a domain-specific instantiation for |legal Al and
Legal Tech systens.

VAP defines comon infrastructure including hash chain integrity,
digital signatures, unified conformance |evels (Bronze/Silver/Gold),
external anchoring via RFC 3161 Time-Stanp Protocol and conpati bl e
transparency services, a Conpl eteness Invariant pattern guaranteeing
no sel ective | ogging, standardi zed Evi dence Pack format for

regul atory subm ssion, and privacy-preserving verification protocols.

LAP extends VAP for the judicial Al domain, addressing unique

requi renents including attorney oversight verification (Human
Override Coverage), three-pipeline conpleteness invariants for |ega
consul tation, docunent generation, and fact-checking, tiered content
retention with | egal hold protocols for judicial discovery
conmpl i ance, graduated override enforcenent nechani sns, and privacy-
preserving fields designed to maintain attorney-client privilege
while enabling third-party auditability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction
The depl oyment of Al systens in high-risk domains -- including
finance, healthcare, transportation, and the adm nistration of
justice -- creates a structural accountability gap. Al decisions

that affect fundanmental rights and societal infrastructure |ack
standardi zed, cryptographically verifiable audit trails that
i ndependent third parties can inspect.

Current approaches rely on trust-based governance: Al providers
assert that their systens are safe and well-1ogged, but no

i ndependent party can cryptographically verify these clains. The
Verifiable Al Provenance (VAP) Franework addresses this gap by
defining a "Verify, Don't Trust" architecture for Al decision
provenance.

Thi s docunent defines two conpl enentary specifications:
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1. VAP Framework (Part 1): A cross-domai n upper franmework defining
common infrastructure for verifiable Al provenance applicable to
any high-risk Al domain.

2. Legal Al Profile (LAP) (Part I1): A dommin-specific profile for
| egal Al systens, addressing requirenents arising from
prof essi onal regul ation of attorneys and high-risk Al system
gover nance

1.1. Scope

VAP targets Al systens where "systemfailure could cause significant
and irreversible harmto human life, societal infrastructure, or
denmocratic institutions.” This intentionally strict scope

di stingui shes VAP from general - pur pose | oggi ng frameworks.

LAP specifically addresses | egal Al systens that provide Al-powered
| egal consultation, docunent generation, and fact-checking services
to licensed attorneys.

1.2. Design Philosophy

The core principle is "Verify, Don't Trust." Rather than relying on
Al providers' claims about the safety and integrity of their systens,
VAP enabl es i ndependent, cryptographic verification of every Al

deci sion’s provenance, conpl eteness, and hunman oversight.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Term nol ogy

VAP Verifiable Al Provenance Framework - the cross-domain upper
framework defined in this docunent.

Profile A donain-specific instantiation of VAP (e.g., VCP for
finance, CAP for content, LAP for legal).

LAP Legal Al Profile - the judicial Al domain profile defined in
thi s docunent.

Provenance Cryptographically verifiable record of data origin,
derivation, and history.
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Conpl et eness Invariant A mathematical guarantee that every attenpt
event has exactly one correspondi ng out come event.

Evi dence Pack A self-contained, signed package of provenance events
suitable for regulatory subm ssion and third-party audit.

Ext ernal Anchor Registration of a Merkle root hash with an externa
trusted timestanpi ng service such as [ RFC3161] or a conpatible
transparency | og.

Human Override An event recording a human professional’s review,
approval, nodification, or rejection of an Al-generated output.

Override Coverage The ratio of Al outputs reviewed by a hunman
professional to total Al outputs, expressed as a percentage.

Causal Link A reference froman outcone event to its originating
attenpt event, establishing referential integrity within a
pi pel i ne.

Content Retention Tier One of three levels of content preservation
(Full Content, Recoverable Hash, Hash-Only) defining the
availability of original event content at a given point in the
retention lifecycle.

Legal Hold A directive freezing the current retention tier for
events within scope, preventing content deletion or tier
transition during litigation, investigation, or regulatory
inquiry.

Override Enforcenment Level One of four graduated control levels
(Metric Only, Warn, Gate, Strict) governing how the system
responds when Al outputs | ack correspondi ng HUMAN OVERRI DE events

3. VAP Framework Architecture
3.1. Layer Model

VAP is organi zed into four core |layers, a comon infrastructure
| ayer, and a donmain profile |ayer:

Integrity Layer Hash chain, digital signatures, tinestanps (REQU RED
for all levels).

Provenance Layer Actor, input, context, action, and outcome
recordi ng (REQUI RED).

Accountability Layer Operator identification, approval chain,
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3.

4.

4.

del egation records (REQUI RED for operator_id; RECOMVENDED f or
approval chain).

Traceability Layer Trace |IDs, causal links, cross-profile references
(REQUIRED for trace_id; OPTIONAL for cross-references).

Common Infrastructure Conformance |evels, external anchoring,
compl et eness invariant, evidence packs, privacy-preserving
verification, retention framework (availability depends on
conformance | evel).

Domain Profile Layer Domain-specific event types, data nodel
ext ensi ons, regul atory mappi ngs (defined per profile).

Domain Profiles
VAP supports nultiple donmain profiles. Each profile MJST defi ne:
1. Event Types: Dommin-specific event type taxonony.

2. Data Mddel Extensions: Additional fields beyond the VAP common
event structure.

3. Conformance Mapping: Mapping to VAP Bronze/ Silver/ Gold | evels.

4. Regulatory Alignment: Mapping to applicable regul ations
(informative).

5. Conpl eteness I nvariant Application: How the conpl eteness
i nvariant applies to domai n-specific event flows.

Regi stered profiles include VCP (Finance), CAP (Content/Creative Al),
and LAP (Legal Al, defined in Part Il of this docunment). Additional
profiles for autonotive (DVP), nedical (MAP), and public
adm ni stration (PAP) donmmi ns are under devel opnent.
Crypt ogr aphi ¢ Foundati on
Al gorithm Requi rements

Al'l VAP-conformant inplenentati ons MIUST support the follow ng
crypt ographi c al gorithns:
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[ oo s e sy s oo ey s o}
| Category | Primary | Alternative | Post-Quantum |
| | | (Future) |
Rl el sl el
| Hash | SHA- 256 | SHA-384, SHA-512 | SHA3-256 |
I I I I IR R I +
| Signature | Ed25519 | ECDSA P-256 | M.- DSA- 65 |
I | (RFC 8032) | I I
R I F-- - - - - - I I I R I i T +
| Encryption | AES-256-CGCM | ChaCha20-Pol y1305 | Kyber-1024
I L i I i I I R I +

Table 1: Required Cryptographic Al gorithns
I mpl enent ati ons MJST include algorithmidentifiers in al
cryptographic fields to support crypto agility and future algorithm
m gration.
4.2. Hash Chain Specification

Events MJUST be linked in a hash chain where each event’s hash
i ncludes the hash of the preceding event:

Event Hash[ n] = SHA- 256(
Canoni cal i ze(Event[n] without Signature field)
)

where Event[n].PrevHash
Event [ 0] . PrevHash

Event Hash[ n- 1]
null (genesis event)

Canoni cal i zati on MJST foll ow RFC 8785 (JSON Canoni cal i zati on Schene).
Chain integrity verification MJST confirm
1. Each event’'s hash matches its reconputed hash
2. Each event’'s PrevHash matches the preceding event’s Event Hash
3. The genesis event has a null PrevHash
4.3. Digital Signature Requirenents

Every event MJST be signed using Ed25519 ([ RFC8032]). The signature
MJUST be conputed over the event hash bytes:

Si gnature = Ed25519. Si gn(Pri vat eKey, Event Hash_byt es)
Encoded as: "ed25519:" + Base64(Si gnat ure)
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5. Conmmon Event Structure

Al'l VAP-conformant events MJST include the follow ng fields:

{

"vap_version": "1.2",

"profile": {
"id": "string (VCP| CAP| LAP| DVP| MAP| PAP| EI P) "
"version": "senver string"

} i)

"header": {
"event id": "UU Dv7 (RFC 9562)",
"chain_id": "UU Dv7",

"prev_hash": "sha256:... | null (genesis)",
"timestanmp”: "1SO 8601 with tinezone",
"event type": "string (profile-specific)”
},
"provenance": {
"actor": {
"actor_id": "string",
"actor_hash": "sha256:... (privacy-preserving)",
"role": "string"
}
“input”: { },
"context": { },
"action": { },
"outcone": { }
1
"accountability": {
"operator_id": "string",
"l ast _approval _by": "string",

"approval _tinmestanp": "1SO 8601"

"aonain_payload": {1},
"security": {

"event hash": "sha256:...",
"hash_al go": " SHA256",
"signature": "ed25519:...",
"sign_al go": "ED25519",
"signer _id": "string"

}
}

Event identifiers MJST use UU Dv7 ([RFC9562]) to ensure time-ordered
sortability. JSON canonicalization MJST foll ow [ RFC8785] .
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5.1. Numeric Val ue Encoding

Fi el ds representing nonetary anounts, cryptographic values, or high-
preci si on neasurenents SHOULD be encoded as JSON strings rather than
JSON nunbers. This recomendation is notivated by:

* | EEE 754 doubl e-precision floating-point, the only nunmeric type in
JSON (per RFC 8259, Section 6), cannot exactly represent all
deci mal values. Financial and | egal contexts require exact
deci mal representation

* JSON parsers across programm ng | anguages exhi bit inconsistent
behavior for large integers (exceeding 2753) and hi gh-precision
decimal s, leading to silent data corruption

* Canonicalization stability: [RFC8785] defines specific rules for
nuneric serialization, but string encodi ng avoi ds parser-dependent
nuneric reformatting entirely, ensuring consistent hash
comput ation across inpl enentations.

Fi el ds where exact precision is not critical (e.g., event_count,

token_count) MAY use JSON nunbers. |nplenentations MIST docunent

which fields use string encoding. |Inplenentations that use JSON
nunbers for counters MJST ensure that any numeric-to-string
conversion performed during canonicalization is determnistic and
docunented, to avoid signature verification anbiguity across
| anguages and libraries.
6. Confornmance Levels

VAP defines three confornmance | evels applicable to all domain

profiles. Each level inherits all requirements of |ower levels (CGold

is a superset of Silver, which is a superset of Bronze).
6.1. Bronze Leve

Target: SMEs, early adopters. Core capabilities:

* Event logging for all Al decision points (REQU RED)

* SHA-256 hash chain linking all events (REQU RED)

* Ed25519 digital signature on every event (REQU RED)

* | SO 8601 tinestanps with timezone (REQUI RED)

* UU Dv7 event identifiers (REQU RED)
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6.

6.

2.

3.

* M ninmum 6-nonth retention (REQU RED)
* JSON Schema validation (REQU RED)
Silver Level

Target: Enterprise, regulated industries. Additional requirenents
beyond Bronze:

* Daily external anchoring to a trusted tinestanping service
conform ng to [ RFC3161] or an equival ent transparency | og
( REQUI RED)

*  Conpl eteness Invariant verification (REQU RED)

* Evidence Pack generation capability (REQU RED)

* Sensitive data hashing for privacy preservati on (REQU RED)

* M nimum 2-year retention (REQU RED)

* Merkle tree construction for efficient proofs (REQU RED)

* Third-party verification endpoint (REQU RED)

CGol d Level

Target: Highly regulated industries. Additional requirenents beyond
Silver:

* Hourly external anchoring (REQU RED)
* HSM for signing key storage, FIPS 140-2/3 (REQUI RED)

* |Integration with a transparency |og service such as | ETF SCITT or
equi val ent ( REQUI RED)

* Real-time audit APl with sub-second | atency (REQUI RED)

* M ninmum 5-year retention (REQU RED)

* 24-hour incident response and evi dence preservation ( REQU RED)
*  Geographi ¢ redundancy, m nimum 2 regi ons ( REQU RED)

* Annual third-party audit (REQU RED)

* Crypto-shreddi ng support (REQUI RED)
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7. External Anchoring

Ext ernal anchoring proves that events existed at a specific point in
time, preventing backdating, forward-dating, and |og forking.

7.1. Anchoring Service Types

VAP defines an abstract anchoring interface that can be realized by
multiple service types. The baseline anchoring service is [ RFC3161]
Time-Stanp Authority (TSA). Additional service types include
transparency | ogs and public bl ockchains.

RFC 3161 TSA (Baseline) Traditional enterprise tinmestanping via
X.509 PKI ([RFC3161]). This is the normative baseline. Trust
model : CA trust hierarchy.

Transparency Log (e.g., |ETF SCITT) Append-only transparency | ogs
providing public verifiability. |ETF SCITT ([IETF-SCITT]) is one
such service; inplenmentati ons MAY use any transparency | og
provi di ng equi val ent guarantees. Trust nodel: public append-only

| og.

Bl ockchain Bitcoin or Ethereum anchoring for maxi num
decentralization. Trust nodel: PoW PoS consensus. This option is
non-normati ve and provi ded for environnents requiring
decentralized trust.

Gol d Level inplenentations MJST use at | east one transparency | og
service (such as SCITT) or equivalent, in addition to or instead of
RFC 3161 TSA. I nplenmentati ons SHOULD use nultipl e i ndependent
anchoring services for critical deploynents.

7.2. Anchor Record For mat

{

"anchor id": "UU Dv7",

"anchor _type": "RFC3161 | TRANSPARENCY_LOG | BLOCKCHAI N',

"merkle root": "sha256:...",

"event _count": 1000,

"first_event_id": "UUIDv7",

"l ast _event id": "UU Dv7",

"first_event tinmestamp": "I1SO 8601",

"l ast _event _tinestanp": "1SO 8601",

"anchor _timestamp": "1SO 8601",

"anchor _proof": "Base64-encoded proof",

"service_endpoint": "https://tsa.exanple.conf
}
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7.3. Merkle Tree Construction

Events MJUST be batched into a binary Merkle hash tree for efficient
anchoring and sel ective disclosure. The tree construction uses
SHA- 256 as the hash function and follows a standard binary tree

structure:

Leaf[i] = SHA- 256( Event Hash[i])

Interior[j] = SHA-256(Left_child || Right_child)
Mer kl eRoot = Interior[root]

If the nunber of |eaves is not a power of two, the last |eaf MJST be
duplicated to conplete the tree. The resulting Merkle root is
submitted to the external anchoring service.

I mpl enent ati ons MAY follow the tree construction specified in

[ RFC6962] (Certificate Transparency) or any equival ent binary Merkle
tree construction that produces determnistic, verifiable inclusion
proof s.

Merkl e inclusion proofs enable selective disclosure: a verifier can
confirmthat a specific event is included in an anchored batch
wi t hout accessing other events in the batch.

8. Conpl eteness I nvariant

The Conpl eteness Invariant is a mathemati cal guarantee that every
"attenpt" event has exactly one correspondi ng "outcone" event. This
prevents selective |ogging -- the omi ssion of inconvenient records.

Ceneral form

For each pipeline P
Count ( P_ATTEMPT) Count ( P_SUCCESS)
Count ( P_DENY)

Count ( P_ERROR)

+ + 1l

The invariant enforces three properties:

Conpl et eness Every ATTEMPT has an outcone. Violation indicates
m ssing events.

Uni queness Each ATTEMPT has exactly one outconme. Violation
i ndi cates duplicate records.

Referential Integrity Every outcone contains a causal link to its
originating ATTEMPT. Violation indicates orphan events.
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9.

.1

2.

Domai n profiles MJST specify which event types constitute attenpts
and outconmes for the invariant. Each outcone event MJUST contain a
causal link field referencing the originating attenpt event’s
identifier. Verification SHOULD account for a configurable grace
period for in-flight operations.

Evi dence Pack Specification

An Evidence Pack is a self-contained, signed package of provenance
events suitable for regulatory subm ssion and third-party audit.

Pack Structure

An Evi dence Pack MUST contain:

* manifest.json: Pack netadata and integrity information

* events/: Event batches (max 10,000 events per file)

* anchors/: External anchor records

* merkle/: Merkle tree structure and sel ective disclosure proofs
* Kkeys/: Public keys for signature verification

* signatures/: Pack-level signature

Pack Mani f est

The mani fest MJUST include the followi ng fields:

pack_id (REQU RED) UU Dv7 uniquely identifying this Evidence Pack
vap_version (REQU RED) VAP framework version (e.g., "1.2")
profile (REQU RED) Object containing profile id and version.
conformance_| evel (REQUI RED) "Bronze", "Silver", or "Cold".
generated_at (REQUI RED) 1SO 8601 tinestanp of pack generation
time_range (REQU RED) nject with start and end | SO 8601 timestanps.

statistics (REQU RED) nject containing total events and
events_by type breakdown.

conpl eteness_verification (REQU RED for Silver+) Object containing
i nvariant_type, invariant_valid bool ean, and per-pipeline results.
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integrity (REQUI RED) (bject containing checksuns (SHA-256 per file),
mer kl e_root, and pack_hash.

external _anchors (REQUIRED for Silver+) Array of anchor records
referencing this pack’s tine range.

retention_status (REQUI RED for Silver+ in LAP) bject containing
events at tierl, events at tier2, events at tier3 counts, and
active_l egal _holds count and identifiers. See Section 18.

enforcement_nmetrics (REQU RED for Silver+ in LAP) Object containing
enforcenment | evel, warnings_i ssued, gates_bl ocked,
gates_overridden, and rapid_approval s count and percentage. See
Section 16.

The mani fest MAY include additional profile-specific fields as
defined by the donmain profile specification

10. Privacy-Preserving Verification

VAP enabl es verification of systemintegrity wi thout disclosure of
sensitive data. This is achieved through

1. Hash-based attestation: Sensitive fields are stored as
crypt ographi ¢ hashes, enabling existence verification w thout
cont ent di scl osure.

2. Selective disclosure via Merkle proofs: Individual events can be
proven to exist within an Evidence Pack wi thout revealing other
events.

3. Per-tenant salting: Hash salts are uni que per tenant to prevent
cross-tenant correlation attacks.

This nmechanismis particularly critical for LAP, where attorney-
client privilege prevents disclosure of consultation content while
still requiring verifiable audit trails.

11. Ret enti on Franewor k

B el ey s ——(———(—— o —{——————— Ll p——p—p—j—p————————— o
| Level | Events | Anchor Records | Evidence | Keys |
I I I | Packs I I
[ ool e ool e s s e s s s e sl el ]
| Bronze | 6 | NA | On-denmand | 1 year after |
| | nmonths | | | last use |
F-------- F-------- I I T I I T I i +
| Silver | 2 | 5 years | 2 years | 3 years after |
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| | years | | | last use |
B B S S Fom e e e oo - +
| Gold | 5 | 10 years | 5 years | 7 years after |
| | years | | | last use |
T T o a o o a o oo +

Tabl e 2: Retention Requirenents by Confornance Leve

Retenti on periods MJST be extended upon: regul atory investigation
notification, legal hold orders, security or safety incidents, and
third-party audit requests.

Domai n profiles MAY specify extended retention periods beyond the VAP
basel i ne where domai n-specific regulations require |onger retention
(see Section 18 for LAP extensions).

For privacy regul ation conpliance (e.g., [GDPR] "right to be
forgotten"), inplementations at Silver |evel and above SHOULD support
crypto-shreddi ng: encrypting personal data with per-user keys and

del eting those keys to render the data cryptographically
unrecover abl e whil e preserving hash chain integrity.

11.1. Content Retention Tiers

I mpl ement ations face a tension between privacy-preserving
verification (which favors early deletion of sensitive content) and
| egal discovery obligations (which may require content disclosure).
To address this, VAP defines three content retention tiers that
domai n profiles MAY adopt:

Tier 1 - Full Content Retention All event content (inputs, outputs,
docunents) is retained in encrypted form al ongsi de provenance
hashes. Duration: configurable per tenant.

Tier 2 - Recoverable Hash Retention Oiginal content is deleted but
a content recovery key is escrowed with a designated custodi an
The escrowed key enabl es re-associ ati on of content from encrypted
backups if a legal hold or disclosure order is triggered.
Duration: fromend of Tier 1 to the applicable retention period
endpoi nt .

Tier 3 - Hash-Only Retention Only provenance hashes remain. Content
is cryptographically unrecoverable (crypto-shredding conmplete).
Duration: remai nder of the retention period.

Transition fromTier 1 to Tier 2 MJUST NOT occur while any Legal Hold

is active for the affected events. Transition fromTier 2 to Tier 3
MUST NOT occur while any Legal Hold is active.
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11.

11.

I mpl ementations MUST log all tier transitions as
RETENTI ON_TI ER_CHANGE events in the provenance chai n.

2. Legal Hold Protoco

A Legal Hold freezes the current retention tier for all events within
scope, preventing content deletion or tier transition

Legal Hold triggers:

1. Court Oder: Judicial order for evidence preservation.
2. Regulatory Investigation: Governnent regulatory action
3. Litigation Hold: Reasonably anticipated litigation

4. Professional Body Inquiry: Investigation by a professiona
regul atory body (e.g., bar association).

5. Disciplinary Proceedi ngs: Professional disciplinary matters.
When a Legal Hold is activated:

1. Al events within scope MIST be frozen at their current retention
tier (Tier 1 or Tier 2).

2. A LEGAL_HOLD ACTI VATED event MJST be recorded in the provenance
chain, including: hold id (UU Dv7), hold trigger (enunerated
trigger type), scope (event time range or case identifiers),
activated by (actor identity hash), and activation_tinestanp (ISO
8601) .

3. Tier transitions for in-scope events MJST be bl ocked until a
correspondi ng LEGAL HOLD RELEASED event is recorded

4. The Legal Hold itself MJST be included in Evidence Packs
generated during the hold period.

Legal Hold activation MJST be avail able at Bronze | evel. Automated
Legal Hold detection (e.g., triggered by court filing notifications
or regulatory inquiry receipt) is RECOWENDED at CGold | evel

3. Judicial Disclosure Response

VWhen a court or regulatory body orders full content disclosure for
specific events, the response depends on the current retention tier

Events at Tier 1 Content is available in encrypted formand can be
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12.

di scl osed subject to appropriate access controls and professiona
revi ew.

Events at Tier 2 Content recovery key is retrieved from escrow.
Content is reconstructed fromencrypted backups. A
CONTENT_RECOVERY_EXECUTED event MJST be | ogged in the provenance
chai n.

Events at Tier 3 Content is cryptographically unrecoverable. The
i mpl ement ati on MUST provi de:

1. Hash chain integrity proof denmonstrating unbroken provenance.
2. Tier transition | og showi ng when and why content was del et ed.

3. Certification that no Legal Hold was active at the tine of
del eti on.

4. Statistical metadata (token counts, tinmestanps, event types)
that remains avail abl e.

This three-tier approach enables inplenentations to denonstrate to
judicial authorities that content deletion followed a docunented,
audi t abl e process rather than constituting potential evidence
spol i ati on.
NOTE: The adequacy of hash-only evidence for specific judicial
proceedings is a jurisdiction-specific |egal determ nation outside
the scope of this specification. This franmework provi des the maxi num
avai | abl e techni cal evidence in each retention tier

Third-Party Verification Protocol
Verification is available at three access |evels:
Public Access to Merkle roots only. Verifies anchor existence.

Auditor Access to Evidence Packs. Full chain and conpl et eness
verification.

Regul ator Real-tine APl access (CGold level). Live nonitoring
capability.

Verification steps:

1. Anchor Verification: Confirm Merkle root in external tinmestanping
service or transparency | og.
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2. Chain Verification: Validate hash chain integrity fromgenesis to
| at est event.
3. Signature Verification: Authenticate all events with public keys.
4. Conpl eteness Verification: Check invariant for the time period.

5. Selective Query (optional): Verify specific events via Merkle
pr oof s.

13. Legal Al Profile (LAP) Overview

The Legal Al Profile (LAP) is a VAP donmain profile for judicial Al
and Legal Tech systens. LAP addresses unique challenges in the | ega
domai n:

Unaut hori zed Practice of Law Risk Proving that Al does not
i ndependently practice |aw, through HUMAN OVERRI DE events
docunenting attorney oversight.

Hal | uci nati on Recording fact-check provenance through
LEGAL FACTCHECK events with citation chain verification

Sel ective Logging Preventing om ssion of inconvenient Al outputs
t hrough three-pipeline Conpleteness |nvariant.

Attorney-Client Privilege Miintaining confidentiality through
privacy-preserving fields (pronpt hashes instead of raw content)
and tiered content retention with |legal hold support.

Accountability Anbiguity Recording "who, when, and on what basis"
through the Accountability Layer and graduated override
enf or cement .

13.1. Profile Registration

| Field | Val ue |
[S oo b ey e s s el
| Profile ID | LAP |
Fom e oo +
| Full Name | Legal Al Profile |
oo Fom e +
| Dorrai n | Legal Al / Legal Tech |
o e e e e oo oo S +
| Regulatory Scope | Attorney regulation, A |
| | governance (informative) |
Fom e oo +
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Tabl e 3: LAP Profile Registration
14. LAP Event Type Taxonony
LAP defines three functional pipelines, one cross-cutting control
event type, and adnministrative event types for retention and
enforcement managenent:
14.1. Pipeline 1: Legal Query
Al - power ed | egal consultation:
*  LEGAL_QUERY_ATTEMPT: Question submi ssion to Al
* LEGAL_QUERY_RESPONSE: Al response generated successfully

* LEGAL_QUERY_DENY: Response refused (content filter, unauthorized
rol e)

* LEGAL_QUERY_ERROR: Systemerror (APl failure, timeout)
14.2. Pipeline 2: Docunent Ceneration

Al -assi sted | egal docunment drafting:

* LEGAL_DOC _ATTEMPT: Document generation request

* LEGAL_DOC RESPONSE: Docunent generated successfully

* LEGAL_DOC DENY: GCeneration refused (insufficient consent,
unaut hori zed)

* LEGAL_DOC ERROR: Systemerror (APl failure, parse error)
14.3. Pipeline 3: Fact Check

Al -powered | egal fact verification:

*  LEGAL_FACTCHECK ATTEMPT: Fact-check request

* LEGAL_FACTCHECK RESPONSE: Fact-check conpl eted

* LEGAL_FACTCHECK DENY: Fact-check refused (OPTI ONAL)
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14.

14.

* LEGAL_FACTCHECK_ERROR: System error

I mpl enent ati ons MAY defi ne LEGAL_FACTCHECK DENY for cases where a
fact-check request is refused due to rate limting, insufficient
perm ssions, or consent constraints. The deny_reason field SHOULD
di stinguish these fromsystemerrors.

If an inplementati on does not support LEGAL_FACTCHECK DENY, refusal
conditions MJST be recorded as LEGAL FACTCHECK ERROR with a
deny_equivalent indicator set to true in the error detail, ensuring
the Conpl eteness Invariant is naintained.

4. Cross-Cutting: Human Override

HUVAN_OVERRI DE events record an attorney’s review of any Al output:
*  APPROVE: Attorney confirns Al output wi thout nodification

*  MODIFY: Attorney edits Al output (nodification hash recorded)

* REJECT: Attorney rejects Al output entirely

HUMAN_OVERRI DE events reference the target outcone event via
target _event _id (establishing a causal |ink) and include the
attorney’s identity (bar nunber hash), override type, and optional
nmodi fi cation details.

5. Retention and Enforcenent Events

LAP defines additional event types for retention managenent and
override enforcenent:

RETENTI ON_TI ER CHANGE Records transitions between content retention
tiers. Fields: previous_ tier, newtier, affected event range,
reason, authorized_by.

LEGAL_HOLD ACTI VATED Records activation of a |legal hold. Fields:
hol d_id, hold_trigger, scope, activated_by.

LEGAL HOLD RELEASED Records release of a legal hold. Fields:
hold_id, rel eased by, rel ease_reason.

CONTENT_RECOVERY_EXECUTED Records recovery of content from T Tier 2
escrow. Fields: hold_id, recovered_event _range, recovered_by,
court _order _reference_hash.

REVI EW WARNI NG ACKNOALEDGED Records that an attorney acknow edged an
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15.

unr evi ewed- out put warni ng before proceeding with export. Fields:
target _event _id, warning_type, acknow edged_by.

REVI EW GATE_BLOCKED Records that an export attenpt was bl ocked due
to m ssing HUMAN OVERRI DE. Fields: target_event id,
docunent type, bl ocked action.

REVI EW GATE_OVERRI DE Records that an attorney bypassed a review gate
with explicit justification. Fields: target_event_id,
override_reason, overridden_by.

These events are NOT part of the three-pipeline Conpleteness
Invariant (they are control and administrative events, simlar to
HUVAN_OVERRI DE). However, they MJST be included in the hash chain
and si gned.

LAP Conpl et eness | nvari ant

LAP applies the Conpl eteness | nvariant independently to all three
pi pel i nes:

For each pipeline P in {QUERY, DOC, FACTCHECK}:

Count ( LEGAL_{ P} _ATTEMPT)

= Count ( LEGAL_{ P} _RESPONSE)

+ Count (LEGAL_{ P} DENY) [if supported]
+ Count (LEGAL_{ P} _ERROR)

Expanded:

LEGAL_QUERY_ATTEMPT = LEGAL_QUERY_ RESPONSE
LEGAL_QUERY_DENY

LEGAL_QUERY_ERROR

+ + 1l

LEGAL_DOC_ATTEMPT LEGAL_DOC_RESPONSE
LEGAL_DOC_DENY

LEGAL_DOC_ERROR

+ + 1l

LEGAL_FACTCHECK_ATTEMPT = LEGAL_FACTCHECK RESPONSE
+ LEGAL_FACTCHECK DENY [if supported]
+ LEGAL_FACTCHECK_ERROCR

For inplenmentations that do not support LEGAL_ FACTCHECK DENY, the
invariant sinplifies to ATTEMPT = RESPONSE + ERROR for Pipeline 3.
Ref usal conditions recorded as ERROR with deny_equi val ent MJST be
counted toward the invariant.
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Each outconme event MJST contain a causal link field referencing the
originating attenpt event’'s identifier, ensuring referential
integrity can be verified independently of event ordering.

16. Override Coverage and Enforcenent
16.1. COverride Coverage Metric

HUVAN_OVERRI DE events are outside the Conpl eteness Invariant but LAP
defines Override Coverage as a critical operational netric:

Overri de Coverage =
Count ( HUMAN_OVERRI DE) /
(Count (LEGAL_* RESPONSE) + Count (LEGAL_* DENY))

This netric quantifies the degree to which human professionals review
Al outputs. In jurisdictions where regulations require that a

i censed professional personally scrutinize Al-generated work
products, this netric provides neasurabl e evidence of conpliance.

[ ety —————————— s —_—_——————————(——(—(——————r L
| Coverage | Assessnent | Operational Inplication |
[ el Sl el ety
| 100% | Ideal | Full professional oversight of |
| | | all Al outputs |
Fomm oo - Fomm e oo - o e e e e e e e e e e e e e m e e o +
| 70-99% | Good | Majority reviewed; |owrisk |
| | | outputs may be excl uded |
S Fom ek o m e e e e e e e e e eee o on +
| 30-69% | Warning | I'nsufficient review, operational |
| | | inprovenent reconmended |
Fomm oo - Fomm e oo - o e e e e e e e e e e e e e m e e o +
| <30% | Critical | Professional oversight |
| | | requirements likely unnet |
S Fom ek o m e e e e e e e e e eee o on +

Table 4: Override Coverage Assessnent

ERROR events are excluded fromthe denom nator because they do not

produce an output suitable for professional approval or rejection.

Conpl eteness of error handling is evaluated separately via the per-
pi peline invariant, where ERROR is a first-class outcone type.
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16.

2. Enforcement Levels

Override Coverage tracking al one provides post-hoc accountability but
does not prevent the use of unreviewed Al outputs in professiona
practice. LAP defines four enforcenment levels to address this
structural limtation:

Level 0 - Metric Only Override Coverage is conputed and reported.
No enforcenent action is taken. The systemrelies on the
prof essional s ethical obligations.

Level 1 - Warn When a user attenpts to export, copy, or transmt an
Al - generated output that has no correspondi ng HUVAN OVERRI DE
event, the system MJUST di splay a prom nent warning indicating that
the out put has not been professionally revi ened.

The warni ng MUST: (a) be displayed in-context at the point of
export or copy action; (b) require explicit acknow edgnent before
proceedi ng; and (c) record a REVI EW WARNI NG ACKNOALEDGED event in
the provenance chain, including the target_event _id, warning_type,
acknow edged_by actor identity, and tinestanp.

Level 2 - Gate For designated high-risk docunment types, the system
MUST require a HUVMAN OVERRI DE event before permitting export or
transm ssi on.

The gate MUST: (a) block export, copy, and transmt actions unti
a HUVMAN OVERRI DE ( APPROVE or MODI FY) event exists for the target
output; (b) record a REVI EW GATE BLOCKED event when an export
attenpt is blocked; and (c) allow the gate to be bypassed ONLY by
a user with "attorney" role AND explicit override, recorded as a
REVI EW GATE_OVERRI DE event with a nandatory reason field

Docunent types subject to gating SHOULD be confi gurabl e per
tenant. The default gated types are: court filings (briefs,
nmotions, petitions), settlenent and nedi ati on docunents, client-
facing | egal opinions, and contracts and agreenents.

Level 3 - Strict ALL Al-generated outputs require HUMAN OVERRI DE
before any export action. No bypass nechanism This level is
i nt ended for maxi num conpliance environnments but is not mandated
by this specification due to potential inpact on workflow
efficiency.
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16.3. Enforcenent Level Mapping

B el el e e st
| Enforcement | Bronze | Silver | Gold |
[ Rt ety ety b ————(——— = ———————— o
| Level O (Metric Only) | Default | M ninum | NA |
I T R R R I i I i +
| Level 1 (Warn) | OPTIONAL | REQUI RED | REQUI RED |
B i e F--- - - F-- - - - - - F-- - - - - - +
| Level 2 (Gate) | NA | RECOMVENDED | RECOMVENDED |
I I I I I ] I L i L i +
| Level 3 (Strict) | NA | OPTI ONAL | OPTI ONAL |
I T R R R I i I i +

Tabl e 5: Enforcenent Level by Conformance Leve
16.4. Override Latency Threshold

To di stingui sh genui ne professional review from perfunctory approval,
LAP defines an Override Latency netric:

Override Latency = HUMAN OVERRI DE. ti nest anp
- target_output_event.tinmestanp

I mpl ement ations at Silver |evel and above SHOULD flag HUMAN_OVERRI DE
events with Override Latency bel ow a configurable threshold

( RECOMVENDED def ault: 10 seconds) as "rapid approval™ in the
provenance chai n.

Thi s does NOT bl ock the override but records a RAPI D APPROVAL FLAG in
the event metadata, which: (a) is visible in Evidence Packs and audit
reports; (b) may indicate insufficient review depth; and (c) can
trigger alerts at Gold | evel when rapid approval s exceed a
configurabl e percentage (RECOWENDED: 20% .

16.5. Structural Limtation Acknow edgnent

Thi s specification acknow edges that no technical nmechanismcan fully
guarantee the quality or depth of human professional review A
|icensed attorney may approve an Al output after genuine review or
after cursory inspection; the system cannot distinguish between these
wi t hout introducing unacceptabl e surveillance of professiona

j udgrent .
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The enforcement framework therefore ains to: (a) create friction
agai nst entirely unreviewed Al output usage; (b) provide auditable
evi dence of review or |ack thereof; (c) enable risk-proportionate
controls (stronger for high-risk docunent types); and (d) preserve
prof essi onal aut onony while recordi ng accountability netadata.

The conbination of enforcenent |evels, |atency nonitoring, and

conpr ehensi ve provenance | ogging shifts the accountability nodel from
"trust alone" to "trust with verification infrastructure,”

acknow edgi ng that while absolute prevention is inpossible, the cost
and detectability of non-conpliance can be substantially increased.

17. LAP Privacy-Preserving Fields
Legal Al handles extrenely sensitive data protected by professional

privilege. LAP extends VAP s privacy-preserving verification with
the follow ng hashed fi el ds:

| Original Data | Hash Field | Sensitive Content |
B ooy s oo e s
| User query text | PronptHash | Legal consultation |
| | | content (privileged) |
o e e oo o e e oo s g +
| Al response | ResponseHash | Al-generated | egal |
| text | | advice |
o e e e oo o e e e o T +
| Docunent output | QutputHash | Generated | egal |
| | | docunents |
o e e oo o e e oo s g +
| Case numnber | CaseNunber Hash | Case identifier |
| | | (high specificity) |
o e e e oo o e e e o T +
| Bar nunber | Bar Number Hash | Professional |
| | | registration nunmber |
o e e oo o e e oo s g +
| Party nanes | PartyHash | Personal information

| | | of parties |
o e e e oo o e e e o T +
| Modification | ModificationHash | Professional’s |
| detail | | corrections |
o e e oo o e e oo s g +
| Factcheck | Target ContentHash | Content under |
| content | | verification |
o e e e oo o e e e o T +

Table 6: LAP Privacy-Preserving Fields
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Hash conputati on uses per-tenant salts to prevent cross-tenant
correlation. Third-party verifiers can confirm event existence and
chain integrity w thout accessing privileged content.

The availability of original content corresponding to these hashes
depends on the current Content Retention Tier (Section 11.1). At
Tier 1, original content is available in encrypted form At Tier 2,
it is recoverable via escrowed keys. At Tier 3, only hashes remain.

18. LAP Conformance Level Mapping

| Requirenent | Bronze | Silver | Gold |
| Hash Chain | Yes | Yes | Yes |
o e e e e e e oo oo oo TS S S +
| Digital Signature | Yes | Yes | Yes |
Y Ry . . +
| External Anchoring | No | Daily | Hourly |
o e e e e e a oo Fomm oo - o m e e e oo - oo o - +
| Conpl eteness Invariant | No | 3 Pipelines | 3 Pipelines |
o e e e e e e oo oo oo TS S S +
| Override Coverage | No | Yes | Yes (with |
| Tracking | | | alerts) |
T T I . +
| Override Enforcenent | Level O | Level 1 | Level 1 |
| Level | | (REQUIRED) | (REQUI RED) |
o e e e e e e oo oo oo TS S S +
| Evidence Pack | No | Yes | Yes |
T Ry . . +
| Privacy Hashing | No | Yes | Yes |
o e e e e e a oo Fomm oo - o m e e e oo - oo o - +
| Content Retention | Tier 3 | Tier 2 + | Al 3 Tiers |
| Tiers | only | Tier 3 | |
e S IR . . +
| Legal Hold Protocol | Yes | Yes | Yes (automated |
| | (manual) | (manual) | detection) |
o e e e e e a oo Fomm oo - o m e e e oo - oo o - +
| Content Recovery | No | RECOMVENDED | REQUI RED |
| Escrow | | | |
e Focmmnaaann . . +
| HSM | No | No | Yes |
T T I . +
| Retention | 6 nonths | 3 years | 10 years |
o e e e e e e e e oo o - TS S o e +
| Real-time Audit API | No | No | Yes |
e Focmmnaaann . . +
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19.

Tabl e 7: LAP Conformance Matri x

LAP extends the standard VAP retention periods. Silver |eve
requires 3 years (vs. VAP baseline 2 years) and Gold requires 10
years (vs. VAP baseline 5 years). This extension is driven by the
| onger statutory limtation periods typical in |legal proceedings
across multiple jurisdictions.

LAP Regul atory Alignnment (Informative)

This section is entirely informative and non-normative. It
illustrates how LAP audit trail capabilities can support conpliance
with various regulatory frameworks. Legal conpliance determinations
are jurisdiction-specific and require independent |egal analysis.

1. Attorney Professional Regulation

Many jurisdictions restrict the practice of lawto |icensed
attorneys. Were Al systens assist attorneys in |egal work,

regul ations may require that the attorney personally review and take
responsibility for Al-generated outputs. LAP s HUVAN OVERRI DE
events, Override Coverage netric, and graduated enforcenent |evels
can support denobnstrating such oversight.

As an exampl e, the Japanese Mnistry of Justice guideline

([ MJ- GUI DELI NE] ) establishes that Al-based | egal services provided
to attorneys are perm ssible when the attorney personally scrutinizes
and nodifies the output as necessary. LAP audit trails can hel p neet
t hese expectations through

* Actor.role and Bar Nunber Hash: supports verification that the user
is alicensed attorney.

*  HUMAN_OVERRI DE ( APPROVE/ MODI FY) : supports denpnstrating attorney
scrutiny.

* ModificationHash: supports evidence of attorney nodifications.

* Enforcement Level 1/2: provides systemlevel friction against use
of unrevi enwed out puts.

* Override Latency nmonitoring: flags potentially insufficient
review.
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20.

2. High-R sk Al System Gover nance

Legal Al systenms may be classified as high-risk under Al governance
framewor ks such as the EU Al Act ([ EU-AI-ACT]), particularly under
Annex 11l "Adm nistration of justice" category. LAP Silver |evel and
above provides audit trail capabilities that can help satisfy record-
keepi ng requi renents, including:

* Automatic event |ogging (supports Article 12 | ogging requirenents)
* Hash chain continuity (supports lifetinme recording)

*  HUMAN_OVERRI DE events (supports hunman oversi ght docunentati on)

* Causal links between events (supports traceability)

* Tiered content retention with | egal hold (supports discovery
obligations under Article 12 and national procedural |aw)

The degree to which these capabilities satisfy specific regulatory
requi renents should be evaluated on a per-jurisdiction basis.

Security Considerations
VAP- LAP i npl enentati ons face several security considerations:

Key Comprom se Conprom se of signing keys all ows event forgery.
Bronze i npl ementati ons SHOULD rotate keys annually. Silver MJST
rotate sem -annually. Gold MJUST use HSM storage and quarterly
rotation.

Hash Col I i si on Resi stance SHA-256 provides 128-bit collision
resi stance, considered sufficient for the foreseeable future.
| npl enent ati ons MJST support algorithmmigration (crypto agility)
for post-quantumtransition.

Privacy Leakage Per-tenant salting prevents cross-tenant hash
correlation. Inplenentations MJUST NOT share salts across tenants.
Event metadata (tinestanps, event types, counts) may | eak
statistical information even when content is hashed.

Availability Attacks Denial-of-service attacks against the |ogging
infrastructure could prevent event recording, violating
compl eteness. Cold I evel inplenmentations MJST have geographic
r edundancy.

Ext ernal Anchor Trust The security of external anchoring depends on
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the trusted tinestanping service. |nplenentations SHOULD use
mul ti pl e i ndependent anchoring services for critical deploynents.

Conpl eteness Invariant Circunvention An adversary with wite access
to the event store could insert fabricated ERROR events to satisfy
the invariant while hiding actual outcones. External anchoring at
Silver level and above nitigates this by nmaki ng post-hoc insertion
det ect abl e.

Clock and Tine Source Integrity Tinmestanp rollback or clock skew can
cause fal se conpl eteness verification failures and underm ne event
ordering guarantees. |nplenentati ons SHOULD use nonotonic tine
sources and SHOULD cross-validate |ocal tinestanps against
external anchoring timestanps. External anchoring at Silver |eve
and above provi des an independent time reference.

Content Retention and Discovery Ri sk The tension between privacy-
preserving hash-only retention and judicial discovery obligations
creates a risk that hash-only evidence may be deened insufficient
by courts. The Tiered Retention nodel (Section 11.1) mtigates
this by maintaining recoverabl e content during periods when
di scovery is nost likely, while the Legal Hold Protoco
(Section 11.2) prevents premature content destructi on when
litigation is anticipated.

Override Enforcenment Circumvention Enforcenent Levels 1 and 2
(Section 16.2) can be circunvented by users who copy Al out put
t hrough neans outside the systemis control (e.g., screen capture,
manual transcription). Technical enforcenent addresses the conmon
case of system nedi ated export but cannot prevent all forns of
circumvention. The provenance chain nonethel ess records the
absence of HUMAN OVERRI DE events, providing post-hoc
accountability.

Rapi d Approval Gaming Users aware of the Override Latency threshold
(Section 16.4) night delay approval clicks to avoid the
RAPI D_APPROVAL_FLAG This is a known limtation. Statistica
anal ysis of approval |atency distributions across users and
docunent types can detect such gam ng patterns in audit reviews.

Legal Hold Integrity Legal Hold activation and rel ease events nust
be protected from unauthorized nodification. Gold |eve
i mpl ement ati ons SHOULD require multi-party authorization for Lega
Hol d rel ease.
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21. | ANA Consi derati ons
Thi s docunent has no | ANA actions at this tine.

Future versions of this docunent mght request registration of a

medi a type for VAP Evidence Pack manifests (e.g., "application/

vnd. vap. evi dence- pack+j son") and an | ANA registry for VAP Domain
Profile identifiers. Until then, profile identifiers are managed by
the VeritasChain Standards Organization (VSO . The initial

regi stered profiles are VCP (Finance), CAP (Content/Creative Al), and
LAP (Legal Al).
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Appendi x A.  Profile Conparison

[ ety ey e, et o}
| Aspect | VCP | CAP (Content) | LAP (Legal) |

| (Finance) | | |
| Time | Nanosecond | Second | Second |
| Precision | | | |
Fom ek Fom ek o a o Fom e e e e a e e oo +
| Key | SIGto ORD | GEN ATTEMPT to | 3 Pipeline |
| I'nvariant | | GEN DENY/ERROR | Invariants |
Fomm e oo - Fomm e oo - oo o - o e e e e e a oo +
| Unique | Signal | Safe Refusal | Hurman Override |
| Feature | integrity | (SRP) | Coverage + |
| | | | Enforcenent |
Fom e e o - Fom e e o - o a o e e e e e oo +
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| Regulatory | Financial | Content | Attorney |
| Focus | regulation | regulation | regulation + Al |
| | | | governance |
R R S o e e e e e e oo oo oo +
| Privacy | Trade data | Creative | Professional |
| Model | | content | privilege + |
| | | | Tiered Retention |
Fomm e oo - Fomm e oo - oo o - o e e e e e a oo +
| Retention | 5 years | 5 years | 10 years |
| (Gold) I I I
Fom ek Fom ek o a o Fom e e e e a e e oo +

Tabl e 8: Conpari son of VAP Domain Profiles

Appendi x B. Change Log

Thi s section tracks changes between Internet-Draft

be renmpved before publication.

draft-ail ex-vap-1egal -ai - provenance-01
Added Tiered Content Retention nodel (
the tension between privacy-preserving verification and

Al LEX

*

j udi ci al

Added Legal

di scovery obligations.

Hol d Protocol (Section 11.

revi sions and wil |l

Section 11.1) addressing

2) with five trigger

types and provenance chain integration.

Added Judi ci al
for court-ordered content disclosure across all

tiers.

Di scl osure Response pro

cedures (Section 11.3)
retention

Expanded Overri de Coverage (Section 16) with four-Ievel
Enf orcement Framework (Metric Only/Warn/ Gate/ Strict) providing

graduat ed control s agai nst unrevi ewed Al

out put usage.

Added Override Latency Threshold (Section 16.4) with Rapid
Flag to detect perfunctory review patterns.

Appr oval

Added Section 16.5 acknow edgi ng structural

t echni cal

enf orcenment of professional

limtations of
review quality.

Added seven new event types for retention nanagenent and
enforcement tracking (Section 14.5).

Ext ended Evi dence Pack nmanifest with retention_status and
enforcenment_nmetrics fields (Section 9.2).
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* Extended LAP Conformance Matrix with Content Retention Tiers,
Legal Hold Protocol, Content Recovery Escrow, and Override
Enf orcement Level rows (Section 18).

* Expanded Security Considerations with content retention risk,
override enforcenent circunvention, rapid approval gam ng, and
I egal hold integrity analysis (Section 20).

* Updated LAP Profile Version from0.2.0 to 0.3.0.
* Updated Abstract to reflect new capabilities.
draft-ail ex-vap-1egal -ai -provenance-00 Initial subnission
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