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Abst ract

Thi s docunent presents an integrated franmework for automated security
managenent in 5G edge networks using the Interface to Network
Security Functions (I12NSF) architecture. The proposed system

| everages I ntent-Based Networking (IBN) to allow users or

adm nistrators to declare high-level security intents, which are then
translated i nto enforceabl e network and application policies.

Net wor k-1 evel policies are delivered to 5G core components via the
Net wor k Exposure Function (NEF), while application-level policies are
enforced directly at user equipnent through distributed |BN
Controllers. This architecture supports adaptive, context-aware, and
distributed policy enforcenent, enabling real-tinme response to
dynani ¢ edge conditions and user mobility scenarios such as
handovers. By integrating closed-loop nonitoring and anal ytics, the
system ensures consi stent and autononous security across

het er ogeneous 5G environnents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026
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1. Introduction

Net wor k sof twari zati on has becone a fundanental approach for
delivering network services across various infrastructures, including
5G nmobil e networks [ TS-23.501], cloud conputing platforns, and edge
conputing environments. This paradigmis enabl ed through key
technol ogi es such as Network Functions Virtualization (NFV)

[ ETSI - NFV] and Sof t war e- Def i ned Networking (SDN) [RFC7149]. In
addition, Intent-Based Networking (1BN) [ RFC9315]

[ Survey- 1 BN- CST-2023] serves as a foundation for inplenenting
intelligent behaviors in both network-|evel and application-I|eve
services. As networks continue to evolve in this software-driven
direction, the energence of 5G introduces new chall enges,
particularly in the real mof security.

As nobil e networks evolve toward 5G the increasing conplexity of

network functions and the w despread depl oynent of edge devices such
as | oT nodes, user equipnment (UE), and application functions (AFs)
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[ TS-23.501] introduce significant challenges to existing security
model s.  These environments are inherently dynam c, heterogeneous,
and | atency-sensitive, making it difficult for traditional rul e-based
configurations, which are typically static and nmanual |y nmanaged, to
respond effectively to changing conditions. |In particular, security
operations at the edge require nore contextual awareness, autonation,
and adaptability than ever before.

I ntent-Based Networking (IBN) provides a prom sing paradigmto neet
these requirenents. It enables operators or users to declare high-
| evel goals, or intents, which the systemcan automatically translate
into enforceable security and network policies [TS-28.312]. These
policies my range from abstract service-level objectives to fine-
grai ned access control rules. By automating this translation and
enf orcement process, the network gains the ability to respond

aut ononously to operational demands w thout requiring nmanua
intervention. This nbdel supports closed-1oop control, where real -
time feedback nmechani snms continuously refine and adapt system
behavi or based on evol ving context and intent.

Thi s docunent defines an intent-based framework for edge security
managenent in the context of 5G systens. The framework builds upon
the service-based architecture (SBA) defined in 3GPP 5G and beyond,
and introduces a | ayered approach that includes intent translation,
policy generation, enforcenent, and nmonitoring. It integrates

seam essly with existing 3GPP network functions such as the Policy
Control Function (PCF) [TS-29.520], Access and Mbility Managenent
Function (AMF), Session Managenent Function (SMF), and Network Data
Anal ytics Function (NADAF) [TS-23.288]. The aimis to deliver

scal abl e and adaptive security control across heterogeneous edge
domai ns through policy-driven orchestration.

Furthernmore, the framework is designed to support mobility scenari os,
i ncl udi ng handovers between gNBs and session mgration across

mul tiple User Plane Functions (UPFs). By dynam cally enforcing
intents at the edge, the system nmintains consistent and context-
aware security postures even in the presence of nobility events.
This capability strengthens the resilience and responsiveness of the
network while laying a foundation for secure, automated, and
intelligent 5G services. The proposed framework also aligns with

| ong-term goal s of zero-touch security, Al-driven orchestration, and
i ntent-based policy automation within future nobile network

i nfrastructures.
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2. Term nol ogy

This section provides definitions of the key terns and concepts used
t hroughout this docunent. The terminology is intended to establish a
common under standi ng of the architectural elenents, interfaces, and
operational principles discussed in the context of intent-based
security managenment in 5G networks. These ternms are used to describe
5G Networ k aut omati on based on the Intent-Based Networking (1BN) and
Interface to Network Security Functions (I2NSF) frameworKk.

* Intent: It refers to a set of operational objectives and expected

outconmes that a network should fulfill, expressed in a declarative
manner wi thout specifying the inplenentation details or the exact
procedures to achi eve them [ RFC9315]. Intents can be represented

usi ng XM. [ RFC6020] [ RFC7950] or YAM. [ YAM.] formats, and may be
delivered to the target conponents through protocols such as
NETCONF [ RFC6241], RESTCONF [ RFC8040], or via standard REST APls
[ REST] .

* |IBN User Function (IUF): It is typically accessed via a web-
browser interface, which allows Mbile Object adm nistrators to
i nput network intents for the IBN Control Function (ICF). These
intents serve as strategic objectives that guide the generation of
security and network policies within the system

* |IBN Control Function (ICF): The |ICF operates as a core conmponent
of the 12NSF architecture deployed within the 5G network. It is
responsi bl e for managi ng and orchestrating security enforcenent
functions by translating the intents fromthe |UF into actionabl e
policies, and by selecting appropriate 5G Network Functions (NFs)
for their execution.

* Devel oper’s Managenent Function (DMF): It is a component wthin
the Interface to Network Security Functions (I12NSF) franework that
acts as a provider of Network Security Functions (NSFs). |It’'s
responsible for registering the capabilities of these NSFs with
the Security Controller, essentially naking them available for use
in enforcing security policies.

* Security Control Function (SCF): SCF strengthens network security
by generating lowlevel policies to nodify and suppl enent the
net work configuration based on the delivered network policy and
delivering these to the relevant individual NFs.
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3.

* Security Data Analytics Function (SDAF): It collects and anal yzes
monitoring data to verify whether the policies generated based on
intents have been properly enforced by the network security
functions, and to evaluate the perfornance and functionality of
the security services

*  Network Security Function (NSF): NSF is a network security
function that provides actual security services based on policies
generated based on the user’s intent. It actually executes
security tasks such as blocking or allowing traffic based on the
policy delivered from|CF.

An | 2NSF- Based Architecture for 5G Edge Security Managenent

This section defines a conprehensive franmework for 5G security
managenent autonation by introducing its essential conponents and
expl ai ni ng how each of themis designed to interconnect with
functions in the 5G core networks [TS-23.501]. The framework is
grounded in intent-based networking principles, which enable high-

| evel user or application intents to be automatically translated into
actionable policies. These policies are then enforced and nonitored
across both the core and edge domains wi thout requiring nanua

i ntervention.

As 5G networ ks becone nore distributed and support a grow ng nunber
of latency-sensitive services and het erogeneous devices, traditiona
static security mechanisms struggle to cope with the dynam c nature
of threats and the scale of real-tine traffic. Manual configuration
is no longer feasible in such environnents, naking autonmated security
orchestration essential to nmaintain consistent protection, reduce
response time, and mininze human error

To realize this, the franework | everages a set of |2NSF-based
functional nodules that collectively support policy translation,
enforcenment, and real-tinme nonitoring. By integrating these
conmponents into the 5G architecture, the system enabl es scal abl e,
adaptive, and context-aware security operations tailored to the needs
of dynam c and het er ogeneous edge environments.
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Figure 1: |2NSF-Based Security Managenment Framework for 5G Edge
Net wor ks
Figure 1 illustrates a 5G edge security service architecture based on

the |1 2NSF franmework [ RFC8329], inplenented as an | ntent-Based System
(IBS). An intent-based managenent strategy is required between the
5G Core network and distributed edge domains to enabl e the autononous
configuration and security enforcenment of edge functions such as User
Equi prent (UES), as described in the IETF draft on intent-based

net wor kK managenent aut onati on.

On the right side of the architecture, the AFs for Security Services
represent application-layer functions that initiate and manage hi gh-
| evel security intents. These functions serve as the interface

bet ween external users or applications and the intent-based security
system This service is conposed of several key nodul es, including
the Intent-Based Use Function (IUF), the Intent Control Function
(ICF), the Security Control Function (SCF), the Devel oper’s
Management Function (DMF), and the Security Data Anal ytics Function
(SDAF), which collectively support intent interpretation, policy
transl ation, enforcenent, and nonitoring across the network.

The security intent generated by the Intent-Based Network Use
Function (IUF) is first interpreted as a high-1evel objective
reflecting the desired behavior of the network or specific
applications. This intent is then processed by the |Intent-Based

Net work Control Function (I1CF), which plays a central role in
translating the abstract intent into concrete policies. Through this
transl ation process, two distinct types of policies are created: a
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net work policy, which governs how the underlying network shoul d
behave (e.g., traffic routing, filtering, or QS enforcenent), and an
application policy, which defines how specific applications or

devi ces shoul d operate under given security constraints.

Once these policies are generated, they are delivered to the 5G Core
Net work via the Network Exposure Function (NEF). The NEF serves as
the gateway between external application functions and the internal
control plane of the 5G Core. To support flexible deployment and
orchestration, these conponents can be inplenented as containerized
m croservi ces and managed usi ng Kubernet es[ Kubernetes]. By passing
the policies through the NEF, the system enables rel evant 5G Core
conponents such as the Policy Control Function (PCF), Session
Management Function (SMF), and Access and Mbility Managenent
Function (AMF) to enforce the translated policies in real time. This
ensures that the original user or service intent is consistently and
dynani cal | y applied throughout the network.

4. The Procedure for |2NSF-Based 5G Edge Security Managenent

This testbed dempnstrates a use case where high-level user intents
are automatically translated into enforceable network and application
policies. Leveraging the I12NSF (Interface to Network Security
Functions) framework [ RFC8329] and depl oyed on the free5CGC platform
this architecture enabl es automated, intent-driven security
managenent that reduces the reliance on manual configuration and
static rule sets.

The systemis designed to support distributed policy enforcenent by
i ntegrating key |2NSF conponents such as the |Intent-Based Networking
Use Function (IUF), Intent Control Function (I1CF), Security Control
Function (SCF), and Security Data Analytics Function (SDAF). These
components work col |l aboratively to process intents, generate
appropriate policies, and enforce themdynam cally across both the
core network and the edge.

| User Equi pnent |

N Appplication Policy
| (Configuration)

| . +
+----- + Fo-em- - + | I BN Contr ol | e +
| NEF |<------------ + Router |<----+ Functi on | <-------- + I BN Use |
oo + Net wor k e + | (Intent Translator)| Intent | Function |
5G Core Pol i cy R T + R +

Network (Firewal | & WebFilter)
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Figure 2: The Procedure of Policy Generation and Delivery for 5G
Edge Net work

Figure 2 shows the procedure for 5G Edge Security Managenent
Automation, specifically illustrating the creation of user intents
and the generation of corresponding network policies and application
policies. The process begins when a user or adm nistrator expresses
a security-related intent via the I BN Use Function (IUF). This
intent, representing a high-level goal such as restricting access to
certain websites or nonitoring device behavior, is passed to the |IBN
Control Function (ICF). The ICF, equipped with an Intent Transl ator,
converts this intent into both network-Ievel and application-Ieve
policies. The translated network-1evel policies are forwarded
through the router to the 5G Core’ s Network Exposure Function (NEF)

[ TS-29.503], while the application-1level policies are delivered
directly to the User Equipnment (UE). This enables consistent policy
enforcement fromthe core network to the device edge
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Figure 3: The Procedure within an | 2NSF-Based Franmework for 5G
Edge Security Managenent

Figure 3 illustrates the procedure of how the intent-driven network
policies and application policies are applied across both the 5G core
networ k and user equi pnment. These policies are then propagated

t hroughout the 5G network to support coordinated and consi stent
security enforcement. Network-level policies are distributed to core
networ k functions [TS-23.501], where they hel p guide the overal
behavi or and resource allocation of the systemin alignnment with the
user's intent. At the sane tine, application-level policies are
delivered to various user devices, such as smartphones and |oT nodes,
whi ch have enbedded controllers capable of interpreting and enforcing
the received policies locally.

This all ows each device to autononpusly adjust its behavior according
to the defined security or operational requirenents. |n parallel,

net wor k- based security functions are al so engaged to apply the
necessary controls, such as access restrictions or traffic filtering,
ensuring that both the core and the edge of the network operate
securely and in harnony with the original intent. This distributed
approach enables flexible, scalable, and adaptive policy enforcenent
across the entire nobile network environnent [TS-23.288].
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To support adaptive security validation, each user equipnent’s |BN
Controller periodically generates monitoring reports based on |oca
policy enforcenment status. These reports are sent to the Security
Data Anal ytics Function (SDAF), which analyzes the nonitoring data to
eval uate whether the applied policies are effectively enforced. Al
collected data is stored in a centralized Mnitoring Data Storage
modul e, enabling real-tinme policy validation and historical auditing.
The rel ated steps are as foll ows:

* Steps 1-2: Anintent is sent froman application within the 5G
Core to the IBN Control Function, where it is translated into
network and application policies. This marks the begi nning of
intent-driven automati on for security nanagenent.

* Step 3: The network policy is delivered to relevant 5G Core
functions and connected security conponents. These conponents
then prepare for the enforcenent of the policy.

* Step 4: The application policy is sent to the IBN Controllers on
the target user devices. This allows the devices to receive
instructions w thout direct user intervention

* Step 5: Each device applies the policy to adjust its settings and
behavi or. The changes take effect locally to reflect the system
wi de intent.

* Step 6: Devices nonitor their own status and send rel evant data
back to their IBN Controllers. This ensures continuous awareness
of policy inpact at the device |evel

* Step 7: IBN Controllers conpile and forward the data as nonitoring
reports. These reports provide a basis for evaluating the
ef fecti veness of the applied policies.

* Step 8 The reports are analyzed to check if the policies are
wor king as intended, and the results are stored for future use.
This conmpl etes the feedback | oop that enabl es adaptive policy
refinement.
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Through this process, the systemenables intent-driven security
managenent that spans from core network functions to individual user
devices. By translating high-level intents into enforceable policies
and continuously nonitoring their effects, the architecture supports
real -tine adaptation to network conditions and user behaviors. This
ensures that security enforcenent remains consistent, context-aware,
and aut ononmous throughout distributed edge environments. Moreover,
the cl osed-1oop structure provides a foundation for scal abl e and

sel f-optim zing policy managenent, which is essential for future 5G
edge- native networKks.

Al so, the proposed system extends the core conponents such as the

I ntent-Based Networking Use Function (1UF), Intent Control Function
(ICF), and distributed enforcenent nodules to operate in tandemwth
the handover procedures defined in 3GPP specifications. This helps
keep security consistent and smart across the edge network where
qui ck response and | ocal control are especially inportant. This
approach can also be applied to nobility scenarios where intent-
driven security policies need to dynamically mgrate and be re-
enforced as User Equi pnent (UE) transitions between gNBs.

5. Security Considerations Sections

In the context of intent-based edge security managenent in 5G

net wor ks, several inportant security aspects nust be considered to
ensure robust and trustworthy system behavior. One key concern

i nvol ves the potential for malicious mani pul ati on of user intents.
Since intents are high-level expressions of user goals that drive the
aut onat ed generation of network and application policies, any

unaut hori zed alteration could | ead to unintended or insecure
outcomes. Ensuring that each intent originates froma trusted source
and is protected by integrity validation mechanisnms is therefore
essenti al

Anot her inportant consideration is the accuracy and reliability of
the policy translation and enforcenent process. Wen translating
abstract intents into concrete policies, the system nmust preserve the
user’s original intent w thout introducing m sconfigurations or

i nconsi stencies. Incorporating validation checks and feedback
mechani sns hel ps ensure that policies are correctly interpreted and
consistently applied across the network. To further enhance this
process, deep |learning techniques [Deep-Learning] can be enployed to
detect anomalies, learn from past policy enforcenent outcones, and
adaptively inprove the translation | ogic based on contextual patterns
and historical data.

Ahn, et al. Expi res 8 January 2026 [ Page 11]



Internet-Draft An Integrated Security Service Systemfo July 2025

6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
7. References
7.1. Normative References

[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,
<https://www. rfc-editor.org/info/rfc6020>.

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., HEd.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DO 10.17487/ RFC6241, June 2011,
<https://www. rfc-editor.org/info/rfc6241>.

[ RFC7149] Boucadair, M and C. Jacquenet, "Software-Defined
Net wor ki ng: A Perspective fromw thin a Service Provider
Envi ronment”, RFC 7149, DA 10.17487/ RFC7149, March 2014,
<https://ww.rfc-editor.org/info/rfc7149>.

[ RFC7950] Bjorklund, M, Ed., "The YANG 1.1 Data Moddel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://ww.rfc-editor.org/info/rfc7950>.

[ RFC8040] Bierman, A, Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww.rfc-editor.org/info/rfc8040>.

[ RFC8329] Lopez, D., Lopez, E., Dunbar, L., Strassner, J., and R
Kumar, "Framework for Interface to Network Security
Functions", RFC 8329, DO 10.17487/RFC8329, February 2018,
<https://www. rfc-editor.org/info/rfc8329>.

[RFC9315] Cdemm A, Cavaglia, L., Ganville, L. Z., and J.
Tantsura, "Intent-Based Networking - Concepts and
Definitions", RFC 9315, DA 10.17487/RFC9315, Cctober
2022, <https://www.rfc-editor.org/info/rfc9315>.

7.2. Informative References
[ YAM_] I ngerson, B., Evans, C., and O Ben-Kiki, "Yet Another
Mar kup Language (YAM.) 1.0",

Avai |l abl e: https://yam . org/spec/ history/2001-05-26.htm,
Oct ober 2023.

Ahn, et al. Expi res 8 January 2026 [ Page 12]



Internet-Draft An Integrated Security Service Systemfo July 2025

[ TS-23.501]
"System Architecture for the 5G System (5GS)", Avail abl e:
https://portal.3gpp. org/ deskt opnodul es/ Speci fi cati ons/
Speci ficationDetails. aspx?speci ficationld=3144, Septenber
2023.

[ TS-28.312]
"Intent Driven Management Services for Mobile Networks",
Avai | abl e:
https://portal.3gpp. org/ deskt opnodul es/ Speci fi cati ons/
Speci ficationDetails.aspx?specificationl d=3554, Septenber
2023.

[ TS-23. 288]
"Architecture Enhancenents for 5G System (5GS) to Support
Net wor k Data Anal ytics Services", Avail abl e:
https://portal.3gpp. org/ deskt opnodul es/ Speci fi cati ons/
Speci ficationDetails.aspx?specificationl d=3579, Septenber
2023.

[ TS-29. 503]
"Service-Based Interface Specifications for the Network
Exposure Function (NEF)", Avail able:
https://portal.3gpp. org/ deskt opnodul es/ Speci fi cati ons/
Speci ficationDetails.aspx?specificationl d=3342, Septenber
2023.

[ TS-29. 520]

"Network Data Anal ytics Services", Avail able:
https://portal.3gpp. org/ deskt opnodul es/ Speci fi cati ons/
Speci ficationDetails.aspx?specificationl d=3355, Septenber
2023.

[ ETSI-NFV] "Network Functions Virtualisation (NFV); Architectural
Framewor k", Avail abl e:
https://ww. etsi.org/deliver/etsi_gs/
nfv/001_099/002/01. 02. 01_60/gs_nfv002v010201p. pdf,
Decenber 2014.

[ REST] Fielding, R and R Taylor, "Principled Design of the
Modern Wb Architecture”, ACM Transactions on |nternet
Technol ogy, Vol. 2, Issue 2,,
Avail abl e: https://dl.acm org/doi/10.1145/514183. 514185,
May 2002.

Ahn, et al. Expi res 8 January 2026 [ Page 13]



Internet-Draft An Integrated Security Service Systemfo July 2025

[ Deep- Lear ni ng]
CGoodfellow, I., Bengio, Y., and A Courville, "Deep
Lear ni ng", Publisher: The MT Press,
Avai |l abl e: https://ww. deepl ear ni ngbook. org/, Novenber
2016.

[ Kuber net es]
"Kubernetes: Coud Native Conmputing Platforni,
Avai |l abl e: https://kubernetes.io/, March 2024.

[ Survey- | BN- CST- 2023]
Lei vadeas, A. and M Fal kner, "A Survey on |ntent-Based
Net wor ki ng",
Avail able: https://ieeexplore.ieee.org/docunent/ 9925251,
March 2023.

[Aickl NC- Si gcomm 2023]
Xu, W, Zhang, Z., Feng, Y., Song, H, Chen, Z., W, W,
Liu, G, Zhang, Y., Liu, S., Tian, Z, and B. Liu,
"CicklINC: In-network Conputing as a Service in
Het er ogeneous Programmabl e Dat a- cent er Networks",
Publ i sher: ACM SI GCOW
Avail able: https://dl.acm org/doi/10. 1145/ 3603269. 3604835,
Sept enber 2023.

Acknowl edgrent s

This work was supported by Institute of Information & Conmunications
Technol ogy Planning & Evaluation (I1TP) grant funded by the Korea

M nistry of Science and ICT (MSIT) (No. RS-2024-00398199 and RS-
2022-11221015).

This work was supported in part by Institute of Information &
Conmruni cati ons Technol ogy Pl anning & Evaluation (11 TP) grant funded
by the Korea Mnistry of Science and ICT (MSIT) (No. 11TP-2025-RS-
2022-11221199, Regional strategic industry convergence security core
tal ent training business).

Contributors
Thi s docunent is nade by the group effort of OPWAWG greatly
benefiting frominputs and texts by Linda Dunbar (Futurewei), Yong-
Geun Hong (Daej eon University), and Joo-Sang Youn (Dong- Eui
University). The authors sincerely appreciate their contributions.

The foll owi ng are coauthors of this docunent:

Ahn, et al. Expi res 8 January 2026 [ Page 14]



Internet-Draft An Integrated Security Service Systemfo July 2025

Mose Cu

Depart ment of Computer Science & Engineering
Sungkyunkwan Uni versity

2066 Seobu- Ro, Jangan-CQu

Suwon

Gyeonggi - Do

16419

Republ i ¢ of Korea

Phone: +82 31 299 4106

Emai | : rna0415@kku. edu

URI : http://iotl ab. skku. edu/ peopl e- Moses- Gu. php

Aut hors’ Addr esses

Yoseop Ahn (editor)

Depart ment of Conputer Science & Engineering
Sungkyunkwan Uni versity

2066 Seobu-Ro, Jangan-CGQu

Suwon

Gyeonggi - Do

16419

Republ i ¢ of Korea

Phone: +82 31 299 4106

Emai | : ahnj s124@kku. edu

URI : http://iotl ab. skku. edu/ peopl e- Ahn- Yoseop. php

Jaehoon Paul Jeong (editor)

Department of Conputer Science & Engineering
Sungkyunkwan University

2066 Seobu- Ro, Jangan-CGQu

Suwon

Gyeonggi - Do

16419

Republic of Korea

Phone: +82 31 299 4957

Emai | : paul j eong@kku. edu

URI : http://iotl ab. skku. edu/ peopl e-j aehoon-j eong. php

Younghan Ki m

School of Electronic Engineering
Soongsi| University

369, Sangdo-ro, Dongjak-gu

Seoul

06978

Republic of Korea

Ahn, et al. Expi res 8 January 2026 [ Page 15]



Internet-Draft An Integrated Security Service Systemfo July 2025

Emai | : younghak@su. ac. kr

Ahn, et al. Expi res 8 January 2026 [ Page 16]



