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Abst ract

Thi s docunent defines two conpl enentary nechanisns to inprove
user experience and policy transparency in DNS-based filtering.
The first mechani sm enhances Response Policy Zone (RPZ) operation
t hrough Extended DNS Error (EDE) signaling. The second introduces
a new URI - REDI RECT (URI-R) Resource Record to support secure,
application-level redirection for both HTTP and HTTPS traffic.
Each nechani sm can operate i ndependently or together, enabling
networ k operators and resolvers to provide safer, TLS-conpliant
redirection for policy-enforced donmins.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
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https://ww.ietf.org/1lid-abstracts. htn
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I nt roducti on

DNS- based policy enforcement, such as through Response Policy Zones
(RPZ), is widely used to protect users frommalicious or restricted
domai ns. Traditional redirection methods often substitute an IP
address to display a warning page. However, for HITPS traffic this
causes TLS certificate m smatches and security warni ngs.

This draft introduces two i ndependent but conpl enentary nechani sns
to resolve this problem an RPZ-EDE extension and a URl - REDI RECT
record. Each can be inplenented separately or together

Pr obl em St at enent

When a resol ver enforces policy using an RPZ redirect or CNAME
substitution, browsers attenpting to connect via HTTPS wil |
encounter a certificate msmatch. The redirection | P does not
mat ch the queried donmain, producing TLS errors such as

"Your connection is not private."

There is no existing DNS-based framework that both preserves
HTTPS integrity and provides transparent user notification.

Overvi ew of RPZ and EDE

Response Policy Zones (RPZ) allow DNS operators to define policies
that alter query responses. Extended DNS Errors (EDE), as defined
in RFC 8914, allow resolvers to return structured error codes and
expl anatory text.

Integrating EDE with RPZ provides a nechanismto informclients
why a domai n was bl ocked or altered without nodifying the
transport or redirection |ayer.

Mechani sm 1: RPZ-EDE Policy Signaling

In this approach, RPZ is extended to include optional EDE fields.
When a resolver blocks or rewites a query, it returns an EDE code
describing the policy reason (for exanple, "Ml ware Domain").

Exanpl e:

i, ->>HEADER<<- opcode: QUERY; status: REFUSED
;; EDE: 15 (Bl ocked Due to Policy)
;; EDE Text: "Malicious domain detected by RPZ policy"

Clients supporting EDE can render |ocal warnings or interna
pages expl ai ning the bl ock reason

Advant ages:
* No TLS handshake errors occur.
* Fully compatible with DNSSEC and RPZ.
* Backwar d-conpatible with existing resol vers.

Li mitations:
* Requires EDE-aware clients.
* Cannot display rich HTM. warni ng content.

Mechani sm 2: URI - REDI RECT (URI-R) Record
The URI-R Resource Record allows resolvers to return a structured

URI indicating a redirection target, rather than an | P address.
Thi s enabl es secure, HTTPS-conpatible redirects.



Exanpl e Record:
bl ocked. exanpl e.com IN URI-R 10 0 O "https://safe. exanpl e. net/war ni ng"

Resol ver Behavi or:
* On policy match, respond with URI-R instead of A/ AAAA records.
* Optionally include EDE for additional context.

Cient Behavior:
* Interpret URI-R as an instruction to redirect to the specified
HTTPS URI before establishing any TLS session with the bl ocked
domai n.

Advant ages:
* Seaml ess HTTPS redirect without certificate errors.
* Rich user interface and context display possible.
Limtations:
* Requires client/stub resol ver support.
* |Introduces trust and validation conplexity.
6. Illustrative Message Fl ow

6.1 Current Behavior (Wthout RPZ-EDE or URI-R)

R + R + R +
| Client | ----- > | Resolver | ----- > | Malicious |
| Browser | <----- |  (RP2) | <----- | Domain |
N + N + N +
| |
[------- TLS error (CERT m smatch) ------- >|

N + N +
| Cient | ----- > | Resolver |
| Browser | <----- | w EDE |
S + S +
I
| --- EDE Info: "Blocked due to policy" --->|
| --- Local display of warning nmessage ---->|

6.3 URI -R Enabl ed Resol ver

S + S + S +

| Cient | ----- >| Resolver | ----- > | Safe Site |

| Browser | <----- | w URI-R| <----- | warni ng |

R + R + R +
I

| --- Redirect to https://safe.exanple.net ---->|

These fl ows show the difference between the traditional approach,
RPZ- EDE signaling, and the new URI-R redirection nodel.

7. Security Considerations

Bot h nechani sns require trust in the recursive resolver. URI -R

i ntroduces additional considerations because it can alter client
navi gati on behavior. |nplementations MIST ensure URI -R responses
originate only fromtrusted, DNSSEC validated resol vers.

RPZ- EDE and URI -R data MUST NOT be accepted fromuntrusted or
unsi gned DNS responses. Cients SHOULD detect and prevent redirect
| oops and ignore nal formed URIs.



8.

10.

| ANA Consi der ations

Thi s docunent requests IANA to allocate a new DNS Resource Record
type code for "URI-R' (URI-REDI RECT). It al so suggests reserving
addi ti onal Extended DNS Error codes for policy signaling under
RPZ operati on.
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