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Abst r act

Thi s docunent defines the Signed Email Authentication Layer (SEAL), a
cryptographically signed identity envel ope carried within a new
message header field, SEAL-Envel ope. SEAL provides a stable,
forwarding-resilient identity assertion that binds the origin domain
to a specific message instance using the SEAL-MSGAE D header, which
contains a SEAL-protected copy of the [ RFC5322] Message-1D present at
message creation tinme. After SEAL-MSA D is set, internediaries may
modi fy or discard the visible [ RFC5322] Message-| D header without
affecting SEAL validity. SEAL al so records the canonical [RFC5322]
From header value in the envel ope, enabling detection of From
rewiting without affecting SEAL validity. SEAL is designed to

conpl enent current approaches such as DKIM DMARC, and ARC by

reduci ng their dependency on nutabl e nessage conmponents and by

provi ding a canonical, tanper-evident identity |layer that can renmain
valid across many comon transformations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 18 Cctober 2026.
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Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Emai | authentication today relies primarily on SPF, DKIM and DVARC
These nechani sns provi de nmeani ngful protections but share a
fundanental architectural limtation: they bind identity to nessage
conmponents that are inherently nutable. SPF validates only the
connecting | P address, not the author identity. DKIMsigns selected
headers and the nmessage body, both of which are routinely nodified by
forwarders, mailing lists, and security appliances. DMARC depends on
alignment with SPF and DKIM and therefore inherits their fragility.
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The Signed Email Authentication Layer (SEAL) introduces a new
identity layer for email that reduces dependence on mutabl e nmessage
components. SEAL defines a canonical, tamper-evident identity
envel ope that is signed by the originating domain and carried in a
dedi cat ed header, SEAL-Envel ope. The envel ope asserts the sender’s
identity, the intended recipient scope, a validity wi ndow, and a
stabl e message identifier derived fromthe [RFC5322] Message-ID and
carried in the SEAL- MSA D header.

SEAL depends on the SEAL- MSA D header and the scope field for nessage
bi nding. The SEAL-MSGE D header is popul ated by the sender with the

[ RFC5322] Message-1D value at the tine the nessage is created. After
SEAL-MSGA@ D is set, internmediaries may nodify or discard the [ RFC5322]
Message- | D header without affecting SEAL validity. Al other

[ RFC5322] headers and the nessage body may al so be nodified in
transit without affecting SEAL signature verification. Because SEAL
does not sign or depend on nutable headers or the nessage body, it
can remain valid across many forns of forwarding and transfornations
that commonly break DKIM subject to the scope and nmsgid constraints
recorded in the envel ope.

SEAL is intended to function al ongside DKIM and ARC, each addressing
a different part of the authentication problem DKIM and ARC provide
cont ent - bi ndi ng and chai n-of - custody i nformati on, while SEAL nobves
the identity assertion into a separate, tanper-evident envel ope that
remai ns stabl e across many forns of forwarding and header rewiting.
Toget her, these mechani snms offer conpl ementary assurances without
overl apping responsibilities.

This docunent is witten using the xm 2rfc v3 vocabul ary [ RFC7991].

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy
This section defines term nol ogy used throughout this docunent.

*Origin domai n* -- The dommin that generates and signs the SEAL
envel ope and publishes the correspondi ng public key in DNS

*SEAL envel ope* -- The canoni cal JSON object defined by this
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4.

docunent that carries the identity assertion and associ ated
met adata, and that is signed by the origin domain.

*Receiver* -- A systemthat receives an emnil nessage and is
capabl e of parsing and verifying the SEAL-Envel ope header

*Forwarder* -- An internediary that receives a nessage and re-
sends it, potentially nodifying the [ RFC5322] header bl ock or
message body.

*Reci pients* -- The recipient identifiers the sender addresses the
message to at send-tinme (e.g., mailbox, domain, mailing |ist
address). This termdoes not include the expanded set of delivery
mai | boxes produced by intermedi aries such as mailing lists,

al i ases, or forwarding systens.

*Scope* -- Afield in the SEAL envel ope that indicates the
reci pients for whomthe SEAL assertion is valid.

*Message identifier (nsgid)* -- The value of the SEAL-MSGE D
header, which is set by the sender to the [ RFC5322] Message-ID
header value at nmessage creation tine and used to bind the SEAL
envel ope to a specific nessage instance.

*Aut hor identity (from* -- The canonical [RFC5322] From header
val ue as recorded in the SEAL envel ope. This value is signed and
imutable; intermediaries may rewite the visible From header

wi t hout affecting SEAL verification.

Pr obl em St at enent

DKI M [ RFC6376] attenpts to provide message integrity by signing

sel ected headers and the nmessage body. However, email is inherently
nmut abl e.  Forwarders, mailing lists, and security appliances
routinely nodi fy headers and bodies in ways that invalidate DKIM
signatures. ARC attenpts to preserve authentication results across
intermediaries, but it adds conplexity and does not address the
underlying issue that identity is tied to nutabl e data.

The core architectural problemis that DKIM binds identity to nessage
conponents that are not stable. SEAL addresses this by binding
identity to a separate, canonicalized envel ope that is not part of
the mut abl e header block and is therefore nore resilient to comon
transfornmations.
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SEAL Overvi ew

SEAL defines a new identity envel ope contai ni ng:

* *origin* -- the domain asserting identity
* *gcope* -- the intended recipients

* *jat* -- issued-at tinestanp

*  *exp* -- expiration tinestanp

* *mpgid* -- the value of the SEAL-MSGE D header, which is set to the
[ RFC5322] Message-I D at nessage creation time

* *fromt -- the canonical [RFC5322] From header val ue at nessage
creation time

* *alg* -- signature algorithmidentifier
* *eh* -- hash of the canonical envel ope excluding the "sig" field
* *sig* -- signature over the canonical envel ope

The envel ope is serialized using a strict canonical JSON
serialization. Before signing, the inplenmentation conputes the "eh"
val ue as a hash of the canonical envelope with all required fields
except "sig". The signature is then conputed over this sane
canoni cal form including "eh" but excluding "sig". The resulting
si gned envel ope i s base64-encoded and placed in the SEAL-Envel ope
header field.

SEAL depends on the SEAL- MSA D header and the scope field for nessage
bi nding. The SEAL-MSGE D header is popul ated by the sender with the

[ RFC5322] Message-I1D value at the tine the nessage is created. Al

ot her [ RFC5322] headers, including the [ RFC5322] Message-| D header
itself, and the message body may be nodified in transit without

af fecting SEAL signature verification. The envel ope provides a
stabl e, tamper-evident identity assertion that can survive many forns
of forwardi ng and common nessage transformati ons, subject to the
scope and negid constraints recorded in the envel ope.

The SEAL- Envel ope Header

The SEAL- Envel ope header carries the signed identity envelope. |Its
ABNF i s:

SEAL- Envel ope = "SEAL- Envel ope: " OAN5 1*(VCHAR / WSP)
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The header value is a base64-encoded representation of the signed
envel ope. Intermediaries MJUST NOT nodify the header value. Any
nmodi fication will invalidate the signature.

7. Envel ope Canonicalization

The SEAL envel ope is serialized using a strict canonical JSON
serialization to ensure that all inplenentations produce an identica
byt e sequence for signing and verification. The canonicalization
rules are:

*  *Top-level structure* -- The envel ope MJST be a single JSON
object. Arrays MJST NOT appear at the top |evel

* *Key ordering* -- Al keys MJST be serialized in | exicographic
order based on their UTF-8 byte val ues.

* *String escaping* -- Strings MJST use the mninmal JSON escapi ng
required by [ RFC8259]. Characters MJST NOT be escaped unl ess
required. Unicode escapes, if used, MJIST use | owercase
hexadeci mal .

* *Tinestanps* -- The iat and exp fields MJST use full RFC 3339 /
| SO 8601 tinmestanps in UTC with seconds included (for exanple,
"2026-03-03T23: 17: 00Z2").

*  *\Whitespace* -- No whitespace is permtted outside of string
literals.

* *Field presence* -- Al defined fields MJST appear; optiona
om ssion is not permtted.

8. Signature Mdel

SEAL uses nodern digital signature algorithns such as Ed25519

[ RFC8032] or RSA-PSS. To conpute the signature, the inplenmentation
MUST construct the conplete envel ope object with all required fields
except "sig", serialize it according to the canonicalization rules in
this document, and conpute the "eh" field as a hash of this canonica
form

The signature is then conputed over the sanme canonicalized envel ope
(including "eh" but excluding "sig"). The "sig" field is popul ated
with the base64-encoded signature value. The public key is published
in DNS using records defined in this docunent. Receivers verify the
signature using the public key retrieved fromDNS. [|f verification
fails, the SEAL assertion is invalid.

Ahear n Expires 18 COctober 2026 [ Page 6]



I nternet-Draft SEAL April 2026

The nsgid field in the SEAL envel ope MJST contain the exact val ue of
the SEAL- MSG D header. The SEAL- MSGE D header MJUST be set by the
sender at message creation tinme to the [ RFC5322] Message-1 D header
val ue of the nessage. This binds the envelope to the specific
nmessage i nstance and prevents transplanting the envel ope onto a

di fferent nessage. After SEAL-MSA D is set, internediaries MAY

modi fy or discard the [ RFC5322] Message-| D header wi thout affecting
SEAL verification

The scope field indicates the recipients for whomthe SEAL assertion
is valid. A receiver MIST treat a SEAL envelope as invalid if the
message is delivered to a recipient that does not match the value in
scope. Receivers MAY apply additional |ocal policy based on scope,
but a scope m smatch constitutes a SEAL verification failure.

9. Forwardi ng Semantics

SEAL is designed to remain valid across many forms of forwarding that
do not change the effective recipients or the nessage identity as
recorded in the envel ope. Because the envel ope depends on the SEAL-
M5A D header and the scope field for nessage binding, intermnediaries
may nodi fy other headers, including the [ RFC5322] Message-| D header,
and t he nessage body without affecting SEAL signature verification,
provi ded that the nmessage is delivered only to recipients that are
consistent with the scope val ue.

Recei vers MAY conpare visible header values in the received nessage
to the correspondi ng val ues recorded in the SEAL envel ope to detect
header rewiting, but such conparisons do not affect SEAL signature
validity.

Receivers MUST treat the value of the nsgid field inside the SEAL
envel ope as the authoritative nessage identifier for SEAL
verification. Differences between the SEAL- MSG D header and the

vi si bl e [ RFC5322] Message-| D header MJUST NOT cause SEAL verification
to fail.

Recei vers MAY conpare the fromfield in the SEAL envel ope to the

vi si bl e [ RFC5322] From header to detect Fromrewiting. A msmatch
MUST NOT cause SEAL verification to fail, but MAY be used as input to
| ocal policy or user interface signaling.

Forwarders MAY add their own SEAL-rel ated headers in future

ext ensi ons, but this docunent defines only the origin signature
carried in the SEAL-Envel ope header.
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10.

Ah

1. Miling List Behavior

Mailing lists are not forwarders; they generate new nessages with new
reci pients, new Message-IDs, and often nodified content. Because
SEAL binds identity to a specific nessage instance via the nsgid and
scope fields, the original SEAL envel ope cannot survive nailing |ist
redistribution. Miling lists that wish to provide SEAL assurances
may generate a new SEAL envel ope for the redistributed nmessage,
asserting their own domain identity. This behavior is consistent
with existing email authentication mechanisns and reflects the
architectural reality that mailing |ists create new nessages rather
than forwardi ng existing ones.

Depl oyment Consi der ati ons

SEAL is designed for incremental and non-di sruptive depl oynent.
Domai ns nmay adopt SEAL without requiring any changes fromreceivers,
intermedi aries, or other senders. SEAL operates in parallel with
exi sting authentication nechanisns such as SPF, DKIM [ RFC6376], and
DMARC, and does not interfere with their operation

A dommi n may begin signing nessages with SEAL at any tine by
publ i shing one or nore SEAL keys in DNS and addi ng the SEAL-Envel ope
header to outbound mail. Receivers that understand SEAL can verify
the signature and use the resulting identity assertion as an
additional signal. Receivers that do not inplement SEAL will sinply
i gnore the SEAL-Envel ope header wi thout inpact.

SEAL does not require nodifications to MIAs, nessage transfer

pi pelines, or internediary systens, and does not require any changes
to SMIP protocol behavior. Because the SEAL envel ope is independent
of mutable [ RFC5322] headers and the nessage body, SEAL signatures
can remain valid across many forns of forwardi ng and common nessage
transformations that frequently invalidate DKIM signatures. However,
SEAL verification depends on the scope and nsgid val ues recorded in
the envel ope, and SEAL signhatures m ght not survive transfornmations
(such as some mailing list expansions) that change the effective

reci pients or nmessage identity. In scenarios where an intermediary
such as a mailing list redistributes a nmessage, that internediary

m ght generate a new SEAL envel ope for the redistributed nessage, but
the behavi or of such internediaries is out of scope for this docunent
and is left for future work. Such internediaries may al so continue
torely on DKIMto provide content-binding or nmessage-integrity
assurances for the redistributed nmessage.

Domai ns MUST publish at | east two SEAL keys if they intend to rotate

keys without interrupting SEAL verification. One key is used for
current signing and at | east one additional key remmins available to
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val i date previously signed nessages. Additional keys MAY be
publ i shed to support delegation to third-party sending services or to
facilitate algorithmagility. This docunent does not define an upper
limt on the nunber of SEAL keys a domain nmay publish. Receivers
MUST attenpt verification with any SEAL key published at the
_seal . <donmi n> | abel

SEAL does not define receiver policy. Receivers deternine how SEAL
verification results are incorporated into | ocal authentication,
reputation, or filtering decisions. Future work may explore
integration of SEAL with DMARC or related nechani sns, but such policy
consi derations are out of scope for this docunent.

A dedi cated SEAL DNS resource record type may be defined in a future
revision of this specification. For initial deploynent, SEAL keys
are published using TXT records to ensure broad conpatibility with
exi sting DNS infrastructure.

11. DNS Requirenents

Oigin domains publish SEAL public keys in DNS under the _seal |abe
using TXT records. TXT is the initial publication nmechanismfor SEAL
keys. A dedicated SEAL-specific DNS resource record type MAY be
defined in a future revision of this specification, but this docunent
does not define such a type.

A SEAL key record is published at:
_seal . <donmmi n>. TXT ( "v=SEAL1l; k=ed25519; p=<base64-public-key>" )
Domai ns publish SEAL keys as TXT records at the _seal.<domai n> | abel

Operators SHOULD choose DNS TTL val ues that bal ance responsi veness to
key rotation with caching efficiency. TTLs on the order of one hour
to one day are RECOVMMENDED for SEAL key records. Receivers SHOULD
respect published TTLs but MAY cache keys for shorter periods
according to |l ocal policy.

12. Security Considerations

SEAL provides a cryptographically signed identity assertion that is

i ndependent of nutabl e nessage conponents. Receivers MJST NOT assune
that the message body or headers other than SEAL-Envel ope and SEAL-
MSA D are unnodi fied sinply because the SEAL signature verifies

SEAL is conplementary to existing mechani sms such as DKIM [ RFC6376] .
Recei vers and operators SHOULD handl e SEAL verification results
according to local policy.
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13. Privacy Considerations
SEAL asserts dommin-level identity only and does not introduce new
personal data fields. SEAL does not expose user identifiers beyond
those already present in the enmil nessage.
SEAL does not introduce new privacy considerations beyond those
al ready present in DKIM[RFC6376] or other donuai n-based
aut henti cati on mechani sns.
14. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
15. Future Work
Future work may defi ne:
* SEAL extensions for internediaries.
* Integration with DVARC
* A dedicated DNS RR type
*  Post-quantum si gnature al gorithns.
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