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Abst ract

Thi s docunent presents an architectural framework for an Intelligent
Agent Communi cation Gateway (Agent-GWN, designed to support |arge-
scal e, heterogeneous, and dynami c multi-agent collaboration. As
agents evolve fromisolated software entities to a coll aborative
digital workforce, the underlying infrastructure nmust transition from
rigid, host-based connectivity to flexible, intent-based interaction

Thi s docunent outlines the requirenents for such a transition and
proposes the Agent-GWas a unified infrastructure hub. The gateway
provides native primtives for Semantic Routi ng—di spatchi ng tasks
based on intent and capability—and Worki ng Menory, which manages
structured context for multi-step workflows. Furthernore, it defines
mechani sms for automated protocol adaptation, oracle-free agent

eval uation, and coll aborative inference acceleration (KDN). The
architecture ains to enabl e agents and | egacy systens to interoperate
t hrough standardi zed protocols while ensuring observability,

security, and operational scalability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 August 2026
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The rapi d advancenent of Large Language Mddels (LLMs) has catal yzed
the energence of the "Internet of Agents," a paradi gm where

aut ononous software entities and tool -1ike services interconnect to
formcol |l aborative workflows. Unlike traditional nicroservices,
these agents possess varying degrees of autonomy, reasoning
capabilities, and diverse interface standards. Early agent

depl oynents were typically siloed within proprietary franeworks,
limting their ability to collaborate across adm nistrative domains
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or heterogeneous platforns.

As these systens scale, the fundanental bottleneck shifts from basic
network connectivity to context managenent and efficient
orchestration. Delivering the right context to the right agent at
the right time—while managi ng the high conputational cost of

i nference—becones a critical infrastructure challenge. Existing
net wor k/ appl i cati on gateways, designed for static endpoints and
statel ess packet forwarding, |ack the semantic awareness required to
interpret agent intents or manage the lifecycle of a collaborative

t ask.

Thi s docunment introduces the Agent Communi cation Gateway (Agent-GW,
an architectural entity situated between agents and external tools or
services. The Agent-GWNelevates the network’s role froma passive
transport layer to an active semantic intermediary. It introduces
two core primtives: Semantic Routing, which decouples task execution
from physi cal endpoints by routing based on capabilities and runtime
state; and Wirki ng Menory, which provides a shared, incrementally
updat ed context layer to support nulti-step reasoning.

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy

The following terms are defined in this draft:

Agent - GW (Agent - Gy  Agent Conmuni cation Gateway; the infrastructure
component coordinating multi-agent comruni cation, responsible for
protocol translation, semantic routing, and context nmanagenent.

Semantic Routing The process of routing a request based on the
semantic intent of the task and the capabilities of avail able
agents.

Worki ng Menory A structured, tenporary storage nmechanismw thin the
gateway that nmintains the context and state of a multi-turn agent
i nteraction.

KDN (Know edge Delivery Network) A nechanismthat treats inference
states (e.g., LLMKV caches) as reusable and distributable
artifacts.

MCP Model Context Protocol; a reference standard for connecting Al
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assi stants to systens/data.
4. Network and Infrastructure Requirenents

The proliferation of intelligent agents fundanentally reshapes
interaction patterns in future networks. Agent interactions are
typically short-lived, context-heavy, and driven by high-level goals
rather than explicit comrands. To support this, the infrastructure
must satisfy the followi ng requirements

*| ntent-Based Addressing:* The network nust support addressing
schenmes based on what constitutes the service (Capability) rather
than where it is located (Topol ogy).

*Stat eful Context Managenent:* Unlike statel ess HITP requests,
agentic workflows often involve nmulti-turn reasoni ng where context
accunul at es.

*Het er ogeneous Interoperability:* The ecosystem conprises diverse
entities. The infrastructure nust provide automated adaptation

| ayers.

*Dynami c Capability Discovery:* The network requires a dynanic

di scovery nmechani smthat can match task needs with agent capabilities
in real-tinme.

*|I nference Efficiency:* Mechanisns to cache and share internedi ate
i nference states (such as KV caches) are required.

5. Architecture Overview
This section describes the reference architecture of the Agent
Conmuni cati on Gateway (Agent-GWN. It functions as a Semantic
Internediary operating at the application and cognitive |ayers.

5.1. Architectural Model

Figure 1 illustrates the |ogical conponents and their interactions
wi thin the Agent-GW
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Figure 1: Agent-GW Reference Architecture
6. Infrastructure Functions Enabling Active Network Participation
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6.1. Agent Identification and Capability Directory

This function establishes the "Root of Trust" for the agent network,
shifting security from network-1ayer spoofing prevention to
application-layer Capability Spoofing nmitigation. The Agent-GWN

mai ntains a dynanmic, verified directory where agent entries are not
static records but active, verified states.

*Cryptographic ldentity and Verification:* Participating agents MJST
possess a Cryptographic Agent ID (AID) derived froman X 509v3
digital certificate. Upon registration, the agent submits an

Agent Card binding its identity to a specific capability hash. To
prevent the registration of nalicious entities, the Agent-GW

i mpl ements a Capability Caimand Verification (CCV) mechani sm
Utilizing Metanorphic Testing principles, the gateway issues

"Chal | enge- Response" queries (e.g., senmantic variants of a task) to
verify the agent’s functional consistency without accessing its

i nternal nodel weights (Zero-Know edge verification).

*Semanti c Heartbeat and Dynamic Pruning:* To maintain directory
freshness, the Agent-GWNenforces a Semantic Heartbeat. Unlike
traditional Layer 3 keep-alives that only confirm network
reachability, this mechanismperiodically verifies Layer 7 functiona
integrity. Agents that fail these semantic challenges (indicating
they are "Zonmbi e Agents" or functionally inpaired) are dynamically
pruned fromthe directory.

6.2. Automated Protocol Adaptation and Interface Nornmalization

Residing within the Access & Adaptation Plane, this function serves
as the "Senmantic Edge" that normalizes heterogeneous externa
protocols (e.g., HITP, MJIT, gRPC) into the unified Mdel Context
Protocol (MCP) used by the internal O chestration Plane.

To handl e unstructured or poorly docunented interfaces, the Agent-GWN
i npl ements a Generative Adaptation Mechanismw th Active Probing.
Instead of relying on static drivers, an LLM based engi ne ingests raw
interface descriptions to generate prelimnary bindings. These
bindings are iteratively refined through a self correcting feedback

| oop.

6.3. Infrastructure-Level Agent Eval uation and Conpliance
Agents are often deployed as "bl ack-box" entities where interna
logic is opaque. The Agent-GWintroduces an infrastructure-|eve

eval uati on nechanismto ensure reliability and conpliance without
requiring access to nodel weights.
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Thi s function enpl oys Metanor phi c Testing protocols: the gateway
generates semantic variations of task instructions (e.g., rewiting
the pronpt or injecting noise) and eval uates the consistency of the
agent’s responses. This "Oracle-free" approach allows the gateway to
assign a dynamc reliability score to each agent.

6.4. Dynamic Orchestration and Semantic Routing Mechani sm

Static routing tables are insufficient for dynamc nulti-agent

col l aboration. The Agent-GWinpl ements Semantic Routing, a mechani sm
that dispatches tasks based on high-level intent, real-tine
capability matching, and operational constraints.

The Cognitive Orchestration Plane deconposes conplex user intents
into a Directed Acyclic Graph (DAG of sub-tasks. The Dynam c

Di spatcher then assigns these sub-tasks to the npbst suitable agents
based on Capability Match, Trust Score, and Operational Metrics.

6.5. Evolutionary Know edge Managenent

To inprove col | aboration efficiency over tine, the Agent-GWN
i ncorporates Evolutionary Menory. This function transforns the
gateway froma stateless forwarder into a learning infrastructure

The gateway captures execution traces, success/failure feedback, and
user corrections frompassing traffic. |In local or edge depl oynents,
this allows the Agent-GWNto build a |localized know edge base to
refine routing policies and provi de "Feedback Gui dance" to ternina
agents.

6.6. Collaborative Inference Accel eration (KDN)

Mul ti-agent workflows frequently involve redundant reasoni ng over
shared contexts. To address the conputational inefficiency, the
architecture proposes a Know edge Delivery Network (KDN).

The KDN function enables the sharing of internediate inference
states, specifically the Key-Value (KV) cache of the LLM across co-
| ocated agents or peer gateways. This significantly reduces the

Ti me-to-First-Token (TTFT) and overall conputational | oad.

7. Security Considerations
The introduction of an active Agent-GWintroduces specific security

chal | enges: Agent ldentity Spoofing, Capability Poisoning, Context
Leakage, and Inference Artifact Security.
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Thi s docunment has no | ANA actions at this tine.
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