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Abstract

Thi s docunent defines an I1S-1S capability sub-TLV for advertising
measur enent group nmenbership for Active Measurenment Protocols (AMPs)
such as TWAMP and STAMP. The nechanismallows | GP routers to

di scover other routers participating in different neasurenment groups,
enabl ing automatic di scovery of neasurenent endpoints across |GP
areas. The solution uses interface addresses (IPv4 or IPv6) to

i dentify neasurenent group nenbership, where the sane interface
address may be used for nmultiple neasurenent groups.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

In network deploynments, different 1GP routers may participate in

di fferent measurenent groups for various purposes. For exanple, one
measur enent group may be used for TWAMP ( Two-VAy Active Measurenent
Protocol ), another for STAWMP (Sinple Two-VWay Active Measurenent
Protocol ), and yet another for other measurenent or operational

pur poses.

To enabl e automatic di scovery and configuration of these nmeasurenent
groups, there is a need for 1GP routers to discover which other
routers are participating in which neasurenent groups. This

di scovery nechani sm nust work whether the participating routers are
in the sane | GP area or not, which inplies that the information nust
be | eakabl e across area boundari es.

Thi s docunent defines an IS-1S capability sub-TLV, simlar to the
seam ess BFD di scrimnators nmechani sm defined in [ RFC7883], that
allows routers to advertise their nmeasurenment group nenbership. The
mechani smuses interface addresses (I1Pv4 or I Pv6) to identify
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measur enent group nenbership, where the interface address may be
associated with either a physical interface or a | oopback interface.
The sane interface address may be used to indicate nenbership in
mul ti pl e neasurenent groups.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Use Case

At a high level, different 1GP routers participate in different
measur enent groups. For exanple, neasurenent group A nay be used for
TWAMP, neasurenent group B for STAMP, and neasurenent group C for
anot her purpose.

The requirenents for measurenent group di scovery are:

* | GP routers MUST be able to discover which routers are
participating in which neasurenent groups.

* Discovery MIUST work whether participating routers are in the sane
| GP area or not, which inmplies that the information MJST be
| eakabl e across area boundari es.

* An interface address (I Pv4 or IPv6) is used to identify the
menber shi p of a particul ar neasurenent group.

* The interface address MAY be associated with either a physica
interface or a | oopback interface.

* The sane interface address MAY be used for nultiple nmeasurenent
groups.

Si nce | oopback support is required, and there is no adjacency created
over | oopback interfaces to carry Adjacency Segnment ldentifier (ASLA)
information, the solution uses an |S-1S capability sub-TLV similar to
sean ess BFD discrinminators [RFC7883]. This approach allows the
adverti senent of neasurenent group nenbership information in the
Router Capability TLV, which is propagated across area boundari es.
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3. IS 1S Active Measurenent Protocol Measurenment G oup Sub-TLV

Thi s docunent defines a new I S-1S capability sub-TLV for advertising
Active Measurenent Protocol (AMP) neasurenent group nenbership. The
sub-TLV is carried in the IS-1S Router Capability TLV (TLV 242) as
defined in [ RFC7981].

The Active Measurenment Protocol Measurenment G oup sub-TLV has the
followi ng format:

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
Type | Lengt h | Protocol Flags| Reserved |
i T o T i e S S S i S e S

I
+-
I
| I Pv4 or 1 Pv6 Host Address (4 or 16 octets) |
I
R et e s i o e s i i

Figure 1: AMP Measurenent G oup Sub-TLV For mat
Fi el ds:

Type:
TBD (to be assigned by | ANA)

Lengt h:
1 octet. The length of the value field in octets. For |Pv4d
addresses, the length MJUST be 6. For |Pv6 addresses, the length
MJUST be 18.

Prot ocol Fl ags:
1 octet. A bit field indicating which Active Measurenent
Protocol s are supported on this endpoint. Bit definitions are
specified in Section 3. 1.

Reserved:
1 octet. MIST be set to zero on transm ssion and MJST be ignored
on receipt.

| Pv4 or |1 Pv6 Host Address:
4 octets for IPv4d or 16 octets for IPv6. The interface address
(I'Pv4 or IPv6) that identifies this endpoint’s menbership in the
measur enent groups indicated by the Protocol Flags field. This
address MAY be associated with a physical interface or a | oopback
i nterface.
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Miul tiple instances of this sub-TLV MAY be included in the Router
Capability TLV to advertise nultiple endpoints, each potentially
supporting different combinations of Active Measurenent Protocols.

3.1. Protocol Flags
The Protocol Flags field is an 8-bit field where each bit indicates

support for a specific Active Measurenent Protocol. The bit
assignnents are as foll ows:

R ettty S pe el sl el o
| Bit | Protocol | Reference |
E bl oo oo el e s s s s g
| 0 | TwAwWP | [ RFC5357] |
+----- F--- - - I T T i +
| 1 | STAW | [RFC8762] |
+----- I T T +
| 2-7 | Reserved | For future assignnent by | ANA

+----- R R T i I +

Table 1

Bits are nunbered fromO (nobst significant bit) to 7 (Il east
significant bit). A bit value of 1 indicates that the endpoint
supports the correspondi ng protocol for the measurenent group
identified by the Host Address. A bit value of O indicates that the
endpoi nt does not support that protocol

Multiple bits MAY be set to indicate that the endpoi nt supports
mul ti ple protocols, meaning the sanme interface address is used for
mul ti pl e measurenment groups.

4. QOperations

A router that participates in one or nore Active Measurenent Protoco
measur enent groups MJST advertise the AMP Measurenent G oup sub-TLV
inits Router Capability TLV. For each endpoint (interface address)
that participates in neasurenment groups, the router MJIST include one
i nstance of the sub-TLV with the appropriate Protocol Flags bits set.

I f an endpoint supports multiple protocols (e.g., both TWAMP and
STAMP), the router MAY either

* Include a single sub-TLV instance with nultiple Protocol Flags
bits set, or

* Include nmultiple sub-TLV instances, each with a single Protoco
Flags bit set.
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Rout ers receiving the AVMP Measurenment G oup sub-TLV MJST process the
information to build their measurement group menbershi p dat abase.
This information is used to discover other routers participating in
the sane measurenent groups, enabling automatic configuration of
measur enent sessi ons.

The Router Capability TLV, and thus the AMP Measurenent G oup sub-
TLV, is propagated across |S-1S area boundari es when area leaking is
configured, satisfying the requirenment for cross-area discovery.

If a router’s neasurenent group nenbership changes, it MJST update
its Router Capability TLV advertisenment accordingly. Routers

recei ving updated informati on MIST process the changes and update
their neasurenent group nenbership database.

5. 1 ANA Consi derations

5.1. 1S 1S Router Capability TLV Sub-TLVs
I ANA is requested to assign a new sub-TLV type fromthe "I S 1S Router
Capabi lity TLV sub-TLVs" registry for the Active Measurenment Protocol
Measur enment Group sub-TLV defined in this docunent.

5.2. AWMP Measurenent Group Protocol Flags Registry
I ANA is requested to create a new registry called "AW Measurenent
G oup Protocol Flags" under the "Interior Gateway Protocol (IGP)
Par amet ers" registry group. The registry should track bit
assignnents for Active Measurenent Protocols in the Protocol Flags
field of the AMP Measurenent G oup sub-TLV.

The initial assignments are:

B il el s ey
| Bit | Protocol | Reference |
[ b bl oo oo e e s s e
| O | TWAMP | [RFC5357], this docunment |
+----- R I T T T +
| 1 | STAWP | [RFC8762], this document |
+----- I i e T I +
| 2-7 | Unassigned | |
+----- I I T +
Tabl e 2

Future assignnents are to be nmade through | ETF Revi ew [ RFC8126] .
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6.

7.

7.

Security Considerations

Thi s docunent defines a mechanismfor advertising nmeasurement group
menbership in IS-1S. The security considerations for IS 1S as
specified in [ RFC1195] and [ RFC5304] apply.

An attacker that can inject fal se AMP Measurenent G oup sub-TLVs
could cause routers to attenpt to establish nmeasurenent sessions with
incorrect endpoints, potentially |eading to:

* Fail ed measurenent sessions
* M sconfiguration of nmeasurement infrastructure
* Resource exhaustion if many fal se endpoints are advertised

To mitigate these risks, inplenentations SHOULD authenticate IS 1S
prot ocol exchanges using the nmechani sns defined in [ RFC5304] for IS
IS authentication. Additionally, operators SHOULD confi gure
appropri ate access controls and nonitoring to detect and prevent
unaut hori zed adverti senents.

The information advertised in the AVMP Measurenent G oup sub-TLV
reveal s which routers are participating in measurenment groups and
whi ch interface addresses are used for measurenment purposes. This
i nformati on may be considered sensitive in some depl oynents.
Operators should consider the inplications of this informtion

di scl osure when depl oyi ng this nmechani sm
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