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Abst ract

To support the utility of Brand Indicators for Message |dentification
(BIM), domains publishing BIM records may find it useful to know
when their logos are failing to be displayed as expected. Wen an
entity, for exanple a nmail box operator, determ nes whether or not to
display the logo identified in the BIM record, they may encounter
errors trying to retrieve the image file. Simlarly, the associated
evi dence docunent used to validate the logo may fail evaluation. In
ot her cases, the evaluator nay decide that despite everything
validating, they may rely on local policies that determ ne validated
| ogos should still not be displayed. This specification defines how
BIM evaluators should report their evaluation outcone back to the
publisher within the context of existing Donmai n-based Message

Aut henti cati on, Reporting, and Confornmance (DMARC) reports.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Organi zations sending enmail associated with specific brands and
domai ns may use Brand Indicators for Message lIdentification (BIM)
[1-D.blank-ietf-bini] to signal which brand identifier (e.g. a
company | ogo) should be displayed when receiving aut henticated enail
for the specified domain. This docunment is intended as a conpani on
to the BIM specification as it defines the associated error
reporting nethod and schema. It includes information necessary for
Domain Omers to identify and troubl eshoot potential issues related
to the evaluation of the elenents identified within their BIM
records.

The docunent supports the ability for a domain sending email to

identify and di agnose problens with their BIM deploynent. It is
designed to be as easy to deploy as possible for BIM reporters and
report consuners. It integrates with existing Donmain-based Message
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Aut henti cati on, Reporting, and Confornance (DMARC) [RFC7489]
aggregate reporting (RUA) rather than adding a new reporting
mechanism The data being reported is aggregated in a way that
respects the privacy of senders, receivers, and users by not |eaking
potentially sensitive information.

Thi s docunent is intended as a conpanion to the BIM specification
draft [I1-D.blank-ietf-bim] by adding reporting abilities.

1.1. Ternminology and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] and

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Thi s docunent is designed to operate within the context of Internet
Mai |l service, as defined in [RFC5598], as well as the reporting
structure defined by [RFC7489]. 1In addition to the terns defined
bel ow, sone termn nol ogy throughout the docunent has been inherited
fromthose specifications.

Aligned Dormai n: The FQDN that passes the DMARC eval uation to
determne where to initially |look the associated DVARC policy
record.

Assertion Domain: The FQDN where the BIM record associated with an
email is found.

Evaluator: The entity or organization that evaluates the BIM
assertions when an email is received and has passed DVARC
evaluation. This may be the email receiver (e.g. the MX server
identified as the i nbound MIA gateway), or another entity that
processes the enail later in the emanil evaluation pipeline. For
exanpl e, an MIA may perform DVARC and BIM evaluation within a
singl e authentication process, while in some contexts DVARC
eval uati on may occur at a perineter MIA while BIM evaluation is
performed by another MIA later in the process (which may or may
not be operated by the sane organization).

Report: The data conpiled by the Eval uator about how it eval uated
BIM in relation to email sent from or on behalf of, a specified
domai n.

Reporter: The operator that sends Reports to the Report Consuner
identified within the applicabl e DMARC record.
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Report Consumer: An operator that receives Reports froma Reporter
i mpl ementing the reporting mechani smdescribed in this docunent.
Such an operator m ght be receiving reports about its own
messages, or Reports about nessages related to another operator.
This termapplies collectively to the system conponents that
recei ve and process these reports and the organi zati ons that
operate them

Sel ector Name: The name of the BIM selector, if one exists, within
the designated header field in an email. |[If no specific BIM
selector is identified, the Selector Nane is assuned to be
"defaul t".

2. ldentifying the Report Consumer

Gven that BIM relies on DMARC eval uation, this docunment does not
define a separate Report Consuner outside the context of DVARC. The
BIM Report MJST be included as part of a DMARC report sent to the
RUA address identified within the applicable DVARC record for the
emai | being evaluated. The applicable Report address is detern ned
by the DMARC policy discovered for the Aligned Domain of the sending
email. This may be the Fully-Qualified Domain Nane (FQDN) [ RFC1983],
or Organi zational Domain as determ ned by DMARC eval uation. Note
that the donain of the applicable DMARC policy may not be the sane
domai n where the applicable BIM record is discovered.

2.1. Exanple 1: Sub-domain Reporting

For exanple, consider the followi ng situation in which an
Organi zational Domain (i.e. "example.conl) has slightly different
DMARC and BIM reporting configurations for the two FQDNs:

Domai n: exanpl e. com
* Publishes a DMARC record
* Requests RUA reports be sent to "rua@xanpl e. cont
* Publishes a BIM record

Domai n: sub. exanpl e. com
* Publishes a DVARC record
* Requests RUA reports sent to "rua@ub. exanpl e. conf
* Does not publish a BIM record

When the organi zation sends enail with the [ RFC5322]. From donai n set
to "sub. exanpl e.com', the Evaluator does not find a BIM record at
the FQDN, but does find one at the Organizational Domain |evel:
"exanpl e. cont'.
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The Eval uator sends BIM reports to the applicable report consumer
identified within the Aligned Domain’s DVARC record:

"rua@ub. exanpl e. cont’, not to the RUA address associated with the
Organi zational Domain where the BIM record was discover ed.

2.2. Exanple 2: Inherited Reporting

I n anot her exanpl e, consider another situation in which an
Organi zational Domain (i.e. "exanple.com') has slightly different
DMVARC and BIM reporting configurations for the two FQDNs:

Domai n: exanpl e. com
* Publishes a DMARC record covering all sub-domains
* Requests RUA reports be sent to "rua@xanpl e. conf
* Publishes a BIM record

Donmai n: sub. exanpl e. com
* Does not publish a DVARC record
* Does not publish a BIM record

VWhen the organi zation sends email with the [ RFC5322]. From donmai n set
to "sub. exanpl e. com', the Evaluator does not find a BIM record at
the FQDN, but does find one at the Organi zati onal Domain |evel:
"exanpl e. coni'.

The Eval uator sends BIM reports to the applicable report consumer
identified for the Aligned Domain which is discovered within the
appl i cabl e DMARC record published at the organi zati onal domai n:
"rua@xanpl e. cont'.

3. Reporting Schema

The followi ng data defined in this section MJIST be reported within
the context of an XM.-fornmatted DVARC [ RFC7489] Aggregate Report
(RUA). Gven the reliance on DMARC eval uation, the BIM Reports are
sent as additional elenents within RUA reports, inheriting its

term nol ogy and netadata (e.g. "date_range", "report_id", etc.).

The conplete set of BIM Report elenents and attributes are coll ected
within a single top-level <bim > elenment within the RUA <xm > root
elenment (i.e. at the sane level as the <record> elenents). The

<bi m > el enent SHOULD be the | ast top-level elenment within the <xnl >
root element, but MAY be placed in any order in relation to other
top-1evel el enents.

The nested structure of the elenents is illustrated below. The

attributes and contents for each el enent are described in nore detail
in the foll ow ng sections.

Adans & Brot man Expires 7 May 2026 [ Page 5]



I nternet-Draft BIM Reporting Noverber 2025

<bi m >
<domai n>
<assertion>
<evi dence />
<errors>
<assertion>[count] </assertion>
<evi dence>[ count] </ evi dence>
<i ndi cat or >[ count ] </ i ndi cat or >
<undefi ned>[ count ] </ undef i ned>
</errors>
</ assertion>
</ domai n>
</bim>

3.1. <dommi n> El ement

Wthin the <bim > elenent is one or nore <donmmi n> el enents, each
el ement of which MJST include the follow ng attributes:

"aligned" (REQUI RED): The Aligned Domain.
"assertion" (REQUI RED): The Assertion Donain.

Each <donai n> el emrent MJST represent a unique "aligned":"assertion"
tuple within the enclosing <bim > elenent. Al BIM assertion
records related to this domain tuple MIST be reported within this
el ement .

3.2. <assertion> El ement

The content of each <donmi n> el enent MJUST include one or nore
<assertion> el enents, each el enent of which MJST include the
followi ng attributes:

"selector" (REQUI RED): The Sel ector Nane defined by the rel evant
emai | header, or set to "default" if no Sel ector Nane was
specifically defined.

"I (REQU RED): The field extracted fromthe "I=" field within the
BIM assertion record. |If blank, the attribute | abel MJST be
present, and the attribute MJST be set to "unpublished"

"a" (REQU RED): The field extracted fromthe "a=" field within the

BIM assertion record. |If blank, the attribute | abel MJST be
present, and the attribute MJST be left blank (i.e. a="")
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3.

3.

3.

4.

Each <assertion> el ement MJST represent a unique "selector":"1":"a
tuple within the encl osing <domain> elenent. Al errors related to
this assertion tuple MJST be reported within this el enent.

In the case in which a non-default Selector Nanme is provided, but the
eval uation of the referenced selector results in an error, and

eval uation of the default selector also results in an error, both the
initial error and the default selector errors are reported within
separate <assertion> el enents. One <assertion> elenent will include
the "selector"” attribute set to "default"’, and the other wll
include the "selector"” attribute set to the Sel ector Nane identified
in the emnil .

<evi dence> El enent

The <evi dence> elenent is OPTIONAL and is only REQU RED if the
attributes as described below are included in the Report. The
<evi dence> elenment is a null element that contains the follow ng
attributes

"evidence-date"” (OPTIONAL): A [RFC5322]-formatted date expression
i ndi cati ng when the evidence docunent was eval uated. Evaluators
MAY periodically eval uate Evi dence Docunents and |ocally cache the
results for some period of time before re-evaluating them

"evi dence-issuer” (OPTIONAL): The issuer of the Evidence Docunent
retrieved and eval uat ed.

"evi dence-type" (OPTIONAL): The type of Evidence Docunent retrieved
and eval uat ed.

"evidence-url" (OPTIONAL; REQU RED if the "a=" field is

popul ated): The URL defined by the "a=" field within the BIM record
pointing to the authority Evidence Docunent. |If the field exists
and is popul ated, but evaluation of the field results in errors
during parsing or retrieval, the attribute is set to the value of
the "a=" field, and the appropriate set of "evidence-error-"
el ements (defined bel ow) are popul at ed).

<errors> El ement

Al errors to be reported MIST be included within the <errors>

el ement which is within the <assertion> element. Wthin the <errors>
el ement are one or nore elenents containing the error data aggregated
as described below. If there are no errors within a reporting
period, the <errors> elenent MJST NOT exist in the Report.
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The count of non-zero errors being reported MJST be grouped by the
| ogi cal tuple:
ERROR- NAMVE: cl ass: type
Where ERROR-NAME is an el enent naned one of:
“assertion”
“evi dence”

“indi cator”
“undefi ned”

L I

The "class" for each error tuple is set to one of:

"temp” If the Evaluator determines that the error is tenporary (e.qg.
a recoverable error such as a DNS query tinmeout when trying to
retrieve the resource), the Evaluator MAY rely on a previously
cached result and SHOULD set the class of the error to “tenp” .
Doi ng so indicates the Evaluator will try again in the future for
updated results. For exanple, a tenporary error may cause an
Eval uator to stop processing BIM for a single nessage, but try
again for the next nessage it receives fromthe donmain.

"perm |f the Evaluator deternines that the error is permanent (e.qg.
the resource is successfully retrieved, but is non-conformant),
the Eval uator SHOULD set the class to “perni . Doing so indicates
the Eval uator MAY stop evaluating BIM for all nessages fromthe
specified domain until additional infornmation becones avail abl e.

The "type" conponent of the tuple is defined for the specific error
elements in their descriptions bel ow

There MUST only be one instance of a specific error tuple per Report,
each of which aggregates the count of errors associated with that
tuple during the report period. There MAY be nmultiple error elenents
with the sane nane, but the tuples MJST be differentiated by distinct
el ement attributes.

For exanple, the <errors> element may contain two <indicator> error
el ements. One <indicator> error elenment may contain a "cl ass=tenp"
attribute, while the other may contain a "class=perni attribute.

Each of which aggregates the count of the specified class of errors.

Adans & Brot man Expires 7 May 2026 [ Page 8]



I nternet-Draft BIM Reporting Noverber 2025

3.4.1. <assertion> Errors El ement

The <assertion> errors elenment is OPTIONAL and is only REQUI RED i f
there are assertion errors to report. The <assertion> error el enent
encl oses a positive natural nunber indicating the count of assertion
errors encountered during the reporting period for the set of el enent
attributes indicating the class, type, and (optionally) description:

"class" Attribute: Set to either “temp” or “permi depending upon
whet her the Evaluator is treating the errors as tenporary or
per manent .

"type" Attribute: Set to one of:

*  “retrieval” if the Evaluator was unable to successfully retrieve
the assertion record (e.g. receiving a DNS RCODE: 3 when trying to
retrieve the selector)

*  “parsing” if one or nore fields in the BIM assertion record fails
to parse (e.g. the value in the “I=" or “a=" fields contain
unexpect ed characters)

"description" Attribute (OPTIONAL): Free-formtext provided by the
Eval uator indicating any specific details they believe useful to
understanding the error(s). The el enent SHOULD contain no nore
than 256 characters.

3.4.2. <evidence> Errors El enent

The <evi dence> errors elenent is OPTIONAL and is only REQU RED if
there are evidence errors to report. The <evidence> error el ement
encl oses a positive natural nunber indicating the count of evidence
errors encountered during the reporting period for the set of el enent
attributes indicating the class, type, and (optionally) description:

"class" Attribute: Set to either “tenp” or “perni depending upon
whet her the Evaluator is treating the errors as tenporary or
per manent .

"type" Attribute: Set to one of:

* "retrieval" if the Evaluator was unable to successfully retrieve
the authority evidence docunent (e.g. receiving a DNS RCODE: 3 when
trying to retrieve the docunent)

* "parsing" if the authority evidence docunent in the BIM record

fails to parse (e.g. the URl identified in the BIM record
contains invalid characters)
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* "validation" if the retrieved authority evidence docunent fails to
validate (e.g. the retrieved X 509 [ RFC5280] certificate fails to
val i dat e)

* "expired" if the authority evidence docunent has expired (e.g. the
retrieved X 509 certificate expiration date has passed at the tine
of validation)

* "revoked" if the authority evidence docunment has been reported as
bei ng revoked (e.g. the X. 509 certificate being evaluated, or any
inits progenitor chain, have been reported to the issuer’ s
Certificate Revocation List)

* "policy" if the BEvaluator determ nes that, even if the authority
evi dence docunent is technically validated, they have additiona
informati on that may inpact the evaluation (e.g. the Evaluator has
a local policy that doesn't recognize the issuing authority, the
evi dence type is deened insufficient, etc.)

"description" Attribute: Free-formtext provided by the Eval uator
i ndicating any specific details they believe useful to
understanding the error(s). The el enent SHOULD contain no nore
than 256 characters.

3.4.3. <indicator> Errors El ement

The <indicator> errors element is OPTIONAL and is only REQUI RED i f
there are indicator errors to report. The <indicator> errors el enent
encl oses a positive natural nunber indicating the count of indicator
errors encountered during the reporting period for the set of el enent
attributes indicating the class, type, and (optionally) description:

"class" Attribute: Set to either “temp” or “permi depending upon
whet her the Evaluator is treating the errors as tenporary or
per manent .

"type" Attribute: Set to one of:

* "retrieval" if the Evaluator was unable to successfully retrieve
the indicator (e.g. receiving a DNS RCODE: 3 when trying to
retrieve the indicator)

* "parsing" if the indicator in the BIM record fails to parse (e.g.

the indicator cannot be extracted fromthe presented evi dence
docunent)
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* "validation" if the Evaluator cannot validate that the indicator
can be used in the context of BIM (e.g. the SVG docunent
referenced by the "I=" URl isn't a valid SVG Tiny Portable Secure
(SVG P/'S) [I-D.svg-tiny-ps-abrotman] profile)

"description" (OPTIONAL): Free-formtext provided by the Eval uator
i ndicating any specific details they believe useful to
under standing the error(s). The el enent SHOULD contain no nore
than 256 characters

3.4.4. <undefined> Errors El enment

The <undefined> errors elenent is OPTIONAL and SHOULD be used to
report errors that are not covered by other error elenments. The
<undefined> errors el ement encl oses a positive natural nunber

i ndicating the count of undefined errors encountered during the
reporting period for the set of elenment attributes indicating the
class and (optionally) description

"class" Attribute: Set to either “tenmp” or “perni’ depending upon
whet her the Evaluator is treating the error as tenporary or
per manent .

"description" Attribute: Free-formtext provided by the Eval uator
i ndicating any specific details they believe useful to
understanding the error(s). The el enent SHOULD contain no nore
than 256 characters.
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5. | ANA Consi derati ons

This section will be filled out in nore detail when the draft noves
toward conpl eti on.

6. Security Considerations
Security considerations related to this docunment are inherited from
those nentioned in [RFC7489] and [I-D.blank-ietf-bim]. This section

will be filled out in nore detail when the draft noves toward
conpl eti on.
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7. On-going Discussions

* Can/ Should the BIM report data include information about MJA use

of BIM

i mges?

- Concerns about web bugs?

- Wat
- How i
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Appendi x A. Exanple RUA Report with BIM

The following is an exanple DVARC RUA report with BIM error
el ement s.

<?xm version="1.0" encodi ng="UTF-8" ?>
<f eedback>
<report _met adat a>
<or g_nane>reporter.tld</org _nane>
<emai |l >i nffo@eporter.tld</emil >
<report _id>uni queidentifier</report_id>
<dat e_r ange>
<begi Nn>1609459200Mk/ begi n>
<end>1609545599</ end>
</ dat e_range>
</ report _netadat a>
<pol i cy_publ i shed>
<domai n>sender . t | d</ domai n>
<adki npr </ adki e
<aspf >r </ aspf >
<p>rej ect </ p>
<sp>rej ect </ sp>?
<pct >100</ pct >
</ policy_published>
<record>
<r ow>
<source_i p>192. 0. 2. 1</ source_i p>
<count >10</ count >
<pol i cy_eval uat ed>
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<di sposi ti on>none</ di sposi ti on>
<dki nppass</ dki n»
<spf >pass</ spf >
</ policy_eval uat ed>
</ row>
<identifiers>
<header _fronpsender. t| d</ header _frone
</identifiers>
<auth_results>
<dki >
<domai n>sender . t | d</ domai n>
<resul t >pass</resul t>
<sel ect or >sel ect or 01</ sel ect or >
</ dki n»
<spf >
<domai n>sender . t | d</ domai n>
<resul t >pass</resul t>
</ spf >
</auth_resul ts>
</record>
<bim >
<donmi n al i gned="sender.tld" assertion="sender.tld">
<assertion selector="default" a=""
| ="https://ww. sender.tl d/i mages/| ogos/ bi ni .svg">
<evi dence />
<errors>
<i ndi cator class="tenp" type="retrieval"
descri ption="DNS RCODE: 3">1</i ndi cat or >
</errors>
</ assertion>
</ domai n>
</ bim >
</ f eedback>
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