ACME Wor ki ng Group B. Weeks
I nternet-Draft
I ntended status: Standards Track G Ml laya
Expires: 6 April 2026
S. Rajala
3 Cctober 2025

Aut omat ed Certificate Managenent Environment (ACME) Device Attestation
Ext ensi on
draft-acme-device-attest-07

Abst ract
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Aut omat ed Certificate Managenent Environnent (ACVE) protocol which
all ows validating the identity of a device using attestation.
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1. Introduction

The Automatic Certificate Managenent Environment (ACME) [ RFC8555]
standard specifies nethods for validating control over identifiers,
such as domain nanes. It is also useful to be able to validate
properties of the device requesting the certificate, such as the
identity of the device /and whether the certificate key is protected
by a secure cryptoprocessor.

Many operating systems and device vendors offer functionality
enabling a device to generate a cryptographic attestation of their
identity, such as:

* Android Key Attestation
(https://source. androi d. com security/keystore/attestation)

* Chrome CS Verified Access (https://devel opers. googl e. coml chrome/
verified-access/ overvi ew)

*  Trusted Pl atform Mdul e

(https://trustedconputinggroup. org/resource/trusted-platform
modul e-t pm summary/)
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* Managed Device Attestation for Apple Devices
(https://support. appl e. com en- oni gui de/ depl oynment / dep28af bde6a/
web)

Usi ng ACVE and device attestation to issue client certificates for

enterprise PKI is anticipated to be the nbst commopn use case. The

follow ng variances to the ACMVE specification are described in this
docunent :

* Addition of permanent-identifier [RFC4043] and har dwar e- nodul e
[ RFC4108] identifier types.

* Addition of the device-attest-01 challenge type to prove contro
of the permanent-identifier and hardware-nodul e identifier types.

* The chal l enge response payl oad contains a serialized WbAut hn
attestation statenent fornmat instead of an enpty JSON object ({}).

* Accounts and external account binding being used as a nechanismto
pre-authenticate requests to an enterprise CA

Thi s docunent does not specify the attestation verification
procedures. Section 13 of [WbAuthn] gives sone gui dance, however
verification procedures are conplex and nay require changes to
address future security issues.

Efforts are underway within the Renpte ATtestation ProcedureS (RATS)
wor ki ng group to define a set of standard formats and protocols for
attestation. An explict aimof this docunment is to support vendor
specific formats and protocols that are wi dl ey deployed at the tine
it was authored. 1In the future, an ACME chal | enge type based on

t hese standards SHOULD be used instead of device-attest-01

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Per manent ldentifier

A new identifier type, "permanent-identifier" is introduced to
represent the identity of a device assigned by the manufacturer,
typically a serial nunber. The nane of this identifier type was
chosen to align with [RFC4043], it does not prescribe the lifetine of
the identifier, which is at the discretion of the Assigner Authority.
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The identity along with the assigning organization can be included in
the Subject Alternate Nane Extension using the Pernmanentldentifier
form described in [ RFC4043].

Clients MAY include this identifier in the certificate signing
request (CSR). Alternatively if the server wishes to only issue
privacy-preserving certificates, it MAY reject CSRs containing a
Permanent I dentifier in the subjectAl tNane extension.

4. Hardware Modul e

A new identifier type, "hardware-nodule" is introduced to represent
the identity of the secure cryptoprocessor that generated the
certificate key.

The hardware nodul e identity can be included in the Subject Alternate
Nane Extension using the HardwareMdul eNanme form described in

[ RFC4108]. The Hardwar eMbdul eNane i s encoded as an otherNane with
the O D id-on-hardwareMdul eName (1.3.6.1.5.5.7.8.4) and consi sts of:

*  hwTlype: An OBJECT | DENTIFIER that identifies the type of hardware
nodul e

*  hwSerial Num An OCTET STRING containing the hardware nodul e seri al
nunber

Clients MAY include this identifier in the certificate signing
request (CSR). Wien included in a CSR, it MJST appear in an

ext ensi onRequest attribute [ RFC2985] requesting a subject Alt Nane
ext ensi on.

If the server includes HardwareMdul e in the subject A tNane extension
the CA MIUST verify that the certificate key was generated on the
secure cryptoprocessor with the asserted identity and type. The key
MUST NOT be able to be exported fromthe cryptoprocessor.

If the server wishes to issue privacy-preserving certificates, it MAY
om t HardwareMdul e fromthe subject Al t Name extension.

5. Device Attestation Challenge
The client can prove control over a permanent identifier of a device
by providing an attestation statenent containing the identifier of
the devi ce.

The devi ce-attest-01 ACME chal | enge object has the foll owing format:

type (required, string): The string "device-attest-01".
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token (required, string): A randomvalue that uniquely identifies
the chall enge. This value MJST have at |east 128 bits of entropy.
It MUST NOT contain any characters outside the base64url al phabet,
i ncludi ng paddi ng characters ("="). See [RFC4086] for additiona
i nformati on on randonmess requirenents.

{
"type": "device-attest-01",
"url™: "https://exanpl e.com acne/chal | / Rg5dvV14GhlQ',
"status": "pending",
"token": "evaGxf ADs6pSRb2LAVII Zf 17Dt 3] uxGJ- PCt 92wr - 0 A"
}

Aclient fulfills this challenge by constructing a key authorization
(Section 8.1 of [RFC8555]) fromthe "token" value provided in the
chal l enge and the client’s account key. The client then generates a
WebAut hn attestati on object using the key authorization as the
chal | enge

Thi s specification borrows the WebAuthn _attestati on object _
representation as described in Section 6.5.4 of [WbAuthn] for
encapsul ating attestation formats, but with these nodifications:

* The key authorization is used to form _attToBeSigned . This
repl aces the concatenation of _authenticatorData_and
_clientDataHash_. _attToBeSi gned_ is hashed using an al gorithm
specified by the attestation format.

* The _authData_ field is unused and SHOULD be onitted.

A client responds with the response object containing the WbAut hn
attestation object in the "attObj" field to acknow edge that the
chal | enge can be validated by the server

On receiving a response, the server constructs and stores the key
aut hori zation fromthe challenge’'s "token" value and the current
client account key.

To validate a device attestation challenge, the server perforns the
fol |l owi ng steps:

1. Performthe verification procedures described in Section 6 of
[ WebAut hn] .

2. Verify that key authorization conveyed by _att ToBeSi gned_ natches
the key authorization stored by the server
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POST /acne/ chal | / Rg5dV14Gh1Q
Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
n al gII : n E8256II ,
"kid": "https://exanpl e.com acne/acct/evOr KhNU60OwWg" ,
"nonce": "SS2sS| 1Pt spvFZO8kNt zKd",
"url": "https://exanpl e.com acne/chal | / Rg5dvV14GhlQ'
K
"payl oad": base64url ({
"attObj": base64url (/* WebAuthn attestation object */),
1),
"signature": "QlLbURgJoEs| bD1c5. .. 3pYdSM.i 057 mONN4"
}

6. Security Considerations

See Section 13 of [WebAuthn] for additional security considerations
related to attestation statenent formats, including certificate
revocation.

Key attestation statenents may include a variety of information in
addition to the public key being attested. Wile not described in
this document, the server MAY use any policy when evaluating this
information. This evaluation can result in rejection of a
certificate request that features a verifiable key attestation for
the public key contained in the request. For exanple, an attestation
statenment may indicate use of an unacceptable firmwvare version

7. | ANA Consi derati ons
7.1. ACME ldentifier Types

The "ACME Val idation Methods" registry is to be updated to include
the followi ng entries:

e sty et
| Label | Reference

S Pttt ety el
| permanent-identifier | RFC XXXX

I T I +
| hardwar e- nodul e | RFC XXXX |
R i F--- - - - +

Table 1
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7.2. ACME Validation Mthod

The "ACME Val idation Methods" registry is to be updated to include
the follow ng entry:

| Label | ldentifier Type | Reference
| device-attest-01 | permanent-identifier | RFC XXXX |
oo o - o e e e e o o - M +

Table 2
7.3. New Error Types

Thi s docunent adds the following entries to the ACME Error Type
registry

| Type | Description | Reference

[} e —————————————— e —p—_—_——————(—————————_ Ll p—p—p——_—————
| badAttestationStatement | The attestation statement | RFC XXXX |
| | is unacceptable (e.g. not | |
| | signed by an attestation | |
| | authority trusted by the | |
I | CA) I I
o e e e e e e oo o e e e e e R +

Table 3

7.4. Attestation statenent formats

Section 2.1 of [RFC8809] describes registration of new attestation
statenent format types used when authenticating users via [ WbAut hn].
Thi s specification reuses the sane format, but, because the context
for use is different, a different registry is required. This section
defines I ANA registries for WBC Wb Aut henticati on (WebAut hn)
attestation statenent format identifiers and extension identifiers
used in the context of a certificate request. This specification
establishes two registries:

* the "WebAuthn Attestation Statenment Format Identifiers for
Certificate Request Protocol s" registry

* the "WebAuthn Extension ldentifiers for Certificate Request
Protocol s" registry
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Any additional processes established by the expert(s) after the
publication of this document will be recorded on the registry web
page at the discretion of the expert(s), who may differ fromthe
experts associated with the registry established by [ RFC8809].

7.4.1. \WebAuthn Attestation Statenent Format |ldentifiers for
Certificate Request Protocols

WebAut hn attestation statenent format identifiers are strings whose
semantic, syntactic, and string-matching criteria are specified in
the "Attestation Statement Format |dentifiers"

(https://ww. w3. org/ TR/ 2019/ REC- webaut hn- 1- 20190304/ #sct n-att st n-f nt -
i ds) section of [WebAuthn], along with the concepts of attestation
and attestation statenent fornmats.

Regi stered attestation statenent format identifiers are those that
have been added to the registry by followi ng the procedure in
Section 7.4.1.1.

Each attestation statenment format identifier added to this registry
MJUST be uni que anpbngst the set of registered attestati on statenent
format identifiers.

Regi stered attestation statenent format identifiers MJUST be a maxi mum
of 32 octets in length and MJUST consist only of printable ASClI

[ RFC20] characters, excluding backslash and doubl e quote, i.e., VCHAR
as defined in [ RFC5234] but wthout %22 and %5c. Attestation
statenent format identifiers are case sensitive and may not natch
other registered identifiers in a case-insensitive nmanner unless the
desi gnated experts determine that there is a conpelling reason to

al  ow an excepti on.

7.4.1.1. Registering Attestation Statement Format Identifiers

WebAut hn attestation statenent format identifiers are registered
usi ng the Specification Required policy (see Section 4.6 of
[ RFC8126]).

The "WebAuthn Attestation Statenment Format ldentifiers for
Certificate Request Protocols" registry is |ocated at

https://ww. i ana. or g/ assi gnnent s/ webaut hn_for _certreq

(https://ww. i ana. org/ assi gnnent s/ webaut hn_for_certreq).

Regi stration requests can be made by follow ng the instructions

| ocated there or by sending an ermail to the webaut hn-for-certreqg-reg-
review@etf.org mailing list.

Regi stration requests consist of at |least the follow ng information:
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*  WebAuthn Attestation Statenent Format |dentifier

- An identifier neeting the requirements given in Section 7.4.1
* Description:

- Avrelatively short description of the attestation format.
* Specification Docunent(s)

- Reference to the docunent or docunents that specify the
attestation statenent fornmat.

* Change Controller:

- For Standards Track RFCs, list "IETF'. For others, give the
nane of the responsible party. Qher details (e.g., posta
address, enmil address, hone page URI) may al so be included.

*  Not es:
- [optional]

Regi strations MIUST reference a freely avail able, stable
specification, e.g., as described in Section 4.6 of [RFC8126]. This
speci fication MIST include security and privacy considerations
relevant to the attestation statenent fornat.

Not e that WebAuthn attestation statenent format identifiers can be
registered by third parties (including the expert(s) thenselves), if
the expert(s) deternines that an unregi stered attestati on statenent
format is widely deployed and not likely to be registered in a tinely
manner otherw se. Such registrations still are subject to the

requi renents defined, including the need to reference a

speci fication.

7.4.1.2. Registration Request Processing

As noted in Section 7.4.1.1, WebAuthn attestation statenent fornmat
identifiers are registered using the Specification Required policy.

The expert(s) will clearly identify any issues that cause a
registration to be refused, such as an inconpletely specified
attestation format.

When a request is approved, the expert(s) will informIANA and the
registration will be processed. The IESGis the arbiter of any
obj ecti on.
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7.4.1.3. Initial Values in the WebAuthn Attestation Statenent Fornat
Ildentifiers for Certificate Request Protocols Registry

The initial values for the "WbAuthn Attestation Statenent Format
Identifiers for Certificate Request Protocols" registry have been
popul ated with the values listed in the "WbAuthn Attestation
Statement Format Identifier Registrations”

(https://ww. w3. or g/ TR/ 2019/ REC- webaut hn- 1- 20190304/ #sctn-att - fnt -
reg) section of [WebAuthn]. Also, the Change Controller entry for
each of those registrations is:

* Change Controller
- WBC Wb Aut hentication Wrking Goup (public-webauthn@3. orQg)
7.4.2. WebAuthn Extension Identifiers for Certificate Request Protocols

WebAut hn extension identifiers are strings whose semantic, syntactic,
and string-matching criteria are specified in the "Extension
Identifiers" (https://ww. w3.org/ TR 2019/ REC- webaut hn- 1-
20190304/ #sct n-ext ensi on-i d) section of [WbAuthn].

Regi stered extension identifiers are those that have been added to
the registry by following the procedure in Section 7.4.2.1

Each extension identifier added to this registry MJST be uni que
anongst the set of registered extension identifiers.

Regi stered extension identifiers MJST be a maxi num of 32 octets in

| ength and MJST consist only of printable ASCII characters, excluding
backsl ash and doubl e quote, i.e., VCHAR as defined in [ RFC5234] but

W t hout %22 and %5c. Extension identifiers are case sensitive and
may not match other registered identifiers in a case-insensitive
manner unl ess the designated experts deternmne that there is a

conmpel ling reason to all ow an exception

7.4.2.1. Registering Extension ldentifiers

WebAut hn extension identifiers are registered using the Specification
Required policy (see Section 4.6 of [RFC8126]).

The "WebAuthn Extension lIdentifiers" registry is |ocated at
https://ww. i ana. or g/ assi gnment s/ webaut hn
(https://wwv i ana. or g/ assi gnnent s/ webaut hn). Regi stration requests
can be made by following the instructions |ocated there or by sending
an email to the webauthn-for-certreqg-reg-review@etf.org mailing
list.
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Regi stration requests consist of at |least the follow ng information:
* \WebAut hn Extension ldentifier

- Anidentifier neeting the requirenments given in Section 7.4.2.
* Description:

- Arelatively short description of the extension
* Specification Docurent(s):

- Reference to the docunent or docunents that specify the
ext ensi on.

* Change Controller

-  For Standards Track RFCs, list "IETF'. For others, give the
nane of the responsible party. Qher details (e.g., posta
address, emmil| address, home page URI) may al so be included.

*  Not es:
- [optional]

Regi strations MJST reference a freely available, stable
specification, e.g., as described in Section 4.6 of [RFC8126]. This
specification MIUST include security and privacy considerations

rel evant to the extension.

Not e that WebAut hn extensions can be registered by third parties
(including the expert(s) thenselves), if the expert(s) determ nes
that an unregi stered extension is widely deployed and not likely to
be registered in a tinmely manner otherwi se. Such registrations stil
are subject to the requirenents defined, including the need to
reference a specification

7.4.2.2. Registration Request Processing

As noted in Section 7.4.2.1, WbAuthn extension identifiers are
regi stered using the Specification Required policy.

The expert(s) will clearly identify any issues that cause a

registration to be refused, such as an inconpletely specified
ext ensi on.
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When a request is approved, the expert(s) will inform I ANA and the
registration will be processed. The IESGis the arbiter of any
obj ecti on.

7.4.2.3. Initial Values in the WbAuthn Extension Identifiers Registry

The initial values for the "WebAuthn Extension lIdentifiers" registry
have been popul ated with the values listed in the "WbAuthn Extension
ldentifier Registrations"” https://ww.w3. org/ TR/ 2019/ REC- webaut hn- 1-
20190304/ #sct n-extensi ons-reg (https://ww. w3. or g/ TR/ 2019/ REC-

webaut hn- 1- 20190304/ #sct n- ext ensi ons-reg) section of [WbAuthn].

Al so, the Change Controller entry for each of those registrations is:

* Change Controller:
- WBC Wb Aut hentication Wrking Goup (public-webauthn@a3. orqg)
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endix A. Enterprise PKl

ACME was originally envisioned for issuing certificates in the Wb
PKI, however this extension will primarily be useful in enterprise
PKI. The subsection bel ow covers sone operational considerations for
an ACME- based enterprise CA.

Ext ernal Account Bi nding

An enterprise CAlikely only wants to receive requests from

aut hori zed devices. It is RECOMMENDED that the server require a

val ue for the "external Account Binding" field to be present in
"newAccount" requests.

If an enterprise CA desires to linmt the number of certificates that
can be requested with a given account, including limting an account
to a single certificate. After the desired number of certificates
have been issued to an account, the server MAY revoke the account as
described in Section 7.1.2 of [RFC8555].

now edgnent s

TODO acknow edge.
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