Net wor k Wor ki ng G oup A. Li ndem

I nternet-Draft K. Pat el
I nt ended status: Standards Track Arrcus, Inc
Expires: 25 June 2026 S. Zand
Li nkedl n

J. Haas

Juni per Networks, Inc

X. Xu

Chi na Mbbil e

22 Decenber 2025

BGP Logi cal Link Discovery Protocol (LLDP) Peer Discovery
draft-acee-idr-11dp-peer-discovery-21

Abst r act

Li nk Layer Discovery Protocol (LLDP) or IEEE Std 802.1AB is

i mpl erented i n networ ki ng equi pnent from many vendors. It is natura
for 1 ETF protocols to avail this protocol for sinple discovery tasks.
Thi s docunent describes how BGP woul d use LLDP to discover directly
connected and 2-hop peers when peering is based on | oopback

addr esses.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Li nk Layer Discovery Protocol (LLDP) [LLDP] or IEEE Std 802.1AB is

i npl emented in networking equi prent from nmany vendors. It is natura
for IETF protocols to avail this protocol for sinple discovery tasks.
Thi s docunent describes how BGP [ RFC4271] woul d use LLDP to discover
directly connected and 2-hop peers when peering is based on | oopback
addr esses.

1.1. Requirenents Notation
1.1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. LLDP Extensions
2.1. LLDP IETF Oganizationally Specific TLV Format

The format of the LLDP | ETF Organi zationally Specific TLV (OS-TLV) is
defined in [LLDP]. It is shown bel ow for conpl eteness.

0 1 2 3
01234567890123456789012345678901
B S i i s S i ik i h
Type (127) | Length | QU (3 Cctets) 00-00-5E |
B e i s e e s e s sl it R SRR e S
QU Continued | Subtype | Val ue |
B S S e i S S T A S S S S S S i S S
(Up to 507 Cctets) |

—+— +— +

Type | ETF Organi zationally Specific TLV type val ue, 127.

Length The length of the remainder of the TLW.

Ul | ETF Organi zationally unique identifier for the
organi zation's QU . For IANA, this is value is
00-00-5E as specified in [|EEE-802-1ANA].

Subt ype | ETF specific subtype

Val ue Val ue for organizationally specific TLV. The Length of
the value is 4 octets less than the TLV | ength.
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Figure 1: LLDP I ETF Organi zationally Specific TLV

The QUI for I ANA was allocated in section 1.4 of [RFC7042]. This
docunent requests creation of a registry for | ETF specific sub-types
for LLDP I ETF Organi zationally Specific TLVs.

2.2. BGP Config OS-TLV For mat

The BGP Config | ETF Organi zationally Specific TLV (CS-TLV) will be
used to advertise BGP configuration infornmation. The configuration
information will be conposed of Sub-TLVs. Since the length is
limted to 507 octets, nultiple BG Config OS-TLVs coul d be included
in a single LLDP advertisenent.

0 1 2 3
01234567890123456789012345678901
B S L i i i i St S SR S o
Type (127) | Length | QU (3 Cctets) 00-00-5E |
T T e S S T S S T st S S R S S T ol ST S YN S S
QU Continued | TBD | BGP Config Sub-TLVs ... |
B T i T o o o S e i i S S
(Up to 507 Cctets) |

— 4+ +— +

Lengt h The | ength of the BGP TLV.

Subt ype | ETF specific subtype for BGP Config OS-TLV. The
val ue shall be TBD.

Val ue BGP Config Sub-TLVs each with a 1 byte Type and
Length. The Length will include solely the val ue
portion of the TLV and not the Type and Length
fields thensel ves.

2.2.1. BGP Config OS-TLV - Peering Address Sub-TLV

The BGP OS-TLV Peering Address Sub-TLV will be used to advertise the
| ocal | P addresses used for BGP sessions and the associ ated address
fam lies specified by AFlI/SAFI tuples. The AFI/SAFI tuple, 0/0,

i ndicates to use the associ ated peering address for all locally
configured address famlies without an explicit peering address
specification. As always, the address famlies supported for a given
BGP session will be determned during capabilities negotiation
[RFC4760]. It is RECOMVENDED that the wildcard AFl/SAFI be used in
depl oynents with fairly honogenous address fam |y usage.
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The format of the BGP Peering Address Sub-TLV is shown bel ow.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR
| Type (1) | Length | Address Family| |Pv4/I|Pv6 |
T S S e i i S S S S S S N it SR S
~ | Pv4/ 1 Pv6 Peering Address ... ~
B i s T T i i o S o T Ji I
| AFI | SAFI | 000
i I i S e S e A S N S SN S

Type The Sub-TLV Type val ue shall be 1.

Length The Sub-TLV length in octets will be 4 for IPv4 or 16
for 1Pv6 plus 3 tinmes the nunber of AFI/SAFI tuples.

Address | ANA Address fanmily (1 for IPv4 or 2 for |Pv6)
Family

Peeri ng An | Pv4 address (4 octets) or an | Pv6 address (16 octets)
Addr ess

AFl / SAFI  One or nore AFI/SAFI tuples for BGP session using this
Pairs peering address. The AFI/SAFI tuple, 0/0, is a wldcard
indicating to attenpt negotiation for all AFI/SAFIs.

2.2.2. BGP Config OS-TLV - BGP Local AS Sub-TLV
The BGP Config OS-TLV Local AS Sub-TLV will be used to advertise the
4-octet |ocal Autonomous System (AS) number(s). For AS transitions,

a second | ocal AS nunmber may be specified. The format of the BGP
Local AS Sub-TLV is shown bel ow.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

Type (2) | Length (4 or 8)] Local AS |
e b T S i i S S S S e e s S i T T i S S
Local AS | Optional Second Local AS |

T o e i e s S S R e Tk ok b NI S R
Optional Second Local AS |
+-

I
+-
I
+-
I
i S S i S S

Type The Sub-TLV Type val ue shall be 2.
Lengt h The Sub-TLV Length will be 4 or 8 octets.
Local AS Local Autononmpous System (AS)

Second Local AS Local Autononous System (AS)

2.2.3. BGP Config OS-TLV - BGP ldentifier Sub-TLV

The BGP Config OS-TLV BGP Identifier Sub-TLV will be used to
advertise the 4-octet local BGP ldentifier. The BGP ldentifier is
used for debuggi ng purposes and possibly to reduce the likelihood of
BGP connection collisions. The format of the BGP lIdentifier Sub-TLV
i's shown bel ow.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type (3) | Length (4) | BGP ldentifier |
el i I e i it T e e e e i i T o S e e S e T R R
| BGP I dentifier |
R T i T i e s ik T e R T

Type The Sub- TLV Type val ue shall be 3.

Length The Sub-TLV Length will be 4 octets.

BGP Identifier Local BGP ldentifier (aka, BGP Router |D)
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2.2.4. BGP Config OS-TLV - Session G oup-ID Sub-TLV

The BGP Config OS-TLV Session G oup-1D Sub-TLV is an opaque 4-octet
value that is used to represent a category of BGP session that is
supported on the interface. The format of the Session G oup-1D Sub-
TLV is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type (4) | Length (4) | Session Group-I1D |
I S i o T s S S S e s s T
| Session Goup-1D |

il s ST I S S I S T T S

Type The Sub-TLV Type val ue shall be 4.
Lengt h The Sub-TLV Length will be 4 octets.
Session Group-ID The session group-id used to indicate a

class or category of BGP session supported on
the interface.

2.2.5. BGP Config OS-TLV - BGP Session Capabilities Sub-TLV

The BGP Config OS-TLV Session Capabilities Sub-TLV will be used to
advertise an 8-octet Session Capabilities field. The session
capabilities are represented as bit flags identifying the supported
BGP session capabilities. The format of the BGP Session Capabilities
Sub-TLV i s shown bel ow.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (5) | Length (8) | Session Capabilities |
i I S e S i S SR S S
| Session Capabilities |
I i I S i S S i S
| Session Capabilities |

B il s S S S S I S i

Type The Sub-TLV Type val ue shall be 5.

Lengt h The Sub-TLV Length will be 8 octets.

Sessi on Bit fields identify BGP session capabilities
Capabi lities

The BGP Session Capabilities is an 8-octet bit field. The npst
significant bit is the first bit (Bit 1) of the Session Capabilities.
The followi ng bits are defined:

Bit 1: This bit indicates support for TCP M5
aut henti cati on [ TCP- MD5] .

Bit 2: This bit indicates support for TCP-AO
aut hentication [ TCP-AQ .

Bit 3: This bit indicates support for Generalized TTL
Security Mechanism (GISM [GISM with a
configured TTL range of 254-255.

TCP MD5 authentication is described in [RFC2385]. The TCP

Aut hentication Option (TCP-AO is described in [RFC5925]. The
Generalized TTL Security Mechanism (GISM is described in [ RFC5082].
If both TCP MD5 authentication and TCP- AO aut hentication are
specified and TCP-AO is supported, it will take precedence.

2.2.6. BGP Config OS-TLV - Key Chain Sub-TLV

The BGP Config OS-TLV Key Chain Sub-TLV is a string specifying the
name for the key chain used for session authentication. Key chains
[ RFC8177] are a conmmonly used for protocol authentication and
encryption key specification. Gven the limted |l ength of all BGP
configuration information, the key chain nane will be Iimted to 64
characters and will not include a trailing string delimter. The
format of the Session G oup-ID Sub-TLV is shown bel ow.
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0 1 2 3

01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Type (6) | Length (1 - 64)] Key Chai n Nane |

i i i T i I S i e s o o i i

| Key Chain Name (Up to 64 Cctets) |
]

O
O
@)
T T S i i S DU S A S R T o T

Type The Sub-TLV Type val ue shall be 6.
Length The Sub-TLV Length will be 1 - 64 octets.
Key Chai n Nane The nane of a key chain to be used for

MD5 or TCP- AO aut henti cati on.

2.2.7. BGP Config OS-TLV - Local Address Sub-TLV
The BGP OS-TLV Local Address Sub-TLV will be used to advertise a
| ocal | P addresses used for BGP next-hops. Advertising a |ocal
interface address is useful when the address famly is different from
the adverti sed BGP peering address.

The format of the BGP Local Interface Address Sub-TLV is shown bel ow.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (7) | Length | Address Fam ly| |Pv4/IlPv6 |
R e s T o T S R El ok i R e e S S e o o s
~ | Pv4/ 1 Pv6 Local Address ... ~
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Type The Sub-TLV Type val ue shall be 7.

Length The Sub-TLV length in octets will be 4 for IPv4 or 16
for IPv6 plus 3 times the nunber of AFI/SAFI tuples.

Address | ANA Address family (1 for IPv4 or 2 for |Pv6)
Fam |y

Local An | Pv4 address (4 octets) or an | Pv6 address (16 octets)
Addr ess

2.2.8. BGP Config OS-TLV - BGP State Version Sub-TLV

The BGP OS-TLV Version Sub-TLV will be used to advertise a

monot onically increasing version. This version will indicate if any
| ocal BGP state that may inpact BGP session establishment has
changed. Changes can range from anything as obvious a change in

| ocal peering address to nore indirect changes such as the

nodi fi cation of the key-chain being advertised.

The format of the BGP State Version Sub-TLV is shown bel ow.
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3.

3.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (3) | Length (4) | BGP State Version |
i i i T i I S i e s o o i i
| BGP State Version |
s T i T s sl T S i R S R T

Type The Sub-TLV Type val ue shall be 8.
Lengt h The Sub-TLV Length will be 4 octets.

BGP State Version BGP State Version - Mnotonically increasing
versi on nunmber indicating if any |local state
that may effect BGP session establishnent has
changed.

BGP LLDP Peer Discovery Operations

The sinple use case is to just use the peer address advertised in the
LLDP Packet Data Unit (PDU) to establish a 1-hop BGP peer session
This can be used in data centers using BGP as described in [ RFC7938].
The use case where a | oopback address or other |ocal address is
advertised as the peering address is al so supported. However,
reachabiliy to a peering address other than the interface address is
beyond t he scope of this docunent.

1. Advertising BGP Speaker

A BGP speaker MAY advertise its BGP peering address in an LLDP PDU
for a link using the BGP Local Address Sub-TLV of the BGP-CS TLV.
This can be an I Pv4 or | Pv6 | ocal address associated with the LLDP
link for 1-hop peering. For 2-hop peering, it could be a | oopback
address or any other address that is local to the node but not the
LLDP link. As noted above, reachability to the | oopback address is
beyond the scope of this docunent.

A BGP speaker MAY advertise its |ocal AS nunber using the BGP Loca
AS Sub-TLV of the BGP-OS TLV. During AS transitions, a second |oca
AS nunmber may be included in the Local AS Sub-TLV. The |ocal BGP
identifier may al so be advertised using the BGP Identifier Sub-TLV of
the BGP-OS TLV. Wile not specifically required for session
establ i shnent, the values may be used for validation, trouble-
shooting, and connection collision avoidance. A BGP speaker nay al so
announce a Session Goup-ID indicating the class or category of
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session(s) supported and/or mapping to a set of session paraneters.
Additionally, a BGP speaker MAY al so announce rel evant capabilities
usi ng BGP Session Capabilities Sub-TLV of the BGP-OS TLV.

If TCP MD5 aut hentication [ RFC2385] or TCP Authentication Option
(TCP-AO) [RFC5925] is to be used on the session, the Key Chain Sub-
TLV of the BGP-OS TLV MAY be used to specify the key chain nane.

3.2. Receiving BGP Speaker

A BGP speaker configured for LLDP peer discovery WLL attenpt to
establ i sh BGP sessions using the address in the BGP Local Address
Sub-TLV of BGP-OS TLV format. |If the peering address is directly
accessi ble over the Iink on which the LLDP PDU is received, the BGP
speaker will attenpt to establish a 1-hop BGP session with the peer.

If the received BGP Peering Address is not directly accessible over
the link, the peer nust be reachable for the session to be

establ i shed and the mechani sms for establishing reachability are
beyond the scope of this specification. |If the BG speaker receives
the sane BGP peering address in LLDP PDUs received on multiple |inks,
it will not establish nultiple sessions. Rather, a single 2-hop
session will be established.

When the depl oynent of address famlies is fairly honpgenous across
the depl oyment, the wildcard AFlI/SAFI can be utilized to sinplify
LLDP advertisement. Wen there is variance in the address famlies
supported, usage of the wildcard could result in session

establ i shnent delay due to capabilities negotiation [ RFC5492].

A BGP speaker MAY receive a renmote neighbor’s |ocal AS nunber(s) in
an LLDP PDU in the BGP Local AS Sub-TLV of the BGP-OS TLV. A BGP
speaker MAY use the received | ocal AS nunber(s) to performvalidation
checking of the AS received in the OPEN nessage. A BGP speaker MNAY
receive a renote neighbor’'s BGP lIdentifier in the BGP Identifier Sub-
TLV of the BGP-OS TLV. This can be used to avoi d connection
collisions by delaying session establishnment if the renote BGP
Identifier is greater than the receiving speaker’s BGP ldentifier.

A BGP speaker MAY receive a Session Goup-ID Sub-TLV in the LLDP BGP-
OS TLV. This Session Goup-1D may be used for validation and/or

mappi ng the session to a particular set of session parameters. For
exanpl e, the Session Goup-I1D could be mapped to a spine, |leaf, or
Top- of - Rack (ToR) session in a data center deployment and can be used
to detect cabling problens when an unexpected Session Goup-IDis
recei ved.
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Additionally, A BGP speaker MAY receive a renote neighbor’s
capabilities in LLDP in the BGP Session Capabilities Sub-TLV of the
BGP- OS TLV. A BGP speaker MAY use the received capabilities to
ensure appropriate |ocal neighbor configuration in order to
facilitate session establishment.

If TCP MD5 authentication [ RFC2385]. or TCP Authentication Option
(TCP-AO) [RFC5925] is to be used on the session as determ ned either
via the Session Capabilities Sub-TLV, Session Goup-ID, or |oca
policy, the key chain nane in the Key Chain Sub-TLV of the BGP-OS TLV
MAY be used to identify the correct key chain [RFC8177].

The BGP State Version associated with the LLDP peer SHOULD be
retained to determ ne whether anything inpacting BGP session

est abl i shnent has changed. Wen session establishnent fails, this
can be used to avoid back-off on attenpting to establish a BGP
sessi on when nothing has changed on the peer or |ocally.

3.3. Updating or Deleting Auto-Discovery Paraneters

A BGP speaker MAY change or del ete any BGP LLDP auto-di scovery
paraneter by sinply updating or renpving the correspondi ng Sub-TLV
previously advertised in the BG>-0OS TLV. Additionally, the BGP State
Ver sion Sub-TLV should be advertised with the version increnmented
fromthe previous version. The BGP speaker(s) receiving the
advertisenent will update or delete the changed or del eted auto-

di scovery paraneters. However, there will be no change to existing
BGP sessions with the advertising BGP Speaker. Changes to existing
BGP sessions are the purview of the BGP protocol and are beyond the
scope of this docunent.

Since LLDP information is cunul ative, reception of an LLDP PDU

wi t hout the BGP-OS TLV indicates that BGP LLDP aut o-di scovery has
been di sabl ed for the BGP speaker and all paraneters |learnt during
BGP LLDP aut o-di scovery SHOULD be del eted. As above, changes to
exi sting BGP sessions are beyond the scope of this docunent.

The LLDP Multi-Frame extension [LLDP-MILTI FRAME] renpves the limt on
a LLDP PDU being fitting in a single layer 2 frane. This wll

i ncrease the nunber of TLVs which can be contained in LLDP PDU and
the applicablity of LLDP as a BGP discovery protocol. The
specificaiton of the LLDP APl for BGP and other applications is
beyond the scope of this docunment. However, it is RECOMVENDED t hat
the LLDP BGP TLVs only be delivered to BGP when a conplete LLDP PDU
is received
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4.

6.

6.

6.

LLDP Aut henti cation/ Encryption

The | EEE 802. 1AE [ MACsec] standard can be used for encryption and/or
authentication to provide privacy and integrity. MACsec utilizes the
Gal oi s/ Counter Mode Advanced Encryption Standard (AES-GCM for

aut henti cated encryption and Gal oi s Message Aut hentication Code
(GVvAC) if only authentication, but not encryption is required.

The MACsec Key Agreement (MKA) is included as part of the | EEE
802. 1X- 20200 Port-Based Network Access Control Standard [ MKA]. The
purpose of MKA is to provide a nmethod for discovering MACsec peers
and negotiating the security keys needed to secure the |ink.

Security Considerations

This security considerations for BGP [ RFC4271] apply equally to this
ext ensi on.

Addi tionally, BGP peering address discovery should only be done on
trusted links (e.g., in a data center network) since LLDP packets are
not authenticated or encrypted [LLDP].

LLDP Aut hentication and/or encryption can provided as described in
section Section 4.

I ANA Consi derati ons
1. | ANA Assigned LLDP Subtype
I ANA is requested to assign a code point in the | ANA Link Layer
Di scovery Protocol (LLDP) TLV Sub-Types Registry for BGP
configuration. The value is TBD
2. BGP Config LLDP OS-TLV Sub-TLVs
I ANA is requested to create a registry for Sub-TLVs of the BGP Config

LLDP OS-TLV. Assignments are requested as specified in the table
bel ow.
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. T T +
| Range | Assignnent Policy |
S o e e e e e e e e e e e e e o m o +
| O | Reserved (not to be assigned) |
I I I
| 1 | Peering Address |
I I I
| 2 | Local AS |
| | |
| 3 | BGP ldentifier |
I I I
| 4 | Session G oup-1D |
I I I
| 5 | Session Capabilities |
| | |
| 6 | Key Chain Nane |
I I I
| 7 | Local Address |
I I I
| 8 | BGP State Version

| | |
| 9-127 | Unassigned (I ETF Revi ew) |
I I I
| 128-254 | Reserved (Not to be assigned now)

I I I
| 255 | Reserved (not to be assigned) |
S o e e e e e e e e e e e e e o m o +

Figure 2: LLDP BGP Config OS-TLV Types

* Types in the range 9-127 are to be assigned subject to | ETF
Revi ew. New val ues are assigned only through RFCs that have been
shepherded t hrough the I ESG as AD- Sponsored or | ETF WG Docunent s
[ RFC5226] .

* Types in the range 128-254 are reserved and not to be assigned at
this time. Before any assignnents can be nmade in this range,
there MUST be a Standards Track RFC that specifies | ANA
Consi derations that covers the range bei ng assi gned.
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