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Abstract

Def act o standards have evolved that conflict with existing standards,
specifically RFC 3986. This docunent clarifies the use of the "@
(at sign) in URIs and partial URI-Iike addresses.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 1, 2011.
Copyri ght Notice

Copyright (c) 2010 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

2

3.

I nt roducti on

The original specification of the URI format is in RFC 3986
[ RFC3986] .

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

| ssues

o0 Mcrobloggi ng systens on soci al networks have introduced a
shortcut feature where short replies with tokens containing an "@
and userinfo are automatically converted to HTML Iinks. On
systens where the host conponent is assuned to be the sane as the
host that is currently |oaded into the user’s browser, the defacto
standard syntax that has evol ved for these auto-generated links is
for the "@ (at sign) to precede the userinfo.

o Allowing the "@ to be placed in a non-standard | ocati on,
especially in HTM. links, results in confusion about which
conponent follows the "@. For example, in "@ts.ne", is "its.me"
the userinfo or the host conponent?

0 How would the "@iserinfo" syntax currently being used be extended
to support nultiple networks? For exanple, in a nobile
application that allows posting updates to nultiple social
networ ks, should it conformto the defacto standard and use
"Exanpl eOnly. com@iseri nfo" or go agai nst the current comopn usage
and try to conformto the standards for URIs instead? Either
option introduces potentially harnful confusion for users and
aut onat ed systens.

Concl usi ons

o It should be allowable to onit the host conponent of the authority
syntax when the host conponent is known, such as when referencing
anot her user on the sane host or relative to a base URI.

o Placing the "@ prior to the userinfo instead of following it
shoul d be explicitly prohibited due to the confusion it introduces
and the security concerns due to possibly msinterpreting the
userinfo and as a result of allow ng users to becone confortable
with msplacing the "@.
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4.

Valid Syntax

In RFC 3986 [ RFC3986], the syntax of the authority component in a URI
is defined as:

authority = [ userinfo "@ ] host [ ":" port ]

In addition, when the user is on a known host, on the sane soci al
network for exanple, the host and port conponents MAY be omtted:

authority = [ userinfo"@ ] [ host [ ":" port ] ]
When the host conponent is onmitted, the userinfo conponent will be

interpreted to be relative to the base URI of the current resource.
For exanpl e:

| JohnDoe@! will neet you there in a short while. |
| |

will be interpreted as:

| JohnDoe@xanpl eOnly.com | will meet you there in a short while. |
I I

and (in HTM. code):

will be interpreted as:

| <a href="http://Exanpl eOnl y. coml JohnDoe" >JohnDoe@xanpl eOnl y</ a> |
| |
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5. Invalid Syntax

In a conponent that may at some tine be interpreted to be a URI by
sonme systemthe "@ MJST NOT be placed prior to the userinfo
component :

WRONG [ "@ userinfo ]

The "@ SHOULD not be placed prior to the userinfo conponent even in
areas of plain text due to the potential for altering users’
perception of the correct placenent of the "@ separator.

The "@ SHOULD NOT appear in an inproper |location in an HTM link:
VWRONG

<a href="http://Exanpl eOnl y. com JohnDoe" >@ohnDoe</ a>
<a href="http://Exanpl eOnly. com JohnDoe" >Exanpl eOnl y. com@ohnDoe</ a>

6. Exanples
| nproper usage when user being replied to is on the sane soci al
net wor k
Fo m o oo +
| @ohnDoe | will neet you there in a short while. |

WRONG  How woul d the host conponent be appended if the user was on a
di fferent network?

Figure 1

St andal one userinfo conponent when user being replied to is on the
sane soci al network

| JohnDoe@! will neet you there in a short while. |
| |

This follows the current standard use of "@ in the authority
component .

Figure 2
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7.

Ful l'y-qualified authority conponent when the user being replied to
can be on a different host

| JohnDoe@xanpl eOnly.com | will nmeet you there in a short while. |
I I

Appendi ng the host conponent after the "@ results in syntax that
conforns to the RFC 3986.

Figure 3

| ANA Consi der ati ons

This nmeno i ncludes no request to | ANA

Security Considerations

A URI does not in itself pose a security threat. However, as URI's
are often used to provide a conpact set of instructions for access to
network resources, care nust be taken to properly interpret the data
within a URI, to prevent that data from causi ng uni ntended access,
and to avoid including data that should not be revealed in plain
text.

However, placing an "@ in the wong position, such as prior to the
userinfo rather than following it, can introduce security risks,
since the userinfo may be incorrectly interpreted or supplied to
unaut hori zed systens. A defacto standard that places the "@ in the
wong location introduces additional security risks due to the
increased likelihood that users will msplace the "@ as a result of
t he confusi on.
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