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Abst r act

In this docurment, we introduce a new BGP capability that allows the
advertisement of a BGP speaker’s routing software version.

This BGP capability is an optional advertisenment. |nplenentations
are not required to advertise the version nor to process received
advertisenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 11 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In nmodern data center designs, conventional routers participating in
routing. These routers may have different versions of routing
software. Knowi ng which versions of the routing software that are
running on the various routers in the network can be a crucial factor
in quickly identifying the root cause of protocol or network

probl ens.

Thi s docunent specifies a BGP capability that carries the routing
software version. This BGP capability is a optional

I mpl enentations are not required to advertise their software version
nor to process it on receipt.

I nformati on about the version of the routing software could al so be
exchanged in protocols such as LLDP and CDP. However, in
containerized environments, it is difficult and not reconmended to
exchange this information between background processes. To assist in
m nim zing operational costs, it is helpful to exchange the routing
software versions between BGP peers directly.

2. Specification of Requirements

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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3.

Sof tware Version Capability

Al t hough this docunment is not an | ETF Standards Track docunent, it
makes use of the term nology fromBCP 14 in order to clearly state
the i npl ementati on behavi ors.

BGP capability advertisenent is defined in [ RFC5492]. BGP
Capabilities contain one or nore triples <Capability Code, Capability
Length, Capability Value>.  This document defines a new BGP
capability, the Software Version Capability, with Capability Code 75
and Capability Length and Capability Value as described bel ow.

The inclusion of the Software Version Capability is OPTIONAL. [If an
i mpl ement ati on supports the inclusion of the capability, the

i mpl ement ati on MJUST include a configuration option to enable or
disable its use, and MJST default to disabled.

The Software Version Capability is intended for environments where
more visibility is needed for troubl eshooting purposes. It is NOT
RECOMVENDED f or use outside a single Autononous System or a set of
Aut ononobus Systens under a conmon admini stration
An inpl enentation that does not recogni ze or support the Software
Version Capability but receives one nmust ignore it, as described in
Section 3 of [RFC5492].
The triple for the Software Version Capability is as foll ows:
Capabi lity Code

75
Capability Length

Capability Length is a one-octet unsigned binary integer that
contains the length of the Capability Value field in octets.

The Capability Length for the Software Version Capability MJST be
greater than zero. A value of zero SHALL be treated as an
encoding error and the Capability MJST be ignored.

The Capability Length SHOULD be no greater than 64. This length
| eaves space for other capabilities.

Capabi lity Val ue
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The Capability Value field is the software version encoded as a
UTF-8 [RFC3629] string. It is unstructured data and can be
formatted in any way that the inplenmentor decides. The string is
not null-term nated.

Ver si on:

The Version field MIST be encoded using UTF-8. A receiving BGP
speaker MJUST NOT interpret invalid UTF-8 sequences.

The val ue consists of one identifier, which identifies the
software and its significant version. Software version identifier
consi sts of a product and optional product version.

identifier = product ["/" product-version]

A sender SHOULD |imt generated product identifiers to what is
necessary to identify the product; a sender MJST NOT generate
advertising or other nonessential information wi thin the product
identifier. A sender SHOULD NOT generate information in product-
version that is not a version identifier (i.e., successive

versi ons of the sanme product name ought to differ only in the
product -version portion of the product identifier).

Exanpl e:
frrouting/8.4.2, ios/12.5.1, junos/12.1
3.1. Capabilities Length Overfl ow

As defined in [RFC5492] the total length of capabilities that can be
carried by the BGP Capabilities Optional Paraneter is 255 bytes. |If
an inplenmentation is constructing a BGP Capabilities Optiona
Paranmeter and its | ength exceeds 255 bytes, there is not enough space
for other nore inportant capabilities.

I mpl ement ations of this specification are REQU RED Ext ended Opti ona
Parameters Length for BGP OPEN Message support as defined in
[ RFC9072] .

A rogue node can prevent the proper operation of a BGP session, or
the advertisenent of other Capabilities, by not excluding the

Sof tware Version Capability as required in Section 3.1. This risk is
equi val ent to a rogue node sinply not advertising a specific
Capability and is not new to BGP
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4. (Qperation

The Software Version Capability MJST only be used for displaying the
versi on of a BGP speaker’s router daenpn to make troubl eshooting
easi er.

Consi der a group of routers each with a nunmber of upstream nodes, and
suppose that each router has a different operating system and
different routing software at a different installed version

Assum ng that a specific feature is not working or that there is a
bug which has not been fixed in a particular version of the code,
know edge of the routing daenon versions would allow an operator to
quickly identify the pattern of which versions are affected

Enabling (i.e., turning on) this capability requires bouncing al
exi sting BGP sessions and the feature MJST be explicitly configured
before an inpl enentati on advertizes the Software Version Capability.

5. | ANA Consi derati ons
| ANA has assigned capability nunber 75 for the Software Version

Capability described in this docunent. This registrationis in the
BGP Capability Codes registry.

[ ool oo
| Value | Descri ption |
[ el el
| 75 | Software Version Capability |
+------- I T +

Table 1: Software Version Capability
6. Security Considerations

The Software Version Capability should be treated as sensitive
information: it could be easier for an attacker to exploit the system
if they know the specific software version and manufacturer of a BGP
speaker. This information could be gathered by inspecting BGP OPEN
messages that carry the Software Version Capability defined in this
docunent. Furthernore, this know edge may facilitate a nunber of

soci al -engi neeri ng attacks.

Modi fying the informati on advertised by a router nmight lead to

attacks including bogus software upgrades and al so ni ght mask the
causes of faults in the network.
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Users of this mechani smshould be aware that unless a transport that
provides integrity is used for the BGP session in question, the

Sof tware Version Capability can be forged. Unless a transport that
provides confidentiality is used, the Version Capability could be
snooped by an attacker. These issues are commopn to any BGP nessage
but may be of greater interest in the context of this extension as
expl ai ned above. Refer to the related considerations in [ RFC4271]
and [ RFC4272].

Users of this nmechani sm shoul d consider applying data m nim zation
practices as outlined in Section 6.1 of [RFC6973], as appropriate
wi thin the depl oynent context.

Sensitive information | eaks can be mnimzed by using the Generalized
TTL security mechani sm [ RFC5082] or firewalls to filter out TCP 179
port fromuntrusted networks. This capability should be enabl ed per
nei ghbor, thus limting the disclosure of sensitive infornation to
trusted nei ghbors.
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Appendi x A. I nplenmentation Report
According to [ RFC7942], "This will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nade the inplenented protocols nore mature".

FRRouting (https://github.com FRRouting/frr/comit/
c4257900c4ca320117bcd1f 88b7f 036e0c8f 7f cb) i npl ement ati on.

GoBGP (https://github. com osrg/gobgp/ pull/2622/
conmi t s/ 15f 9d5¢c64c98d1db273cc45e95f cc11843f ba4b5) i npl enent ati on.

freeRouter (https://github.conm nc36/freeRtr/commt/
eb5d3490aec220ad8bf cbf 1f 439669bd27845199) i npl enent ati on.

ExaBGP (https://github. com Exa- Net wor ks/ exabgp/ pul | / 1223/ comi t s/
d21e432c98ec9cbelde2ed7lecf 7326170d7f 176) i npl enent ati on.
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Bel ow i s an exanple fromthe FRRouting and GoBGP i npl enent ati ons
showi ng both the received and adverti sed Software Version Capability:
:~# vtysh -c "show ip bgp sumary failed

Néighbor EstdCnt DropCnt Reset Ti ne Reason

ens192 3 3 00:00:35 Witing for peer OPEN (n/a)
ens224 3 3 00:01:12 Waiting for NHT (frrouting/7.2)
et ho 3 3 00: 00: 14 Nei ghbor deleted (frrouting/7.3)
Figure 1
sof t war e- ver si on: advertised and received
Local :
GoBGP/ 3.10.0
Renot e:

FRRout i ng/ 8. 5- dev- MyOMmFRRVer si on- gdc92f 44a4
Figure 2

:~# vtysh -c "show ip bgp nei ghbors 198.51.100.1 json’ \
> | jg '."198.51.100. 1". nei ghbor Capabi l i ti es. versions

"advertisedVersion": "frrouting/7.2",
"receivedVersion": "frrouting/7.3"
}
Figure 3
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