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Abst r act

Thi s docunent defines a new BGP Opaque Extended Community to carry
local route flap danping state information in BGP UPDATE nessages.
The community allows BGP speakers to expose the current danping
penalty and configuration paraneters associated with a route for
visibility and troubl eshooting purposes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

BGP Route Flap Danping (RFD) was originally specified in [ RFC2439] as
a mechanismto reduce the propagation of unstable routes in the
Internet. Operational experience has shown that aggressive danping
paraneters can harm convergence, and [ RFC7196] provi des revised
recommendati ons that nmake RFD nore usable in nodern networks.

Today, determ ning whether a route is being suppressed or penalized
by damping at some point in the path typically requires out-of-band
access to each router’s |local configuration and state. This opacity
conpl i cates troubl eshooting, capacity planning, and understanding the
stability characteristics of specific prefixes.

Thi s docunent defines a new BGP Opaque Extended Comunity ([ RFC4360])
referred to as the BGP Route Flap Danping State Extended Conmmunity.

It allows a BGP speaker to attach a conmpact summary of its |oca
danping state to a route advertisenent. The information is primarily
i ntended for visibility and troubl eshooting; this docunent does not
attenpt to standardi ze any particular RFD al gorithm or paranmeter set.

The design is intentionally sinmilar in spirit to the BG Prefix
Oigin Validation State Extended Comunity defined in [ RFC8097],
which carries RPKI origin validation state. In both cases, |oca
state about routing policy is exported in-band using a transitive
Opaque Extended Community.
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2. Specification of Requirements

The key words “MJUST” , “MJIST NOT” , “REQURED” , “SHALL” , “SHALL NOT” ,
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in BCP

14 [RFC2119] [RFCB174] when, and only when, they appear in all

capitals, as shown here.

3. The BGP Route Flap Danping State Extended Conmunity

The BGP Route Flap Danpi ng State Extended Community is an Opaque

Ext ended Community as defined in [RFC4360]. Its high-order Type
octet is taken fromthe "BGP Transitive Extended Conmunity Types"
registry as the Transitive Opaque Extended Community type, with val ue
0x03. The | oworder Type octet (the Sub-Type) is allocated by | ANA
fromthe "Transitive Opaque Extended Comunity Sub-Types" registry

([ RFC7153]) .

The Extended Community is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| 0x03 | TBD | FI ags | Penal ty |
i e e R e o o e e e ik i ol S SRR S S
| Penal ty | SuppressThres | SuppressThres | Reserved |
B i s T T i i o S o T Ji I

Figure 1. BGP Route Flap Danping State Extended Conmunity
The fields are defined as foll ows:

Type (octet 0): The value 0x03 indicates a Transitive Opaque
Ext ended Community.

Sub- Type (octet 1): The |ow order Type octet is a Sub-Type allocated
by 1 ANA fromthe "Transitive Opaque Extended Community Sub- Types”
registry. In this docunent it is referred to as the "BGP Route
Fl ap Danping State Extended Community" and shown as "TBD'.

Flags (octet 2): The Flags field contains the follow ng bits,

nunbered fromthe nost significant bit (bit 7) to the |east
significant bit (bit 0):
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* Bit 7 (D - Danping Active): Wen set to 1, indicates that the
advertising BGP speaker currently applies route flap danping to
this route (that is, the route is subject to sone formof RFD
processing as described in [ RFC2439] and/or [RFC7196]). Wen
set to 0, the route is not currently subject to RFD at the
advertising speaker.

* Bit 6 (R- Recently Reused): Wen set to 1, indicates that this
route was previously suppressed by |local RFD and has been
reused (unsuppressed) within a locally configured "recent reuse
interval". The precise duration of this interval is an
i npl ementation detail. Wen set to 0, either the route has not
been suppressed since the | ast reset of RFD state, or the reuse
event occurred sufficiently |l ong ago that the inplenentation no
| onger considers it "recent".

* Bits 5-0: Reserved. These bits MJST be set to 0 on
transm ssion and MJUST be ignored on reception

Penalty (octets 3-4): A 16-bit unsigned integer giving the current
RFD penalty assigned to this route at the advertising speaker
The units are the inplenentation’s native penalty units,
consistent with its danping algorithm A value of 0 indicates
that no penalty is currently appli ed.

SuppressThres (octets 5-6): A 16-bit unsigned integer giving the
suppress threshold of the damping profile currently applied to
this route, expressed in the sane penalty units as the Penalty
field. Wen the penalty equals or exceeds this value, the route
i s suppressed by the local RFD algorithm A value of O indicates
that the suppress threshold is not avail able or not being
si gnal | ed.

Reserved (octet 7): This octet is reserved for future use. |t MJST
be set to 0 on transmi ssion and MJST be ignored on reception

4. (Qperation

4.1. Sender Behavi our
A BGP speaker that inplenents this specification and that applies
route flap danping to a route MAY attach the BGP Route Flap Danpi ng
State Extended Community to UPDATE nmessages that advertise that

rout e.

If the route is not subject to any |ocal RFD processing, the speaker
MUST NOT attach this Extended Community.
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When attaching the conmunity, the speaker:
* MJIST set the Dbit inthe Flags field to 1.

* MJST set the Penalty field to the current penalty value for the
route in the speaker’s RFD i npl ement ati on.

*  SHOULD set the SuppressThres field to the suppress threshold

associated with the danping profile applied to this route. If
this value is not available or not nmeaningful, it MJST be set to
0.

* SHOULD set the Rbit to 1 if the route has transitioned from
"suppressed” to "unsuppressed" within a locally configured "recent
reuse interval”". Oherwise it SHOULD set the Rbit to O.

A speaker SHOULD attach at nobst one instance of the BGP Route Fl ap
Danpi ng State Extended Community to a given path. |If nmultiple

i nstances woul d ot herw se be attached, the speaker SHOULD retain only
one.

4.2. Receiver Behaviour

A BGP speaker that receives a route with the BGP Route Fl ap Danping
State Extended Community and that supports this specification:

* MAY use the information for operational visibility, |ogging, or
external telenetry.

* MAY use the information as an input to local policy (for exanple,
to de-prefer routes with high penalty values or to trigger
additional nonitoring for routes with frequent damping activity).

* MJST NOT treat the absence of this Extended Comrmunity as an error
or as an indication that the route is not danped.

If multiple instances of the BGP Route Flap Danping State Extended
Conmunity are present for the same path, the speaker:

* MJST select a single instance to use and MJST ignore the rest.
If a Penalty or SuppressThres value is outside the acceptabl e range
for the local inplenentation, the speaker MJUST ignore that Extended

Conmunity instance and SHOULD | og the condition for adm nistrative
revi ew.
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4.3. Interaction with i BGP and eBG

The BGP Route Fl ap Danping State Extended Community is transitive and
t heref ore propagates across both i BGP and eBGP sessions, subject to
normal routing policy.

By default, an inplenentation:

* SHOULD propagate the BGP Route Fl ap Dampi ng State Extended
Conmuni ty unchanged when advertising a route, unless |local policy
explicitly renmoves or nodifies it.

* MAY be configured to strip, rewite, or otherwise filter this
Ext ended Community on a per-nei ghbor or per-policy basis.

Because the Extended Community is opaque, BGP speakers that do not
i nplement this specification will treat it as an unknown transitive
Ext ended Community and will propagate it as specified in [ RFC4360].

For i BGP, normal propagation rules apply. A route reflector that
receives a route with this Extended Community MAY reflect it to other
clients, subject to local policy.

Al t hough the nechanismwas notivated primarily by intra-AS visibility
and troubl eshooting use cases, there is no protocol prohibition on
using it across Autononous Systems. Operators that exchange the BGP
Rout e Fl ap Danping State Extended Conmmunity across eBGP sessions
SHOULD ensure that there is an appropriate trust relationship and a
shared understandi ng of how the information will be used.

5. Depl oynment Consi derations

In many depl oyments, not all routers in an AS will support this
specification. Operators MAY use routing policy to translate the
information carried in the BGP Route Flap Danping State Extended
Conmunity into other attributes (for exanple, a local preference
adjustnent or a non-transitive community) that can be understood by
| egacy routers.

Thi s docunent does not change the RFD al gorithm decay paraneters, or
recomended default val ues, which remain governed by [ RFC2439] and

[ RFC7196]. Operators SHOULD continue to foll ow best practices for
RFD configurati on as described therein.

Because this Extended Community is transitive, information about
| ocal danping state nay propagate beyond the originating Autononous
System This can expose aspects of local policy (such as the use of
RFD and the rel ative aggressiveness of configured thresholds) to
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external networks. Operators that consider this information
sensitive SHOULD apply export policies that renmove or rewite the
Ext ended Community at AS boundari es.

6. | ANA Consi derations
I ANA is requested to allocate a new Sub-Type fromthe "Transitive

Opaque Extended Community Sub- Types" registry under "Border Gateway
Prot ocol (BGP) Extended Communities” with the follow ng entry:

[ el s sty o}

| Value | Descri ption |

| TBD | BGP Route Flap Danping State Extended Community |

R, o m e e e e e e e e e e e e e e e e e e e e e e mem o +
Table 1

No other | ANA actions are required by this docunent.
7. Security Considerations

The security considerations for BG® and RFD in general are discussed
in [RFCA271], [RFCA272], [RFCA593], [RFC2439], and [RFC7196]. This
docunent does not introduce new security mechanisns; it defines a new
way to signal |ocal RFD state.

When the Extended Community is permtted on eBGP sessions, the
participating networks SHOULD have an appropriate trust relationship
and a cl ear operational agreenment regarding how the information wll
be interpreted and used.

Because this Extended Community is transitive, information about

| ocal danping state nay propagate beyond the originating Autononous
System \Where this is considered sensitive, operators SHOULD use
policy to control its export.
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