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Abst ract

The Virtual Router Redundancy Protocol (VRRP) is specified for
mul ticast operation on a shared LAN in RFC 9568. Some depl oynents,
including virtualized and cl oud environments, require VRRP-1ike
first-hop redundancy but cannot use nulticast delivery for VRRP
advertisenents. This docunent updates RFC 9568 by defining an
optional unicast node for VRRP.

I n unicast node, VRRP advertisenents are sent to configured peer
addresses rather than to the VRRP nulticast group. This docunent
preserves the VRRP packet format, protocol nunber, virtual IP
semanti cs, and host-facing forwardi ng behavior defined in RFC 9568,
whi | e adding explicit peer configuration and receive-side source
val idation for unicast operation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 Cctober 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Dogra, et al. Expires 21 COctober 2026 [ Page 1]



I nternet-Draft Uni cast VRRP April 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction
[ RFC9568] specifies VRRP for I1Pv4 and | Pv6 and assumes mnul ticast
operation on a shared LAN. In a nunber of nodern depl oynents,
redundant routers still need fast active/backup failover for a
virtual default gateway, but the environnent does not provide usable
mul ticast support for VRRP advertisenents.
The primary depl oynment driver is the continued need for the classic
VRRP function of protecting a virtual 1Pv4 or 1Pv6 first-hop gateway
in environnents where nulticast delivery is unavail able, undesirable,
or operationally constrained. This includes virtualized, cloud,
overlay, and other deployments in which Virtual Routers still provide
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a conmon host-facing gateway service, but control traffic between the
Virtual Routers is exchanged through explicit peer connectivity
instead of a sinple nulticast-capable LAN

The intended use case for this docunent is not a generic active/
backup rol e-el ection nmechanism Rather, it is a narrow extension of
VRRP for deploynents that want to preserve the faniliar VRRP state
machi ne, protocol nunber, virtual |P address semantics, Virtua

Rout er MAC behavi or, and host-facing forwardi ng nodel while replacing
only the advertisenent delivery nethod.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Scope and Applicability

Thi s docunent updates [ RFC9568] by defining an optional unicast node
of operation for VRRP. The unicast node is intended for deploynents
that still want the classic VRRP nodel of a Virtual Router protecting
one or nmore virtual 1Pv4 or | Pv6 addresses, but that cannot rely on
mul ticast delivery of advertisenents

The uni cast node defined here is Iimted to deploynments in which the
participating VRRP Routers can exchange adverti senents w t hout
traversing a router that decrements the IPv4 TTL or IPv6 Hop Limt.
This preserves the receive-side validation nodel of [RFC9568] and
keeps the security and topol ogy assunptions close to those of the
base protocol

Thi s docunent does not define nulti-hop operation. |f a deploynent
requires routed nmulti-hop active/backup el ection or transport
encapsul ati on other than IP protocol 112, that deploynent is outside
the scope of this specification

4. Use Cases and Depl oynent Drivers
The operational notivation for unicast VRRP is straightforward:
operators still need the classic VRRP function of protecting a
virtual IPv4 or IPv6 default gateway, but some nodern depl oynents
cannot rely on multicast delivery for VRRP advertisements.

Typi cal use cases include:
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1. doud and virtualized environments in which nulticast is not
avail abl e or is not exposed in a way that is operationally
equi valent to a sinple shared LAN

2. Overlay or virtualized edge depl oynents in which the protected
routers still present a common host-facing gateway service, but
the control traffic between the routers is exchanged using
explicit peer connectivity rather than a multicast-capabl e LAN

3. Service-provider and data-center designs in which operators want
to preserve the fam liar VRRP packet format, state nmachine, and
virtual I P semantics of [RFC9568] while replacing only the
advertisement delivery nethod.

Thi s docunent addresses those use cases by defining a unicast
delivery node that stays close to the original VRRP nodel. It does
not attenpt to standardi ze broader routed active/ backup el ection
mechani snms that are no | onger centered on protecting a virtual first-
hop gat eway.

5. Additional Definitions

Uni cast Mode A node of VRRP operation in which
advertisenents for a Virtual Router are sent
as unicast |Pv4 or | Pv6 packets to configured
peer addresses instead of to the VRRP
mul ti cast destination address.

Uni cast Peer A configured VRRP Router participating in the
same Virtual Router and address famly whose
address is used as a permtted source and
destination for unicast VRRP advertisenents.

Uni cast Peer List The configured set of all other VRRP Routers
that participate in a unicast-node Virtua
Router for a given address famly.

6. Unicast VRRP Overview

A Virtual Router defined by this docunent operates in exactly one of
two nodes

* nmulticast node, as specified in [ RFC9568], or

* uni cast node, as specified in this docunent.
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8.

8.

A VRRP Router operating a given Virtual Router in unicast node MJST
NOT send VRRP advertisenents for that Virtual Router to the VRRP

mul ticast destination address. Instead, it MJST send a copy of each
adverti senent to each address in the configured Unicast Peer List.

Except as updated by this docunent, the VRRP packet format, VRRP
state machine, timer cal cul ations, preenption behavior, Virtua
Rout er semantics, virtual |P address behavior, and host-facing
forwardi ng behavior remain as specified in [ RFC9568].

Uni cast node is configured per Virtual Router. A VRRP Router MJST
NOT mi x rmulticast nbde and uni cast node for the sanme Virtual Router
i nst ance.

Peer Configuration

A Virtual Router operating in unicast node MJST be configured with
one or nmore Unicast Peers. A configuration that enabl es uni cast node
wi t hout at |east one peer is invalid, and the Virtual Router MJST NOT
operate in unicast node until corrected.

Each VRRP Router participating in a unicast-node Virtual Router MJST
be configured with the addresses of all other participating VRRP
Routers for that Virtual Router and address famly.

For | Pv4 operation, each configured peer address MJST be an | Pv4
address that the receiving peer uses as the source address for VRRP
advertisenents, as described in Section 8.3. For |Pv6 operation,
each configured peer address MJST be an I Pv6 |ink-local address used
by the receiving peer as the source address for VRRP advertisenents,
as described in Section 8.4.

The local router’s own address MJST NOT appear in its Unicast Peer
Li st.

Updates to RFC 9568
1. VRRP Overview
The references to nulticast-only operation in Section 3 of [ RFC9568]
are updated to allow an advertisenent to be delivered either to the

VRRP mul ticast destination address, as specified in [ RFC9568], or to
configured Unicast Peers, as specified in this document.
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8.2. Protocol Processing

Section 5 of [RFC9568] is updated so that a Virtual Router operating
in uni cast node sends and receives VRRP advertisenents only through
the configured Unicast Peer List for that Virtual Router and address
fam|ly.

8.3. IPv4 Field Descriptions

For a Virtual Router operating in unicast node, the IPv4 field
descriptions in Section 5.1.1 of [RFC9568] are updated as foll ows:

1. The IPv4 source address MJUST be the primary | Pv4 address of the
sending interface, as specified in [ RFC9568].

2. The I Pv4 destination address MJUST be the | Pv4 address of the
configured Unicast Peer to which the copy of the advertisenent is
bei ng sent.

3. The IPv4 TTL MJST be set to 255, and a received packet whose |Pv4
TTL is not 255 MJUST be di scarded.

4. The IPv4 Protocol field MUST renmain 112
8.4. |1Pv6 Field Descriptions

For a Virtual Router operating in unicast node, the IPv6 field
descriptions in Section 5.1.2 of [RFC9568] are updated as foll ows:

1. The | Pv6 source address MJST be the |ink-local address of the
sending interface, as specified in [ RFC9568].

2. The 1 Pv6 destination address MJST be the configured IPv6 |ink-
| ocal address of the Unicast Peer to which the copy of the
advertisenent is being sent.

3. The IPv6 Hop Limit MJST be set to 255, and a received packet
whose Hop Limt is not 255 MJST be di scarded.

4. The | Pv6 Next Header field MJST remain 112

8.5. Transmitting VRRP Packets
Section 7.2 of [RFC9568] is updated so that a VRRP Router operating a
Virtual Router in unicast node sends one copy of each VRRP

adverti senent to each configured Unicast Peer instead of sending the
advertisenent to the VRRP nulticast group
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O her than the destination address, the packet contents MJUST be the
same for each transmtted copy.

8.6. Receiving VRRP Packets

A VRRP Router operating a Virtual Router in unicast node MJST process
only advertisenents whose source address matches an address in the
configured Unicast Peer List for that Virtual Router and address
famly.

A received VRRP packet for a unicast-node Virtual Router MJIST be
di scarded if:

* the source address is not a configured Unicast Peer,

* the IPv4 TTL or IPv6 Hop Limt is not 255,

* the packet is received for the wong address famly, or
* the packet is otherwise invalid according to [ RFC9568].

A VRRP Router operating a Virtual Router in unicast node MJST ignore
VRRP advertisenents for that sanme Virtual Router received through
mul ticast delivery.

8.7. Host-Faci ng Behavi or

Thi s docunent changes only advertisenent delivery. The Active
Router’s behavior with respect to the Virtual Router MAC address,
ARP, gratuitous ARP, |Pv6 Nei ghbor Discovery, Router Advertisenents,
Unsolicited Nei ghbor Advertisenments, and forwarding responsibility
remai ns as specified in [ RFC9568] .

In particular, unicast node does not replace the Virtual Router MAC
with a nmulticast MAC. The Virtual Router MAC remrmins the well-known
uni cast VRRP MAC associated with the VRID, as specified in [ RFC9568].

9. (Operational Considerations

A depl oynent using uni cast node SHOULD ensure that all routers in a
given Virtual Router are configured with a consistent peer inventory.
I nconsi stent peer lists can create asymetric reachability and can
lead to multiple routers independently deciding that the Active
Router has fail ed.

A depl oynent using uni cast node SHOULD continue to use distinct

priority values as recommended in [ RFC9568] so that Backup Routers do
not transition to Active state sinultaneously after a failure.
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10.

Thi s docunent does not update the VRRP managenent nodel. Future work
may standardi ze YANG or ot her managenent objects for peer lists,
source validation policy, and rel ated uni cast-node configuration

| mpl enent ati on Status

This section records publicly docunmented inpl enentation experience
for the benefit of reviewers. It is not part of the protoco
speci fication.

Publ i c docunmentation reviewed by the authors shows that unicast VRRP
support already exists in multiple products and open-source

i mpl ement ati ons, although not all of themmatch the protocol profile
defined in this docunent.

One inplenentation detail that varies across products is the

i nteracti on between uni cast advertisenent delivery and Virtual Router
MAC behavior. Inplenentations that remain close to classic VRRP tend
to preserve the standard unicast Virtual Router MAC and change only
the control - packet delivery method, while nore divergent "unicast
VRRP" nopdes nove away fromthe classic virtual -gateway and nei ghbor
handl i ng nodel .

+:::::::::::::::: = ::::::::::::::::::::::::::::::::::::+
| I'nmplenmentation | Support Not es |

st at us |
[} g ————— Ll —_—————_ Ll —p—_—(—(——————————(——————————r

I
that preserves VRRP first-hop |
redundancy semantics; published |
operational output still shows the
standard VRRP Virtual MAC while |
uni cast transport is enabl ed, |
i ndicating that only advertisenent |
I

+ +
I I
I I
+ +
Cisco I 0CS XR | Docunmented | Documents a unicast peer nodel
I I
I I
I I
I I
]
| | delivery changes [Cl SCO XR- VRRP]

| Keepalived Docurent ed | Docunents uni cast peers, source

| | validation, and TTL controls; |
| | documentation and revi ewed source

| | show that VMAC behavi or renains |
| | avail able, but that vmac_xmit_base

| | is required when VMAC i s conbi ned

| | with unicast peers [KEEPALI VED] |
| | [ KEEPALI VED- SRC] |

Docunented | Documents peer-based unicast VRRP |
| configuration and a separate |
I I

rfc3768-conpatibility node that
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Huawei Docunent ed

Juni per d oud- Docunent ed

Nati ve Rout er

M kr oTi k
Rout er S

| No public
| unicast

| support

| found

No public
uni cast
support

f ound

Uni cast VRRP

April

creates a VRRP interface and
assigns the virtual MAC and
virtual IP, illustrating that
classic VRRP VMAC behavior is a
conmpatibility choice in sone

uni cast depl oynments [ VYOS- HA]

Docunents a proprietary

VRRPv2- based uni cast npde,

i ncludi ng configurable transport
details, that is related to but

broader than the scoped profile in

thi s docunent [ HUAVEI - UC- VRRP]
[ HUAVEI - UG- VRRP- PORT]

Docunents unicast VRRP use in
cl oud workfl ows and route-table
owner shi p scenari os,
depl oynent dermand in cl oud

envi ronment s [ JUNI PER- CNR- VRRP]
[ JUNI PER- CNR- EKS]

Publ i c docunmentation revi ewed by
the authors remains aligned with
mul ti cast VRRP behavi or

[ M KROTI K- VRRP]

Publ i c docunmentation revi ewed by
t he aut hors descri bes VRRPv2 and

VRRPv3 behavior with the standard

RFC Virtual MAC and mul ti cast
adverti senments; reviewed source

code likewi se remains aligned with

the classic nulticast nodel and
does not show a uni cast node

[ FRR- VRRP] [ FRR- SRC]

Table 1: Exanpl es of publicly docurmented unicast VRRP support

The reviewed materi al

are not about changing the VRRP Virtual
the main inplementation differences are whether a
gi ven product preserves the classic VRRP virtual -gat eway nodel
whet her uni cast advertisenents are sent on the

MAC. Instead,
all, and, if
sanme | ogi cal
interface beneath it.

it does,

Dogra, et al.

interface that owns the virtual
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Rout er

MAC or on the base

illustrating

at

2026

al so suggests that the MAC-rel ated differences
MAC into a multicast
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11.

12.

13.

13.

13.

The exi stence of nultiple deployed inplenentations supports the case
for standardization. At the sane tine, the docunented differences
across inpl enentati ons show why this docunment intentionally
standardi zes only a narrow uni cast node that renmins close to

[ RFCO568] .

Security Considerations
The security considerations of [RFCO568] continue to apply. In
particular, VRRP still provides no confidentiality and does not

prevent a hostile node fromattenpting to act as an Active Router

Uni cast node introduces explicit peer configuration and requires that
a receiver validate the source address agai nst the configured Unicast
Peer List. This provides an additional filtering nmechani sm beyond
the receive-side IPv4 TTL or I Pv6 Hop Limt check

Because this docunment preserves the requirenent that the | Pv4 TTL or
IPv6 Hop Limt be 255 on transmitted and accepted packets, the
protection agai nst packets arriving froma renote network described
in [ RFC5082] continues to apply.

A future specification for multi-hop unicast operation wuld need a
different security nodel and is outside the scope of this docunent.

I ANA Consi derati ons

Thi s document has no | ANA acti ons.
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