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Abst ract

Thi s docunent specifies MCP-AX, an aggregation protocol for Model
Cont ext Protocol (MCP) servers. MCP-AX enabl es hierarchical
composi tion of tool nanespaces across heterogeneous networks of MCP
servers, fromcloud services to resource-constrai ned enbedded
devices. The protocol defines a naster-subagent architecture
directly inspired by the Agent X protocol (RFC 2741), adapted for the
tool /resource nodel of MCP rather than the O DM B npodel of SNWP.

MCP- AX i ntroduces recursive nanmespace del egation, capability-aware
routing, transport bridging for constrai ned nodes, and
irreversibility-gated tool dispatch suitable for autononous and semi -
aut ononous Al agent systens.
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and restrictions with respect to this docunent.

Tabl e of Contents

1. Introduction . 3
1.1. Design Goals . e 4
1.2. Distinction from API Gatev\,ays . 5
1.3. Relationship to AgentX 5
1.4. MCP CGovernance Note . 6

2. Term nol ogy . . 6

3. Architecture O/erw ew. 7
3.1. Topol ogy 7
3.2. Transparency 7

4. Nanespace Mdel 7
4.1. Nanespace Syntax . . . 7
4.2. Registration and CMnershlp 8
4.3. Nanespace |sol ation . 8

5. Aggregator Behavi or . 8
5.1. tools/list Handling . 9
5.2. tools/call Routing 9
5.3. Recursive Aggregation . 9

6. Registration Protocol 9
6.1. Registration Request 9
6.2. Registration Response . 10
6.3. Heartbeat and Dereglstratlon 11

7. Tool Dispatch and Routing . 11
7.1. Routing Table . . 11
7.2. Request and Response Transfornatlon . 11
7.3. Timeout Propagation . 12

8. Transport Bridging 12
8.1. Gateway Role 12
8.2. CBOR-MCP Mappi ng 13
8.3. Stub Requirenments . 13

9. Capability Metadata . . . 14
9.1. Capability Annotation Schena Lo 14
9.2. Aggregator Annotation Obligations . 14

10. Security Considerations . . .o 14
10.1. Per-Hop Authentication . 14
10. 2. Scope Restriction 15
10. 3. Nanmespace Spoofing Preventlon 15
10.4. Transport Security . . 15

11. Irreversibility and Safety Gates 15
11.1. Mptivation . . 15
11. 2. Irrever3|b|I|ty G aSS|f|cat|on . 15

Abbot t Expi res 5 Novenber 2026 [ Page 2]



I nternet-Draft MCP- AX May 2026

11.3. CGate Enforcenment . . . e . .. .. ... . . . . . . 15
11.4. Agent Budget Propagatlon e . . ... ... . . . . . . 16
12. Notification Aggregation . . . . . . . . . . . . . . . . . . 16
13. Failure Mddes and Recovery . . . . . . . . . . . . . . . . . 17
13.1. Subserver Failure . . . . . . . . . . . . . . . . . .. 17
13.2. Degraded Mode . . . . . . . . . . . . . . . . . . ... 17
13.3. Aggregator Failure . . . . . . . . . . . . . . . . . .. 17
13.4. Split-Brain Prevention . . . . . . . . . . . . . . . . . 18
14. | ANA Considerations . . . . . . . . . . . . . . . . . . . . . 18
15. References . . P =
15.1. Normative References T <
15.2. Informative References . . B e
Appendi x A: Agent X Ful | Cbrrespondence Table e .. ... ... 20
Appendi x B: Enbedded Stub Reference Profiles . . . . . . . . . . 21
B.1 Profile A-- Table Stub . . . 2
B.2 Profile B -- Self-Describing Stub e e e e e 22
B. 3 Boot Sequence . . . e e s s, 22
B. 4 Gat eway Respon3|b|l|t|es e e . ... ... . . . ... 28
Appendi x C. Exanple Topologies . . . . . . . . . . . . . . . . . 23
C.1 Enterprise SaaS Aggregation . . . . . . . . . . . . . . . . 23
C.2 Industrial 10T with Edge Gateway . . . . . . . . . . . . . 24
C. 3 Recursive Regional Herarchy . . . . . . . . . . . . . . . 24
Acknowl edgrents . . . . . . . . . . . . . . . . . . .. ... .. 24
Author’'s Address . . . . . . . . . . . . . . . . . . . . .. .. 25
1. Introduction

The Model Context Protocol (MCP) [MCP] defines a client-server
architecture in which an Al nodel (the client) discovers and invokes
tools, reads resources, and receives notifications from MCP servers.
As depl oynment scal es from singl e-server configurations to enterprise,
I oT, and hybrid cl oud/ edge topol ogi es, the need arises for

hi erarchi cal aggregation of MCP servers behind a unified namespace.

This problemis not new. SNWMP encountered identical scaling
constraints in the 1990s and produced Agent X [ RFC2741], which defi ned
a master agent / subagent architecture for del egating O D subtrees
The structural correspondence is direct:
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| Agent X Concept | MCP- AX Concept |
[} g ———————— s —_—(———————(————————r
| Master Agent | Root Aggregator |
e +
| Subagent | Subserver |
I T T re e +
| OD Subtree | Tool Namespace Prefix |
o e e e e oo oo o e e e e e e e e m o +
| MB Registration | Tool Registration |
e +
| ax.Register PDU | ntpax/register |
IR T T pe +
| ax. Get/ Get Next | tools/call (routed) |
o e e e e oo oo o e e e e e e e e m o +
| MB Wl k | tools/list (recursive) |
e +
| ax.Notify PDU | MCP notification (prefixed) |
I T +
| ax.Ping PDU | ntpax/ heart beat |
o e e e e oo oo o e e e e e e e e m o +
| Session ID | session_id |
O +
Table 1

Thi s docunent specifies the MCP- AX protocol, adapting the Agent X

nmodel

1.1

(a)

(b)

(¢)

Abbot t

for MCP's tool/resource/notification primtives

Desi gn CGoal s

A nodel client MJUST be able to interact with an MCP- AX
aggregat or using unnodified MCP protocol. Aggregation is
transparent to the client.

Nanespace del egati on MJUST be recursive: an aggregator NMAY
regi ster as a subserver of a parent aggregator, form ng an
arbitrarily deep hierarchy.

Resour ce-constrai ned devi ces, including those with RAM budgets
bel ow 4 Ki B, MJST be supportable through a gateway aggregator by
means of a bounded stub profile. The protocol MJST NOT assune
that participating nodes can parse JSON, manage sessions,
perform aut hentication, negotiate schemas, or store fully
qualified tool nanes. These are gateway responsibilities, not

| eaf requirenents. The stub profile defines the m ninmm
contract between a constrained device and its gateway; the
gateway maps that contract into MCP-AX on behal f of the device
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1.

1.3.

2

(d) Tool dispatch MIST carry capability netadata sufficient for the
client to reason about latency, nutability, and reversibility
wi t hout know edge of the routing topol ogy.

(e) Security context MJUST NOT bl eed across aggregati on boundari es.
Each hop aut henticates independently.

Di stinction from APl Gat eways

HTTP reverse proxi es and APl gateways (nginx, Envoy, Kong) route
requests by URI path or header. MCP-AX differs in four respects that
are not achi evabl e through gateway configuration al one:

(a) Recursive nanespace del egation: aggregation depth is unbounded
and each hop is itself an MCP-AX participant, not a transparent

pr oxy.

(b) Capability propagation: tool nmetadata (latency class,
mutability, reversibility, consistency) is a first-class
protocol elenent, not an out-of-band annotation

(c) Safety semantics: irreversibility gates and agent budget
enforcenment operate on tool-call semantics, not HTTP verbs

(d) Enbedded transport bridging: sub-TCP transports (UART, BLE, CAN
SPI) with CBOR encoding are protocol-native, not bolted on via
si decar .

Rel ati onship to Agent X

MCP- AX is a spiritual successor to Agent X [ RFC2741], not a profile or
extension of it. The wire protocol is MCP JSON-RPC, not Agent X PDUs.
However, the registration semantics, nanespace del egati on nodel, and
mast er/ subagent lifecycle are directly derived from AgentX, which is
cited as a normative architectural reference.

The term "agent" -- used independently in SNMP network managenent
(1988), Agent X subagent del egation (1999), and contenporary Al agent
systens (2024) -- names the sane abstraction at three different

| ayers of the stack. MCP-AX nakes this recursion explicit.
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1. 4. MCP Gover nance Note

MCP originated at Anthropic in Novenmber 2024. In Decenber 2025,
Ant hropi ¢, Bl ock, and OpenAl contributed MCP and the Agent-to-Agent
(A2A) protocol to the Agentic Al Foundation (AAIF), a Linux
Foundation project. MCP-AX treats MCP as a stabl e external
specification and cites it accordingly. Should MCP be subnmtted as
an |ETF RFC in future, the normative reference herein should be
updat ed.

Several |ETF Internet-Drafts have already referenced MCP as an
external specification for network management use cases

[1-D. zeng-ncp-network-nmgnt] [I-D. zeng- ncp- net wor k- measur enment |
[1-D.zeng-ntp-troubl eshooting]. MCP-AX follows this precedent.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Aggregator: An MCP server that exposes a unified tool nanespace
conmposed from one or nore downstream MCP servers (subservers).
Anal ogous to an Agent X master agent.

Subserver: An MCP server that registers its tools with an upstream
aggregator. Anal ogous to an Agent X subagent.

Leaf Server: A subserver that does not itself aggregate other
servers. Terminal node in the hierarchy.

Gat eway: An aggregator that additionally performs transport bridging
(e.g., UART/CBOR to HTTP/JSON) for constrai ned subservers.

Nanespace Prefix: A dot-delimted string prepended to tool nanes
during registration to establish hierarchical ownership.
Anal ogous to an O D subtree in Agent X

Tool Route: The ordered |ist of aggregator segnments fromroot to the
| eaf server that owns a tool.

Capability Annotation: Metadata attached to a tool registration
describing latency class, nutability, reversibility, and transport
characteristics.

Stub: A mnimal MCP inplenmentation on a constrained device,

Abbot t Expi res 5 Novenber 2026 [ Page 6]



I nternet-Draft MCP- AX May 2026

supporting only tools/list and tools/call over a conpact transport
encodi ng.

3. Architecture Overvi ew
3.1. Topol ogy

MCP- AX defines a tree topology rooted at one or nore root
aggregators. The nodel client connects to the root aggregator and
sees a flat, fully-qualified tool namespace.

Model dient

I
| (standard MCP)

|
Root Aggregator (R)
/ \

/ \
Regi onal Agg (A) Local Server (L)
/ \

/ \
Cloud (C) Edge Gateway (Q
/ \

/ \
MCU Stub (ML) MU Stub (M)
( UART/ CBOR) ( BLE/ CBOR)

Each non-1leaf node is an aggregator. Each aggregator accepts
regi strations from downstream subservers, prepends its nanespace
prefix to regi stered tool nanes, exposes the nmerged nanespace
upstream and routes tools/call requests to the owni ng subserver.

3.2. Transparency

The nodel client issues standard MCP requests. It receives tools/
list responses containing fully qualified (prefixed) tool nanmes and
capability annotations. It issues tools/call with the fully

qual i fied nanme. The aggregation hierarchy is opaque to the client
except as reveal ed by nanmespace structure and capability metadata.

4. Nanespace Mdel
4.1. Nanespace Syntax
Tool names in MCP-AX use dot-delimted hierarchical segnents:

<r oot - segment >. <aggr egat or - segnent >*. <l ocal - nane>
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Exanpl e: infra. edge. st nM82h7. dnma2d_st at us

Segments MJUST match the regul ar expression [a-20-9 -]1{1,63}. The
total fully qualified nane MJUST NOT exceed 255 characters.

4.2. Registration and Oanership

When a subserver registers with an aggregator, it provides its loca
tool list (via tools/list) and a requested nanespace segment. The
aggregator validates the segnent for uni queness anobng current
registrations. First-registered-w ns semantics apply, consistent
with Agent X [ RFC2741] Section 7.1.5.1. A conflict MJST result in
rejection with error "namespace_conflict".

A subserver MAY include an "authority” field in its registration
request, using DNS nanme syntax (e.g.,

"dns: edge0l. factory. exanpl e.conf). Wen present, the (authority,
segnent) pair constitutes the ownership claim An aggregator MAY
reject re-registration of a segment by a different authority, even
after the original session has expired. This provides stable
nanespace ownershi p across session churn, failover, and nulti-root
federation without requiring a global registry.

An authority claimis an assertion, not proof. W thout verification,
a rogue subserver connecting after a reboot can claiman authority
string it does not own. For namespaces containing nutable or
irreversi bl e-mutabl e tools, aggregators SHOULD require cryptographic
proof of authority: a signed JW bearing the authority DNS nane as
subject, a client certificate whose SAN matches the cl ai ned
authority, or equivalent. Aggregators MAY accept unverified
authority clains for read-only or devel opnment nanespaces where the

ri sk of inpersonation is acceptably | ow.

4.3. Nanespace |solation
A subserver MJST NOT register tools with names containing the dot
separator. Hierarchical depth is achieved only through recursive
aggregation, not through subserver self-prefixing. This prevents
nanespace spoofing: the aggregator is the sole authority for prefix
assi gnnent .

5. Aggregator Behavi or
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5.1. tools/list Handling

Upon receiving tools/list fromupstream (or fromthe nodel client),
the aggregator returns its cached nerged namespace if valid.

O herwise, it issues tools/list to each registered subserver,
prefixes results, merges, caches (RECOVMENDED TTL: 60 seconds), and
returns.

5.2. tools/call Routing

Upon receiving tools/call for a fully qualified tool nane, the
aggregator |looks up the tool inits routing table, advances the route
cursor (Section 7.2), forwards the request to the downstream session
and returns the response. |If the tool name is not found, the
aggregator MUST return error code -32601 (nethod not found).

5.3. Recursive Aggregation

An aggregator MAY itself register as a subserver of a parent
aggregator, presenting its nerged namespace for further prefixing.
There is no protocol -inposed depth limt; inplenmentati ons SHOULD
support at |least 8 |evels.

| mpl enent ati ons MJUST detect and reject registration cycles. Wen an
aggregator registers as a subserver of a parent, it MJST include its
own aggregator_id and the aggregator_ids of all its downstream
subservers in the registration request’s "x-ntpax-subtree-ids" field.
The parent MUST reject the registration if its own aggregator_id
appears in that set. This provides cycle detection at registration
time with no runtinme overhead on tool dispatch

6. Registration Protoco

6.1. Registration Request
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{
"jsonrpc": "2.0",
"met hod": "ntpax/register”,
id'ro 1,
"parans": {
"subserver _id": "550e8400-e29b-41d4-a716-446655440000",
"segnent": "stnB2h7",
"authority": "dns:edgeOl.factory. exanpl e.coni,
"capabilities": {
"tool s": true,
"resources": false,
"notifications": true
1
"heartbeat _interval ns": 5000,
"transport_class": "uart_cbor",
"version": "2026-05-01"
}
}

The "subserver_id" field is a stable UU D that persists across
sessions and reboots. The "authority" field is OPTIONAL; see
Section 4.2. Together with the aggregator’s own identity, these
fields enable deternministic split-brain detection (Section 13.4).

6.2. Registration Response

"jsonrpc": "2.0",
id'ro 1,
"result": {
"status": "registered",
"assi gned_segment": "stnmB2h7",
"session_id": "a3f7c...",
"heartbeat deadline_ns": 15000,
"budget ": {
"max_cal ls_per_mnute": 60,
"max_rmut abl e_cal | s_per_session": 10
}
}
}
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6.3. Heartbeat and Deregistration

7

7

7

If heartbeat _interval _nms is non-zero, the subserver MJST send "ntpax/
heartbeat" within each interval. Three consecutive m ssed heartbeats
trigger automatic deregistration. A subserver nmay al so send "ntpax/
deregister"” explicitly. Upon deregistration, the aggregator MJST
renove all tools fromthat subserver’s nanespace w thin one heartbeat
interval and re-advertise upstream

These semantics mirror Agent X session tineout (Section 7.1.1 of
[ RFC2741]).

Tool Dispatch and Routing

1. Routing Table

{
"infra. edge. stnB2h7. dma2d_status": {
"downstream session": "a3f7c...",
"downst r eam nane": "dma2d_st at us",
"capability": { ...},
"registered_at": "2026- 05- 01T12: 00: 00Z"
}
}

2. Request and Response Transformation

Routing uses a cursor nodel rather than string manipulation. Each
tool s/call request carries an "x-ntpax-route" array containing the
full sequence of nanespace segnents fromroot to |eaf, and an "x-
ncpax-cursor” integer indicating the current position in that array.
Each aggregator increnents the cursor by one and forwards the request
downstream The downstream server uses the segnent at the cursor
position to identify itself and dispatches to the tool named by the
final segnent.

Exanpl e for tool "infra.edge.stnB2h7.dma2d_status":

"X-ncpax-route”: ["infra", "edge", "stnB2h7"', "dma2d_status"],
"X-ncpax-cursor": O

Root aggregator matches "infra" at cursor 0, increments to 1
forwards. Regional aggregator matches "edge" at cursor 1, increments
to 2, forwards. Gateway matches "stnB2h7" at cursor 2, increnents to
3, dispatches tool "dma2d_status”
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This avoids string parsing errors, supports non-string namespace
encodings in future extensions (integer |IDs, hashes), and preserves

the full route for diagnostics at every hop

The response is forwarded upstream wi thout nodification to the result
field. The aggregator MAY add "x-ntpax-latency-ns" to response

nmet adat a.

Ti meout Propagation

The aggregator SHOULD set downstream request tinmeouts based on the

capability annotation’s |atency_cl ass:

B el oo ]
| latency_class | Tineout |
[ e sy - o}
| realtine | 500 ns |
T T +
| fast | 5s |
Fom e e e oo - S +
| standard | 30 s |
R oo - - +
| sl ow | 120 s |
T T +
| batch | caller-managed

Fom e e e oo - S +

Tabl e 2

Transport Bridgi ng

Gat eway Rol e

A gateway transl ates between MCP's native transport (HITP+SSE or

stdi o) and constrai ned transports used by enbedded stubs.
bridged transport cl asses:

* uart_cbor: UART with COBS frani ng, CBOR payl oad

* ble_cbor: BLE GATT characteristics, CBOR payl oad

* spi_cbor: SPI with | ength-prefix franm ng, CBOR payl oad

* can_cbor: CAN bus with | SO TP segnentati on, CBOR payl oad

* nmgtt_json: MJIT topics, JSON payl oad

Abbot t Expi res 5 Novenber 2026
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8.2. CBOR-MCP Mappi ng

The gateway maintains a bidirectional nmapping between MCP JSON- RPC
and a conmpact CBOR [ RFC7049] representation. Tool nanes are replaced
with integer IDs assigned at registration tinme. JSONRPC envel ope
fields "jsonrpc", "nethod", "id" map to CBOR nap keys 0, 1, 2
respectively. Scherma validation occurs at the gateway, not on the

st ub.

The gateway MUST strip all "x-ntpax-*" netadata (route array, cursor
hop count, | atency annotations) before translating a request to the
stub transport. A constrained stub receives only its integer tool ID
and the CBOR-encoded argunents. Routing nmetadata is a gateway
concern; it MJST NOT | eak onto constrained transports where every
byte has a cost.

The conbi nation of integer tool IDs, typed argunent schenas, and

gat eway-side validation constitutes a mnimal interface description
for constrained environments -- functionally equivalent to the subset
of IDL semantics required for RPC dispatch, without requiring a
separate schema | anguage or code generator on the stub

8.3. Stub Requirenents

An MCP- AX stub MJUST NOT be required to parse JSON, inplenment HTTP or
SSE, manage sessions, perform authentication, or store fully
qualified tool nanes. These responsibilities are fully delegated to
the gateway. Two stub profiles are defined:

Profile A -- Table Stub: No self-description capability. The
gateway owns all tool schemas and maps integer command | Ds to MCP-
AX tool names fromits own configuration. The device exposes
nuneric conmand IDs only. Suitable for devices with no dynamc
di scovery requirenent, including | egacy 8-bit mcrocontrollers.

Profile B -- Sel f-Describing Stub: Announces tool |Ds and conpact
schemas at boot or on gateway request via CBOR registration
franes. Suitable for Cortex-M+, AVR, MSP430, and equi val ent
16/ 32-bit devi ces.

Profile A target resource budget: effectively zero dynam ¢ RAM for
protocol state; the command table is ROMresident and the gateway
handl es everything else. Profile B target: fewer than 2 KB flash
code, fewer than 256 bytes RAM for request/response buffers. See
Appendi x " Appendi x B: Enbedded Stub Reference Profiles"” for reference
descriptor structures for both profiles.
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9. Capability Metadata

9.1. Capability Annotation Schema

{
"l atency_class": "realtine|fast|standard]|slow batch",
"consi stency": "strong| eventual | best _effort",
"mut abl e": bool ean,
"reversible": bool ean,
"i denpotent”: bool ean,
"transport": "native|uart_cbor|ble cbor|...",
"aut h_scope": "read|wite|adm n",
"cost _cl ass": "free| nmetered| expensi ve",
"availability": "al ways| schedul ed| best _ef fort| degraded”,
"schema_version": "<senver>"

}

The "consistency"” field indicates the data consistency nodel of the
tool’s backing state. Agents SHOULD use this to determ ne whether
paral l el invocations across tools in the same subtree nay observe
stale state, and whether retry after failure requires read-before-
wite verification

The "availability" value "degraded" indicates that the tool renmins
listed but may return structured error responses for sonme or al

i nvocations. This supports partial-failure semantics required by
industrial control and observability pipelines where binary present/
absent is insufficient. See Section 13.2.

9.2. Aggregator Annotation Obligations

The aggregat or MJST propagate capability annotations upstream w t hout
modi fication. 1t MJST add "x-ntpax-hops" indicating the aggregation
depth. It MJST adjust "latency class" upward if the aggregation path
i ntroduces | atency that changes the effective class; it MJST NOT

adj ust | atency_cl ass downwar d.

10. Security Considerations
10.1. Per-Hop Authentication

Each aggregation boundary is an authentication boundary. Credentials
MUST NOT be forwarded across aggregation hops. This is the critica

| esson from SNMP's community string nodel [RFC3414]: transitive
credential forwarding violates |east privilege. MCP-AX nandates

i ndependent authentication at each hop, with tokens scoped to the

i medi at e downst ream sessi on per [ RFC8707].
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10.

10.

10.

11.

11.

11.

11.

2. Scope Restriction

An aggregator MJST scope the authorization context per registered
subserver. A subserver registered with auth_scope "read" MJST NOT
receive requests that inply "wite" or "adm n" operations.

3. Nanespace Spoofing Prevention

The prohibition on subserver self-prefixing (Section 4.3) prevents a
mal i ci ous subserver fromregistering tools that appear to belong to a
different subtree. The aggregator is the sole authority for prefix
assi gnnent .

4. Transport Security

Aggr egat or -t o- aggregator |inks MJST use TLS 1.3 or equivalent.

Gat eway-to-stub links (UART, SPI, BLE) operate in physically
constrai ned environnents where TLS nay be infeasible. Gateways MJST
treat stub-provided data as untrusted and validate all inputs against
the regi stered schema before forwardi ng upstream

Irreversibility and Safety Gates
1. Motivation

When the nmodel client is an autononous Al agent, tool invocations may
have real -worl d consequences that are difficult or inpossible to
reverse. The aggregation hierarchy is the natural enforcenent point
for safety policy: the aggregator has visibility into the bl ast
radi us of downstream operations that individual |eaf servers |ack.

2. rreversibility Cassification

Tools with "reversible": false and "nutable": true are classified as
irreversi bl e-mutabl e and MUST be fl agged with "x-ntpax-safety":
"irreversible nmutable" in the nanespace

3. Gate Enforcenent

An aggregator operating in "gated" node MJST intercept tools/cal
requests targeting irreversible-nmutable tools, return a
"confirmation_required" response to the client (including tool nane,
argunents, capability annotation, and route), and await "nctpax/
confirmt' before dispatching downstream Unconfirmed requests expire
after a configurable timeout (default: 300 seconds).
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The "ntpax/confirm request MJST include a "proof" field containing a
crypt ographi ¢ token obtained froman authority external to the
requesting nodel client. Acceptable proof types include: a signature
froma human operator’s key pair, a signed nonce froman externa
policy engine, or an approval token from an out-of-band authorization
service. The aggregator MJST validate the proof against a configured
trust anchor before dispatching the gated request.

Wthout this requirenment, an autononmous nodel client can trivially
self-confirmby issuing "ncpax/confirnt inmmediately after receiving
"confirmation_required", rendering the gate ineffective. The proof
field ensures that confirmation requires a cryptographic assertion
that the nodel client cannot nanufacture fromits own context.

Saf ety Gate Monotonicity: once a request is classified as requiring
confirmation at any hop in the aggregation hierarchy, all upstream
hops MUST preserve that requirenent. No aggregator or client NMAY
renove or downgrade a gate introduced by a downstream aggregat or

Any aggregator MAY escal ate an ungated request to gated; none MAY de-
escalate. This ensures that the nost conservative policy in the path
governs.

11.4. Agent Budget Propagation

Budget enforcenment (max_calls_per_ninute,

max_nut abl e_cal | s_per _sessi on, max_cost _units_per_session) is per-
session, declared in the registration response, and non-negoti abl e.
A subserver exceeding its budget MJST receive error -32003

("budget _exceeded").

12. Notification Aggregation

Subserver notifications are prefixed with the originating namespace
segnent and forwarded upstream The aggregator MJST NOT reorder
notifications froma single subserver

The aggregator MJST inpl enment per-subserver rate limting (default:
100/ second). |f exceeded, the aggregator buffers up to a
configurable depth (default: 1000), then drops ol dest notifications,
increments a "notifications_dropped" counter (exposed as a tool on
the aggregator), and emts a synthetic "notification_overfl ow
notification upstream This directly addresses the SNWP trap storm
probl em [ RFC3413] .

Notifications MAY include "x-nctpax-event-id" (UU D) and "x-ntpax-
causal -parent” (UUD or null) fields. These do not inpose cross-
subserver ordering but enabl e downstream consuners to reconstruct
causal chains when notifications fromnultiple subservers relate to
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the sane triggering event. Aggregators MJST forward these fields

wi thout nodification if present. Aggregators MJST NOT hold causa
parent notifications in state or attenpt to correlate them they are
opaque pass-through values. Causal reconstruction is a consuner
concern, not an aggregator concern

13. Failure Modes and Recovery

13.1. Subserver Failure
On heartbeat tineout or connection |loss, the aggregator enits
"subserver | ost" upstream On reconnection, tools are re-added. The
aggregator MJUST NOT cache tool definitions across sessions.

13.2. Degraded Mode

Rat her than inmmediately renoving all tools froma fail ed subserver’s
nanespace, an aggregator MAY transition those tools to

"availability": "degraded". |In degraded node, tools remain listed in
tool s/list responses but tools/call requests return a structured
error:
{

"code": -32002,

"message": "tool _degraded",

"data": {

"reason": "subserver_unreachabl e",

"since": "2026-05-01T12: 05: 002",
"retry_after_ms": 5000
}
}

The aggregator MJST renove degraded tools entirely after a
configurable grace period (RECOWENDED: 5 minutes) if the subserver
does not recover. Degraded-npde senmantics are essential for

i ndustrial control and observability pipelines where abrupt nanespace
changes can trigger cascading failures in upstream consumers.

13.3. Aggregator Failure
The parent detects heartbeat |oss and renoves the entire subtree.
Subservers MAY reconnect to a configured backup aggregator

Convergence time after failure MIST be | ess than three heartbeat
intervals across the affected subtree.
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13.4. Split-Brain Prevention

Each subserver carries a stable "subserver_id" (UUD) inits

regi stration request. Each aggregator maintains its own
"aggregator_id" (UUID). An aggregator MJST reject a registration
froma subserver _id that is already registered with a different
aggregator _id in the same tree.

For cl oud depl oynments, detection SHOULD use a shared registration
store (e.g., DynanoDB, etcd) keyed by subserver id. For edge

depl oynents where shared state is unavail abl e, the aggregator SHOULD
query the subserver for its current parent _id and reject if it
differs. This provides determnistic behavior w thout mandating a
specific distributed consensus system

14. | ANA Consi derations
Thi s docunent requests the followi ng registrations:

(a) MCP-AX net hod namespace "ntpax/*" in the MCP nmethod registry (to
be established by the Agentic Al Foundation or a future | ETF
wor ki ng group).

(b) MCP-AX capability annotation keys "x-ntpax-*" in the MCP
met adata registry (to be established).

(c) MCP-AX transport class identifiers in a new "MCP-AX Transport
Cl asses" registry.
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Appendi x A: Agent X Full Correspondence Tabl e

| Agent X Concept | MCP- AX Concept |
[} gt ——(——————————_ Ll p—p—_—(————r
| Master Agent | Root Aggregator |
e e +
| Subagent | Subserver |
L T e T T re e +
| OD Subtree | Namespace Prefix |
S o e e e e e e e e m o +
| MB Registration | Tool Registration |
e e +
| ax. Register PDU | ntpax/register |
T T T T pe +
| ax. Unregister PDU | ntpax/deregister |
S o e e e e e e e e m o +
| ax. Get/ Get Next/ Get Bul k | tools/call (routed) |
e O +
| ax.Notify PDU | MCP notification (prefixed) |
L T T T +
| ax.Ping PDU | ntpax/ heart beat |
S o e e e e e e e e m o +
| ax. Response PDU | JSON-RPC response |
e O +
| Session ID | session_id |
e T e T T T re e +
| Context | Namespace segnent |
S o e e e e e e e e m o +
| sysUpTime | registered_at tinmestanp |
e e +
| Agent X socket (unix/tcp) | HITP+SSE / stdio / bridged |
e T e T T L re e +
Tabl e 3

Key di vergences from Agent X:

(a)

(b)

Abbot t

Wre format is JSON-RPC (or CBOR for bridged transports), not
bi nary PDUs.

Nanespaces are locally unique by first-registration, not
globally by I ANA O D assi gnnent.
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(c) Capability annotations (latency, nutability, reversibility) have
no Agent X equi val ent .

(d) Irreversibility gates and agent budget enforcenent are MCP- AX
additions with no SNMP anal og.

Appendi x B: Enbedded Stub Reference Profiles
B.1 Profile A -- Table Stub

Profile A targets devices with no self-description capability,
including | egacy 8-bit mcrocontrollers (8051-class, 6800-class).
The gateway owns all tool schemas and nane nmappings. The device
exposes only numeric command | Ds over a mnimal franme protocol.

Resource budget: effectively zero dynam c RAM for protocol state.
The command di spatch table is ROMresident. The gateway
configuration file defines the mapping fromcommand | Ds to MCP- AX
tool names, argunent schemas, and capability annotations.

Ref erence wire frane (gateway-to-stub and stub-to-gateway):

+--m o= +--m o= Femmm o - S +--m o= S +--m o= +
| SOF | LEN| TYPE| TOOL_ID| SEQ| PAYLOAD | CRC |
| 1B | 1-2B] 1B | 1B | 1B | NB | 1-2B
Fomm - - Fomm - - Fom e e - - B Fomm - - B Fomm - - +
TYPE: 0x01 = call request

0x02 = call response

0x03 = registration (Profile B only)

0x04 = heart beat

PAYLQAD: fixed structs, TLV, or raw bytes.
Interpretation is defined in gateway config.

Profile A devices need not use CBOR The gateway transl ates between
the device's native byte layout and MCP-AX JSON-RPC. The stub’s only
contract is: receive (TOOL_I D, PAYLOAD), execute, return (SEQ
PAYLQAD, status byte).
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<CODE BEGQ NS>
/* Profile A ROM command table -- no CBOR, no schemas on device */
typedef struct {
uint8_t cnd_id;
uint8 t reqg_l en; /* fixed request payload length */
uint8 t resp_|l en; /* fixed response payload | ength */
int (*handler)(const uint8 t *req, uint8_t *resp);
} ncpax_cnd_t;

static const ntpax_cnd_t commands[] = {
{ 0x01, 0, 4, read_sensor_handler },
{ 0x02, 1, O, set |led handler },
}
<CODE ENDS>

B.2 Profile B -- Self-Describing Stub

Profile B targets 16/32-bit microcontrollers (Cortex-M+, AVR
MBP430) that can announce tool |Ds and conpact argunment schenas at
boot via CBOR registration franes.

Resource budget: fewer than 2 KB flash code, fewer than 512 bytes ROM
for schema tables, fewer than 256 bytes RAM for request/response
buffers. Transport: UART at 9600 baud or higher, COBS franming.
Encodi ng: CBOR [ RFC7049], nmap-only payl oads.

<CODE BEG NS>
[* Profile B: self-describing tool table with CBOR type hints */
typedef struct {

uint8 t tool _id;

uint8_t arg_count;

uint8_t arg_types[4]; /* CBOR nmj or types */

uint8_t ret_type;

int (*handler)(const uint8 t *args, uint8 t *resp,

uintlé t *resp_len);

} ntpax_tool t;

static const ntpax_tool _t tools[] = {
{ 0x01, 0O, {}, CBOR_MAP, dma2d_status_handl er },
{ 0x02, 1, {CBOR_U NT}, CBOR MAP, set |ed _handler },
b
<CODE ENDS>
B. 3 Boot Sequence

Profile A
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1. Stub powers on; gateway detects presence (UART RTS/CTS, GPIO or
pol 1).

2. Gteway | oads tool nappings and schemas fromits own
configuration.

3. Gateway sends ntpax/regi ster upstream on behal f of stub

4. Gateway begi ns heartbeat on behalf of stub

5. Stub enters idle state, awaiting franed conmand byt es.

Profile B:

1. Stub powers on; sends CBOR registration frane listing tool _ids
and schenas.

2. Gateway maps tool ids to fully qualified names fromits
configuration.

3. Gateway sends ntpax/register upstream

4. Gateway begi ns heartbeat on behal f of stub

5. Stub enters idle state, awaiting CBOR tool call franes.

B.4 Gateway Responsibilities

For both profiles, the gateway handles all protocol conplexity:

*

CBOR/ byte-frame to JSON-RPC bidirectional translation

Tool IDto fully qualified name mappi ng

Schema val i dation of argunents before forwarding to stub
Stripping of all x-ntpax-* routing nmetadata at the stub boundary
Aut henti cation context for upstream aggregator

Hear t beat generation on behal f of stub

Buf fering and retry for unreliable transports (BLE, CAN)

Appendi x C. Exanpl e Topol ogi es

C. 1 Enterprise SaaS Aggregation

Abbot t
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Model dient

Root !Aggregat or

G{)ogl e J! ra Sal\ esforce

Drive Server Server

Nanespace: google drive.*, jira.*, salesforce.*

C.2 Industrial 10T with Edge Gat eway

Model dient

I
Cl oud Aggregator (AW5)
|

Edge Aggregator (Jetson)

/ | \
PLC Sensor Act uat or
(Modbus Array Controller
gat eway) (BLE) (UART/ CBOR)

I rreversibl e-nutabl e actuator tools:
confirmation gate at cloud aggregator.

C. 3 Recursive Regional Hierarchy
Model dient
€] oba, Aggr egat or
U/S Regi onal E}J Regi onal
U/S— E U\S— W  EU (N EUE E

Nanespace: gl obal.us.east.*, global.us.west.*,
gl obal . eu. west. *, gl obal . eu. east.*

Model infers geographic locality from namespace.
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The irreversibility gate nechani smdraws on safety-critical HM
design principles and the concept of useful friction at
irreversibility boundaries in autononbus agent planning systens.
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