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Abst r act

JavaScript Object Notation (JSON) is a widely used data interchange
format, suitable for storing configuration data due to its sinple
synt ax, machi ne-readabl e structure, and ease of parsing and

gener ati on.

Thi s docunent describes informational practices associated with JSON
Based Dynani c Configuration Managenent. |t outlines a recomended
nam ng convention for configuration files in the formof a structured
filenane pattern, such as "<project>@version>.json", and specifies a
configuration schema to support validation, traceability, and non-

di sruptive updates. The docunent al so describes the rationale for
standardi zati on and presents real -world scenari os where these
practices apply.
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1. Introduction

In this docunment, JSON-based infornmation practices are described for
managi ng dynam ¢ configuration data in environnents where versi oni ng,
portability, and machine validation are beneficial (e.g., distributed
systens, Infrastructure as Code (laC), DevOps). It is intended as a
recomended approach for inplenmenters seeking to adopt structured
configuration fornmats suitable for dynam c or heterogeneous system
cont ext s.

The docurent describes a JSON structure featuring top-Ievel name,

version, and config fields. It also provides a JSON Schema t hat
i mpl ement ers MAY adapt for domai n-specific validation needs.
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Wil e a consistent identification pattern for configuration
resources, such as <project>@version>.json for files, is discussed
as an aid to traceability and version managenent, its use is entirely
OPTIONAL. The specific nethod for naming or identifying
configuration resources MJST be determ ned based on operationa
constraints, deploynent tooling capabilities, operating system
limtations, and storage system characteristics.

The practices described in this document do not constitute an | ETF
standard. They may, however, serve as a useful reference or starting
poi nt for inplenenters devel opi ng configuration managenent sol utions
in research conmputing, DevOps, nicroservices or other automation-
driven donai ns where dynani c updates and validation are primary
concer ns.

2. Scope Limtation

Thi s docunent defines practices and a nam ng convention for JSO\

based configuration files. |t does not address how configuration
files are distributed, secured, or integrated into specific technica
domai ns.

Operational concerns such as secret nanagenent, transport mechani sms,
or runtinme application of configuration are out of scope.

3. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

4. Recommended Practices
Thi s section describes practices that inplenenters nay find usefu
when managi ng dynam ¢ configurations according to the approach
presented in this docunent.

4.1. File Nam ng Convention

Thi s section describes an optional filename format for versioned
configuration files.

I mpl enenters MAY use the followi ng fil enane pattern

<proj ect >@ver si on>. j son
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For exanple, a configuration file for "webapp" at version 1.2.0 would
be:

webapp@. 2. 0. j son

This pattern supports traceability, version conparison, and roll back
tooling. Alternative formats MAY be chosen based on system

requi renents or environnental constraints, for instance, a nore
explicit variant |ike <project>@version>. config.json MAY be used
where clarity is paranount.

| mpl enent ers SHOULD val i date chosen fil enanes agai nst portable
filenanme constraints (e.g., character repertoire, length linmts) as
defined in POSI X [POSI X] and consider file URI syntax rules in RFC
8089 [ RFC8089] .

In particular, filenames MJUST NOT include control characters, MJST
NOT i nclude OS-reserved code points and sequences (for exanple < >
"/ \ | ?*), MIST NOT use reserved device nanes (e.g., CON, PRN
AUX), and SHOULD respect platform path-length limtations.

Sone filesystens or constrained environnents (e.g., enbedded FAT

[ M5- FAT] inplenentations or |egacy systens enforcing 8.3 fil enane
formats [ M5-FSCC]) nay not allow special characters like @in
filenames. In such cases, inplenenters SHOULD consider using -, _,
or al phanuneric-only alternatives.

4.2. Key-Value Pair Descriptions
Thi s section describes each top-level key defined in the JSO\ based
project information, explaining its purpose, expected data type, and

usage context. For each key, a concise description is provided al ong
with an exanple value to illustrate the intended format.
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| Key | Type | Description | Exanple |
[ ety ————— L ————————————————— Ll U
| nane | string | Identifier for | "my-web-app" |
| | | the target system | |
S TR S e T +
| version | string | Version of the | "1.0.0" |

| | configuration | |
| | | object | |
R S SRR o e e e e e oo oo o e e e e e e e e oo oo +
| config | object | Donain-specific | {"logLevel":"INFO',...} |
| | | settings object | |
T Fommmaa - T o mmemeeeeeeaccaeaaaas +

Table 1
4.3. JSON Schema

This section describes a JSON Scherma that inplenmenters MAY use to
val i date configuration docunents that conformto structure described
in this docunent. The scherma conforns to the JSON Schema 2020-12
speci fication [ JSON- SCHEMA- 2020- 12] and structured mechani sm for
representing versioned configuration netadata across a variety of
envi ronnent s.
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"$id": "https://exanpl e.com schemas/config-practice-vl.json",
"$schemn": "https://json-schema. org/draft/2020-12/schema",
"title": "Dynam c Configuration Structure Schema",
"description": "Structure for versioned JSON config.",
"type": "object",
"properties": {
"nanme": {
"type": "string",
"description": "Project or app nane. Unique within context.",
"exanpl es": [
" ny-web- app”,
"dat a- processi ng- pi pel i ne",
"net wor k- devi ce- base"
]
1
"version": {
"type": "string",
"description": "Version ID for the config content.",
"exanpl es": [
"1.0.0",
"2.1.0-beta. 1",
"v3.1.4"

]

"config": {
"type": "object”,
"description": "Inplenmentation-specific configuration.",
"addi tional Properties": true,
"exanpl es": [

"l ogLevel ": "I NFO',
"port": 8080,
"featureFlags": {
"newbDashboard": true,
"enabl eApi RateLimit": fal se
I
"all owedOrigins": ["https://app. exanpl e. com']
}
]
}
b
"required": ["nanme", "version", "config"],
"additional Properties": fal se

}

The scherma defines the follow ng required fields:
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* name - identifies the system conponent or application the
configuration is intended for.

* version - specifies the version identifier using a string val ue,
typically followi ng Semantic Versioning [ SEMER].

* config - represents the donai n-specific configuration object. Its
internal structure is inplenmentation-defined and MAY be
constrai ned using additional schemas.

This JSON Schema MAY be dereferenced and reused across configuration
tooling, systens or services. It is RECOMVENDED that inplenmenters
assign a canonical, dereferenceable $id to the schemn

This schema is interoperable with existing JSON Schema tooling and
val i dation engines. Wen inplenenting simlar schema-backed
validation in credential -based or identity systens, inplenmenters MAY
refer to practices outlined in the [VC JSON- SCHEMY] .

4.4. Exanpl e Configuration

The foll owi ng configuration exanpl e denonstrates the usage of this
specification in a scientific context. It draws inspiration fromthe
configuration patterns used to control High-Level Trigger (HLT)
settings in the ATLAS experinment at CERN.

The file is naned using the prescribed convention: atlas@.1.0.json -
where atlas is the project identifier and 3.1.0 denotes the
configuration version.

{
"name": "atlas-hlt-config",
"version": "3.1.0",
"config": {
"project": "ATLAS',
"runType": "collisions",
"hlt Menu": "Physics_pp_run3_v1",
"chai ns":
"HLT_e26_| hti ght_i varl oose",
"HLT_mu20_i | oose_L1MJ5"
1,
"l ogging": "INFO'
}
}
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Thi s configuration specifies the data-taking node, selected trigger
menu, and active HLT chains for a proton-proton collision run. It
illustrates a concise, versioned configuration adhering to the schema
described in this docunent.

5. Inplenentation Considerations

The inpl enentation of this specification is informed by key
principles recognized in nodern configurati on nanagenment practi ces.
The nam ng convention - "<project>@version> json" - pronotes version
traceability and supports non-di sruptive configuration updates. This
aligns with Infrastructure as Code (laC) practices, where
configuration artifacts are declaratively defined, versioned, and
integrated into autonmated provisioning workflows. This approach is
inline with versioned configuration practices as described in the
live configuration managenent systens depl oyed at Facebook, as
detailed in [ FACEBOXK-CM .

Vari ous approaches to dynam ¢ configuration managenent are enpl oyed
in practice. The OpenCAPI F represents one such approach, where
configuration data is maintained in a single top-1level container
(e.g., "capif_configuration") hosted within a MongoDB col |l ection

[ CAPI F- DYNAM C- CONFI G .

Thi s docunment defines only a file nanming convention, and a mini ma
JSON structure. It does not specify how configuration files are
| oaded, validated, or applied within systens.

I mpl enenters are expected to nane their configuration files according
to the defined pattern and structure their contents using the
prescri bed schena.

Schema evol uti on SHOULD be handl ed in a backward-conpati bl e manner
whenever possible. Additive changes such as introduci ng new optiona
keys are preferred over breaking changes |ike renam ng or renoving
fields, or altering value types.

When updating configuration schemas, the type of change should
i nfl uence how you version it [ SEMVER]:
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| Change Type | Description | Version Inpact

[} g —————————————— Ll —_—_——————————_ s p—p—p—_—(——r
| Add optional fields | Doesn’t break | Mnor (e.

| | existing usage | 1.0.0 to 1.1.0)
T dememmemeeeaeaeeaas . +
| Rerove or renane fields | Breaks conmpatibility | Major (e.g |
| Change data types | with older configs | 1.0.0 to 2.0.0) |
o e e e e e e oo T o e e e oo +

Table 2

When non-conpati bl e updates are introduced, a new version identifier
MJST be assigned and reflected in both the version field and the file
nane.

Due to the line-oriented structure of JSQN, inplenenters using
version control systens (e.g., Gt) MAY experience nmerge conflicts,
especially when deeply nested structures or unordered keys are
involved. To mitigate this, inplementers MAY adopt canonica
formatting, determ nistic key ordering, or |everage structured nerge
strategi es such as JSON Merge Patch [ RFC7396] where applicable.

6. Use-Case Exanpl es

The practices described in this document are nost applicable to
systens where configuration needs to be dynam cally | oaded,
versi oned, potentially exchanged between systens, and
programmatically validated. The explicit versioning and schenma
support address chal |l enges comon in conpl ex, automated, or

di stributed environments.

The followi ng exanples illustrate environments that benefit from such
capabilities, categorized by the donmain and correspondi ng technol ogy
st ack.

6.1. Use Case of Scientific Conputing

As detailed in the ATLAS exanple, |arge-scale experinents require
reproduci bl e, traceabl e, and dynam cal | y adj ustabl e configurati ons.
Conpl ex systens |ike the Hi gh-Level Trigger (HLT) rely on structured,
versi oned configurations (often using JSON) to manage conponents |ike
trigger nenus (L1Menu) or beam conditions (BunchG oupSet)

[ ATLAS- TRI GGER- 2024]. The ability to validate these configurations
agai nst a schenma before depl oynent and associ ate specific versions
with data-taking periods is crucial for operational stability and
anal ysis reproducibility. This specification provides a consistent
structure for such versioned components.
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During nightly integration tests, ATLAS produces full configuration
sets in JSON format that are used to initialize and operate the
trigger system [ ATLAS- TRI GGER- 2024]. These files are fixed for a
given run, versioned, and stored in a way that enabl es test

reproduci bility, consistency across clusters, and auditability. They
are used directly by HLT software during initialization. Sone
configurations may evolve during a run and are linked to specific run
conditions in the ATLAS dat abase.

A portion of this bunch group definition is shown below. Each group
entry contains an identifier, a descriptive name, and a |ist of BClIDs
(Bunch Crossing ldentifiers) representing beam structure segnents:

"bunchG oups": {

"BGRPO": {
"name": "BCRVeto",
"id": 0,
"info": "3543 bunches, 2 groups",
"bcids": [

{ "first": 0, "length": 3540 },
{ "first": 3561, "length": 3}
]

}
"BGRP1": {
"name": "Paired",
"id"r 1,
"info": "3452 bunches, 3 groups”,
"bcids": |
{ "first": 0, "length": 3445 },
{ "first": 3536, "length": 4 },
{ "first": 3561, "length": 3}
]
}
}

The operational practice in ATLAS often invol ves managi ng
configuration conponents (like BunchG oupSet, L1Menu) as

i ndependent |y versi oned JSON docunents, |inked via external systens
(l'i ke databases) to specific run conditions or tine intervals. This
nmodul ar approach aligns well with the structured, schena-validatable
format proposed here, allow ng individual components to be nmanaged
consistently while supporting dynam c assenbly based on runtine
needs.

For exanple, during a multi-hour data-taking run, different
configurations may be assigned based on real -tine accel erator
conditions. A run mght begin with a "standby" BunchG oupSet and
switch to a "physics" set as the beamfills, before reverting back
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Thi s approach enabl es dynam ¢ reconfiguration and fine-grained
traceability. Simlar principles apply to prescale and nonitoring
files.

Wil e bundling all related configuration fragnents into a single

| arge JSON object per run is theoretically possible, operationa
practice in ATLAS favors keeping these files decoupled to support
reusability, clarity and i ndependent versioning. This design aligns
well with the |ayered, schema-validatable configuration node
proposed in this specification

6.2. Use Case of Network Protocol Configuration

Secure group conmuni cati on protocols, such as the | ETF s Messagi ng
Layer Security (MS) [RFC9420], require careful configuration of
crypt ographi c paraneters and operational policies to ensure security
and interoperability. These paraneters include sel ections of cipher
suites, credential validation rules, group size limts, and
integration details with underlying delivery services.

Managi ng these configurations across potentially |arge, dynamc, or
federat ed depl oynents benefits significantly froma versioned,
structured, and schena-validatable format |i ke the one described in
this docunment. For instance, different client inplenentations or
service providers might need to | oad specific, validated policy
versions to ensure conpati bl e behavior or adhere to security updates.

The following exanple illustrates how a configuration file adhering
to the recommended structure described in this docunent coul d be used
to manage settings for an MLS client or component. If using an
illustrative naming pattern like ms-client-policy@.O0.0.json, the
content m ght be:

Abari s Expi res 27 COctober 2025 [ Page 11]



I nternet-Draft JSON Dynam ¢ Confi gurati on Managenent April 2025

{
"name": "ms-client-policy",
"version": "1.0.0",
"config": {
"protocol Suite": "MS",
"al | onedCi pher Suites": [
"M.S 128 DHKEMX25519 AES128GCM SHA256 Ed25519",
"M.S 128 DHKEMP256_AES128GCM SHA256_P256"
I,
"credential Options": {
"requireCertificate": true
"trustedRoots": |
"cert-root-a. pent,
"cert-root-b. pent
]
1
"groupLimts": {
"maxMenbers": 1024,
"maxLifetimeHours": 720

}

",eliveryServiceUrI": "https://ms. provider.com vl/ messages”
}

}

In this exanple, the config object contains specific settings

rel evant to M.S operation: selecting allowed cryptographic suites,
defining credential requirenents, setting group size and lifetine
policies, and specifying the endpoint for the nessage delivery
service. This denonstrates how the flexible config object can
encapsul at e protocol -specific paranmeters within the versioned
structure.

6.3. Use Case of Infrastructure Provisioning

Infrastructure as Code (laC) practices, using tools |like Terraform
Pulum , or Ansible, rely on structured, declarative configuration
files to describe and manage infrastructure conmponents. Versioned
and schema-val i dat abl e JSON confi gurations reduce the |ikelihood of
m sconfi guration, enable reproducibility, and support integration
wi t h aut omat ed provi si oni ng wor kf | ows.

The foll owing exanple illustrates how a configuration file adhering
to the recommended structure described in this docunent could be used
to configure network infrastructure components in a declarative and
automation-friendly manner. In environments where routers,

firewalls, or service edge devices expose RESTCONF APl s based on YANG
nodel s, vendors like C sco support JSONencoded configurations that
can be applied using standardi zed interfaces aligned with [ RFC8040]
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6

6

and practical guidelines such as those provided by

[CI SCO- RESTCONF-API]. If using an illustrative nam ng pattern |ike
dhcp-subnet @. 0. 0.j son, the content m ght be:
{
"nanme": "dhcp-subnet",
"version": "1.0.0",
"config": {
"dhcp: subnet ": {
“"net": "10.254.239.0/27",
"range": {

"dynami c- boot p": {},
"low': "10.254.239.10",
"high": "10.254. 239. 20"
}
"dhcp-options": {
"router": [
"rtr-239-0-1. exanpl e.org",
"rtr-239-0-2. exanpl e.org"

]

"ﬁax—lease—tine": 1200
}

}
}

4, Use Case of Cloud Infrastructure

M croservi ce environnments demand frequent, isolated service updates.
A dynami ¢ and portable configuration systemall ows each service to

| oad the appropriate configuration version at runtinme, enhancing
flexibility and reduci ng downti re.

I n Kubernetes depl oynents, services often require runtine
configuration that adapts based on environnent, |oad or feature
flags. Using versioned JSON files served via config maps or nounted
vol umes, these services can boot with valid, schema-verified data and
switch configuration at runtime with zero downti ne.

5. Use Case of CI/CD and DevQOps

Decl arative, nachine-validated configuration enables safe and
audi t abl e depl oynents across environments. Systens |like G tHub
Actions, Jenkins, or ArgoCD benefit froma consistent config format
for managi ng build, test and depl oyment workfl ows.
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A JSON schena defines permissible stages, secrets and artifacts
within a pipeline. Users can validate workflow definitions before
committing themto version control. Runtinme systens |oad validated
configurations to deploy applications across dev, staging and prod
environments safely.

6.6. Use Case of Data Orchestration

Wor kfl ow engi nes |ike Nextflow and Apache Airfl ow use configuration
files to define pipeline behavior. A typed, versioned JSON
configuration ensures pipeline reproducibility and allows validation
before runtine execution, reducing execution failures.

Scientists author pipelines once and store configurations separately.
The sane pipeline can be executed across cloud environments or |oca
clusters by switching configuration inputs. This abstraction

i mproves portability and sinplifies reproducibility of data anal yses.

7. Security Considerations
Thi s docunent defines a specification nam ng convention and format
for configuration files; there are no related security
consi derati ons.
8. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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